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TSL Scheme Information

TSL1d

TSLTag

TSL Version Identifier

TSL Sequence Number

TSL Type

Scheme Operator Name
Name [en]
Name [fr]
Name [fr]
Name [de]

PostalAddress
Street Address [en]
Locality [en]
Postal Code [en]
Country Name [en]

PostalAddress
Street Address [fr]
Locality [fr]
Postal Code [fr]
Country Name [fr]

PostalAddress
Street Address [de]
Locality [de]
Postal Code [de]

TrustServiceStatusList-1

http://uri.etsi.org/19612/TSL Tag

40

http://uri.etsi.org/TrstSve/TrustedList/TSL Type/EUgeneric

ILNAS

ILNAS

Institut Luxembourgeois de la Normalisation, de I'’Accréditation, de la Sécurité et qualité des

produits et services

ILNAS

1, Avenue du Swing

Belvaux

L-4367

LU

1, Avenue du Swing

Belvaux

L-4367

LU

1, Avenue du Swing

Belvaux

L-4367
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Country Name [de]
ElectronicAddress

URI [en]

URI [fr]

URI [de]

URI [fr]

URI [en]
Scheme Name

Name [en]
Scheme Information URI

URI [en]

URI [fr]

URI [de]
Status Determination Approach
Scheme Type Community Rules

URI [en]

URI [en]
Scheme Territory
Policy Or Legal Notice

TSL Legal Notice [en]

Historical Information Period

LU

mailto:confiance-numerique@ilnas.etat.lu

mailto:confiance-numerique@ilnas.etat.lu

mailto:confiance-numerique@ilnas.etat.lu

https://portail-qualite.public.lu/fi/index.html

https://portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-confiance/liste-
confiance/scheme-information/index.html

LU:Trusted list including information related to the qualitied trust service providers which are
supervised by the issuing Member State, together with information related to the qualified trust
services provided by them, in accordance with the relevant provisions laid down in Regulation
(EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic
identitication and trust services for electronic transactions in the internal market and repealing
Directive 1999/93/EC.

https://portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-confiance/liste-
confiance/scheme-information/index.html

https://portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-confiance/liste-
contiance/scheme-information-fr/index.html

https://portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-confiance/liste-
confiance/scheme-information-de/index.html

http://uri.etsi.org/TrstSve/TrustedList/StatusDetn/EUappropriate

LU

http://uri.etsi.org/TrstSve/TrustedList/schemerules/EUcommon

http://uri.etsi.org/TrstSve/TrustedList/schemerules/LU

The applicable legal framework for the present trusted list is Regulation (EU) No 910/2014 of
the European Parliament and of the Council of 23 July 2014 on electronic identification and

trust services for electronic transactions in the internal market and repealing Directive
1999/93/EC.

65535
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Pointer to other TSL - EUROPEAN UNION

1.EU TSL - MimeType: application/vnd.etsi.tsl+xml

TSL Location https://ec.europa.eu/tools/lotl/eu-lotl. xml

EU TSL digital identities

TSL Scheme Operator certificate fields details
Version: 3
Serial Number: 1743254

X509 Certificate —---BEG]

MIHATCCBOmgAwIEASIDCp WMAOGCSqGSILSDOEECH UAMEAXCEAIBENVEAYTAKKVMRYwFAYDVQOK
DAIMdXhUenVzdCBTLKEuMSewIQYDYVQQDDBSMAXhUenVzdCBHbG9iY WiwgUX VhbGlma W VAIENBIDM:
HheNMTYwOTE IMDRWMDEY WheAM ThkwO TE IMDRWMDEY WICB/TELMAKGA 1 UEBIMCOKUSCZATBENVBACT
AKIFMRwwGgYDVQQKEXNFAXIveGVhbiBDb2 1taXNzaW9uMRUwEwYDVQQL EwwwOTQSLM4My4zNDIx
HDAaBgNVBAMTEOIhYXJ0ZWAgSm9yaXMgT3R0b3kxDjAMBZNVBAQTBUIOAGISMR Y wFAYDVQQgEWIN
YWEydG VulEpvemlzMROwGwYDVQQFEXQxMDMwNDQONDEXMDA4MDgzNzUSMjEpMCeGCSqGSIb3DQE]
ARYabWFhenRIbiSvdHRveUBIYySIdX)veGEuZXUxHDAaBgNVBAWTE | Byb2ZIc3Npb23hbCBQZX1z
B20wgeEMAGCSqGSIb3DQEHAQUAAIEDA WggEK AOIBAQLyUnSNVdL Xp WSAPF7S 0y Meu YSUn
SsNi2cHIOs/OHvetY+ghBXwz9 I EfiN. yRBI 1O, M10Ss

T4 IMIBSIQR YE4KQ73FGAG10XD5301YNzxCA! qdwxlozmu» uprbrvugwpk b VHpuiPE
VexHPHI6STX/GSp Y Hg7zm Y OEBPLsjjQAwbrVZIKb9Y pgkwbdzial g6UZemMRil7S0SUWjjhOUU
Z21619V6MS 2+ SCoOHVSXPdaooNIMIOSHTI I3 X Aews TRvPDEZEpCIZTSHCKS - DWir7
D2iuXMelAgMEAAGIRs IMIICMIAMBENVHRMEABEAAAMCY CCOSGAQUIBWEBBFow WDABgsrBgER
BQewA Y YbaHROcDovL3FjY S5vY 3NwLmx 1eHRydXNOLmx IMCOGCCsGAQUFBZAChiFodHRwOisvY2Eu
buwdlulcmubuw TFRIUUNBMySjenQwggEeBgNVHSAEggEVMIIBETCCAQMGCCuBKwEBCeMBMIH2
MIHHBggrBgEFBQCCAJCBuhgBI0X 1eFRydXNOIFF1Y WxpZmlIZCBDZX10aWZpY 2F0ZSBvbiBTUONE
IGNvbXBsaWFudCB3aXRolEVUUOkgVFMgMTAXIDQINIBRQIArIGNIenRpZmlj Y XRIHBvbGlieSdg
S2VSlEdlbmVy Y XRpb24g YnkgQINQLIBTUZXIIEF IdGhvemiaZ WQe VXNZZUGIFNIcHBvcnQgb2 Ye
UXVhbGlmaWVi 12InbmFo QcC. 9yZXBy
cZIUb}!5meIcHRdeNUme IMAgGBgQAizABA TAlEggngLl "BQCBA; »owmsuw( "AYGBACORgEBMAZG
BgQAjkYBBDALBENVHQSEBAMCBKAWHwYDVRO/BBgwFoAUY4/CiwOxq47YUbeWHZmofTasgHUwWMwYD
VROMBCwwKjAooCagITYiaHROcDovL2NybCSsdXh0cnVzdC3sdSIMVEIRQUEZLmNybDARBENVHQ4E
CgQIRSOXCQGxgiswDQYJKoZIhveNAQELBQADggIBACWbS+X16s0axESbpak XFo2BoW YphygSXAXR
M6e7QDS57Cat WSLy6ep0I23EZ3Kel3mpag2UDaEZhGhvnE/S VEyhdgo6ESHIjv9iyrdGece +RgTM
87rbkoUi6sZ+BeLIG7WNo2¢5BqRyEIch501/9AEnfi3inL K4R47BHIDRK FkptiQWjSVzZI6LEHT
ISEF215Qe5X/yalQdxItMPcQSS0rGuiGN/DI2HIrxBUAPUCO0i7zbPeltfah 12SXx Yjy9VAx2Q+c
VbeMpastSys9c/Y QA6XAkA SoKrkSsiCGBULDI2APC3FMehp6Bel/5k202iwebg3xgDWFvuDsweZ
8POYxS4dZMcjtse vzGCArFEcol TouZb30A/Z 7K 3qx3D895NHupfz20dskujjCV 7PVexxOPCXIPB
quuPFV+aYgDCLI7XQMmUSwo0HGKZ/mX ThY 2F2POLFOuK g Y6FSmZBIhR Y USleybGrayqEpakcrSLM

2DRpL zDojUsk9apmVnoQJ2¢S{TrQ877X0aG+6h/Md6cVaUI0JSiOpFLinK RGRBEKwE* pxFE2

(O0yaK9iL KurR Ydfd$ WE TatEsEyido4CFPD//bthgwvSI0CHikj8VSIIR 13140D+NQIX0vSx/PHg
SySOKq9ZPUo428ihX/ZPOZ+VigSATqpSCeqn01Z

ERTIFICATE----

~----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer CN: LuxTrust Global Qualified CA 3

Issuer O: LuxTrust S.A.

Issuer C: LU

Subject T: Professional Person

Subject E: maarten.ottoy@ec.europa.cu

Subject SERIAL NUMBER: 10304444110080837592

Subject GIVEN NAME:

Maarten Joris

Subject SURNAME: Ottoy

Subject CN: Maarten Joris Ottoy

Subject OU: 0949.383.342

Subject O: European Commission
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Subject L:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Info Access

Certificate Policies

QCStatements - crit. = false

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

EU TSL digital identities

Version:

Serial Number:

BE

BE

Thu Sep 15 11:00:12 CEST 2016

Sun Sep 15 11:00:12 CEST 2019

308201:22:30:0D:06:09.24:86.48.36F 7Y(JD,(JI.UI.OIYO5.DO.03‘!;;_01 OF.00.30.8201:04:02:82:01:01,00.52521EADBD: D2 DT AS G4 803C. S8 D2 FA DY BAFCCBABIGLCS 27 E6 CLODDICLCEIACRCEIBFT:

AIL64>D951598A23L455E(4 F ){}(IBAD56
:67:ED:B5:EA:27:BD:57:A7:0C:49:7C-EO:FB:90:AS:F4: 7$$75C176AA2816/321£3 028577311 7330L7ﬁu 7A:D7:01

: C: 4F6EBS§D7E£N¢BEA
CE:26:85:83:A5: 19 7A 63:1F:46:D9:7B:4B:AF: 14:5A:38:E | :
‘A4:22:59:EF:71:C2:C7:3F:83:5A:75:BB:0F:62:6E:5C:C7:A5:02:03:

4829[][58/1609
:CC:3A4E:4B:CF.0E:06:

IsCA: talse

http://qca.ocsp.luxtrust.lu

http://ca.luxtrust. /L TGQCA3.crt

Policy OID: 1.3.171.1.1.10.3.1

CPS text: [LuxTrust Qualitied Certiticate on SSCD compliant with ETSI TS 101 456 QCP+
certificate policy. Key Generation by CSP. Sole Authorised Usage: Support of Qualitied Electronic
Signature. ]

CPS pointer: https://repository.luxtrust.lu

Policy OID: 0.4.0.1456.1.1

id etsi_gcs QcCompliance

id etsi_ges QcSSCD

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

http://crl. luxtrust. /L TGQCA3.crl

47:C3:B1:09:01:B1:82:2B

nonRepudiation

SHA-256

9C:1A:3B:64:6E:AF:13:23:98:EF:31:9E:41:C8:E7:ED:72:5B:64:D5:77:25:80:AE:12:5D:59:C0:F6:
84:56:30

TSL Scheme Operator certificate fields details

1974568
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X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject T:

Subject E:

Subject SERTAL NUMBER:

Subject GIVEN NAME:

Subject SURNAME:

Subject CN:

Subject OU:

Subject O:

Subject L:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Info Access

EGIN CERTIFICATI

MITHDJCCBPagAWIBAgIDHIEOMAOGCSqGSIb3DQEBCWUAME4XCZAIBgNVBAY TAKx VMR YWFAYDVQQK
DAIMdXhUenVzdCBTLKEuMSewlQYDVQQDDBSMAXhUenVzdCBHbGOiY WiweUX VhbGlma W VKIENBIDMw
HheNMTewNTEXMTAyNzI WheNMjAwNTEXMTAyNzI 1 WiCCAQkxCzAJBgNVBA Y TAKSMMQswCQYDVQQH
EWICRTEMBoGAIUECHMTRX Vyb3BIY WogQ290 Wize2IV/EVMBNIGA | ECSMMMDE0OSS50DMuMAQy
MSEwHwYDVQQDExhNaWNoY WVsIFRoZWOkb29yIGRIEIVZXIXEDAOBgNVBAQTBIRIENVZXIXGTAX
BgNVBCOTEE IpY2hhZWwgVGhib2Rvb3IxHTAbBgNVBAUTFDEwWMzAzOTYSNDUwMDg IMDQ2NDIOMSsw
KQYJKoZIhveNAQkBFhxta WNoY WVsLmRILWIvZXIAZWMuZX Vyb3BhLmVIMRwwGgYDVQOMEXNQem9m
ZXNzaW9uY WwgUG czouMuBUANngqhk,c;waouAQu AAOCA08AMIIBCgKCAOLAqZGmg/I'syrS
nylIPXYHglm6a6DawB2ATZMsMxkS 11 Md/e1Go/G1+IFsq.
E]AuUSdeT4Ubrh Vy Wi V/DylnxPM(_szPrzm 3CVy7YhKHOOJUqPruWeL C13 YvaxNazhgyo

VIQZj) 6ipSM03DoGOZPBYI3q/AvAY
HdTLSOFTYVeRen2 12FGOAIMINRSL x/Bva i UIQusgiCO/ho7eGIBWausL Ue LQIGCT/aXX
dF9gKuOiPDQ3OpMJINElalPpwIDAQABOICNCCA[IwDAYDVROTAQH/BAIwADBmBgerBgEFBOCB
AQRaMFgwlwYIKwYBBQUHMAGGG2h0dHAGLy9x Y 2Eub2NzcCSsdXh0enVzdCSsdTABegrBgEFBQew.
AoYhaHR0cDoyL2NhLmx1eHRydXNOLmx ILOXUR lFnOTMuY?mMIIBHgVnVROgRHRFT(‘(‘ARngan

302r2SsBAQODATCBYCBxwYIKwYBBQU VzdCl WQeQ2VydGlm
aWNAIGUgb24gUINDRCBjb21 wbGlhbnQgdzi0aCBFVFNIIFR TIDEW, MMM ) YgL/L/NOKyH][X/Ua Wwzp
Y2F0ZSBwb2xpY. 4 i UJSIF TUC4gU. VKIFVZY Wdl
OiBTAXBwb3J0IGImIFFIY "BFbGY i wnngKwYBBl]UHAgEW

Hmh0dHBzOi$vem Vwb3NpdGyeSssdXhen vm(‘xdmmayLAlsonLwlgWKwyuuoulm() IEFAU
MAZGBEOAIKYBATAIBE YEATSGAQQWC WY DVROPBAQDAGZAMBSGA 1 UdIw(YMBaAFGOPwosDsauO2FNH
1h2ZqH32rKhIMDMGA IUdHwQsMCowKKAmoCSGImhOdHAGLyjcmwubHVA4dHJ1¢3QubHUy TFRHUUNB
MySjemwwEQYDVROOBAOECED2GnydnY/ZMAOGCSqGSIb3DQEBCwUAAICAQBvAAp4qOITVajyizZkd
UMoQCSHPDvptyJtF+j4aZmClYbgSUEySRqurLv5icKUWjp0nY O8Qq4dir MGHbOMIWiVZ6yUiySoX
V622v/hiSGGrwDKektZeI3K9wUT30TaM3sROmY0BzbYqatsDOoHb2BwhNMooFwo+sUZ+5QULV+F
MLKHxeO9rM4ezXPOSVsh6d5zddGl29WixbBZj7bp3cfSBHIalt6NIIrS +sU9Xu+ Gy TS XuSSht3k
mVUSofetXetQ8QqmxPwPENTYNu3laQe QOB W TMbGF OgtiaWOlakompRhvvIF+sd[INvGOASBCN
CIUpSEpUWr: WSXHqUOKsTG) “QBBTIESVhT7y
i YpzTop9fL T/+uQII14DTOu+iVSmwSOhSA TN T, ig5Z0KiwmmOIxo8T9Ytlhsac/7
20InCIWxFKagWAFOXSUPIS4bQUIRW39n] T6PovIxkK TPEWGTPmYrYiR2DYIsSnibR9chHUBRB/v/
09PVqGdATIpVIDWWDIUAT 1bW e 11Gy QKL 9fDemulazoBa9iX uB le§m3- 11 H5e9F)
JH3kdkPsrVODMS13+MY1eQJgAK 3oflcuk CKYQ5uUEZaU2CKiR6 TzvzzGaQ=—

iND CERTIFICATE----

SHA256withRSA

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Professional Person

michael.de-boer@ec.europa.cu

10303969450085046424

Michael Theodoor

de Boer

Michael Theodoor de Boer

0949.383.342

European Commission

BE

NL

Thu May 11 12:27:25 CEST 2017

Mon May 11 12:27:25 CEST 2020

IsCA: false

http://qca.ocsp.luxtrust.lu

http://ca.luxtrust. lu/L TGQCA3.crt
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Certificate Policies Policy OID: 1.3.171.1.1.10.3.1

CPS text: [LuxTrust Qualitied Certiticate on SSCD compliant with ETSI TS 101 456 QCP+
certificate policy. Key Generation by CSP. Sole Authorised Usage: Support of Qualitied Electronic
Signature. ]

CPS pointer: https://repository.luxtrust.lu
Policy OID: 0.4.0.1456.1.1

QCStatements - crit. = false id_etsi_gcs_QcCompliance

id_etsi_gcs_QcSSCD
Authority Key Identifier 63:8F:C2:8B:03:B1:AB:SE:D8:53:47:96:1D:99:A8: 7D:F6:AC:A8:75
CRL Distribution Points http://crl luxtrust li/L TGQCA3.crl
Subject Key Identifier 40:F6:1A:7C-B8:9D:8SF:D9
Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 59:A1:BF:29:0B:81:8B:17:7A:D6:1A:C4:B3:E6:DC:DD:D4:6D:A6:D5:BE:95:79:F8:56:4A: DE:A6:
F2:CF:07:3E

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 138577062902447122524563464486164876026

X509 Certiﬁcate rrrrr BEGIN CERTIFICATE--—-

MIIGIDCCBXCgAWIBAZIQaED4tTulqHIbgIRox VIK +ANBgkqhkiGOWOBAQSFADBeMQswCQYDVOQG
EwlFUzEQMCYGAIUECEw! REISRUNDSU9OIEAFTkVSQUwgREUZ TEEgUEIMSUNJQTENMASGA [UECwWE
RESIRTEUMBIGA IUEAwLQUMERESIRSAWMDEWHICNMTgwODISMTAZNaIWheNMIAVODIMTAZNzI3
WjBgMQswCQYDVQQGEwI RO SMBAGA 1UEBRMIMS eXNDQ2NTRNMQSWDQYDVQQEDAZCVVIHTIMXDAM
BzNVBCoMBUITQOFSMSYwJAYDVQQDDBICVVIHTIMgUEFMT01BUiwe TINDQVIgKEZIUKIBKTCCASIw
DOQYJIKoZIhveNAQEBBQADggEPADCCAQoCggEBALwG60PY ZRKiVQ9g8XHWpx IMrx6ET99Q2/XBUgUO
Vin9HDmeIPTNIVU+OcmHwDvadSiWAiwoz3077(MF17d1PYvJoMSqKhOY yrvx HiDFeAXnsCrdnoEN
QQpiCbTSOpPIW 7qX9XLAIL+hpP2SGW2xk7CRI+wwy9ewhySIVeQSH3E0i3H7eXX YeigNSbUZN

URFY LJ0P1a6SyXX9V8/Kg1SrdW Yji3d+lal GGOCGKNABmbjINGbOKiT7Ua/ra25CXutQCDNzj+5
10WOjaZ0nPBneyhp/ACXma0W5ugi63 W0zrSp99CG3ejOKUMzdGfOmSQVWAmhPn9QOQ 7nzBgE44EC
AWEAAaOCAZY wegMyMAwGA [UdEWEB/wQCMAAWHQYDVROOBBYEFIATOXIvTHto3 WxtanZILUpZHs
MBSGA1UdlwQYMBaAFBqJgMXuj3ZdVXGISzs I vaoFAIVvMIGQBggrBgEFBQCBAwSBgzCBgDA
AISGAQEwCAYGBACORGEEMBMGBEOAIKY BBIAIBECEAISGAQYBMERGBE A VB TA MBOW FohodtBz
OiSvd3d3LmRuaWUuZXMveGl mVzL3BkexMCZXMWCWYG
BACORgEL ICCSGAQU. QcwA Y Y TaHRO0cDovL29jc3AuZG5pZS51
czAuBgarBgEFBQCwA0YiaHROCDOVL. Jd?dyak ol VAN AL OFOMDAXL mNydDBIBgNVHSAE
diBOMHIGCGCFVAECAGIDMGY wlgYIKwYBBQUHAZEWFnh0dHAGLy93d3cuZG5pZS3ley9kcGMWQAYI
KwYBBQUHAgIWNAwyREISRUNDScOTTiBHRUSFUKFMIERFIEXBIFBPTEIDw41BLCBWQVRFUy 1 TMjgx
NjAXNUgwgfAGCCsGAQUFBWECBIHMIHgMDICAQEwCw YJYIZIAWUDBAIBBCAWUUYFyZIGyR 1 DAIgE
RKESSKZr0r0cbCIKbDUF6AKRDAYAZEAMASGCWCGSAFIAWQCAQQgFtlcgpTy IMUJIR VS2AcM7DIj
mO6JKY YpOYuvQB25iswOgYIYIVUAQICBAIBMASGCWCGSAFIAWQCAQQgO449b0 TprIMEM+n ISP
TewdI$5rQCSjf8{Vpx6sYHUwOg YIYIVUAQICBAIGMAsGCWCGSAFIAwWQCA QQgzFPwjmVxHdi/kytg
hdWzW+IMuMb3bYpkihrI R1ZB+UwKAYDVROIBCEWHzAdBeerBeEFBQIATERGASXOTeAMDYyMzEy
MDAwMFowQgYIYIVUAQICBAEENjAOMDICAQIwCwYJYIZIAWUDBAIBBCAVRIDIFzmzStesNHkxS 7x8
ondm2dtB/X10tqy WUI2d3DAOBgNVHQSBASEBAMCBKAwDQYIKoZIhveNAQELBQADggEBACOAyfiw
gFMSgM;i NJFngdAgMK*IhA TakVIZGOyFUSP3HGIGI I WCGAWPIkeULIZER Y wAOSu o2k

6y IXEtU02L0SOf] 1d2VOQl ECmHRLVeYmKUYdGIF2TesLk4cAf1 1UiOaSPNv
vaOthﬁ()FO]nhR 10RUWpMml4mVaxPd2Zh8qqpSESMTTmDC7v1de WIAHyCCAeOeVjZwS0suskal
ATLOGHIK6RRYj09SOHIFIIBESM Wz NWSA Npexud0now I WIS G2nngs251811 VazIFU QTIPS
qvM/loWepvk9xqObuud XKiBAMhY Xezg=

----END CERTIFICATE----

Signature algorithm: SHA256withRSA

Issuer CN: AC DNIE 001

Issuer OU: DNIE

Issuer O: DIRECCION GENERAL DE LA POLICIA
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Issuer C:

Subject CN:

Subject GIVEN NAME:

Subject SURNAME:

Subject SERIAL NUMBER:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

ES

BURGOS PALOMAR, OSCAR (FIRMA)

OSCAR

BURGOS

38144654M

ES

Mon Aug 27 12:37:27 CEST 2018

Thu Aug 27 12:37:27 CEST 2020

30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BC:3A:D0:F9: D8: CD 12:A2:55:0F:60:F1:71:D6:A7:1E:CC:AF:1E:84:4F:DF:50:DB:F5:C1:52:05:34:57:89: I-l).l( 39'

F7:12:DD:24:BF:A1:A4-FD.92. 15:60:B1:9380.91.27:EC.30.CB: 08754 8000 A T 2SS DIDC T DE ST 1 C A8 70D dC D 2
5:98:8E:2D:DD:F8:86:B: 3:40: kDA DOAS O3 LD BT ADIAD I 09D A DA DLCE A 3995 S5 5D G 0267 35 60 15007 99D 161055 32,5 75: DT B 6
B DS DD L3 GRS | 598 00 S TF 0D OB ER OO 80 B3 31050501 0001

IsCA: false

90:13:D1:79:6F:B5:31:ED:A3:75:B1:7E:F9:FC:D9:F2:D4:A5:91:EC

1A:89:A8:C5:EE:8F:76:5D:55:71:89:F3:3B:35:BD:AA:05:00:95:6F

id_etsi_qcs_QcCompliance
id_etsi_qcs QcSSCD

id_etsi_qcs RetentionPeriod: 15

http://ocsp.dnie.es
http://www.dnie.es/certs/ACO001.crt
Certificate Policies Policy OID: 2.16.724.1.2.2.2.3
CPS pointer: http://www.dnie.es/dpc
CPS text: [DIRECCION GENERAL DE LA POLICIA, VATES-S2816015H]
Subject Directory Attributes DateOfBirth (OID: 1.3.6.1.5.5.7.9.1)
19780623120000GMT+00:00
Key Usage: nonRepudiation
Thumbprint algorithm: SHA-256
Thumbprint: C1:A3:7D:B4:8C:D5:E0:47:9B:97:F4:DE:32:E3:A7:47:0C:52:AA:FB:94:C1:65:6E:F5:6F:97:50:39:
92:C8:A7
EU TSL digital identities

TSL Scheme Operator certificate fields details

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 8



Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject T:

Subject SERIAL NUMBER:

Subject GIVEN NAME:

Subject SURNAME:

Subject CN:

Subject OU:

Subject O:

Subject L:

Subject C:

Subject E:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

3280541

-----BEGIN CERTIFICATI

MIIGITCCBH2gAWIBAID. iCSqGSIb3DQEBCWUAME4XC2ZAJBgNVBAYTAkx VMRYWFAYDVQQK
DAIMdXhUenVzdCBTLKEuMSewIQYDVQQDDBSMAXhUenVzdCBHbG9iY WiwgUX VhbGlma W VKIENBIDMw
HheNMTgwMiTwMTIMjIx WheNMEwMjlwMTIIMjIx WiCCAQOxK zApBgkqhkiGIwOBCQE WHGFkemlh
bisjem9pdGOydUBIYy5ldXJveGEuZXUxCzAIBeNVBAY TALIPMQswCQYDVQQHEWICRTECMBoGA L UE
ChMTRXVyb3BIY WdgQ29tb Wizc2lvbjEVMBMGA lULCxMMMDkOOS4zODM(thQvMSMwIQYDVQQDprD
b252dGFudGluLUFkemlhbiBDem9pdG9yd TERMASGA 1UEBBMIQ3vaXRvenUxGjA YBgNVBCoTEU!
baNOYWS0aW4QWRyaWFuMROWGw YDVQQFEXQXMDMWNDM4N1L/()'\/IDEwNyEwMTcD’VIDELMBD(:/\ 1UEDBMT
UHIvZmVze2 CCASIWDQYJKoZIhveNAQEBBQADggEPADCCAQoCegEBAK UebuK 3
GemFVx01U3T3ex4VNteTsj9CI0uaRROFSK 7t9F4SAGORL 1PulqwGGemEz3mP0o V4m/TgkQuOYIKN
1DS8alHrBgWUxoO4F 7NUCIEHOINOQg T/GXdYmAzUojyMPk W 7Fe W30ial V/LISBYOwS/gRmaGHS/
2dxE37IHgOVIFK C2erUSbWXQBSuXsxMyzx 1tJgV§ | WHpkndOCIXFSZDiYuZdpUZaES6zh8vZS5
L22EHwCdUfxVTo3yeK 7AHA2nK(XEn80eDb96cAuWuAoOiiljUGIx9611Q99QLi2ghX +Tu+9YxIS
5hPpxjBGhWkhg WZaMFEScmdbeUGRR WUCAWEAAaOCAbkwggGIMBSGA 1UdIwQYMBaAFGOPwosDsauO
ZENHh2ZgH32rKhIMIGBBgerBEEFBOCBAWR IMHMWCA YGBACORSEBMARGBEQAIKYBBDBIBE YEAISG
AQUWPJASFjZodHRwczovL3d3dySsdXh0cnVzdC5sdS91cGxvY' FOYS9yZXBvc2l0b3J5L1

UyswZGYTAKkVOMBMGBgQAjkYBBJAJBgcEAISGAQYBMG G. AQUFBWEBBFOWWD/mngngEFBQcW
AYYbaHR0cDovL3FjYS5vY3NwLmx eHRydXNOLmxIMCOGCC sGAQL/l “BzAChiFodHRwOiSyY 2EubHV4
dHJ1c3QubHUVTFRHUUNBMySjenQwTgYDVR0gBEcwR TA4BggreSsBAQoDGIASMCoGCCsGAQUFBwIB
FhSodHRwezovL3J1cG9zaXRvenkubHVAdHI1c3QubHUWCQYHBACL 7EABAjAzBgNVHRSELDAGMCig
JqAkhiJodHRwOI8vY3JsLmx1eHRydXNOLmxILOXUR 1FDQTMuY3JsMBEGA 1UdDgQK BAhGofvti 7EA
gJAOBgNVHQSBAISEBAMCBKAwDQYJIKoZIhveNAQELBQADggIBAHR VNF1uzINJu6F 3eBbwalgA IRug
R+29wKuGno/ScF§eCv+CjfSc3 TrWjulK BoyBIMXEwUSMmBEIEMAaSNdWDBQWSSvDOKibHLjz0Wf
wHIgKZBURWIWS250PF3yU/Z9kh/dDBLBDYWoqYnzQbBd +4BnnL UH2iQpGFACqw0hmelgroLd4QJ 1
h1HuXhjJK13iQAImrE75dzZEkmx QzuzY+cQxxuwxXRKLUTpScdKDiCiyIK W6JBHCFpZaglGY 7vIy 1
ALY 2dn Wy RYE26 Tormkdd P7SBrK 72 XoMaOKFAAZIHIMC Qv oEAMxB0245pa0e Y2 Y o0F
dd2XCqEVSpODeNTTOI+BwXnuM+xFmrSPTuZ7LPQ/FtllzI TAKqZRovQ/lgddwlk/sxq/Y 73Z1g5q
MisBGqQvAwohjYyQSMCSNISzIDPLiS+TcX5A Tmxzgpi0XoUsA 9svAtvVEgAEBUmMNiOUWPM Ylvs
Tehx439YmW/kjA8QUado6DW Zh | H9ama/wvq +dZoBE W82g62RX///CWUIUC)Sc6kauFFyCFIZVeR
P4Ec3h/aWPSSPN79pBUHX Epceh3sbI3ReOIS/ZtddB2aCwWiTv9zSdnMOBb3C4wiDsvedlsMIRBK
BS8B+cl60/E 1tHCIq8 +VDKMK TukJCAOny/I 3Lu+TFUOgoOgr

SHA256withRSA

LuxTrust Global Qualitied CA 3

LuxTrust S.A.

LU

Professional Person

10304387540106101740

Constantin-Adrian

Croitoru

Constantin-Adrian Croitoru

0949.383.342

European Commission

BE

RO

adrian.croitoru@ec.europa.cu

Tue Feb 20 13:52:21 CET 2018

Sat Feb 20 13:52:21 CET 2021

2:4E: :3C:
TSR IO G EC 3 6T
A:54:

30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:0. 00308201OA0782010100A5IL6LL2H719(9855711)35
00:6D:11:2F: “D6:AC:06:19:C9:84:CF:79:8F:D: X57891§F4 A91087450890nn 34:BC:6:

7E:

-84:1F:00:9D: 8
9:21:81:66:5A:30:51:3 2v67v5Hv794/v9L456 02:

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75
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QCStatements - crit. = false

Authority Info Access

Certificate Policies

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint;

EU TSL digital identities

id_etsi_qcs_QcCompliance

id_etsi_qcs QcSSCD

http://qca.ocsp.luxtrust.lu

http://ca.luxtrust. /L TGQCA3.crt

Policy OID: 1.3.171.1.1.10.3.26
CPS pointer: https://repository.luxtrust.lu

Policy OID: 0.4.0.194112.1.2

http://crl luxtrust. lu/LTGQCA3.crl

46:A1:FB:ED:8B:B1:00:AA

nonRepudiation

SHA-256

8E:50:8F:03:B1:32:50:0C:34:03:DB:66:E9:DD:39:CD:78:F4:65:7C:84:09:58:A7:7D:34:E7:BD:62:
14:68:E7

TSL Scheme Operator certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer 2.5.4.97:

Issuer C:

510758012567249096883552881202149149901456017681

MIIG3TCCBMWgAWIBAGIUWXcueAZpt2afsBLFzdESOigaCREwDQY IKoZIhveNAQELBQAwczELMAKG
A1UEBBMCQKUXGTAXBgNVBGEMEESUUKIFLTA IMzc20TgzMTegxIDAeBgNVBAOMFIF1b1ZhZGlzIFRy
dXNObClusy BCVKIEMSewIQYDVQQDDEIRAWIW Y WRpcy BCZ W xnaXVUElze3 pbmog QOBgRzlwiHhely
MTgwMzA. MDQzWheNMEwMzA3M IDAWWjBwMQswCQYDVQQGEWICRTETMBEGA I UECwwKREcg
OO‘)OTkVDVDEbMBI\GAAUEYOwSVkFUOkL‘rMDkOOS‘JzODMuMzOvMRwWG YDVQOKDBNFAXJveGVhbiBD
521aXNzaW9uMREwDwYDVQQDDAFQ19DTkVDVDCCASIWDQYIKoZIhveNAQEBBQADggEPADCCAQoC
gEBAQImSZD+GhIlySveMNAGOTqzleOWQzC2DDWILSS2x O L OLagIxQPpySchiZOJgMEHpmmz

Ded: 074G G:- IXvaUqY6pvvoszXAkqsHB/QzQS W3ud TUIgL TySSpRwOSaFY 77
uvGse3xplZPQX0YMebiuyKeplXImxwTOwHKbO3v0bNislp7oUdmxgxQWdxug4Oi6tY YpSwhb6muc+
SVyLH/5XGayXdeLzuCWsHyh60KhyL VIZRETFF: prVY.SkllMHcZDIMb/YjLuluQrHrzb}D/.(xnyTJr
LBOxvGaLaaTayCxL91bjL/d4H5GIUCC WEAAaOC, GAQUFBWEB
Bl‘vwaTA4E|‘ggrB FFBQ«.wAoYmHR{)A.DnvLJRdeNﬂLnFIhSZhZFI/Z"xvaFsLvabdem!lY"Fn
Mi3jcnQwLQYIKwYBBQUHMAGGIWhOdHAGLy91dySvY3NwLnF163ZhZGlzZ2xvYmFsLmNvb TAdBgNV
llQ4EF50UbBIISRr4]tIX!97llXcNRII7JaRSlelwYDVR(UBngFoAUh8:n8MZcSenO7fsA RVGOASWV
UaswWgYDVROgBFMwUTBEBgorBSEEADSYAYMOMDYwNA YIKwYBBQUHAZEWKGhOdHAGLy93d3cucX Vv
dmFkaXNnbG9iY WywuY29(L3/lcG9zaXRvenkwCQYHBACL7EABAZA 7BgNVHRSENDAYMDCgLgAshipo
GHRWOISYY3JsLnF 1b3ZhZGlzZ2xyYmFsLmNvbS9xdmJ1Y 2FnMisjcmwwDg YDVROPAQH/BAQDAgbA
MCKGA 1UdIQQiIMCAGCCsGAQUFBwMCBggrBgEFBQeDBAYKKwYBBAGCNwoDDDA TBgoghkiG9ySBAQKC
BAUWAWIBATAOBgoqhkiG9ySBAQKBBCYWIAIBAY Y faHROcDovL 3RzLnF1b3ZhZGlzZ2xvYmFSLmNv
bS9iZTCBiwYIKwYBBQUHAQMETZBIMBUGCCsGAQUFBwsCMAKGBWQAT+xJAQIwCA YGBACORGEBMAZG
BEOAIKYBEDATELYEAISGAQ Y wCQYHBACOREEGA/A TR YEAISGAQUWMTAVFlodR wezov3didyx
dW92YWRpc2dsb2IhbC3jb20vemVivb3NpdG9yeRMCZWAWDQYJKoZIhveNAQELBQADggIBAATBVER 7
SDdFeerL CXUTIpISiusbi7HeCZwl !xanlh:UIlszZJ'l s 1640G856SuxjNHgt7G+SNmXwQvr01Z
il4MISXTOrNUSRaljz2CvbvupuNXcLh3x6sCKm Vi/p4ELY IpDMGYdEVDqUhoCg Y5SnPQPDNIIOsp
RzWqv/Oc9dNeC7i9Aokp6IdNFCTPY ySCUL/+aPHGOze56VuovGnxtk VSigPKK vRugyhj WaUBU
LZVVaW+7ebJR sKOD+WGIGnZAIKceXUIW 7UErxz0fF] q5Z59BJCrzwA Fuxe9OtwGr
Rsy6QG VbsQQFX/MN1PyXejzl120u7WIQ+dgUyuEXWNcTmSe+/S6iSNPpfe6K 2YqemSknsMzS-+uyl
8FcOx +g0ekbvKKBpN7gkGY 0rlGUhuZSd34w/QZjhgb2880E TRoWpmOIHRUBKIR 30C+arCNTthI W6
G/uPK 5gCZUSVmKZc1g0VnhjFg33ryUuSGvQJReY XWQIIsThak88v Wil T+quxeXFuqulviVex/id
XIKFTGSXR}V/0ID0akoMwA4iQibz0 INSv2x0CROmGyLARW5662uBlgU90V 734FrOVY fwMafinGuBUG
/BOEV2Rsc7/F2vUQkuakNoPjm6Ept3 YIu7WY 221GwnAMN/GqOxyQvrHrgA In+XuKB/hq

~---END CERTIFICATE-----

SHA256withRSA

QuoVadis Belgium Issuing CA G2

QuoVadis Trustlink BVBA

NTRBE-0537698318

BE

LUXEMBOURG (LUXEMBOURG) - Trusted List ID:
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Subject CN:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Authority Info Access

Subject Key Identifier

Authority Key Identifier

Certificate Policies

CRL Distribution Points

Extended Key Usage

QCStatements - crit. = false

Key Usage:

Thumbprint algorithm:

Thumbprint;

EU TSL digital identities

Version:

Serial Number:

EC CNECT

European Commission

VATBE-0949.383.342

DG CONNECT

BE

Wed Mar 07 17:00:43 CET 2018

Sun Mar 07 17:10:00 CET 2021

?F{)ﬁIB'B(‘ C 0:

: 2 .2[93D05F46()( 798»AEL8A7A9957966L7()4(E
9A:E7:3E E:57:19:AC:97: :25:AC:1F:28:7A:D0:A8:72:2D:5B:59:7E:D1 15145(29655612975886 lDCDSJ%CﬁH6]012L21(42L71LBCDZDC}LJI9[ 74ILZC IDJIB( 6ﬁ
SB:69-A4:DA-C82C B F756F3 2F:F7:78:1F:91:BD:51: CaAl B2:AA:29:75:F6:6E:E2:7B:02:03:01:00:01

http://trust.quovadisglobal.com/qvbecag?2.crt

http://uw.ocsp.quovadisglobal.com

E8:11:FC:46:BE:23:B4:8F:3E:F7:B1:D7:78:DF:09:97:B8:EC:45:24

87:C9:BC:31:97:12:7A:73:BB:7E:C0:3D:45:51:B4:01:25:95:51:AB

Policy OID: 1.3.6.1.4.1.8024.1.400
CPS pointer: http://www.quovadisglobal.com/repository
Policy OID: 0.4.0.194112.1.3

http://crl.quovadisglobal.com/qvbecag?2.crl

id_kp clientAuth - Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12

id_etsi_qcs_QcCompliance

id_etsi_qcs QcSSCD

digitalSignature - nonRepudiation

SHA-256

CC:D8:79:B3:6B:B5:53:68:5B:EC:BD:12:90:1C:7F:41:F7:BD:3E:07:F8:98:FC:BB:E1:EE:C4:56:B
0:3D:75:89

TSL Scheme Operator certificate fields details

153665982062421339038722954260668260958242818930

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 11



X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer 2.5.4.97:

Issuer C:

Subject CN:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Authority Info Access

Subject Key Identifier

Authority Key Identifier

Certificate Policies

CRL Distribution Points

----BEGIN CERTIFICATE----

MIIG3CCBMagAwIBAIUGuqe9pHe6UIaltAS/9FCY e0jS3IwDQY IKoZIhveNAQELBQAwczELMAKG
AIUEBAMCQKUXGTAXBENVBGEMEESUUKIFLTA [Mze20T2zMTexIDABENVBAOMF IF1b1ZhZGlzIFRy
dXNObGluayBCVKIBMScwIQYDVQQDDBSRAWIWY WRpeyBCZWxnaX VilElzc3 VpbmcgQOEgRzIwHheN
MTgwMzA3MTYwMTQzWh! '\IM/EWMZAJMTYXMTAWW]BXMO~W( QYDVQQGEWJCRTEUMBIGAIUECwWLSWsm
b3JtYXRpY3MxGzAZBgNVBG] EIFLTASN AIUECgwTRXVyb3BIY Wdg

0296 WiseIIVhIERMASGA 1 UEAwwIRUNREIHS VOwegEIMADGCSqGSIb3DQEBAQUAAAIBDW AwggFK
AoIBAQCnRky4DinlZEMSp9TbPr2RwAFiMVKNEBG I PMymxuvpRIOUF YpMt0fksGm6sQui2mCNdyOJ

V6BSXiwZktK YCQUAhzizirs VSsjaSr2NN/vIEvs +x9TsG616Sq1 XK+RUIDSUNvHtcklrcPdrOL Wd
ATOm4SDWLNidKF4HunHF To3(kRIGh 7grrt/WCPNXqEZiPtWA 7A0GEK +VVYwVUSPopoL9gg lacSZH
OCKgh3(TVziX1 5rvn/D|P3TAQ(:[TVVY/66l/'FZyl5p¢dMSzMAumP/crNEQm%éyanXVTXiZd IROAH

euilhrSATZBirgkUrxq QcB
AQRIMGkwOAYIKw YBBOUHMAKGI (hodHAM y90cn V7dF5xdW97YWRpL 7dab2]th,€jb20an717WNh
ZzIuY3J0MCOGCCsGAQUFBZA. SxdW92Y W b2IhbC3[b20WHQYD

VROOBBYEFMSdoj2/7+PpPvEUSkOKODtyOhTzMBSGA lUdleYMBﬁAI “IflVDGX Enpzu3 7APUVRIAE]
IVGrMFoGA 1UAIARTMFEWRA YKKwYBBAG+WAGDEDA2MDQGCCsGAQUFBwIBFihod HRwOiSvd3d3LnF1
b3ZhZGlzZ2xvYmFSLmNvbS9yZXBvc2l0b3ISMAKGBWQAi+xAAQMwOwYDVROMBDQwMjAwoC6gLIYq
aHRO0cDovLINybCSxdW92Y WRpe2dsb2JhbC3jb20veXZiZ WNhZzlu Y 3IsMA4GA 1 UdDWEB/wQEAWIG
wDApBENVHSUEAgBaerBEr BQeDAEYIKwYBBQUHAWQGCIsCAQQBCK AwwwEw YKKoZIhvevAQE!
AgQFMAMCAQEWNAYKKoZIhvevAQEIAQQmMCQCAQGGHZhOJHA dsb27hbCS]
b20vYmUwgYsGCCsGAQUFBWEDBHSwITAVBggrBgEF BQCLA]AJchLAlvsSQLCMAgGBgQA]k YBATAI
BgYEAISGAQQWEWYGBACORZEGMAKGBWQAJKY BBglwOwYGBACORZEFMDEWLXYpaHROCHM6Ly93d3cu
cxvmmmeNnboy;wa.;yzermmyzavakaAmvUWm(,(

GSIb3DQEBCwI UAAIC, "AQADskux

FuqHe4hUCFedloY. TlyVvXi 1pJ 7aui4DXqjUOVKLpDV6vO
0SQEFNem VCUSbG/3 1k2DLgssDo0d] Jmc Wi x+xcscCr7lU7dyM M7V7bj*(7]85A DTYFFTUTSIS
3xUR8SMb+kn0gLsuQAzI14tY W4rG 1eqwHreGjSzMDC Wy 829Vm. KiQQ

y45qieBTIrjoltkDVIRm10YxT4hYxR+3gALIPMNuA 1 CqZI7FDnQOzm30/d936JF GAN TR DR
W5Pua2uwGp9ES VsiDAcFRmg0OL/j8ItH3KnZCINSbKbiizFZDLsROZnC4mqROAFZxnl2HDGK GISH
P+LIISSdeOKIYNuAJPtkdgtsbUvEMO02zC4udBNSI2vpvicd9QER RadNFskQIxKqvE7/SehvIFPe
QIP7iQ+jNfafu7LOQMedKyrT6HR/hRb2jwqE4zpytYQ3uK QdY wif+PIKdbDn9jOiWBJ50miecTC
h60AvDjSONLMhKLQm7cn7P7s8S/uadkcHI07T/BjMqak2JQYuREK3K3A8y INMApSydW+S/1g5Az
NWaneUSITVXOANIEKIPAG2OR ZaDHoPA9ybRLIWLOKHQVdiKz U IhTDpAg Apm6 VRQ—

SHA256withRSA

QuoVadis Belgium Issuing CA G2

QuoVadis Trustlink BVBA

NTRBE-0537698318

BE

EC DIGIT

European Commission

VATBE-0949.383.342

Informatics

BE

Wed Mar 07 17:01:43 CET 2018

Sun Mar 07 17:11:00 CET 2021

http://trust.quovadisglobal.com/qvbecag?2.crt

http://uw.ocsp.quovadisglobal.com

CF:1D:A2:3D:BF:EF:E3:E9:3E:F1:14:EA:43:A4:D0:3B:72:D2:14:F3

87:C9:BC:31:97:12:7A:73:BB:7E:C0:3D:45:51:B4:01:25:95:51:AB

Policy OID: 1.3.6.1.4.1.8024.1.400
CPS pointer: http://www.quovadisglobal.com/repository
Policy OID: 0.4.0.194112.1.3

http://crl.quovadisglobal.com/qvbecag?2.crl
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Extended Key Usage id kp clientAuth - Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12

QCStatements - crit. = false id_etsi_qcs QcCompliance

id_etsi_qcs QcSSCD

Key Usage: digitalSignature - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 43:55:04:BF-D8:02:ED:F4:DB:08:CB:D7:C7:72:9A:0D:45:B2:27:79:7B:72: TE:AE:6E-A 1:D3:16:84
166342

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 21267647932558803542992831893320696944

X509 Certificate @ = — BEGIN CERTIFICATE——

MIIGZzCCBE+gAwWIBAZIQEAAAAAAAHGyPXviVxqeEcDANBgkqhkiGIWOBAQUFADAZMQswCQYDV(
EwICRTETMBEGA 1UEAXMKQ210aXplbiBDQTEPMAOGA 1UEBRMGMJAXNTA4MBAXDTEIMDUWMTEAN TOI
NFoXDTIMDQyNTIZNTK0VowezELMAKGA 1UEBRMCQKUXJZAIBeNVBAMTHKpIY WHTWFyYyBWZXJi
ZXindCAUZGmFOdXIIK TERMABGAIUEBBMIVimYy YmVy Z3QrEJAQBENVECOTCUpl Y WATWEY Y2EU
MBIGA IUEBRMLNjewMjlzMzAzNDAwggEiMAOGCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQCwbntY
98IxCnc 7YZUhanO*n3 VAITU2I0lz IS IGIMASYOMYOIL 7XDUhmh/MyhlpF FYmNsFOiLWEY W

XNwFACl pZj ByzxWiOWD:
W7wSIKyeRol MsGOtw07:A4JS4t'Dz]I\K TYGor6PIOVGUICHiZqPj T +822kFhER/3KigSn21x324
[IN/mZCSDA5ixKIOCs X +bPbXJI4OyEORDULS+MAQWjlid5opKjSe TMx 2kmSycw9DudzkFzg
1p81XGDGEHZpS3wSgsuZSQRSEUU3XNbAZMBAAGjggl IMIICMTABgNVHSMEGDA WeBRqb1 HizCdd
ZQnugBsSIAPWOKAIE BwBgerBeEFBQcBAQRKMGIWNg YIKw YBBQUHMAK GKmiOdHAGL y9iZX10cys1
aWQuYmVsZ211b55i259iZ WxnaX VienMzLmNydDAoBggrBgEFBQewA Y YeaHROcDovL 29jc3 AuZ Wik
LmilbGdpd W0uYmUvMjCCARZGA 1 UdIASCAQSweg ELMIIBBwYHYDgKAQECATCB+zAsBggrBeEFBQcC
ARYgaHR0cDovL3JlcG9zaXRvenkuZ WikLmJIbGdpd W0uYmUwecoGCCsGAQUFBWICMIGIGOGOR2Vi
cnVpayBybmRlcndvenBIbiBl Y WAgY Wrc3By YWHibGlgazhlaWRzY im Vi ZX)raWSnZ WisltppZSED

UFMgLSB XMew6AgZGVziGxpb W0’ 2. IsaXTDgSw
dnr?puBDUﬂ\/lgLSBWZXI}ZWSdeanII\/udGvaGlIZaOéSGFmdlIVuZ7NIZXNJJIILDpG51dW5nZM43
IGdlbcOke3MgQIBTMDKGA 1UdHwQyMDAwLqAsoCqGKGhOdHAGLy9jemwuZWIKLmJlIbGdpd Wou YUy
ZWikYzlwMTUwOCSjcmwwDg YDVROPAQH/BAQDAgZAMBEGC WCGSAGG+EIBAQQEAWIFIDABggrBgEF
BOeBAWQWMBQWCAYGBACORZEBMALGBEQAIKYBBDANBEIAIKIGIWOBAQUFAAOCAREAISOIZI /G
WSIMATIK800GEjpy YpZnXnJSsFuliGudoKev2TqdF waeK TporufbSehMSWDuX HikwBICISDLS

‘DzAsgoGnorKuWkO34Pa8KpXEb70js Wan!hz’t(_v/anm7bZQ/N/ijb7Zz(IhWﬁmXuQIKWU
ROGVIBVIN, Kol UEEXZIPMY Y BIQEIPGIPsmMXUn cQDQERpebyiPPLUIdSS6Zu0cRdsRiAA
2I7EVnHvSVeBFwaikBIYuEChNDIy U+WshSCjvZb1aW9qGQXbSRrWP2kdKe6 VMKsQh9dwpXPZ
0cFABKILIXAJBOVhVOIK DIFcCIAGASoxX5UIS 70HGeFBVazT+OKaaNwNM/12powv6QwYowX4YIN
ZJ/CYRKMNeNwCuBSSmvDvIZY/a/IZ 17V wqX2KuGZeF TJInNSesUuluROd3jRkguSs93R/6Ch$xOS
6uyeNY 71yrlWIIbSJ6Sza9viZRNSFhQARNalSLPwXeX2zHUQIXLSU2+EOE 7ruBIMT003j T ViDmr
mSbOPPmbSRnBILsjfSPegKkRzrGUDWhoGnquddJs3uipwsPPVaolnZ26DIPgEDIneLm Yi9K3 T+
YXGS5710q8E9Ip6HzBeiTXKGB+CS0484w32E9 TmtnP6dvMLL7VsoyegtIhO/3/1U=

Signature algorithm: SHA IwithRSA

Issuer SERTAL NUMBER: 201508

Issuer CN: Citizen CA

Issuer C: BE
Subject SERIAL NUMBER: 67022330340

Subject GIVEN NAME: Jean-Marc

Subject SURNAME: Verbergt

Subject CN: Jean-Marc Verbergt (Signature)

Subject C: BE

Valid from: Fri May 01 20:54:54 CEST 2015

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 13



Valid to:

Public Key:

Authority Key Identifier

Authority Info Access

Certificate Policies

CRL Distribution Points

QCStatements - crit. = false

Key Usage:

Thumbprint algorithm:

Thumbprint;

EU TSL digital identities

Sat Apr 26 01:59:59 CEST 2025

3032017 -30:0D:06:09:2A:

01 Ul 0/ :05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:Bt 77:FD:F’ 7 ( 9 7/ Ulf 99:. DC LD 86 54:86:73:08:43:E9:F 7 54 08 EB:15:4D:: 88 .78 6.IC. 74'80:L9:A5:00.49'
7:48:81 16:5C:DC:05:E( :20: :90:

: X DJ K} EF36 P

:DA:49:92:C9:CC:3D:

6A:6F:51:E5:CC:27:5D:65:09:EE:A8:1B:12:94:03:F0:40:A0:08:F2

http://certs.eid.belgium. be/belgiumrs3.crt

http://ocsp.eid.belgium.be/2

Policy OID: 2.16.56.10.1.1.2.1
CPS pointer: http://repository.eid.belgium.be

CPS text: [Gebruik onderworpen aan aansprakelijkheidsbeperkingen, zie CPS - Usage soumis A des
limitations de responsabilitA©, voir CPS - Verwendung unterliegt HaftungsbeschrAonkungen,
gemAgzss CPS]

http://crl.eid.belgium.be/eidc201508.crl

id_etsi_qcs_QcCompliance

id_etsi_qcs QcSSCD
nonRepudiation
SHA-256

54:00:AB:71:2C:41:AA:F0:C4:0B:50:5E:26:4D:54:94:D8:AF:41:80:F8:F6:29:55:D1:62:23:B3:29:0
F:97:C3

TSL Scheme Operator certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer SERTAL NUMBER:

21267647932559404339035760224263512027

I1G7zCCB: IQEAAAAAAANUXHXttK9Ty2zANBgkqhkiG9wOBAQsFADBKMQswCQYDVQQG
Eul(‘RTERMAEGAIbEBxMIQn DAaBgNVBAoT! 92dCBOLIYuL IMuQS4xEzAR
BeNVBAMTCKNpdG16ZW4gQ0ExDzANBgNVBAUTBjIwMTgwMzAcFw0xODA2MDEyMjAOMTIaFw0yODA 1
MzAyMzUSNTIaMHAXCzAJBgNVBAY TAKIEMSMwIQYDVQQDExpQYXRyaWNIlEtyZW 1 lciAoU2lnbmF0
dXJIKTEPMAOGA IUEBBMGS 31IbWVyMRUwEwWYDVQQqEwWxQY XRya WNrlEpl Y WAXFDASBgNVBAUT Czcy
MDIwMzISOTewMIIBANBgkqhkiGOWOBAQEFAAOCAQSAMIIBCeKCAQEAr727VriDY4as3RALPOZ7
uPH5inHzaVMOWFb/SYOW-+9IVMHz/VSdIAze TKvhLGSS4Pk6Kd2E+h18FIRonp70Gv2+ijtkPk7ZQ
KfezOycuAbLXiNx2S 7feSGGILGlafDJgBeTQuQm1aDVLDQ653mqRStAO+gEfovsdzRESLIMKYXAU
953/ WockaGolheNV AFJIPSiyEe3 LU/ W daMyqOKGIX seaTensbg Thoou WZPAIE-eDTNG

BDFXwzmnGFPMRez3ONK/jIKhha8 TyIDSTUMX30Dt0dU3jvIEK PIfUJix BPchxMIMwWx TjFb
Nw(‘K TUSqToHIS4VOIDAQABOTICICCAOwHWY DVROBBgwFoAUZTORPipCIW Shu7 - ROz Aq3
L1QwewYIKwYBBQUHAQEEZzBIMDKGCCsGAQUFBZAChilodHRwOi8vY2VydHMuZ WIKLmJIbGdpd Wou

YmUvY210aXplbjlwMTgwMyS3jcnQwKA YIKwYBBQUHMAGGHGhOAHAGLy9VYINwLmVpZCSiZWxnaXVt
LmJILzlwggEBgNVHSAEgeEaMIIBFICCAQeGB2A4DAEBAgEwgfswLA YIKwYBBQUHAZEWIGhOdHAG
Ly9yZXBve2l0b3J5LmVpZC5iZWxnaX VILmJIMIHK BQCCACBYQyBukdlYnI1aWsgb25k
ZXJ3b3IwZWAgY WEulGFhbnNwemFrZWpamtoZWIke2JIeG Vya2luZ2Vul CB6aWUgQIBTICOgVXNh
72Uge291bWizIMOgIGRIcyBsaW IpdGF0aW9ucyBkZSByZXNwb25zY WIpbGlowsksIHZvaX1gQ1BT

1008 VimVyd2VuZHVaZy B bnRlerxpZ WAOIEZoR IbrndzYimV 2 2y weRus3 Vuz2VuL CBAZWIDptiNz
IENQUZ A BacEAIVSOAECMDKGA | UdHwQyMDAWL AsoCqGK GHOAHAGLy9jermwuz WIKL mIibGapd W 0u
YmUvZWIkYzIw MTgwMv5]cmwngYDVRl)PAQII/BAQDAgZAMBMGAlU JQOMMA0GCCsGAQUFBWMEMGWG
CCsGAQUFBWEDBGAWXJAIBgYEAISGAQEWCA YGBACORZEEMDMGBgQAjK YBBTApMCcWIWhOAHBZOiSy
emVwb3NpdGOyeS5laWQuYmVsZ211bS5iZRMCZWawEwYGBACORgEGMAKGBWQAjkYBBgEWDQYIKoZI
hveNAQELBQADggIBACBY+OLhM7BryzX WkIDUROUK I +cDVboPg *INIEtIIA Eox Vay9zuXUWLcodts
M3WDeWFDxyhatLedku2GurSJ1680/kaDwLLyoJE 1:2Db9VrdG+tS T+ TmIHAX3yN Wjn/9dsj
iGQQuTJeceS6rizbGdUgiFTSmGMmAzy4l/wKy6XiDKiZTScFeOTevsl+/vxiLiDnghOwTztV.Zh
mWExelHG9ypgMFYmlucHQOSFZreSmv3c 7D+ Vhq V/s Y 9xL ERK3Ffk416B5qRPyglmXqGzNS WiDISd
YeUF4XoZLXJBEP7/36r4minPINWQ+¢IORjesuDAZStD/yhMVRADVGISEScipTYvIwOmVB2IQrWnE
tyaZIi60XfozoSuOckBngWyDe kuizZZeY RIVNIwhCu7R30g47NSgkacl07ejuSUBEII9A +redL
QeubAcdPauWmbxt/V93HAGpFptsR8zXo+InSm2PIQPZ3myDkzIANTGLG+ukhN7IF2CCeagt/WoV
ZLq3qKC35WVeqeoSMEE/XeSrf3/mlJ10yFQm-+sth TeeOFDXuUgI3ES6bR/fSUr/bapwXp WpFxGI
PpXLGalXbzQGSTtyNEYrdENIh71130¢Ydw3xmzU2B3tbaWREOX2xjy W2tlv+vvHG6sIoR 1 QkIkG
MFfzsT7WSUGILetv

SHA256withRSA

201803
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Issuer CN:

Issuer O:

Issuer L:

Issuer C:

Subject SERIAL NUMBER:

Subject GIVEN NAME:

Subject SURNAME:

Subject CN:

Subject C:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

Authority Info Access

Certificate Policies

CRL Distribution Points

Extended Key Usage

QCStatements - crit. = false

Key Usage:

Thumbprint algorithm:

Thumbprint:

Citizen CA

Certipost N.V./S.A.

Brussels

BE

72020329970

Patrick Jean

Kremer

Patrick Kremer (Signature)

BE

Sat Jun 02 00:04:19 CEST 2018

Wed May 31 01:59:59 CEST 2028

30:82:01:22:30:0D:06:09:2A:! ‘B:D2:15:30:7
C:FF:57:97:49: 2A:]

09:B5:68:3.
ACT9A4

F:F1:83:96:F
60:06:04:D0:BY:

IA:32:FA:86:2B:A9:17:1

:3B:C9:10:A3:C8:7D:42:6

D9:34:21:3E:3A:42:25:6D:E1:BB:BF:BE:47:4C:F8:02:AD:E3:2F:54

http://certs.eid.belgium. be/citizen201803.crt

http://ocsp.eid.belgium.be/2

Policy OID: 2.16.56.12.1.1.2.1
CPS pointer: http://repository.eid.belgium.be

CPS text: [Gebruik onderworpen aan aansprakelijkheidsbeperkingen, zie CPS - Usage soumis a des
limitations de responsabilité, voir CPS - Verwendung unterliegt Haftungsbeschridnkungen, gemaéss
CPS]

Policy OID: 0.4.0.194112.1.2

http://crl.eid.belgium.be/eidc201803.crl

id kp emailProtection

id_etsi_gcs_QcCompliance

id_etsi_gcs_QcSSCD

nonRepudiation

SHA-256

D2:06:4F:DD:70:F6:98:2D:CC:51:6B:86:D9:D5:C5:6A:EA:93:94:17:C6:24:B2:E4:78:C0:B2:9D:E
5:4F:84:74
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TSL Type http://uri.etsi.org/TrstSve/TrustedList/TSL Type/EUlistofthelists

Scheme Territory EU
Mime Type application/vnd.etsi.tsl+xml
Scheme Operator Name
Name [en] European Commission
Scheme Type Community Rules
URI [en] http://uri.etsi.org/TrstSve/TrustedList/schemerules/EUlistofthelists
List Issue Date Time 2020-11-02T09:45:00Z
Next Update
date Time 2021-05-01T23:00:00Z
Distribution Points
URI

https://portail-qualite.public.lu/content/dam/qualite/ft/publications/confiance-numerique/liste-
confiance-nationale/tsl-xml/tsl.xml
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1 - TSP: LuxTrust S.A.

TSP Name

Name

TSP Trade Name

Name

Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

ElectronicAddress

URI

[en]

[en]

[fr]

[en]

[en]

[en]

[en]

[fr]

[fr]

[fr]

[fr]

[de]

[de]

[de]

[de]

[en]

[fr]

[de]

LuxTrust S.A.

VATLU-20976985

TVALU-20976985

IVY Building - 13-15 Parc d'Activités

Capellen

L-8308

LU

IVY Building - 13-15 Parc d'Activités

Capellen

L-8308

LU

1VY Building - 13-15 Parc d'Activités

Capellen

L-8308

LU

mailto:info@luxtrust.lu

mailto:info@luxtrust.lu

mailto:info@luxtrust.lu
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TSP Information URI

URI

[en]

[fr]

[de]

[en]

[fr]

[de]

https://www.luxtrust.lu/en

https://www.luxtrust.lu/fr

https://www.luxtrust.lu/de

https://www.luxtrust.lu/en/repository

https://www.luxtrust.lu/ft/repository

https://www.luxtrust.lu/de/repository

1.1 - Service (withdrawn): LuxTrust Qualified Certification Authority

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres

attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitit und

andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

LuxTrust Qualified Certitication Authority

1003

MIIDSDCCAtigAwIBAgICA +swDQYJKoZIhveNAQEFBQAWQDELMAKGA IUEBhMCTFUXFjAUBgNVBAoT
DUx1eFRydXNOIHMuY S4xGTAXBgNVBAMTEEx 1eFRydXNOIHIvb3QgQOEwHhcNMDgwNjA IMDkyNTIO

4
WheNMTYXMDE4MTAOMDMOW BFMQswCQYDVQQGEWIMVTEWMBQGA IUEChMN' iV vHchJQgUyﬁEL;Lc

MBwGA IUEAXMVTHV4VHI1c3QgUXVhbGlmaW VKIENBMIIBIANBgkqhkiG9w0BAQEFAAOCAQSAMIIB
CEKCAQEAYbEXaA SRNVICHHZSBHEWOSL mal 419Y g9 VEYclwL mhr9KgAKFIudBATHeeSNLAX
vh/BIDUDUHS0GZ3P2Dwi7put VEVATvWSjzYq6CzarUthzb9ux-+K TdTT+ddy6tkgVegy9DBe+bz6
350Zm2PPQT9%z0R4SRBN730KA/M1a0Sa7ZDphL37WHSA4/TWhIF1/LBRVGCOF4MghU/u+kovFS
mTuUK+ncU7+FS0cQRhAD+CAWILY WuzuE+T6ZuZ6lqg6+vqgloiKwL6iV ZmwKkIPYV3+3 Wey3zq5
1pDvsIGj4kXd1riQGKsEeDINSy71DG30dBqF 1 Yd7ue7ziwlDAQABodHuMIHIMASGA 1UdEwQIMAYB
AfSCAQAWQgYDVR0gBDswOTA3BggraSsBAQEBADAIMCKGCCSGAQUFBwIBFh lodHRwOiSvem Vwb3Np
dG9yeS5sdXh0cnVzdC3sdTARBglghkeBhvhCAQEEBAMCAAcwDgYDVROPAQH/BAQDAZHGMBSGA 1Ud
IWQYMBaAFN2K 12Dx+ZFx6UdwDCXIrKGN34wIMDEGA 1 UdHwQqMCgwlqAkoCK GIGhOdHAGLy9jcmwu
bHVAdI1]1c3QubHUy TFRSQOEY3JsMBOGA 1UdD2QWBBSNKKMH3RoTdSINMkqiNQ94/zSIkBTANBgkq
hkiG9WOBAQUFAAOCAQEAapxOpigXTejGgHBWMAwDBMAZQHpPyoCmw3201j1qqez05nDnjGSglIni
/pSIFMpV/XmChigyOS2Py YOCHNSUpPIS/Clym! 0cipmzp XKOMbgVIFRIAASIXXTNDQT 76V

3675 VKQEmJzqoX Tecqdnul L9rLZ88 Y UlezMaWscE TIZCBdkecK VyqH + T0JucZgX 7zzipiVy'
2M+0G19giOmK wBGkzselt+MgY Wrsk]ADK DZMrdbQxkxnhzCSQoraX 7Dugx MOHATMitCe FAuZr W
1J69QjCLBIKzxUGy7B3pY OjLIThr7S64cd] 2yuR +NjHAFZ2DTXwxKg/FQg=—

--END CERTIFICATE----

SHA IwithRSA

LuxTrust root CA

LuxTrust s.a.

LU

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1
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Subject CN: LuxTrust Qualified CA

Subject O: LuxTrust S.A.

Subject C: LU

Valid from: Thu Jun 05 11:25:24 CEST 2008

Valid to: Tue Oct 18 12:40:34 CEST 2016

Public Key: S e e e e e S

:56:08:32:F4:30:5E:F9:BC:FA:DF:9A:19:9B: 1:3F:64:CE:84:78:F1:10:4D:
9:90:33:94:2B:E9:DC:53:BF:85:4B:47:10:46:10:03:F$:2E:16:7C-B2:3F:SA:EC:E.
:45:DD:D6:B8:90:18:AB:04:78:37:CD:F3:2E:F5:0C:6D:CE: 74:1A:85:D5:87:7B;

A 03 092I'/\D‘12'6B'86'41 7:F2:C1:45:51:82:D0:5E:0C:83:58:54:FE:EF:A4:A2:F1:7
FA:66:E6:7A:22:A8:. XAIAIAA!HI A88A (ouLAzﬁquAAMl :BD:5D:FE:DD:68:32:DF:3A:B9:B6:90:EF:B0:81:A3:E2
CE:F3:8B:02:03:01:00:01

Basic Constraints IsCA: true - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.1.0

CPS pointer: http://repository.luxtrust.lu

Authority Key Identifier DD:8A:D7:30:F1:F9:91:71:E9:47:70:0C:25:E5:AC:A1:8D:DF:8C:25
CRL Distribution Points http://erl.luxtrust.lu/L TRCA.crl
Subject Key Identifier 8D:90:A3:07:DD:1A:13:77:99:4C:92:AB:4D:43:DE:3F:CD:29:64:05
Key Usage: digitalSignature - nonRepudiation - keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: FE:5D:1F:DE:82:82:0A:C6:9F:02:65:80:8C:4E:69:4A:CF:0A:FA:05:6B:56:A4:EA:84:98:4D:52:A8
:5B:F7:D7
X509SubjectName
Subject CN: LuxTrust Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn
Service status description [en] undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2017-02-23T00:00:00Z

1.1.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation
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URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.1.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svetype/CA/QC
Service Name

Name [en] LuxTrust Qualified Certification Authority
Service digital identities
X509SubjectName

Subject CN: LuxTrust Qualified CA

Subject O: LuxTrust S.A.

Subject C: LU
X509SK1

X509 SK 1 JZCjB90aE3eZTIKrTUPeP80pZAU=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.1.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.1.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svetype/CA/QC
Service Name

Name [en] LuxTrust Qualified Certification Authority
Service digital identities
X509SubjectName

Subject CN: LuxTrust Qualified CA
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Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

LuxTrust S.A.

LU

JZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2013-10-13T00:00:00Z

1.1.4 - History instance n.3 - Status: accreditationceased

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Qualified Certitication Authority

LuxTrust Qualitied CA
LuxTrust S.A.

LU

jZCjB90aE3eZTIKrTUPeP80pZAU=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accreditationceased

2013-10-12T23:59:59Z

1.1.5 - History instance n.4 - Status: accredited

Service Type Identifier

Service Name

Name

Service digital identities

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Qualified Certitication Authority
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X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

LuxTrust Qualified CA

LuxTrust S.A.

LU

JZCjB90aE3eZTIKrTUPeP80pZAU=

http://uri.etsi.org/TrstSve/TrustedList/Svcestatus/accredited

2009-10-13T00:00:00Z

1.1.6 - History instance n.5 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Qualified Certification Authority

LuxTrust Qualified CA
LuxTrust S.A.

LU

JZCjB90aE3eZTIKrTUPeP80pZAU=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2008-07-29T00:00:00Z

1.2 - Service (deprecatedatnationallevel): LuxTrust Time Stamping Authority

Service Type Identifier

Service type description

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] A time stamping service as part of a service from a trust service provider issuing qualified certificates that issues time-
stamp tokens (TST) that can be used in the validation process of qualified signature or advanced signatures supported by
qualified certificates to ascertain and extend the signature validity when the qualified certificate is (will be) revoked or
expired (will expire).
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[fr] Un service d'horodatage dans le cadre d'un service d'un prestataire de service de confiance délivrant des certificats qualifiés
qui émet des jetons d'horodatage (TST) qui peut étre utilisé dans le processus de validation de signature qualifiée ou
signatures avancées soutenues par des certificats qualifiés pour vérifier et étendre la signature validité lorsque le certificat
qualifié est (sera) la révocation ou d'expiration (expire).

[de] Ein Zeitstempeldienst als Teil eines Service aus einer Treuhandservice-Anbieter, die qualifizierte Zertifikate, die
Zeitstempel-Tokens (TST) gibt, die in der Validierung der qualifizierten Signatur oder fortgeschrittene Signaturen durch
qualifizierte Zertifikate unterstiitzt verwendet werden kénnen, um festzustellen und verlingern die Unterschrift Giiltigkeit,
wenn das qualitizierte Zertifikat wird (werden) widerrufen oder abgelaufen (verfallen).

Service Name

Name [en] LuxTrust Time Stamping Authority

Service digital identities

Certificate fields details

Version: 3
Serial Number: 1003
X5 09 Certlﬁcatﬁ rrrrr BEGIN CERTIFICATE-----

MIIDSDCCAtigAwIBAgICA +swDQYJIKoZIhveNAQEFBQAWQDELMAKGA 1UEBAMCTFUXFJAUBgNVBAoT
DUxleFRydXNOIHMy Y SixGTAXBENVEAMTEEX] eFRydXNOIHJvb3QzQOEWHhCNMDgwNjA IMDkyNTIO
WheNMTYxMDE4MTAOMDMOWjBFMQswCQYDVQQGEwIMVTEWMBQGA /ul.ch.wwuw wu/cwgwmul_e
MBWGA 1UEAXMVTHVAVH]1c3QgUX VhbGlma WVKIENBMIIBANBgkqhkiGIwOBAQEFA
CoKCAQEAYbFXzA+SRNnvICd+sZ8BnH6WO3LmaLi419Ygd9VBYclwLm) MWKgAKF]udBX7Hc¢5NL4X
vhm/BIDUDUHSOGZ3P2Dw7put VEVATvWSjzYq6CzarUthzb9ux+K TdTT+ddy6tkg VegyIDBe+bz6
350Zm2PPQT9%z0R4SRBN730KA/MI1a0Sa7ZDphL37WHSA4/TWhIF1/LBRVGCOF4Mg hU/u+kovES
mTuUK+ncU7+FS0cQRhAD+C4WILY WuzuE+T6ZuZ6lqg6+vqgfbiKwL6iV.ZmwKkIPYV3+3 Wey3zq5
(pDYSIGKXIQGKSECDINSy7DG30dBqF 1 Vd7uc7iwIDAQABOIHuMIHIMASGA UGEWQIMA YB

AfSCAQA Qg YDVROEBDSWOTASBegrgSsBAQEBADAMCKGOCSGAQUIBWIBFh odHRwOISvem Y wbiNp
4G9 EBAMCAAcwDgYDVROPAQH/BAQDAgHGMBSGA 1Ud
IWOYMBAAFN. N v GO ONG 4MMDLGAIL'dlle MCgwlgAkoCKGIGhOGHAGLyjcmwu
bHV4dHI1c3QubHUY TFRSQOEuY3IsMBOGA 1 UdDgQWBBSNKKMH3RoTdSIMkqiNQ94/zSIkBTANBgkq
hkiGOWOBAQUFAAOCAQEAapxOpigX TejGgHBWMAwDBMAZQHpPyoCmw3201j1qgez05nDnjG3glni
/pSIFMpV/xmCkjqy092Py YbcHNSUpP1SjCkyn10e6ipmzpXKOMbgFvIPglAgA SdXx TNIQ77eW
u36£z5VKQEmJzqoXTecqdnuL L9rLZ88 Y UlczMaWscETIZCBAkecK VyqHF+T0lucZqX 7zz6piVyT
2M+0G19giOmKwBGkzselt+Mg Y Wrsk]ADK DZMrdbQxkxuhzCSQoraX 7Dugx MOHATMitCe 74uZr W
116qQiCLBIKzxUGy 7B3pY OjLIThi7S64cd 1 2yuR+NjHAFZ2DTXwxKg/FQg—

Signature algorithm: SHA IwithRSA
Issuer CN: LuxTrust root CA
Issuer O:

LuxTrust s.a.

Issuer C: LU

Subject CN: LuxTrust Qualified CA

Subject O: LuxTrust S.A.

Subject C: LU

Valid from: Thu Jun 05 11:25:24 CEST 2008
Valid to: Tue Oct 18 12:40:34 CEST 2016
Public Key:

9:21:AD:12:6B:B6:43:A6:12:F 7:ED:61:D2:03:8F:D3:5A: 1 F:45:D7-F2:C I 45:51:82:D0:
7A:22:A8:3A:FA:FA:AQ: TF:A8:8A:C0:BE:A2:55:99:B0:2A:42:4F:BD:SD:FE:DD:68:
/B:02:03:01:00:01

0C:83:58:54; 2:F1:7
F:3A:B9:B6: 90 EFBU SI:A3E2

Basic Constraints IsCA: true - Path length: 0
Certificate Policies Policy OID: 1.3.171.1.1.1.1.0

CPS pointer: http://repository.luxtrust.lu
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Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

Service Status
Service status description [en]
[fr]
[de]

Status Starting Time

DD:8A:D7:30:F1:F9:91:71:E9:47:70:0C:25:E5:AC:A1:8D:DF:8C:25

http://crl.luxtrust.lu/LTRCA.crl

8D:90:A3:07:DD:1A:13:77:99:4C:92:AB:4D:43:DE:3F:CD:29:64:05

digitalSignature - nonRepudiation - keyCertSign - cRLSign

SHA-256

FE:5D:1F:DE:82:82:0A:C6:9F:02:65:80:8C:4E:69:4A:CF:0A:FA:05:6B:56:A4:EA:84:98:4D:52:A8
:5B:F7:D7

LuxTrust Qualitied CA

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/deprecatedatnationallevel

undefined.
undefined.

undefined.

2017-02-23T00:00:00Z

1.2.1 - History instance n.1 - Status: recognisedatnationallevel

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

LuxTrust Time Stamping Authority

LuxTrust Qualitied CA

LuxTrust S.A.

LU

JZCiB90aE3eZTIKrTUPePSOpZAU=
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Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/TrustedList/Svcestatus/recognisedatnationallevel

2016-06-30T22:00:00Z

1.2.2 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Time Stamping Authority

LuxTrust Qualitied CA
LuxTrust S.A.

LU

JZCjB90aE3eZTIKrTUPeP80pZAU=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2013-10-13T00:00:00Z

1.2.3 - History instance n.3 - Status: accreditationceased

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Time Stamping Authority

LuxTrust Qualitied CA

LuxTrust S.A.

LU
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X509SKI

X509 SK1

Service Status

Status Starting Time

JZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accreditationceased

2013-10-12T23:59:597

1.2.4 - History instance n.4 - Status: accredited

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

[en]

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

LuxTrust Time Stamping Authority

LuxTrust Qualitied CA

LuxTrust S.A.

LU

JZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accredited

2009-10-13T00:00:00Z

1.3 - Service (withdrawn): LuxTrust Global Qualified Certification Authority

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitit und
andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

LuxTrust Global Qualitied Certification Authority
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Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

3223

MIID52CCAs+gAWIBAZICDIewDQY IKoZIhveNAQELBQAWRDELMAKGA 1UEBAMCTFUXFIAUBENVBAoT
DUx1eFRydXNOIHMuY S4xHTAbBgNVBAMTFEx 1 eFRydXNOIEdsb2JhbCBSb290MB4XDTEXMTEyMjAS
MzQyNFoXDTE3MTEyMjASMzQyNFowTDELMAKGA 1UEBAMCTFUXFJAUBNVBA0TDUx [eFR XN My
QS4xJTA[BeNVBAMTHEx IeFRydXNOIEdsb2JhbC] PZWQeO! CSqGSIbIDQEB
AQUAANBDWAwggEKAOTBAQCo0CI9yek22xZh2PNZNOglzx 2620C hK T3a2/riqhAv/d] VB 7y>m
QVKRQFrvnLZp3gY 5RzrgleMyZxCwCitQ+MyLPiUY Z4mg/[UrHfOM WR} Yl Y4Dz+M69icdzAsKuV
rfsur)/UEmalkGygiBzeCd0gdSBX Ynnt6GAT9bAsI7VhSIDy Tho4D1mbudetmupBTRNg W Tqnuz
eJcoolSIAWKWZ0X4gGXzGOIZIC4irlIB/aaQiloo+SQVrS 11 T+zAISIv2CpPS68dpL 7AZBTw 7/
da WG BAnuuKUdYuuZyjoAHFnjj3AgMBAAGjgdowgdew
DwYDVROTBAgwB2EB/wIBADBDBNVHSAEPDAGMDeGCCuBKWEBAQoDMCwwKg YIKw YBBQUHAEWHmh0
dHBzO0i8vemViwb3NpdG9yeS5sdXhicnVzdC5sdTALBgN VHQSEBAMCAQY wHwYDVR0jBBgwFoAUFx WF
iQkvIldvPx0bSPK WeYNIES4wMgYDVROBCswK TAnoCWgl4 YhaHROcDovL2NybCSsdXh0cn VzdCSs
dSOMVEASQOEUY3JsMBOGA 1UdDgQWBBQOFhvx02RnYkyiNLwNs1OkfK HxFzANBgkqhkiGOwOBAQsF

AAOCAQEAGPCWTolSQy6Kmpwin+GaWVW9h2J03QwrqVwZAQHXPhZGQTD+ghIxN949SGyoMmkGTv]

JOSals8qISIGIDW Juy036rNSFCe2P+0q Y ofpGdNgSkyR Y3xtuKteEPcoi+eFBphY+dlilSPXm3j6

Vl6BRb70243501 ic95 ZUNCXDDVEaDOuNOYGIBK g ExipheEdZ TP ppVXpsBrCUUDIOASoSS
FOQewwKSMD/IKF32MIA2TIRAG. 4055 Ye2g02

o5tVsBxrSphph6liqIkALMOSbm9T2Xo2CSROTAprdhKw—

,,,,, END CERTIFICATE----

SHA256withRSA

LuxTrust Global Root

LuxTrust s.a.

LU

LuxTrust Global Qualitied CA

LuxTrust S.A.

LU

Tue Nov 22 10:34:24 CET 2011

Wed Nov 22 10:34:24 CET 2017

AG:90:88:9, B:C4
40: QEEB SASI DéZEBeJ 9C:A3A0:01:C

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.3

CPS pointer: https://repository.luxtrust.lu

17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

http://crl. luxtrust.lu/LTGRCA.crl

34:16:1B:F1:D3:64:67:62:4C:A3:34:BC:0D:B3:53:A4:7C:A1:F1:17

keyCertSign - cRLSign

SHA-256
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Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

Service Status
Service status description [en]
[fr]
[de]

Status Starting Time

DB:87:94:17:EC:14:24:E4:E5:7A:3C:91:EC:80:4C:5D:E4:C6:FD:E7:3C:C8:28:1C:D2:F5:BA:ED:7

6:DD:65:48

LuxTrust Global Qualified CA

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn

undefined.
undefined.

undefined.

2018-08-31T01:00:00Z

1.3.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SveInfoExt/ForeSignatures

1.3.2 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

http://uri.etsi.org/TrstSve/Svetype/CA/QC

LuxTrust Global Qualitied Certification Authority

LuxTrust Global Qualified CA

LuxTrust S.A.

LU

NBYb8ANKZ2IMozS8DbNTpHyh8Rc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted
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Status Starting Time

2016-06-30T22:00:00Z

1.3.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.3.3 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Global Qualified Certification Authority

LuxTrust Global Qualified CA
LuxTrust S.A.

LU

NBYb8dNkZ2JMozS8DbNTpHyh8Rc=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2013-10-13T00:00:00Z

1.3.4 - History instance n.3 - Status: accreditationceased

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Global Qualified Certification Authority

LuxTrust Global Qualified CA
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Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

LuxTrust S.A.

LU

NBYb8dNkZ2JMozSSDbNTpHyh8Rc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accreditationceased

2013-10-12T23:59:597

1.3.5 - History instance n.4 - Status: accredited

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Global Qualified Certification Authority

LuxTrust Global Qualitied CA
LuxTrust S.A.

LU

NBYb8dNkZ2IMozS8DbNTpHyh8Rc=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accredited

2012-11-30T00:00:00Z

1.3.6 - History instance n.5 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Global Qualified Certification Authority
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X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

LuxTrust Global Qualified CA

LuxTrust S.A.

LU

NBYb8dNkZ2IMozS8DbNTpHyh8Rc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2012-08-01T00:00:00Z

1.4 - Service (recognisedatnationallevel): LuxTrust Global Time Stamping Authority

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

A time stamping service as part of a service from a trust service provider issuing qualified certificates that issues time-
stamp tokens (TST) that can be used in the validation process of qualified signature or advanced signatures supported by
qualified certificates to ascertain and extend the signature validity when the qualified certificate is (will be) revoked or
expired (will expire).

Un service d'horodatage dans le cadre d'un service d'un prestataire de service de confiance délivrant des certificats qualifiés
qui émet des Jetons d'horodatage (TST) qui peut étre utilisé dans le processus de validation de signature qualifiée ou
signatures avancées soutenues par des certificats qualifiés pour vérifier et étendre la signature validité lorsque le certificat
qualifié est (sera) la révocation ou d'expiration (expire).

Ein Zeitstempeldienst als Teil eines Service aus einer Treuhandservice-Anbieter, die qualifizierte Zertifikate, die
Zeitstempel-Tokens (TST) gibt, die in der Validierung der qualifizierten Signatur oder fortgeschrittene Signaturen durch
qualifizierte Zertifikate unterstiitzt verwendet werden konnen, um festzustellen und verldngern die Unterschrift Giiltigkeit,
wenn das qualitizierte Zertifikat wird (werden) widerrufen oder abgelaufen (vertallen).

LuxTrust Global Time Stamping Authority

3803

---BEGIN CERTIFICATE----

MIID6jCCAtKgAwIBAgICDIswDQYJKoZIhveNAQELBQAwRDELMAKGA 1UEBAMCTFUXFjAU Bgm EAnT
DUICERydXNOIHMuYS4xHTAbBGNVBAMTFEX 1 cFRydXNOIEdsb2IhbCBSb290MBAXDTEyMDayOD:

IN16XDTIXMDMxNzASNTEzN1owTzELMAKGA [ L/EBI)M(‘TFL/XF]ALBQ\ VBAoTDbxleFRvdXNUIFMu

QS4xKDAmBENVBAMTHOX [eFRydX] 'BUaW lc3RhbXBpbr AOGCSqGSIb3
DQEBAQUAA4IBDWAwWggEKA0IBAQC62E: 7rAuouLM}ch4b Npdb9+MeejLq91VPecvBSsVHI4SKMUT
lebWG13HIqGLKcn9paO650PehX WEbgm2aUKRN: Sm1M74pIVBh YBOwl)tQulKanbplx 511qu1Tkll
iFtV5bYrHShJ0QpX6udclUEmO9h/Ao/de X W YD6bEVFw0
PSLICIpGx82JU6/7+MI0vB6Y/IMcU6xH5u6XdUyayjIvBmK Y usBR( el 7YrJKnBs.ybL urHfSpmAIT
DAR481dYkIWgKY'Y6xq4V5IuDSICRcAH2WURQcjy, MBAAGjgdow

gdewl DwYDVR{lTBA Lgw BgFB/lel‘ADBDBgN VHSAEPDAGMDgGCCuBKWEBAGoIMCww KgYIK» YBBO( JHAGEW

DisvemVwb3N;
ExWEQkvIIdvPx0bSPK We) y NS
dC55dSIMVEISQOEuY3IsMBOGA
AQSFAAOCAQEAWRIoTrueyOuM:

Vz2dCSsd TALBgNVHQSEBAMCAQY wHwYDVRO/BBgwFoAU
YDVROBCswK TAnoCWel4YhatR0cDovL2NybCSsdXhenVz
2QWBBT I vyLGHI7yBoMjXV7CIZGUGROShzANBgkqhkiGow0B
0y T31efiTtU10fg0uyOmK8q3MUjm WhwX06CJIb WuTAQ6X40

)y
AEGS0AOTWVHgYuGZwSefMz/CAsDUtmIz9EgS6bsFVoF+ fTA68BGOT9vBIEndC3tK TjUnOR Ouk WkT
JX5gSXFPSOLIIPWPpBv4XPIIMMH4cpy Idl/ySORFZﬁxxyn JGbx1UfSuxlibp6S8 +PommKFalp0INM
xwFaRyE3g8KJOVIhAur0/8QrDUQI qsjcQUxkMgRKqPINZQSLC
hbGZyRxO6ltg+JH4CaOkBSmww VVZ.’NZEébAI h e(‘4.>Bﬂjbdj V==

SHA256withRSA
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Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

Service Status

Service status description [en]

[fi]
[de]

LuxTrust Global Root

LuxTrust s.a.

LU

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

Tue Aug 28 15:07:47 CEST 2012

Wed Mar 17 10:51:37 CET 2021

30:82:01:22: W 0D:06:09:2A:86:48:86:F7:0D:01. 0/'01.07 00:03:82:01:0F:00:30:82: 0/'UA:UZ 82:01:01:00:BA:D8:4E:ED:01:E2:06:A0:B3:37:C5:17:38:48:DA:5D:6F:DF:8C:79:E8:CB:AB:DD:55:3D:E7:2F:07:CB:15: 1E:2E: 1
A

2B:IF:C DI‘UA‘57‘EA‘EE‘ C:95:41:26:3B:DS: 07 SF:F8:79:75:B6:C1:2F:21:4; 3:81:CD: 1 E:36:EF:B8:49: LA:17:33:E:E0:3E:BA:99: 7A:D2:08:0F:A6:C4-54:5C:34- B:FS,
CO:74:BC: 1E:98:FC:93:1C:53:AC:47-E6 EE:97-75:4C:9A:CA:32:2F 0662081920 514 D9L21!367B74A 9C:1B:3C:84:2B:AB:1D:FF:29:98:09:53:0D:D4:78:F3:57:58:90:85:A0): 7986 YA CﬁAL 15L48E8548809/ 70
01:F6:59:44:50:72:3C:85:8B:FB:3A:93:12:4C:BF:3B:80:6C: 7F:28:C6:EC:BC:1C:5C:8D:02:03:01:00:01

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.8

CPS pointer: https://repository.luxtrust.lu

17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

http://crl.luxtrust. lu/LTGRCA.crl

F5:BF:22:C6:1D:FE:F2:06:83:23:5D:5E:C2:25:91:94:19:1D:3C:87

keyCertSign - cRLSign

SHA-256

53:0B:1D:74:9B:E7:AD:3A:7B:B7:83:26:B2:81:DB:CC:5D:F6:EA:5F:41:4A:7B:29:B9:70:B6:54:8
B:04:49:07

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/recognisedatnationallevel
undefined.
undefined.

undefined.
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Status Starting Time

2016-06-30T22:00:00Z

1.4.1 - History instance n.1 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA
LuxTrust S.A.

LU

9b8ixh3+8gaDI11ewi WRIBkdPIc=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2013-10-13T00:00:00Z

1.4.2 - History instance n.2 - Status: accreditationceased

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU
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X509 SK 1

Service Status

Status Starting Time

9b8ixh3+8gaDI11ewi WRIBkdPIc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accreditationceased

2013-10-12T23:59:59Z

1.4.3 - History instance n.3 - Status: accredited

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA
LuxTrust S.A.

LU

9b8ixh3+8gaDI11ewi WRIBkdPIc=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accredited

2012-11-30T00:00:00Z

1.4.4 - History instance n.4 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA

LuxTrust S.A.
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Subject C: LU

X509SKI

X509 8K 1 9b8ixh3+8gaDI1 lewiWRIBkdPlc=

Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

Status Starting Time 2012-10-03T00:00:00Z

1.5 - Service (withdrawn): LuxTrust Global Qualified Certification Authority 2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svetype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.

[fi] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitit und
andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

Service Name

Name [en] LuxTrust Global Qualified Certification Authority 2

Service digital identities

Certificate fields details

Version: 3
Serial Number: 4803
X509 Certificate @ 0 o BEGIN CERTIFICATE-——

MHUDSTCCAGEAwIBAGICEMuDOYIKoZIvcNAQEL BOAWRDEL MAKGAI UEBHMCTFUSHAUBENVBAOT
DUx 1eFRydXNOIHMuY S4xHTAbBgNVBAMTFEx 1eFRydXNOIEdsb2JhbCBSb290MB4XDTEOMDUyOl
‘MDkxOFoXDTIwMDUyODEzMDkxOFow TJELMAKGA TUEBhMCTF. lejAUBgNVBAoTDL/X lcl Rde ’VUII "Mu
S zAIBENVBAMITTlkx e RydXNOIEAS21hbC BRAWFsaW ZpZWQ2QUEMICCASIWDQY IKoZIh
AQEBBQADggEPADCCAQoCggEBAMRaetlHqOXI0cMdtVuB3S 5'1PIDTeneHMgenMM//\L:4Ftn1FFTFR3 'Vi
$j9C6]eAg9H63AZ/ IpPdGjVWpREZ4goR29Y2Ys1S0ky WOONFKwyDHm2tU6ny Tnx9h VNDDKA4DMNZ
uBUlo37saTac luSALIIL g4aPeiY (BAXZUP Gy 3mmQ6020/qQWeeCRVCIIpl HLuGoPZGxpaw
¥2qWzhzn7j081Y8S2g+cD; (Ej djQImYEL/R6I
7VgK+UKNXYy+vasXOqWelZ. il WsKf60eFIVWSI66vA "‘Y7IL’5LAWLAAL{OBZJ(B
12APBgNVHRMECDAGAQH/AgEAMEMGA [UIAQSMDowOA YIK4ErAQEBCgMwL DAqBggrBg EFBQCCAK e
aHROcHMG6Ly9yZXBvc2l0b3J5Lmx 1eHRydXNOLmxIMAsGA 1 UdDwQEAwIBB;. AIBQNVHS'MFFDA WeB(
FYWICSS8kh28/HR: vk8pZ5g0gTzjAyBgN VHRSEKZA| pMCeglaAjhiFodHRwOi8vY3JsLmx1eHRyd.
Ly [LOSUR 1LIDQS 5ichw 10N DYROOBBYEFO Wy 1161W00nDIDOXKAY, ManpSMAOG(‘SqGSlb 3DQEB
CwUAA4IBAQCBKOXIYITOMbS53+0g49NENBFTcjqoh Y Lyve/w: Xg:shheXOI’deLmn’PAk YKfyoy77
R78E8YpgSRIASxqFt5IEgFADE022+1gs5GNpOVloit+ WCtCAk19SkyOvypqZZApEEfe1 Vxadghww
SAIRTt+aVhultuUodGGNGTubty/bs61GUpNmu Wibrgeve2jaGOY YQPGRIOWUSznQ +OVAH6wPXT
umhHag4Ipl8aBh5kX Y EDFpgINdIfbBNg3ULKHNdzdCZj5bJZVxxbW1qCOBQ1UD102KoiLQy9G 15U
ErAQHx1BbVGA+eSbZe7Fpy1Va3K0z76usMSSOBf7Y1I7¢0Hq

--END CERTIFICATE----

Signature algorithm: SHA256withRSA
Issuer CN: LuxTrust Global Root
Issuer O: LuxTrust s.a.

Issuer C: LU

Subject CN: LuxTrust Global Qualified CA 2

Subject O: LuxTrust S.A.
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Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

Service Status
Service status description [en]
[fi]
[de]

Status Starting Time

LU

Wed May 28 15:09:18 CEST 2014

Thu May 28 15:09:18 CEST 2020

30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C4:5A: 7ADZU7A8L5L5L)/CJ IDH55H8IDD7H4I 94:34:DE:9D:E1:CC:81:E9:E9:E1:6F:F9:BB:81:A2:98:5
1:1D:CC:B2:3F:42:E8:97:80:83:D1:FA:DC:0C:FF:26:93:DD:1A:35:56:A5:11:19:E2:0A:11:DB:D6:36:62:CD:52: D:AD:53:A9:F2:4E:7C:7D:85:53:43; 03 -

16:93 69506EE4 02:E5:22:1F:AO:EL AJDEX9884I :EL 7(76524 Fl AF(_B 79:A6:43:AD:36:D2:3 A‘9() C:BBBANOF6.7A-C6.9F.BOCE6,
*12:DA:0F:9C0F: 7:4D:CF:0D:FC: 71 8H6EAC9L)26I5 76340809810!31L11L88LD$80A19490L1308L BE: HDAE /75AA50( 95:9E:E8:3
1:E0:3A:88:CB. 78 M I8 C120,6B-0A TF-AD: 1E- 16,5556 F0-9E:BA R(‘{]FFF2/D6 3B:21:4B:02:03:01:00:01

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.3

CPS pointer: https://repository.luxtrust.lu

17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

http://crl.luxtrust. lu/LTGRCA.crl

EF:96:BF:7D:65:3A:55:B4:D2:70:F8:0C:EC:4A:E2:F3:27:06:9A:52

keyCertSign - cRLSign

SHA-256

7E:76:DA:9E:A8:D0:E6:C5:C6:30:23:D0:D8:C0:6E:55:5A:EC:E4:FE:34:6C:0E:50:69:3D:F6:BD:5
4:68:E4:84

LuxTrust Global Qualified CA 2

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn

undefined.
undefined.

undefined.

2020-11-02T09:45:00Z

1.5.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSignatures
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1.5.2 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Global Qualified Certification Authority 2

LuxTrust Global Qualified CA 2
LuxTrust S.A.

LU

75a/tWU6VbTScPgM7Eri8ycGmll=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

2016-06-30T22:00:00Z

1.5.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSignatures

1.5.3 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Global Qualified Certification Authority 2

LuxTrust Global Qualified CA 2

LuxTrust S.A.
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Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

LU

75a/fWU6VbTScPgM7Eri8ycGmil=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2014-11-19T00:00:00Z

1.6 - Service (granted): LuxTrust Global Qualified Certification Authority 3

Service Type Identifier

Service type description
Service Name
Name

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres

attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitit und

andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

LuxTrust Global Qualitied Certification Authority 3

372465138737086689258246113329755871041849896622

MIGECCBEgeAwIBAGIUQTIqGICITHFVY4Ezigilubra wDOYIKoZIhveNA QELBOAWR ELMAKG
AIUEBhMCTFUXFjAUBZNVBAoMDUx I eFRydXNOIFMuQS4xHzAdBgNVBAMMFkx 1 eFRydXNOIEdsb2Jh
BCBSH290IDIwHHNMTUwMZAIMTOXMIEIWheNMUWMZA TMTMy MTUSWIBOMQswCQYDVQOGEWIMVTEW
MBOGA I UECawNTHYAVIIe3QaUs SBLIERMCUGA IUEAwwe THVAVHI1e30aR2xv Y mSIFF 1Y WapZmll
ZCBDOSAZMIICTIANBgkghkiGoWOBAQEFAAOCAZSAMIIC CakCAGEAUZSI XSmEbPSOZWbOkic Y slime
J103QViXAINIWHOQOPZEGdSo8pM7YMizESzqBigI OHnPAY VIKEKvA W2NuNXGhiGHK 4

Nye+kB+INjpfAHmLA3GT95e+ WOk3J/VMc9CsSem
eZbmeZW. I/xXeqnlMWrlDZ?#ngV(‘Y«KIKwLA OX:thOIQy» ym(“ﬁoyoonlhuFm 3iawRMWKNWk
+5jz0kPAAQDIEEE VdgezzudL SMO4CSCjeLIL Y n9uCDIhGXGyCSm

9ReGY IKABIVSuSLIBFAIWSOCnzcOg +CPs ViacoRhS6uv Xeu 7thlRGv5vL)sJVv7ojbcx5h\/lvOKAM
LviVi3kphZK YfqVLAVFIpX TpunY2Gay VGf/uOpzNoiSRpexx YjmAIPKNe TgX VISMc0z0jg TMZTG
FN7ov7n01 yadNéUthADamaKfZ( 2CwdC) JquvlL/u( KrvuXbdZtRm3BZXrghGhuQmGOTi7VVC
10WZjV) WzWVp/9/GK: Vod
Mvx VASA L/J 7d4JquhPPl l4djxll1(6dFHX4gu VSOLO WV TUZSCAWEAAGOCAUIWEEFKMBIGA [ Ud
/wQIMAYBALSCAQAWQwWYDVR02BDwwOjA4BgergSsBAQEKAzASMCoGCCSGAQUFBwIBFhSodHRw
-20vL3/1cG9zaXRvenkubH V4dH] 1c3QubHUwag Y [KwY BBQUHAQEEXjBeMCsGCCSGAQUFBzABh90
JHRWOISvbHRcm9vdCSvY 3NwLmx [eHRydXNOLmx IMCOGCCsGAQUFBzAChiFodHRWOISvY 2EubHV4
dHJ1c3QubHUVTFRHUKNBMiSjcnQwDg YDVROPAQH/BAQDAGEGMBSGA 1UdlwQYMBaAFPSYKHbSSAUs
o0a7xKxsrsIP4S3yzMDMGA 1UdHwQsMCowKKAmoCSGImhOdHAGLyjcmwubHV4dHI 1c3QubHUVTFRH
UKNBMisjcmwwHQYDVROOBBYEFGOPwosDsauO2FNHIN2ZqH32rKhIMAOGCSqGSIb3DQEBCWUAA4IC
AQADBG6M/edbO0YiICOnVxay  INBKOS/BVK IHwe7HBY AzT6Kmo3 ToMUwOpeGI2e/NBCR3F4wTzXOV
vFmvdBI7sdS6uMSLBTrav+5LCheFDBQj26X5VQDeXKASb/u6J4Ve7CwoSes Y 29HOfI3vI20mGU

Uao9gbamKPI TFriO+XilaDL YectruusRkilke9qySMCpNSarZqr3oD3¢/+NSD3IDIGpaz  ILS Tpb
ubFEQHPCr6JiwR+qSqGRExv8vIVOOA Ve TnpSQhtwmCkXdMOPQ/XOOUEAO6bez+zHkASX64at 7dX
rut4JUEbpijMA+1jbFZ1200eBIQZL 7oEst+FFSIFuvmucCOTSIQnIF28WJExvplknjS 7TLhEMGXB
9w380q38Z0uK [PZpozt YeyUp(SgxzV TIESQlokhnsDZ+12vBBruzlewiNuXyLylh3fVNOLun V-
NP2kGiB29WD2Y0CaKxWx8snDdrSbAi46 Tp. YBSIXZckU9SCAwwS
VxHnXJi6CZHhjtSfimMhyE2gBvmpkdCFetViO2sGOn/nsxCONpnelsax/eJuXmGiZ3OPCIRijl5g
YIpLRgnbgLyktWoOkm T/gxtWDLIV ZwEIS2IL 450K gtyRaXS1LIWGSDdpnzeR VQERZAIG Reb

-END CERTIFICATE-----

SHA256withRSA

LuxTrust Global Root 2

LuxTrust S.A.

LU
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Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Info Access

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Service status description

[en]
[fr]

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Fri Mar 06 15:12:15 CET 2015

Mon Mar 05 14:21:57 CET 2035

30:82:02:22: W'ﬂD 0(7 09:2A:86:48:86:F7:0D:01:01:01

4DEES:BF:BI:F4:D7:2A :
AB:A5:47:02:43:AF:83: D56C A:D7: 3
“F5:35:E1AS:FI:98:2E:0D: 10 7F:38:82:E5:6C:D0: BA‘JF‘77175‘53‘U JB ﬂz 03:01:00:01

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.3

CPS pointer: https://repository.luxtrust.lu

http://Itgroot.ocsp.luxtrust.Iu

http://ca.luxtrust.lu/LTGRCAZ2.crt

FF:18:28:76:F9:48:05:2C:A1:AE:F1:2B:1B:2B:B2:53:F8:4B:7C:B3

http://crl. luxtrust. /L TGRCA2.crl

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

keyCertSign - cRLSign

SHA-256

BE:DO:F1:9E:D4:6D:94:90:0D:2A:9F:CD:7C:6F:66:0B:61:FF:75:88:D8:B7:1C:F8:F2:79:D5:FA:A
3:02:1C:CF

LuxTrust Global Qualitied CA 3

LuxTrust S.A.

LU

Y4/CiwOxq47YUOe WHZmoffasqHU=

http://uri.etsi.org/TrstSve/TrustedList/Svcstatus/granted

undefined.

undefined.
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[de]

Status Starting Time

undefined.

2018-04-06T13:00:00Z

1.6.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en]

1.6.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en]

http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSignatures

http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSeals

1.6.3 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESig]

Qualifier type description [en]
[fr]
[de]

Criteria list assert=all

Policy Identifier:

Identifier

Description

undefined.

undefined.

undefined.

1.3.171.1.1.10.3.32

1.6.4 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESeal]

Qualifier type description [en]
[fr]
[de]

Criteria list assert=all

Policy Identifier:

Identifier

Description

undefined.

undefined.

undefined.

1.6.5 - Extension (critical): Qualifiers [NotQualified]

1.3.171.1.1.10.3.33
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2 er type description [en] undefined.

[fr] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
Identifier 1.3.171.1.1.10.3.21

Description

1.6.6 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svetype/CA/QC
Service Name
Name [en] LuxTrust Global Qualified Certification Authority 3
Service digital identities
X509SubjectName
Subject CN: LuxTrust Global Qualified CA 3
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI
X509 SK 1 Y4/CiwOxq47YUOe WHZmoffasqgHU=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svcestatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.6.6.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSignatures

1.6.7 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/CA/QC
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Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

[en]

LuxTrust Global Qualified Certification Authority 3

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Y4/CiwOxq47YUOe WHZmoffasqHU=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2015-08-12T00:00:00Z

1.7 - Service (withdrawn): LuxTrust Global Time Stamping Authority

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

[en]
[fr]
[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.
Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.

LuxTrust Global Time Stamping Authority

3803

----- BEGIN CERTIFICATE-----

MIID6CCAtKgAWIBAGICDtswDQYJIKoZIhveNAQELBQAWRDELMAKGA UEBAMCTFUXFJAUBENVBAOT
DUx1cFRYdXNOIHMuYS4xHTAbBENVBAMTFEx cFRydXNOIEdsh 2IhbCBSb290MBAXDTEYMDEyODE2
MDCON16XDTIXMDMxNzASNTEzN 1ow TzELMAKGA [UEBRMCTFUXFjAUBgNVBAoTDUX AXNOIFMu
QS4XKDAmBENVBAMTHOX IeFRydXNOIEdsb2 hbC BUaW 1ic3Rhb XBpbmeg QOEwggFiMAOG
DQEBAQUAA4IBDwAwggEK AoIBAQC62E 7tAelGoL M3xRe4SNpdb9+MeejLq91 VPecvBSsVHidSkMi
Ieb WG 3HIqGLKen9paO6350PehX WEbgm2aUKRNS imM74pNBh YHﬂa.x()rOurKnp7bp Ix3ilDwqiTkJ1
iFtV3bYrHShI0QpX6udclUEmO9W/Ao/4eX W. YDGDEVFw0
PSLICIpGx82JU6/7+MI0VB6 Y/IMcU6xH5u6XdUyayjlvBmK VGSBRCeL Ty nBeshCur HfSpmAIT
DAR481dYKIWgK YY6xq4V5luDSICRcAH2WURQejyFi/s6kxIMvzuAbHSoxuySHFyNAgMBAAGjgdow
adewDwYDVROTBAgwBgEB wIBADBDBENVHSAEPDAGMDEGC CuBKNEBAGoIMCwwKYTKwY BBQUHAZEW
‘Hmh0dHBZOiSvemVwb3NpdGyeSSssdXhOenVzdC5sd TALBgNVHQSEBAMCAQY wHwYDVR0jBBgwFoAU

FxWFiQkvJIdvPx0bSPK We YNIES4wMgYDVROBCswK TAnoC Wel4YhaHR0cDovL2NybCSsdXhOcnVz
dC53dSIMVEASQOEuY3IsMBOGA 1UdDgQWBBTIvyL GHi7yBoMjX V7CIZGUGRO8hzANBgkghkiGow0B
AQSFAAOCAQEAWRIoTruey0uMSs3+g0y T31efiTtU1 0fgOuyOmK 8q3MUjm WhwX06CJIbWuTAQ6X4o
AEGS0AOTWVHgYuGZwSeiMz/CAsDUmIz9EgS6bsFVoF +{TA68BGOTIVBIEndC3tK TjUnOROuk WKT
JX3gSXFPSOLIIPWPpBy- 4XPIAM'\/IH4q7) 1dUjSQRF26xxynGbx | UL3uxlIbp6 S8 +P2mmK FaUpINM
xwFaRyE3g8KJOVIhAurO/SQrDU Q5LC
hbGZyRxO6ltg+IHACaOkBSmww 3 'v2INZEgbArIreCAsBajUdj Viv—

rrrrr END CERTIFICATE-----

SHA256withRSA
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Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Service status description

[en]

LuxTrust Global Root

LuxTrust s.a.

LU

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

Tue Aug 28 15:07:47 CEST 2012

Wed Mar 17 10:51:37 CET 2021

30:82:01:22: W 0D:06:09:2A:86:48:86:F7:0D:01. 0/'01.07 00:03:82:01:0F:00:30:82: 0/'UA:UZ 82:01:01:00:BA:D8:4E:ED:01:E2:06:A0:B3:37:C5:17:38:48:DA:5D:6F:DF:8C:79:E8:CB:AB:DD:55:3D:E7:2F:07:CB:15: 1E:2E: 1
A

2B:IF:C DI‘UA‘57‘EA‘EE‘ C:95:41:26:3B:DS: 07 SF:F8:79:75:B6:C1:2F:21:4; 3:81:CD: 1 E:36:EF:B8:49: LA:17:33:E:E0:3E:BA:99: 7A:D2:08:0F:A6:C4-54:5C:34- B:FS,
CO:74:BC: 1E:98:FC:93:1C:53:AC:47-E6 EE:97-75:4C:9A:CA:32:2F 0662081920 514 D9L21!367B74A 9C:1B:3C:84:2B:AB:1D:FF:29:98:09:53:0D:D4:78:F3:57:58:90:85:A0): 7986 YA CﬁAL 15L48E8548809/ 70
01:F6:59:44:50:72:3C:85:8B:FB:3A:93:12:4C:BF:3B:80:6C: 7F:28:C6:EC:BC:1C:5C:8D:02:03:01:00:01

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.8

CPS pointer: https://repository.luxtrust.lu

17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

http://crl.luxtrust. lu/LTGRCA.crl

F5:BF:22:C6:1D:FE:F2:06:83:23:5D:5E:C2:25:91:94:19:1D:3C:87

keyCertSign - cRLSign

SHA-256

53:0B:1D:74:9B:E7:AD:3A:7B:B7:83:26:B2:81:DB:CC:5D:F6:EA:5F:41:4A:7B:29:B9:70:B6:54:8
B:04:49:07

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

9b8ixh3+8gaDI11ewiWRIBkdPIc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn

undefined.
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Status Starting Time

[fr]
[de]

undefined.

undefined.

2017-02-17T00:00:00Z

1.7.1 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

[en]

http://uri.etsi.org/TrstSve/Svetype/TSA/QTST

LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

9b8ixh3+8gaDI1 1ewi WRIBkdPIc=

http://uri.etsi.org/TrstSve/TrustedList/Svcestatus/granted

2016-11-30T00:00:00Z

1.8 - Service (granted): LuxTrust Qualified Time Stamping

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

[en]
[f]
[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.
Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.

LuxTrust Qualified Time Stamping
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Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Info Access

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

372465138737086689258246113329755871041849896622

---BEGIN CERTIFICATE----

MIIGECCBFqeAWIBAGIUQT3qGiiCIThFV Y4Efz4qilubrg4wDQYJIKoZIhveNAQELBQAWR/ELMAKG
ATUEBRMCTFUSFIAUBENVBAOMDUS LeFRydXNOIFMUOS 4 H A BeNVBAMMERX I FRydXNOIEdsb21h
bCBSb290IDIwHRNMTUwMzA2MTQxMEI WheNMzUwMzA IMTMyMTU3 WiBOMQswCQYDVQQGEwIMVTEW
MBQGAIUECewNTHVAVH1c3QgUySBLIEAMCUGA 1UEAwweTHV4VHI1c3QgR2xvYmFSIFF1 Y WxpZmll
ZCBDQSAZMIICIANBgkqhkiGIWOBAQEFAAOCAgSAMIICCZKCAgEAUZSiXSmFbPS0z WhOkieYsime
y[n 3QYy+XAINIWHOQUOPgZEGISoSpM YV MizESzqigI50HnPd Y IVIRKEK vA WINUNXGhilGHK4
HmLA3GTISe+Hik/t KLNG ‘Ok31/VMc9CsSem
eZbmeZW1AXeqoIMS 7IIDZ3-0De VCYSKIK +b39AQ8ig XbQIQyrymG6GyoQalbuEP23iawRMWKN Wk
+9jz0kPAAQDIZEEVdggzzudL SMO4CSCleLIL YuXeljler9bKRKOwWSnkareL 73:79u(“D1hCXGy(‘5
9jseGY IKARIVSusLiBFAIWS0CnzcOg+CPs VIHRGoSyLysIVv7si6exSIMVQKAM
LviViskphZKYgVEAVEIpXTpunY 2Giay VGiuOpzNoiSRpoxx YjmAIPKNe TeX VISMc0z0jg TMZTG
FN7ov7n01yodNGOBTADacvaKfi2C2CwdCIvMagyIUuC K XbaZitRm; 3BZXrghGhuQmGOTir7VVC
10WZjV cCQ6+DIWymK| YRee: Vp/9/GKi
MVx YAn5AL//7d4lethPul4a]me6dLllS4ﬂu VsOLo/dwVTUzsCAWEAAaOCAU4wegFKMBIGA 1 Ud
EwEB/WQIMAYBA{SCAQAWQwYDVR02BDwwOjA4BggrgSsBAQEKAzAsMCoGCCsGAQUFBwIBFhSodHRw
c20vL3J1cG9zaXRvenkubHVAdH] | c}l]ubHUwangKWYBBQbHAQEE)chML SGCCSGAQUFBzABhh90
JHRWOISvHRnem9vdCS vy INwLmx | cHRydXNOLmxI MOOGCCSGAQUFB2ACHiFodHRWOISY Y ZEUbHVA
dHJ1c3QubHUy TFRHUKNBMisjcnQwDg YDVROPAQH/BAQDAZEGMBSGA 1UdlwQYMBaAFPSYKHbSSAUs
o0a7xKxsrsIPAS3yzMDMGA 1UdHwQsMCowKKAmoCSGImhOdHAGLyjcmwubHV4dHI1c3QubHUVTFRH
UKNBMisjcmwwHQYDVROOBBYEFGOPwosDsauO2FNHIN2ZqH32rKh IMAOGCSqGSIb3DQEBCWUAAIC
AQADBG6M/edb009iICOnVxayJ INBK0S/BVKIHwe7HBY AzT6Kmo3 ToMUwOpcGI2e/NBCR3F4wTzXOV
vFmvdBI7sdS6uMSLBTrav+5LChcFDBQj26X5VQDeXKASb/u6 4 Ve7CwoSes Y g9HORI3vI2QmGU
Uao9gbamKPI TFriO+XilaDL YectruusRkilke9qySMCpNSarZqroD3c/+NSD3IDIGpaz ILS Tph
ubFEQHPCI6Jiw] 9SaGREYSuIv00A Ve TpSQHewmCKXAMOPQIXOOUEADSbesHKASX64uTdX

I ibFZr200eBIQZL “9TS9QnIF28WIExvpIknjS7TLAFMGXB
9w380q5XZOUKJPZpozrY:yUprgxzV7fL50lokhusl)[¢12\le}ruzlcwINu)(yLythf\/NoLun Vd+
NP2KGB2OWD2Y0CaK> Tp J/XZekU9SCAWwWS

vanxJ.5czmymanhyE7ngmpk4( vty 7<z,u:m~xcoanctmnm,x,nmzx(m IRijl5g
¥3pLRgnbgLyktWoOkmT/gxtWDLIVZwEt52JL8d550K lgttyRaXSILIWGSDApnzcR VQENZAIG+Reb

SHA256withRSA

LuxTrust Global Root 2

LuxTrust S.A.

LU

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Fri Mar 06 15:12:15 CET 2015

Mon Mar 05 14:21:57 CET 2035

2B:09:56. FF
XE 04 CEF:

Zf vDF,vl}Qﬂ_O FAvA :3C

53:3B: 203 01:00:01

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.3

CPS pointer: https://repository.luxtrust.lu

http://Itgroot.ocsp.luxtrust.Iu

http://ca.luxtrust.lu/LTGRCAZ2.crt

FF:18:28:76:F9:48:05:2C:A1:AE:F1:2B:1B:2B:B2:53:F8:4B:7C:B3

http://crl. luxtrust.lu/L TGRCA2.crl

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

keyCertSign - cRLSign
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Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Service status description

Status Starting Time

[en]
[fi]
[de]

SHA-256

BE:DO:F1:9E:D4:6D:94:90:0D:2A:9F:CD:7C:6F:66:0B:61:FF:75:88:D8:B7:1C:F8:F2:79:D5:FA:A
3:02:1C:CF

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Y4/CiwOxq47YUOe WHZmottasqgHU=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

undefined.
undefined.

undefined.

2017-02-17T00:00:00Z

1.9 - Service (granted): LuxTrust SSL Certification Authority 5

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

Serial Number:

[en]

[fr]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de l'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertitikate basierend auf der Identitit und
andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

LuxTrust SSL Certitication Authority 5

533964332515310132895107069031428386213137370244
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X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Info Access

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

---=-BEGIN CERTIFICATE-----

MIIGbTCCBFWgAWIBAGIUXY17QAI4C8ivbChM3 WnamX2TIQwDQYIKoZIhveNAQELBQAWR/ELMAKG
AIUEBIMCTFURHAUBENVBAOMDUS cFRydXNOIFMUQS4xHzAdBENVBAMMF KX FRydXNOIEdsb2lh
bCBSb290IDIwHRNMTY wNDEzMDkwNTEy WheNMzUwMzA IMTMyMTU3 WiBBMQswCQYDVQQGEwWIMVTEW
MBQGAIUECgwNTHVAVH]1c3QgUySBLIEaMBgGA1UEAwwRTHVAVHI1c3QgUINMIENBIDUwggliMAOG
CSqGSIb3DQEBAQUAA4ICDWAWggIKAOICAQDerxSTMcjNtsqV VipJQOMGLSIWhA/fG1 VBeTSrEO
VZ5yUgl5qDs6hgSISBYY WHZWkJIb89GK Y 6t0J2EEtdHGj46bRbdeMn/N97¢00IRIZECV2YIXDgn3w
PQIVPAIL2g/KFSBY 7q/4aGp7mDI5Xo10SQrBbukf4dwIf6OAOUyiO3e 1 I6A11 Vi 1fSBDhgdNI4gN
MamOKBWP/kbUzL VOw60vQbIgHEKX69V+HO2IxdIS/C4s 7ag] PTMOGQODAISOWXRANRHET2HIZE
SHMHY+dKE/zkWCDIlim4FwdS3UezX YBSU4K DIZ4qGd2GIGA6iRAWWI4CooDDFigjphallp Y IpQmYG
dKWWhGNCfIRKhLgZFMFCchkIf3zY 913giOASky0/1611jjotwS 1HonXIkOpaD Y OtA InaZxtT+F.
850ddSgW2RasrCs3BanwUBxvyN3xOgK 518 We2KEVWMwCvbQSyKhaFil 7+vwyBZwZVV+/zSbRljz]
90BwY OkfwinZB3lyMfo3bUmYiB8VT4GO/X6t4CNbSEdxMt+01zip6cQCalllVFRDEIQSMO1g4Vu
930mIATYy FOREIDYCZSQENIOK wivypSWSPIXRSQIH by DNwGGGOM n W33y 9efIByKUOp110Q2C
YRGgFefCOKDKAUJV9SHMLyR2jpV120kSDQIDAQABoAIBVCCA VIwEgYDVROTAQH/BAgwB2EB/wIB
ADBLBENVHSAERDBCMDIGCCuBKWEBAQOFMCwivKgYIKwYBBQUHAGEWHmh0GHBLOiSvemVivbINpdGy
§55dXh0cnVzdC5sdTAGBgRVHSAAMGoGCCSGAQU. DArBgerBgEFBQewA Y Y faHROC]
L2x0Z3Jvb3Qub2NzeC55dXh0cn VzdCSsdTAtBggrBgEFBQewA 0 YhaHROcDovL 2NhLmx 1eHRydXNO
L LOXUR1IDQTIuY3IOMA4GA IUdDWEB wQEAWIBBIABENVHSMEGDA WEBT/GCh2 UgF LK GusSsb
7IT+E ELDAGMCiy Oi8vY3JsLmx1eHRydXNOLmxILOXUR1/DQTIu
Y3JsMBOGAI Udl)gQVHJIJQJID WOEGxgXGSfQU20XsXBDMZvG: lANHgkqhk:GDwDHAQsI AAOCAGEAZPWY
COTCOWpSE3dFjrcO4QSD2IRuuX 1jKiFj2TPkadid TDIbFoPZI/nE7NETOS6+0:
CGwyMgky6ISBKhmvHPnDeDZW15muWLjHYgSMHV3gdCvzIB3 7sfqugbksfslummrv~Dlr4an
9/TWCYtvX6yS/vRH6ADMINpzUSaDLHSAG I L2XR+SwzC3A[zNBISPRIvJlelIzHgi6+GSePMz0JaX
VI3LekSucwYXReilnngOucKu72x0YxA+1Ich76 VFIX 7IMF8Ipdd2TzK cen3EIuTfRIXcCvvArcOM
2VHDPSI9SRPx3tEel32201gS126FDITTDstbZy6bGKHIZ82G43VqRe3L WynXIKE4hAOSWK30N/vt
pWphOcTPLa0dwIMCOBPskkBmc96bFZwQbd2i9ADVIXLzE Wb2EgSp9fA 70MILOvEulm2as/I EzxdM
JSEVOVtJUMKIs4ZcEpAJaV 1hICpVNewQ1 WSRYZ3mCdmHjoAGhl4q/YoSNbY6ZCb109BNo3cUUDZ.
X/71KOqA44+-+HR1Y+7i0XngBGmS Tmx Fw94ZSi9mIdEWLTiL CrZfu/kwTPcBXv62RwoK HTDed66n
Jy7b6jUpleOvZ2ERKi29kyRXzILe4OIPaSee ] TWgWpdl7FHeaQDEDWLEOL ZIiWsuFO984hw=

---=-END CERTIFICATE-----

SHA256withRSA

LuxTrust Global Root 2

LuxTrust S.A.

LU

LuxTrust SSL CA 5

LuxTrust S.A.

LU

Wed Apr 13 11:05:12 CEST 2016

Mon Mar 05 14:21:57 CET 2035

lCl4ﬁ0 8LA L700
4490A('16FF91F D 8

8D F91 IDL CB:7E:D3:5(
Bl 7:C8:0

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.5
CPS pointer: https://repository.luxtrust.lu

Policy OID: 2.5.29.32.0

http://ltgroot.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGRCAZ2.crt

FF:18:28:76:F9:48:05:2C:A1:AE:F1:2B:1B:2B:B2:53:F8:4B:7C:B3

http://crl.luxtrust.lu/LTGRCAZ2.crl

09:97:45:8E:13:AC:6A:5C:6F:1F:41:4C:F4:5E:C5:C1:0C:C6:6F:19

keyCertSign - cRLSign

SHA-256
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Thumbprint:

C0:68:A8:A7:CC:2F:08:BE:0E:9A:1D:DB:0D:F0:1E:2F:7A:E7:9B:FE:50:31:22:C5:52:BB:7B:33:6

A:1F:D6:F4
X509SubjectName
Subject CN: LuxTrust SSL CA 5
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI
X509 SK I CZdFjhOsalxvHOFM9F 7FwQzGbxk=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svestatus/granted
Service status description [en] undefined.
[fi] undefined.
[de] undefined.
Status Starting Time 2017-11-29T01:00:00Z

1.9.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/For WebSiteAuthentication
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2 - TSP: SeMarket Certification Authority S.A.

TSP Name
Name [en] SeMarket Certitication Authority S.A.
TSP Trade Name
Name Len] NTRLU-B0132166
Name [en] SeMarket CA S.A.
PostalAddress
Street Address [en] Parc d'Activités "Syrdall", 6
Locality [en] Munsbach
Postal Code [en] L-5365
Country Name [en] LU
ElectronicAddress
URI [en] mailto:confiance-numerique@ilnas.etat.lu
URI [fr] mailto:confiance-numerique@ilnas.etat.lu
URI [de] mailto:confiance-numerique@ilnas.etat.lu
URI [en] http://www.portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-
confiance/liste-confiance/se-market/index.html
TSP Information URI
URI [en]

http://www.portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-
confiance/liste-confiance/se-market/index. html

2.1 - Service (withdrawn): SeMarket Qualified Certification Authority

Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitét und
andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

Service Name
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Name [en] SeMarket Qualified Certification Authority

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

1308924811451483386725277668209257424

MIIDUJCCAjqgAwIBAGIQAPwW-+ck6S1YDODOUWMrrODANBgkqhkiGOwOBAQUFADBDMQswCQYDVQQG
EwIMVTEZMBeGA 1UEChMQU2VNYXIrZXQgQUEgUySBLIEZMBeGA IUEAXMQU2VN Y XJrZXQeQUEgUm9v
dDAeFwOWODA3MMxMDAWMZNaFwOyNDA3MjMwOTUzMDhaMEMxCzAJBgNVBA Y TAkx VMRKwFwYDVQQK
ExBTZUlhemtldCBDQSBTLKEuMRkwFwYDVQQDEXBTZU IhemtldCBDQSBSb290MIIBIANBgkqhkiG
9WOBAQEFAAOCAQSAMIIBCKCAQEASIPRPOUGX VAFjWzDSCIKdSc9xZZk VIdNaynwBwuk2y6BL Ye
ImuIDIEQHMGMYVIu1b YulxeDDr4HmNNGGmyFVyvgEckuw YFShOAKP Y GolMBWISIR WeA2Le7
YdBJ7TCFat/Gk9kdsNOnuBHw3ZXI6£g8ejNBRK2FOHbIMp60D064bODHL SWRCOgztx X0iCoStZ
HReK YRDVDQIZIE SmeXkG 7atugls | GxbxqgIQ7VaZexdDUNSeFAIZLDUOB3d L Chac2ISTNM
KkBWiGHo*HxNgSBRwSWOfwZIc THGyQHYK Bdfx6qbkF 'gP+/aY gbxOX10unzMLyywIYDQIDAQABoOLw |
QDAPBgNVHRMBA{SEBTADAQH/MA4GA 1 UdDwEB/wQEA VVHQIEFgQUS »
42q6g4SMkOAWDQYJKoZIhveNAQEFBQADggEBAHa62 7PR3/cVpW8i7GpQfeNgQve 3GLWhRAITU
aIVIIECS YauxamKimzYKukKE+aWe VCOUVRVPWzyidweL qlSIzROKGZDAnIKA 18y Sposse
xb8be53nSMQzulviM+D2KA Vime+zigRmiRqXOjjKoOsO5VmCV2WOfed6u07Sp6BF ifbzpg4AICD
HLDeQmpkQm Y 7GzXSxa\ 38ufNKF+gPGzsLqYoxL/MmeAUUDFeA WKb4WdghbBsOd1 VOLSMBIMDIu-
21QqM3DalRGi i0afD516+k=

SHA IwithRSA

SeMarket CA Root

SeMarket CA S.A.

LU

SeMarket CA Root

SeMarket CA S.A.

LU

Wed Jul 23 12:00:33 CEST 2008

Tue Jul 23 11:53:08 CEST 2024

:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B7:CA:CF:44:FF:54: lBli4l)lﬁ}€B]0F9ﬂ/\579D4
8C:55:F :96:C5:1 :/ g

‘E1:BD:IF:-0C:72:
:DD:F8:B0:8F:81:CD:

7:16:59:91:59:5D:35:AC:A7:C0:1C:2E:93:6C:BA:04:B
:68: 6. 49:ED: :6A:

IsCA: true

F3:B7:61:CA:1C:F0:AB:A4:A9:0D:C4:09:E1:9A:BA:83:8F:0C:90:E0

keyCertSign - cRLSign

SHA-256

A4:4E:8E:FD:1E:FC:78:F2:44:5F:1A:9F:62:63:9D:8F:BA:21:20:9C:9E:F3:1E:87:11:77:7F:D2:C8:
2B:07:12

SeMarket CA Root
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Subject O:

Subject C:

Service Status

Service status description [en]
[fi]
[de]
Status Starting Time
Scheme Service Definition URI
URI [en]

SeMarket CA S.A.

LU

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn

undefined.
undefined.

undefined.

2016-06-30T22:00:00Z

http://www.portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-

confiance/liste-contiance/se-market/index.html

2.1.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en]
[fr]
[de]

Criteria list assert=all

Policy Identifier:

Identifier

Description

undefined.

undefined.

undefined.

urn:oid:1.3.6.1.4.1.25969.8.2.1

Qualified certiticates including such Policy OID have the corresponding private

key residing in an SSCD.

2.1.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en]

2.1.3 - History instance n.1 - Status: supervisionrevoked

Service Type Identifier

Service Name
Name [en]

Service digital identities

X509SubjectName

http://uri.etsi.org/TrstSve/Svetype/CA/QC

SeMarket Qualified Certification Authority
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Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

SeMarket CA Root

SeMarket CA S.A.

87dhyhzwq6SpDcQJ4Z2q6g48MkOA=

http://uri.etsi.org/TrstSvc/TrustedList/Svestatus/supervisionrevoked

2009-09-11T00:00:00Z

2.1.3.1 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description [en]
[fi]
[de]
Criteria list assert=all
Policy Identifier:
Identifier
Description

it is ensured by the trust service provider and controlled (supervision model) or audited (accreditation model) by the
referenced Member State (respectively its Supervisory Body or Accreditation Body) that all Qualified Certificates issued
under the service identified in "Service digital identity" and further identified by the filters information used to further
identify under the "Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation Device (SSCD) support ARE
supported by an SSCD (i.e. that that the private key associated with the public key in the certificate is stored in a Secure
Signature Creation Device conformant with the applicable European legislation);

clle est assurée par le prestataire de service de confiance et contrélée (modéle de contréle) ou véritiés (modéle
d'accréditation) par I'Etat membre de référence (respectivement son Organe de surveillance ou organisme d'accréditation)
que tous les certificats qualifiés délivrés dans le cadre du service identifié dans «Service digital identity» et en outre
identifié par les informations des filtres utilisés pour identifier plus précisément dans le cadre du "Sdi" de service de
confiance identifiés, I'ensemble précis de certificats qualifiés pour lesquels cette information supplémentaire est nécessaire
en ce qui concerne la présence ou l'absence de dispositif sécurisé de création de signature (SSCD) de soutien sont pris en
charge par un SSCD (a savoir que la clé privée associée a la clé publique du certificat est stocké dans un dispositif sécurisé
conforme a la législation européenne applicable de création de signature);

es wird von der Treuhandservice-Anbieter gewahrleistet und durch den entsprechenden Mitgliedstaat (bzw. seiner
Aufsichts-oder Akkreditierungsstelle) kontrolliert (Aufsichtsmodell) bzw. gepriift (Akkreditierungsmodell), dass alle, die
qualifizierte Zertifikate unter der in "Service digital identity” Service und ausgestellt weiter durch den Filter verwendet
werden, um weitere Informationen unter der "Sdi" identifizierten Treuhandservice zu identifizieren, die eine genaue Satz
von qualifizierten Zertifikaten, fiir die diese zusitzliche Informationen in Bezug auf das Vorhandensein oder Fehlen von
sicheren Signaturerstellungseinheit (SSEE)-Unterstiitzung benétigt werden unterstiitzt identifiziert ein SSCD (dh, dass der
private Schliissel mit dem 6ffentlichen Schliissel im Zertifikat zugeordnet ist, in einer sicheren Signaturerstellungseinheit
konform mit der europdischen Gesetzgebung gespeichert);

urn:oid:1.3.6.1.4.1.25969.8.2.1

Qualified certificates including such Policy OID have the corresponding private

key residing in an SSCD.

2.1.4 - History instance n.2 - Status: undersupervision

Service Type Identifier
Service Name
Name [en]

Service digital identities

http://uri.etsi.org/TrstSve/Svetype/CA/QC

SeMarket Qualified Certitication Authority
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X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

SeMarket CA Root

SeMarket CA S.A.

87dhyhzwq6SpDcQJ4Z2q6g48MkOA=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2007-11-27T00:00:00Z

2.1.4.2 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description [en]

[f]

[de]

Criteria list assert=all

Policy Identifier:

Identifier

Description

it is ensured by the trust service provider and controlled (supervision model) or audited (accreditation model) by the
referenced Member State (respectively its Supervisory Body or Accreditation Body) that all Qualified Certificates issued
under the service identified in "Service digital identity" and further identified by the filters information used to further
identify under the "Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation Device (SSCD) support ARE
supported by an SSCD (i.e. that that the private key associated with the public key in the certificate is stored in a Secure
Signature Creation Device conformant with the applicable European legislation);

elle est assurée par le prestataire de service de confiance et contrélée (modéle de contréle) ou véritiés (modéle
d'accréditation) par I'Etat membre de référence (respectivement son Organe de surveillance ou organisme d'accréditation)
que tous les certificats qualifiés délivrés dans le cadre du service identifié dans «Service digital identity» et en outre
identifié par les informations des filtres utilisés pour identifier plus précisément dans le cadre du "Sdi" de service de
confiance identifiés, I'ensemble précis de certificats qualifiés pour lesquels cette information supplémentaire est nécessaire
en ce qui concerne la présence ou l'absence de dispositif sécurisé de création de signature (SSCD) de soutien sont pris en
charge par un SSCD (a savoir que la clé privée associée a la clé publique du certificat est stocké dans un dispositit sécurisé
conforme a la législation européenne applicable de création de signature);

es wird von der Treuhandservice-Anbieter gewéhrleistet und durch den entsprechenden Mitgliedstaat (bzw. seiner
Aufsichts-oder Akkreditierungsstelle) kontrolliert (Aufsichtsmodell) bzw. gepriift (Akkreditierungsmodell), dass alle, die
qualifizierte Zertifikate unter der in "Service digital identity" Service und ausgestellt weiter durch den Filter verwendet
werden, um weitere Informationen unter der "Sdi" identifizierten Treuhandservice zu identifizieren, die eine genaue Satz
von qualifizierten Zertifikaten, fiir die diese zusétzliche Informationen in Bezug auf das Vorhandensein oder Fehlen von
sicheren Signaturerstellungseinheit (SSEE)-Unterstiitzung benétigt werden unterstiitzt identifiziert ein SSCD (dh, dass der
private Schliissel mit dem 6ffentlichen Schliissel im Zertifikat zugeordnet ist, in einer sicheren Signaturerstellungseinheit
konform mit der européischen Gesetzgebung gespeichert);

urn:oid:1.3.6.1.4.1.25969.8.2.1

Qualified certificates including such Policy OID have the corresponding private

key residing in an SSCD.
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3 - TSP: BE INVEST International S.A.

TSP Name

Name

TSP Trade Name

Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

ElectronicAddress

URI

TSP Information URI

URI

URI

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[fr]

[en]

[fr]

[fr]

[en]

BE INVEST International S.A.

VATLU-LU29222134

17, rue Léon Laval

Leudelange

3372

LU

https://www.be-ys.com/home

https://www.be-ys.com/

mailto:contact@be-ys.com

mailto:contact@be-ys.com

https://pki.almerys.com

https://pki.almerys.com

3.1 - Service (granted): BE-YS SIGNATURE AND AUTHENTICATION CA NC

Service Type Identifier

Service type description

Service Name

Name

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitét und
andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

BE-YS SIGNATURE AND AUTHENTICATION CA NC
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Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Certificate Policies

10046

MIIGUZCCBDugAwIBAGICIz4wDQYJKoZIhveNAQELBQAWUELMAKGA 1UEBAMCRIIXEDAOBENVBAOT
BOFMTUVSWVMxFzA VBgNVBASTDjAwMDIgNDMyNzAXN;M5MRgwFg YDVQQDEW9BTEIFUITIFIPTIQg
QUEWHheNMTMxMDMwMTQWNTQ2WheNMMxMDMwMTQwNTQ2W/CBgELMAKGA IUEBAMCTFUXITA/BENYV
BAOTHEJFIEIOVKVTVCI QS4xMT, MTKEJFLVITIFNJROSBVFVS
RSBBTng{)VVLLSEVHVE/DQVR!TMgOOEngMx(;TAXBgNVB(;ETEFZBVExVLL'XVMJkyMJIVMzQngh
MAOGCSqGSIb3DQEBAQUAAAICDWAWggIKAolCAQC 7ncPNAMvSVoEcMegl7L G 1aEal9PSNyOR Wik

HPdezY Qqoql o9Mc/DycbAQIRNqsySrCxI MW Sx YDEQDRGoXZ3ppy WD +yJo8 XanlaA SAFNe+ Vix

£rSP: VE7LxDMxhqVDaxlus6LX5xp36GHgqL3ViWGKS 1w VwDICmSjCoRipYi2lBm]
quuNmzR VOTkWE2WKIGIHbYKpNBezY G Y g4 Vind -LXTOGTRIAXRRNKX Nty Mi3wETHAOXtgAtapS

nU36WgOSK o YDYjmiWYpSuBOSXQXL2DX2YMO7ZZC
W YX'/F(:q*PPMB Y 7FsyCdFCT+ 7(;ercuZdK4val]ba MMZIBIXJ OdZiSUSRYdAFvWTG VXGTLS/
gtgqsngM1 Y TepuANGDyNsjiHjiPQSQH. mIAA. PvMwg
CaWBIIGW ZXQUZEXNW: 5F34dVArum59R5(‘sUFp7('7l UHGpnAtoDCmSwQ4cSBSA LO3KDRSJI7 TgiX
SxVhCRvhUC GoGlamls3Lz Y ul2CSHAisZTRYGuY UGez

YyDxiJZMDOSK EnTimicsL. X/ XZ00gDBIvKAXZIwIDAQABoAIBADCE TAPNVHRMBAEBTADAQH/
MBOGA 1UdDgQWBBRxVGealwOXMZ/rMnfPSVhU/XDNFTAZBgNVHSAEEAQMA4GDCqBegEQDAUpAQeD
ATAMBgNVHSMEGDA WeBSbYE2q8PQIUvgjoWvobfyLmBy VxTBEBgerBeEFBQcBAQQ4MDYwWNAYIKwY B
BQUHMAKGKGhOJHAGLy9wa2kuY WxtZXJ5¢y5jb20vY WxtZXJ5¢3Vb3R Y S35jZXIwDg YDVROPAQH/
BAQDAgEGMDKGA 1UdHwQyMDAwLqAsoCqGKGhOdHAGLy9wa2kuY WxtZXI5¢cy3jb20vY WxtZXI5c3Iv
b3R}YS3jemwwDQYJIKoZIhveNAQELBQADgglBAIGH3IYsVpWIWpfb8V4bZR +myvuvDh7INHYcBY70GH
Uma7weLuAQeFSTxtDTIrwFWw9li7GND1G3GwaBj YnguB(ji63piZnLhSS30KomxbN WnoASPkiVxb
e4EOdrzhwR04a+WsWCkpuxhdvZRmVd7DbQGZMjQIEMGQ2zd4sculn247ZRIx VelX TsOyn +1gy0wB
PVsxOUGH+WTbALISP6iPSKEIQqINPYJVrcL HuTwHd Vi 7R 520mPIK619VopSBjQuemXujFidoe W
CO/URQ+Uajxi2+SFwmmQFcuUAJFNGLixIMDESy9z4hCkecHow9B93+OJKBKjI3xyjiKC9/07r

IMDhSY SQKSyWG4VTwUPShNIBIFIZ +aViWQIA90Z0wG +BkCweOHZUN2vZGr3i62BSVTpbDN1hZgo
93an/x519n 1y Z8ktxjCCe7t8w Y4BstQAaYdR VgkL5UcmDSRUBOK dtaNpltCgECPbA0zNImmAS
0XVphd129WicjdB+H6wwjoD+Hkf1p7Z8bRS | FovSuL Ck8vno9O7L BvuyaGkCkai/Yz3AhPI/Nfk
InibCgHSSs6N5GGJo+4dHAkiQMIAIls7J4EZ TKEnE25+b04IsNwLKaQ2boxRZiZeAp3EnmSihDad
1Q5Z1UQiq+RI41KCrSSFYb7KnaSGWHRBZKQ

,,,,, END CERTIFICATE----

SHA256withRSA

ALMERYS ROOT CA

0002 432701639

ALMERYS

FR

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC

BE INVEST International S.A.

LU

Wed Oct 30 15:05:46 CET 2013

Mon Oct 30 15:05:46 CET 2023

2:02:22:30:0D: 0609 ZA 8 42{36}"7 ()D Gl:ﬂlvO

52647 AEASDT
2:59:30:34:12:28

IsCA: true

71:54:67:1A:23:03:97:31:9F:EB:32:77:CF:49:58:54:FF:10:CD:15

Policy OID: 1.2.250.1.16.12.5.41.1.7.3.1
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Authority Key Identifier 9B:60:4D:AA:F0-F4:25:52:FA:A3:A 1:6B:E8:6D:FC:8B:98:1B:D5:C5

Authority Info Access http://pki.almerys.com/almerysrootca.cer
CRL Distribution Points http://pki.almerys.com/almerysrootca.crl
Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint; 7B:9C:D1:EA:BB:A5:B5:9B:96:73:5C:3D:46:B2:21:3C:94:7D:46:4D:A8:D3:89:3E:22:D8:02:CE:7
1:17:68:C3
X509SubjectName
Subject 2.5.4.97: VATLU-LU29222134
Subject CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC
Subject O: BE INVEST International S.A.
Subject C: LU
X509SKI
X509 SK I cVRnGiMDIzGf62J3201Y VP§QzRU=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svcstatus/granted
Service status description [en] undefined.
[fi] undefined.
[de] undefined.
Status Starting Time 2019-02-20T01:00:00Z

3.1.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]

Qualifier type description [en] undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.1.1
Description

3.1.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]
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Qualifier type description [en] undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
Identifier
Description

3.1.3 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description [en] undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=none
Description

Criteria list assert=atLeastOne

Policy Identifier:

Identifier

Policy Identifier:

Identifier

Description

3.1.4 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en]

3.1.5 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en]

1.3.6.1.4.1.48620.41.1.7.3.1.4.1

1.3.6.1.4.1.48620.41.1.7.3.1.1.1

1.3.6.1.4.1.48620.41.1.7.3.1.4.1

http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSignatures

http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSeals
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4 - Signature node - 1d: id-66efbaaceda00db8d11ef03c8e9e71ed

Signing Time 2020-11-02T09:30:03Z
TSL Scheme Operator certificate fields details

Version:

Serial Number: 4777626962051723746

X509 Certificate ~—--BEGIN CERTIFICATE-

MIFSICCASqeAWIBAIIOKZKAL ZiSelwDOYIKoZINeNAQENBQAWE Y4CzATBENVBAY TAKX VMR AW
DgYDVQQHEwdCZWx2Y X VAMQ4wDAYDVQOK EwVITESBUZERMBSGA IUECXMYRGlnaXRhbCBUcnVz2dCBE
ZXBbenRiZWSIMTovOAYD) VQQDEZFMdXhlb thXJanR deN OZWQETGIzdCETaW Waua WSENIonRp
ZmljYXRIID, 2Y4xCzAIBgNV

AkxVMRAw] DgYDVOOHFwdF7Wx2 YXV4MO4wI7A anooKvaJTmeFhMBzaGA e ARG InaXRBCBU
cnVzdCBEZXBhenRIZWS0MTowOA YDVQQDEzFMdXhibWivdXInlFRydXNOZWQgTGlzd CBTaWduaWsn
IENIenRpZmlj Y XRIDIwMjBhMIICIANBgkqhkiG9wOBAQEFAAOCAZSAMIICCEK CAEA[IDs2QQa

ubLuN6ICTi8 Vbx/V 7p31ky9xpasQF-+3ssj3S YbhSECn9dORsqy 7qC59Y hihgbgnUwSQIRToJoZXs

biiPSE3gvyA Wil YXBhm3NQ2xUmbJIH/A2k T24DOIRASOa6dGgvm36m0oZegil77 Wiise | zF9am Y2

T+ ViDekTOZMdvhiDV CICY CIVRXIHHHUTIGIZGQOMFITA08GY Soani/yCizRSxaccd/ysalv]
V. Itkqbbt/ZE:

s3gr’ kY

jV~VLBnYIkVWzHUH’>Nn ERgkXMxQU3yvY i S enowr
NNK+TJL0yXhtR AaY O41finn6 -RDNrYMiN33 YqnvagmTTYXPpyJQhca00Mg WJ/MG)(pSXl ngchJGA
ZIEIUatUSOofHShF£4PQLNSUUgRr 1hDHIEwL PAICCHKiBr7 7xDsanQMAZ{Y SeZwHiZDL O
20880VkxKyrfegMfUUiVGSbepel WkxX4gFsxvAHI+KIfFs 70y7[quful|oSuqq4EAlYl)gEonJJ
XEHbXbwcxS55+c61ArTodshOUSIMA Y 5peZUlix Y Xb4E4SINDMzdXNIBSmn TSCOUFIECAWEAAaNS
MFAWDAYDVROTAQH/BAIwADAdBgNVHQ4EFgQUCkzqEmfuGEXddoQatk+8IIXcH3QwDg YDVROPAQH/
BAQDAgZAMBEGA 1UdJQQOKMAgGBgQAkTeDADANBgkqhkiG9wOBAQUFAAOCAZEAUK Veo600sxSEys9m
qVFCwS55v3RyluppOGYm6svIISLbOb6yY 7epzd WevNIGyHUnwGx 1SZi+kld7P/CB46y2 W3 Tz64ulw
RApMOMYKLCIHWSTY LigrHOSKISRndDOGHOwSykSVnDldausss AP QeSuF GXkaCGCSEKCa

palOhFOlaf UQnLnK4BL/ OEs4h0gL 7wInUs

MacMS51YcTSBjOHz3uKjn3 xwdlj![wﬂ(jUhnSSNCij YOXRO43F: Pxfeld.SL/RPlerlow4RC4e67czn
ok1pMq+h9KDSqCREfqaTsrVCM/41g4AMSOFwgNKnRSbHtlsO1sc4AIZEazwvASejIGIE Vuoep3e
hd/U9K3XxQLedmEXZU! WaZGPehiXrd beGW ZibFZNiog vV y00psBeVIcV2GKIWISFRW 0!
WArTznlulcOE Y8-+uz16/+bLIgZjL347dSndxy5eNqg3 VNgIG+IMxSNLR feM/dlreJbQ6u3D9kul
OLm6WIpdDehN4xbigvUSmsVRseOYczkSOTHS YGTHgVeAkkXndUHxrSi9myCb3S0VLArWseFqTXT/D
OUmpSeBUAYyQ2BKO/Yv3z/AzWQjqg3vBleayplrdyebGeSNpZ3IBs32taY ~

,,,,, END CERTIFICATE----

Signature algorithm: SHAS512withRSA

Issuer CN: Luxembourg Trusted List Signing Certificate 2020a

Issuer OU: Digital Trust Department

Issuer O: ILNAS

Issuer L: Belvaux

Issuer C: LU

Subject CN: Luxembourg Trusted List Signing Certificate 2020a

Subject OU: Digital Trust Department

Subject O: ILNAS

Subject L:

Belvaux

Subject C: LU

Valid from: Wed Apr 22 14:35:00 CEST 2020

Valid to:

Sat Apr 22 14:35:00 CEST 2023

Pubhc Key: 00 i082020 02:82:0: 0/008F50FC0904 1A: B?BZFF37A8824F2FI56FIFD FFQD(‘ 932F7IA5AF5017FDF(‘R2 3D:D2:61.
AL95: B’

6:17:06:19:BY-. Mf}FﬂEﬁB/ﬂd()X’
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Basic Constraints IsCA: false

Subject Key Identifier 0A:AC-EA:12:67:EE:18:45:DD:E2:84:1A:B6:4F:BC:26:55:DC: 1F:74

Extended Key Usage id-tsl-kp-tsISigning

Key Usage:

nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: CF:14:79:41:C7:13:76:E4:AC:E3:9E:37:02:56:74:0B:1D:8A:17:91:31:D3:8F:AE:60:5C:C4:40:20:B
4:13:E9
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	TSL Scheme Information
	Pointer to other TSL - EUROPEAN UNION


	1.EU TSL - MimeType: application/vnd.etsi.tsl+xml




	1 - TSP: LuxTrust S.A.


	1.1 - Service  (withdrawn): LuxTrust Qualified Certification Authority


	1.1.1 - Extension (critical): additionalServiceInformation


	1.1.2 - History instance n.1 - Status: granted


	1.1.2.1 - Extension (critical): additionalServiceInformation



	1.1.3 - History instance n.2 - Status: undersupervision


	1.1.4 - History instance n.3 - Status: accreditationceased


	1.1.5 - History instance n.4 - Status: accredited


	1.1.6 - History instance n.5 - Status: undersupervision



	1.2 - Service  (deprecatedatnationallevel): LuxTrust Time Stamping Authority


	1.2.1 - History instance n.1 - Status: recognisedatnationallevel


	1.2.2 - History instance n.2 - Status: undersupervision


	1.2.3 - History instance n.3 - Status: accreditationceased


	1.2.4 - History instance n.4 - Status: accredited



	1.3 - Service  (withdrawn): LuxTrust Global Qualified Certification Authority


	1.3.1 - Extension (critical): additionalServiceInformation


	1.3.2 - History instance n.1 - Status: granted


	1.3.2.1 - Extension (critical): additionalServiceInformation



	1.3.3 - History instance n.2 - Status: undersupervision


	1.3.4 - History instance n.3 - Status: accreditationceased


	1.3.5 - History instance n.4 - Status: accredited


	1.3.6 - History instance n.5 - Status: undersupervision



	1.4 - Service  (recognisedatnationallevel): LuxTrust Global Time Stamping Authority


	1.4.1 - History instance n.1 - Status: undersupervision


	1.4.2 - History instance n.2 - Status: accreditationceased


	1.4.3 - History instance n.3 - Status: accredited


	1.4.4 - History instance n.4 - Status: undersupervision



	1.5 - Service  (withdrawn): LuxTrust Global Qualified Certification Authority 2


	1.5.1 - Extension (critical): additionalServiceInformation


	1.5.2 - History instance n.1 - Status: granted


	1.5.2.1 - Extension (critical): additionalServiceInformation



	1.5.3 - History instance n.2 - Status: undersupervision



	1.6 - Service  (granted): LuxTrust Global Qualified Certification Authority 3


	1.6.1 - Extension (critical): additionalServiceInformation


	1.6.2 - Extension (critical): additionalServiceInformation


	1.6.3 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESig]


	1.6.4 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESeal]


	1.6.5 - Extension (critical): Qualifiers [NotQualified]


	1.6.6 - History instance n.1 - Status: granted


	1.6.6.1 - Extension (critical): additionalServiceInformation



	1.6.7 - History instance n.2 - Status: undersupervision



	1.7 - Service  (withdrawn): LuxTrust Global Time Stamping Authority


	1.7.1 - History instance n.1 - Status: granted



	1.8 - Service  (granted): LuxTrust Qualified Time Stamping


	1.9 - Service  (granted): LuxTrust SSL Certification Authority 5


	1.9.1 - Extension (critical): additionalServiceInformation




	2 - TSP: SeMarket Certification Authority S.A. 


	2.1 - Service  (withdrawn): SeMarket Qualified Certification Authority


	2.1.1 - Extension (critical): Qualifiers [QCWithQSCD]


	2.1.2 - Extension (critical): additionalServiceInformation


	2.1.3 - History instance n.1 - Status: supervisionrevoked


	2.1.3.1 - Extension (critical): Qualifiers [QCWithSSCD]



	2.1.4 - History instance n.2 - Status: undersupervision


	2.1.4.2 - Extension (critical): Qualifiers [QCWithSSCD]





	3 - TSP: BE INVEST International S.A.


	3.1 - Service  (granted): BE-YS SIGNATURE AND AUTHENTICATION CA NC


	3.1.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]


	3.1.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]


	3.1.3 - Extension (critical): Qualifiers [NotQualified]


	3.1.4 - Extension (critical): additionalServiceInformation


	3.1.5 - Extension (critical): additionalServiceInformation




	4 - Signature node - Id: id-66efbaaeeda00db8d11ef03c8e9e71ed
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