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TSL Scheme Information

TSL Id TrustServiceStatusList-1

TSLTag http://uri.etsi.org/19612/TSLTag

TSL Version Identifier 5

TSL Sequence Number 53

TSL Type http://uri.etsi.org/TrstSvc/TrustedList/TSLType/EUgeneric

Scheme Operator Name

Name [ en ] ILNAS

Name [ fr ] ILNAS

Name [ fr ] Institut Luxembourgeois de la Normalisation, de l'Accréditation, de la Sécurité et qualité des
produits et services

Name [ de ] ILNAS

PostalAddress

Street Address [ en ] 1, Avenue du Swing

Locality [ en ] Belvaux

Postal Code [ en ] L-4367

Country Name [ en ] LU

PostalAddress

Street Address [ fr ] 1, Avenue du Swing

Locality [ fr ] Belvaux

Postal Code [ fr ] L-4367

Country Name [ fr ] LU

PostalAddress

Street Address [ de ] 1, Avenue du Swing

Locality [ de ] Belvaux

Postal Code [ de ] L-4367
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Country Name [ de ] LU

ElectronicAddress

URI [ en ] mailto:confiance-numerique@ilnas.etat.lu

URI [ fr ] mailto:confiance-numerique@ilnas.etat.lu

URI [ de ] mailto:confiance-numerique@ilnas.etat.lu

URI [ fr ] https://portail-qualite.public.lu/fr/index.html

URI [ en ] https://portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-confiance/liste-
confiance/scheme-information/index.html

Scheme Name

Name [ en ] LU:Trusted list including information related to the qualified trust service providers which are
supervised by the issuing Member State, together with information related to the qualified trust
services provided by them, in accordance with the relevant provisions laid down in Regulation
(EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic
identification and trust services for electronic transactions in the internal market and repealing
Directive 1999/93/EC.

Scheme Information URI

URI [ en ] https://portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-confiance/liste-
confiance/scheme-information/index.html

URI [ fr ] https://portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-confiance/liste-
confiance/scheme-information-fr/index.html

URI [ de ] https://portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-confiance/liste-
confiance/scheme-information-de/index.html

Status Determination Approach http://uri.etsi.org/TrstSvc/TrustedList/StatusDetn/EUappropriate

Scheme Type Community Rules

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUcommon

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/LU

Scheme Territory LU

Policy Or Legal Notice

TSL Legal Notice [ en ] The applicable legal framework for the present trusted list is Regulation (EU) No 910/2014 of
the European Parliament and of the Council of 23 July 2014 on electronic identification and
trust services for electronic transactions in the internal market and repealing Directive
1999/93/EC.

Historical Information Period 65535
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 Pointer to other TSL - EUROPEAN UNION

1.EU TSL - MimeType: application/vnd.etsi.tsl+xml

TSL Location https://ec.europa.eu/tools/lotl/eu-lotl.xml

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 231199879490522356566716403815664415819903446597

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer  CN: DIGITALSIGN QUALIFIED CA G1

Issuer  O: DigitalSign Certificadora Digital

Issuer  C: PT

Subject  CN: IOANNA KALOGEROPOULOU

Subject  OU: RemoteQSCDManagement

Subject  GIVEN NAME: IOANNA

Subject  SURNAME: KALOGEROPOULOU

Subject  E: ioanna.kalogeropoulou@ec.europa.eu

Subject  OU: Entitlement - EC STATUTORY STAFF

Subject  O: EUROPEAN COMMISSION
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Subject 2.5.4.97: LEIXG-254900ZNYA1FLUQ9U393

Subject  OU: Certificate Profile - Qualified Certificate - Member

Subject  C: GR

Valid from: Wed Feb 22 16:36:29 CET 2023

Valid to: Sat Feb 21 16:36:29 CET 2026

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:9C:80:E3:DC:C4:AB:81:18:CF:8F:81:3B:84:FE:DF:DA:73:F8:EC:AF:4F:DC:A2:16:6B:D1:C1:77:BE:EE:0F:46:CE:
BC:EF:D4:E1:DE:46:04:9C:7A:8A:57:58:9D:7D:29:22:18:F5:BA:AF:9F:31:A7:CC:D4:19:6F:18:08:0F:16:AE:CD:89:66:23:77:3D:6D:E4:97:1D:C7:78:96:AD:AA:3A:12:59:33:34:FF:DA:FB:7B:3F:C0:F7:C7:9A:F3:A2:B6:6
8:27:04:10:15:3A:EA:E0:CF:BB:53:ED:65:F5:A5:4A:C0:4C:BE:55:C5:BA:D8:F0:44:F1:0F:64:20:7E:B0:5A:22:9C:2A:49:87:A1:A3:E5:36:16:65:55:F5:45:0B:C3:4A:C0:41:56:C5:A9:41:2A:83:D3:5B:F3:C1:8C:5C:DB:76:B
1:73:EF:78:EE:C6:B5:76:1B:8B:45:82:21:27:5E:8F:52:55:02:BE:BD:46:EC:83:0E:B9:7B:7C:2A:F8:43:AC:B3:5D:6A:4E:58:5E:D5:AF:6C:F6:4B:78:61:AA:73:CF:97:6D:6A:55:F8:5A:1C:6A:BA:98:1B:BA:C1:1A:8E:2B:47:
2D:FB:3A:78:65:01:04:0B:6E:3A:35:82:0E:24:0A:02:FE:D7:23:F3:37:B0:A3:8C:C1:95:12:70:25:02:03:01:00:01

Basic Constraints IsCA: false

Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-g1.digitalsign.pt/ocsp

Subject Alternative Name ioanna.kalogeropoulou@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt

Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 64:7C:64:0C:55:59:71:04:99:95:A3:42:F7:66:3B:36:9D:3A:5A:46

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 87:90:5C:2C:90:51:CE:2D:45:DD:BE:38:22:83:8F:A7:05:BF:3A:3A:60:73:64:93:3B:8D:1F:7A:70:
15:53:DE

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 60213747836971875367469109022676830970210644486
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X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: QuoVadis Belgium Issuing CA G2

Issuer  O: QuoVadis Trustlink BVBA

Issuer 2.5.4.97: NTRBE-0537698318

Issuer  C: BE

Subject  CN: European Commission

Subject  O: COMMISSION DE L'UNION EUROPEENNE - COMMISSIE VAN DE EUROPESE UNIE

Subject 2.5.4.97: NTRBE-0949383342

Subject  OU: DG for Communications Networks, Content and Technology

Subject  C: BE

Valid from: Thu Jan 21 09:48:23 CET 2021

Valid to: Sun Jan 21 09:58:00 CET 2024

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:ED:0F:56:E7:3F:3D:2F:C8:8D:20:C4:7F:98:7B:F5:04:CA:CB:31:D5:35:B2:5E:64:F6:4A:35:FC:4F:4A:11:DF:AC:AE
:F8:5B:C4:23:56:01:EE:AE:C2:18:0D:89:35:4C:4A:74:E3:E0:16:2E:0C:67:18:FD:BC:EA:0C:C2:A4:75:F9:C6:CF:0C:DC:D7:B1:DC:C8:34:B6:42:0F:2D:E6:AC:FB:77:85:FA:A6:8A:38:66:AA:6C:30:5D:24:27:3B:6F:AE:0D
:C7:BE:05:81:97:2F:BE:28:5A:7A:89:4D:CF:86:4F:A4:A3:61:03:32:79:7B:F2:7D:FD:49:53:8A:42:F9:02:F9:DE:D7:29:70:D7:FB:74:EE:44:27:31:C0:7C:B0:E9:F0:72:0B:79:BB:5A:7E:F5:80:40:0F:7E:3E:C7:F7:05:3F:F4:94
:74:19:D6:7A:A7:C8:C7:E3:06:7B:42:04:6E:BF:0A:3D:A6:B4:CE:38:BE:57:42:2A:D4:43:74:69:E8:EC:C4:F9:97:14:EF:C2:82:1C:10:0E:4B:BA:96:DD:BB:DB:2E:74:7B:09:4F:88:8E:B9:BF:10:B2:12:37:6E:31:EA:3F:B9:F
B:AB:E3:AC:37:94:57:E5:7F:DB:98:81:B4:DF:78:FB:62:7F:83:7F:00:8A:C0:4E:1E:2A:C6:47:02:03:01:00:01

Authority Key Identifier 87:C9:BC:31:97:12:7A:73:BB:7E:C0:3D:45:51:B4:01:25:95:51:AB

Authority Info Access http://trust.quovadisglobal.com/qvbecag2.crt

http://uw.ocsp.quovadisglobal.com

Certificate Policies Policy OID: 1.3.6.1.4.1.8024.1.400

CPS pointer: http://www.quovadisglobal.com/repository

Policy OID: 0.4.0.194112.1.3

Extended Key Usage id_kp_clientAuth  - Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12
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QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

CRL Distribution Points http://crl.quovadisglobal.com/qvbecag2.crl

Subject Key Identifier 4A:22:89:3F:0C:59:BE:58:B9:D5:4E:F9:11:F8:5D:11:1A:C3:7F:DF

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 91:27:BC:BD:E1:58:6E:02:DB:9D:71:49:88:13:9E:A2:80:5F:21:DC:08:83:48:A7:E4:FE:62:69:89:5
1:38:BD

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 21267647932559404339035760224263512027

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  SERIAL NUMBER: 201803

Issuer  CN: Citizen CA

Issuer  O: Certipost N.V./S.A.

Issuer  L: Brussels

Issuer  C: BE

Subject  SERIAL NUMBER: 72020329970

Subject  GIVEN NAME: Patrick Jean

Subject  SURNAME: Kremer
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Subject  CN: Patrick Kremer (Signature)

Subject  C: BE

Valid from: Sat Jun 02 00:04:19 CEST 2018

Valid to: Wed May 31 01:59:59 CEST 2028

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:AF:B8:3B:56:B8:83:63:86:AC:DD:1E:0B:3C:E8:3B:B8:F1:F9:8A:71:F3:69:53:0E:C0:56:FF:F1:83:96:FB:D2:15:30:7
C:FF:57:97:49:03:37:93:2A:F8:4B:1B:94:B8:3E:4E:8A:77:61:3E:87:5F:05:95:1A:27:A7:BD:06:BF:6F:A2:8E:D9:0F:93:B6:50:91:F7:B3:D3:27:2E:01:B2:D7:88:DC:76:4B:B7:DC:E4:61:BD:2C:62:5A:7C:32:60:06:04:D0:B9:
09:B5:68:35:4B:0D:0E:B9:DE:6A:91:E6:D0:0E:FA:01:1F:EA:FB:38:CD:11:12:2F:73:24:61:70:14:AB:E4:BF:5A:87:04:68:6A:48:85:E3:55:00:5D:E2:3D:29:2F:11:ED:CB:BD:48:C5:FF:15:C7:58:5E:1A:32:FA:86:2B:A9:17:1
A:C7:9A:4D:C9:FD:86:04:DB:71:EB:96:D8:F0:22:12:BF:9E:0D:33:5C:CE:4C:06:04:31:57:C3:39:A7:18:53:CC:45:EC:F7:38:D9:3F:8C:82:A1:85:AF:13:CA:50:D2:7C:8F:CC:5F:73:83:B7:47:54:DE:3B:C9:10:A3:C8:7D:42:6
2:C4:13:DE:87:13:09:33:05:B1:4E:31:5B:36:EF:C2:2B:BB:49:F2:A4:F6:8B:54:B8:55:02:03:01:00:01

Authority Key Identifier D9:34:21:3E:3A:42:25:6D:E1:BB:BF:BE:47:4C:F8:02:AD:E3:2F:54

Authority Info Access http://certs.eid.belgium.be/citizen201803.crt

http://ocsp.eid.belgium.be/2

Certificate Policies Policy OID: 2.16.56.12.1.1.2.1

CPS pointer: http://repository.eid.belgium.be

CPS text: [Gebruik onderworpen aan aansprakelijkheidsbeperkingen, zie CPS - Usage soumis à des
limitations de responsabilité, voir CPS - Verwendung unterliegt Haftungsbeschränkungen, gemäss
CPS]

Policy OID: 0.4.0.194112.1.2

CRL Distribution Points http://crl.eid.belgium.be/eidc201803.crl

Extended Key Usage id_kp_emailProtection

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: D2:06:4F:DD:70:F6:98:2D:CC:51:6B:86:D9:D5:C5:6A:EA:93:94:17:C6:24:B2:E4:78:C0:B2:9D:E
5:4F:84:74

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 620818890745556847869731431413617216995310914687
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X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer  CN: DIGITALSIGN QUALIFIED CA G1

Issuer  O: DigitalSign Certificadora Digital

Issuer  C: PT

Subject  CN: JEROEN ARNOLD L RATHÉ

Subject  OU: RemoteQSCDManagement

Subject  GIVEN NAME: JEROEN ARNOLD L

Subject  SURNAME: RATHÉ

Subject  E: jeroen.rathe@ec.europa.eu

Subject  OU: Entitlement - EC STATUTORY STAFF

Subject  O: EUROPEAN COMMISSION

Subject 2.5.4.97: LEIXG-254900ZNYA1FLUQ9U393

Subject  OU: Certificate Profile - Qualified Certificate - Member

Subject  C: BE

Valid from: Fri Apr 21 17:59:43 CEST 2023

Valid to: Mon Apr 20 17:59:43 CEST 2026

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:E0:0B:7B:B8:F7:76:FC:69:9A:96:0B:EC:1D:7F:4F:B5:FC:82:C6:FD:EF:97:61:C1:D0:88:DC:42:2F:49:02:54:4A:3E:
B1:1B:7D:CF:9E:6C:5F:6C:07:9A:89:FF:69:7B:22:4B:8B:70:7E:A9:3D:01:0C:65:5A:92:F2:5E:E6:5A:DE:34:6B:06:22:39:E4:17:6A:B6:68:7E:DB:EA:EB:57:40:2E:3A:11:E1:BA:9C:00:28:EE:76:6C:FF:B2:21:25:3C:1B:8A:
FE:83:E3:73:61:43:30:34:20:CC:F6:7B:E3:D0:04:B1:16:25:6A:45:5F:A8:81:4E:6D:5A:66:91:27:BB:1A:CD:25:DA:1B:DB:23:B1:2D:F5:49:98:A5:B3:28:EF:30:7E:F6:8E:D6:DE:42:26:04:99:D7:DC:D0:62:9A:D8:29:C9:F6:
F7:31:4B:FF:B5:86:DF:72:30:28:87:FC:EC:D3:65:73:8F:86:DF:6F:F1:D5:57:C7:64:D5:D6:96:5A:0C:1F:F5:04:8F:2A:3C:67:B0:D9:84:4B:ED:63:C6:9F:61:A7:36:6D:5D:9B:B1:F9:BC:BD:E5:E6:9C:F9:02:7F:66:41:1E:22:B
B:5B:A3:D9:60:0B:8B:EF:41:CD:AB:B1:2F:24:27:84:20:8C:59:AC:08:A1:F6:8D:AE:BB:9D:02:03:01:00:01

Basic Constraints IsCA: false

Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14
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Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-g1.digitalsign.pt/ocsp

Subject Alternative Name jeroen.rathe@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt

Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 1B:EF:6E:01:67:39:13:6D:D4:3C:1B:A2:1A:C6:F2:28:2B:A9:60:B9

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: D3:23:8E:D2:84:DC:47:8F:86:2C:28:5B:00:5F:72:E9:BE:61:E0:76:D0:77:AE:C5:13:DA:C9:A2:BF
:B6:93:41

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 15008860349683696530586013866695132338367293834

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer  CN: DIGITALSIGN QUALIFIED CA G1
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Issuer  O: DigitalSign Certificadora Digital

Issuer  C: PT

Subject  CN: APOSTOLOS APLADAS

Subject  OU: RemoteQSCDManagement

Subject  GIVEN NAME: APOSTOLOS

Subject  SURNAME: APLADAS

Subject  E: apostolos.apladas@ec.europa.eu

Subject  OU: Entitlement - EC STATUTORY STAFF

Subject  O: EUROPEAN COMMISSION

Subject 2.5.4.97: LEIXG-254900ZNYA1FLUQ9U393

Subject  OU: Certificate Profile - Qualified Certificate - Member

Subject  C: GR

Valid from: Thu Sep 30 20:56:17 CEST 2021

Valid to: Fri May 10 20:56:17 CEST 2024

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B0:04:64:38:73:22:52:BF:B8:BE:C2:8B:02:88:8F:E9:7E:2D:1D:E5:6C:D1:8E:7D:C2:A4:5D:63:00:20:F9:E6:DE:6F:4
B:9B:88:D9:86:CC:60:CC:C5:EB:A7:BE:4F:01:C0:91:16:9E:ED:90:8B:EC:B3:4E:B7:1B:A4:F8:4D:3D:32:5A:9B:53:F2:84:8C:F1:46:76:C4:4C:CD:BB:26:3A:C2:E4:0C:8A:1E:C4:36:F5:26:EE:04:90:34:72:78:77:E8:72:1E:
B4:EC:CB:A2:8D:B7:3C:27:DA:38:12:AF:49:0C:3E:1C:02:5E:73:0E:57:B0:41:3E:61:60:BE:B6:E0:43:81:11:53:56:7C:68:6D:4A:46:24:C7:2F:9A:6C:ED:2D:DA:37:48:28:EF:B9:14:EE:09:13:49:12:60:43:63:45:A1:98:AF:40
:F7:C6:D4:16:05:A2:AF:42:83:56:03:FC:87:5A:65:91:98:B7:DE:92:FB:46:FF:F5:D3:83:90:C0:4F:10:E1:C0:EA:F1:30:99:A9:9E:B1:60:D9:43:C7:A7:93:65:CC:33:54:B9:E2:C2:F7:6C:F8:48:40:26:1A:A0:91:32:FB:9B:9E:A
B:E2:A9:1F:88:58:28:CF:2F:11:74:FD:20:85:E6:FC:39:BF:C4:C9:83:45:7D:55:BF:61:02:03:01:00:01

Basic Constraints IsCA: false

Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

Authority Info Access http://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

http://qca-g1.digitalsign.pt/ocsp

Subject Alternative Name apostolos.apladas@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: http://pki.digitalsign.pt

Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth

CRL Distribution Points http://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 4C:AE:E4:29:C7:24:AB:5C:8E:DB:DC:D6:59:56:D3:5E:CA:10:0C:DB
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QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 26:97:CD:0F:55:AE:D0:90:50:55:89:4E:E0:B6:3D:7C:31:C8:75:55:4C:C6:39:4B:5C:35:41:CA:CB:
4B:1E:F1

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 660862747298009142807362633871991440505734410485

X509 Certificate -----BEGIN CERTIFICATE-----
==

-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer  CN: DIGITALSIGN QUALIFIED CA G1

Issuer  O: DigitalSign Certificadora Digital

Issuer  C: PT

Subject  CN: EUROPEAN COMMISSION

Subject  E: digit-dmo@ec.europa.eu

Subject  O: EUROPEAN COMMISSION

Subject 2.5.4.97: LEIXG-254900ZNYA1FLUQ9U393

Subject  OU: Directorate-General for Digital Services (DIGIT)

Subject  OU: Certificate Profile - Qualified Certificate - Organization
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Subject  C: LU

Valid from: Fri Nov 17 11:11:46 CET 2023

Valid to: Wed Nov 17 11:11:46 CET 2027

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:A5:98:78:10:3D:91:80:11:12:51:A7:1E:82:51:36:96:DB:CB:8E:06:F9:34:89:72:01:C8:F5:0B:72:5E:56:23:07:6D:F8:8
5:20:18:C8:9B:D6:FA:02:AF:A2:8C:27:B2:4A:E8:81:F5:0F:E8:63:A6:42:01:05:65:7D:F7:E5:8D:2C:07:07:E9:A5:57:A6:12:87:BD:1F:D0:23:FD:CA:53:D7:82:2A:74:1D:39:57:86:BC:F0:04:91:7D:1D:15:6B:5C:66:40:9A:C3:
B0:16:56:A9:91:F1:D0:41:07:05:CB:48:17:90:63:C9:33:00:71:0C:9B:85:AF:B8:00:E2:28:B6:9D:DD:17:FE:D9:03:70:AE:E0:66:1B:37:D0:6E:43:2C:AA:7E:AA:E3:31:DB:83:CF:30:E3:57:02:82:D7:B6:84:B0:B7:AF:EB:40:
B5:16:72:09:FC:55:44:75:AD:E5:25:21:A2:94:3E:49:C9:47:1E:4D:A4:5C:A2:DD:6B:C3:A8:23:2A:B3:95:87:03:FF:50:77:DE:BC:9D:C9:0A:C4:2C:B8:0C:E4:7F:B8:AF:CC:7C:D8:B8:F3:CF:47:D5:2C:B1:E7:30:AF:B3:BD:
E4:5A:F8:C1:B3:D8:23:25:F6:00:E4:E5:89:E0:02:EC:63:15:5C:73:75:FF:EE:0B:1F:BE:27:76:FA:09:60:44:9C:5F:09:8D:F5:29:22:6F:7F:86:E9:3A:AE:38:24:31:BC:D5:F3:1C:F6:5B:F7:96:ED:0A:84:A7:56:9A:C2:9F:5E:0E:
DC:25:D4:4D:93:04:2A:48:4F:B8:A5:BC:74:8E:A9:47:62:52:19:BB:53:FB:10:64:71:CD:70:61:59:54:9F:31:37:77:E6:0A:E5:24:9E:BD:44:F6:08:EC:09:33:E0:1C:8D:2A:14:69:14:C1:20:DB:03:FD:EC:C3:0E:FB:FB:BE:D6:
C5:D5:77:1C:68:98:E8:08:D9:2E:AF:36:B2:4E:C3:2C:CC:60:EF:00:5D:7B:D4:B6:3A:F6:53:58:EB:22:B4:BB:3A:D2:FB:77:3F:84:41:DC:B5:76:B9:28:80:B7:3E:95:AB:04:64:39:9B:0E:F7:29:EA:D1:BE:70:21:CC:36:5E:99:
5A:AE:3E:4D:43:E7:D6:89:35:F1:E8:1D:79:B2:D5:B4:B9:DA:B1:D6:60:EC:07:1F:ED:AA:6C:E0:DD:87:C1:A4:1F:01:D7:07:34:A9:16:2B:75:2A:0D:9B:AE:96:AF:87:3B:4D:68:69:63:E8:6B:0B:14:06:EB:F2:89:02:50:99:6
5:38:E2:D0:F1:37:F2:F5:59:E7:E5:1A:B4:FB:B5:53:75:DF:1D:03:18:3D:02:03:01:00:01

Basic Constraints IsCA: false

Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-g1.digitalsign.pt/ocsp

Subject Alternative Name digit-dmo@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt

Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.6

Policy OID: 0.4.0.194112.1.3

Extended Key Usage id_kp_clientAuth

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 94:EE:61:C1:C9:7D:FF:AD:E2:B2:C9:B9:F6:BF:93:20:77:89:49:9C

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: E0:A6:20:FB:B6:74:73:62:BB:93:3A:C4:41:69:D6:76:A5:53:44:47:16:CF:5F:31:60:5F:12:A2:2B:8
3:96:B1

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 362671125803220245397713982254227056881701192273
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X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: QuoVadis Belgium Issuing CA G2

Issuer  O: QuoVadis Trustlink BVBA

Issuer 2.5.4.97: NTRBE-0537698318

Issuer  C: BE

Subject  CN: European Commission

Subject  O: COMMISSION DE L'UNION EUROPEENNE - COMMISSIE VAN DE EUROPESE UNIE

Subject 2.5.4.97: NTRBE-0949383342

Subject  OU: Directorate-General for Informatics

Subject  C: BE

Valid from: Thu Jan 21 09:48:38 CET 2021

Valid to: Sun Jan 21 09:58:00 CET 2024

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C0:AA:E3:44:90:59:AA:91:91:B7:39:9E:C7:4F:8C:B2:B2:C6:08:58:CC:12:C9:0A:67:8D:DF:F9:DD:0F:99:8C:CE:1C
:BD:B6:C3:FC:58:EA:6C:7E:2F:02:9C:C0:F9:B5:AB:04:12:64:B9:16:3E:F7:0D:0F:AC:2F:D3:C8:C9:F9:8B:CC:12:55:86:E0:B2:CF:02:A9:0E:21:40:84:06:BE:79:CF:CB:4F:25:51:6B:AF:A8:0A:1F:75:F1:95:1C:3C:35:57:A4
:2B:46:03:7B:7A:59:2D:29:0A:0A:C8:24:D9:19:7A:AB:B6:C8:85:94:67:18:B2:54:E0:02:62:69:31:99:68:56:9C:67:BB:2D:16:8B:BF:CD:0F:08:8D:10:11:12:F6:07:35:7E:98:A6:F6:B5:0C:A5:52:98:4F:3C:8F:21:77:D2:C6:F4:
4C:02:BD:24:97:BF:4B:5B:E2:B2:B5:0B:E9:48:73:1B:98:B2:E8:BB:74:DC:9F:C3:D5:07:0C:19:EE:23:9E:39:D9:CD:CE:D7:C3:79:F8:64:88:F6:E8:84:98:E2:3C:B3:EF:9F:6E:E6:E7:EB:54:6C:91:E3:E1:93:72:12:51:13:C6:2
0:07:83:29:5F:69:09:97:B3:04:6C:AC:AB:92:25:36:40:B5:0B:80:2D:61:2D:9E:28:57:02:03:01:00:01

Authority Key Identifier 87:C9:BC:31:97:12:7A:73:BB:7E:C0:3D:45:51:B4:01:25:95:51:AB

Authority Info Access http://trust.quovadisglobal.com/qvbecag2.crt

http://uw.ocsp.quovadisglobal.com

Certificate Policies Policy OID: 1.3.6.1.4.1.8024.1.400

CPS pointer: http://www.quovadisglobal.com/repository

Policy OID: 0.4.0.194112.1.3

Extended Key Usage id_kp_clientAuth  - Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12
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QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

CRL Distribution Points http://crl.quovadisglobal.com/qvbecag2.crl

Subject Key Identifier 2C:A6:7A:C1:D9:5A:BB:48:CF:7D:7A:0B:59:C6:CD:A3:66:FD:50:3A

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: F7:E8:E4:E5:54:FB:7C:7A:8F:6F:36:0E:0C:A2:F5:9D:46:6C:8F:95:39:A2:59:63:F5:ED:37:E9:05:F
0:C7:97

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 165751212142046865099794733233293184155782588036

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer  CN: DIGITALSIGN QUALIFIED CA G1

Issuer  O: DigitalSign Certificadora Digital

Issuer  C: PT

Subject  CN: CONSTANTIN ADRIAN CROITORU

Subject  OU: RemoteQSCDManagement

Subject  GIVEN NAME: CONSTANTIN ADRIAN

Subject  SURNAME: CROITORU
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Subject  E: adrian.croitoru@ec.europa.eu

Subject  OU: Entitlement - EC STATUTORY STAFF

Subject  O: EUROPEAN COMMISSION

Subject 2.5.4.97: LEIXG-254900ZNYA1FLUQ9U393

Subject  OU: Certificate Profile - Qualified Certificate - Member

Subject  C: RO

Valid from: Mon Oct 02 15:29:50 CEST 2023

Valid to: Thu Oct 01 15:29:50 CEST 2026

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C1:0F:7D:D0:0A:28:57:CA:A4:2C:E8:30:58:41:BC:4B:F9:38:8D:2D:F7:04:35:51:AE:49:CD:5A:44:34:E3:8A:2A:34:
BD:0A:6F:C8:C3:3C:93:2E:C5:AE:2C:90:EA:69:4B:E6:23:AA:13:39:9E:13:62:8E:D6:68:5C:B2:8B:66:15:AB:84:D2:55:7A:3D:1B:CB:7C:47:29:07:32:ED:77:BF:0A:C2:CA:83:09:FC:6B:9C:67:DC:A9:82:44:67:10:45:94:76
:F5:06:37:6E:91:3A:60:AC:AF:20:48:7E:F0:A9:0B:F3:DE:F6:D1:7A:3A:1E:9D:06:2D:82:99:7F:07:94:4E:37:CC:D6:0E:91:5B:A2:93:16:B9:CA:60:75:DD:6D:72:62:C3:4A:57:DD:B4:33:2F:D9:09:FA:45:A0:4C:96:DF:81:F7
:FB:A6:4D:47:B2:30:87:A8:7A:4F:84:24:20:C9:23:71:14:D3:69:E3:13:60:3F:E4:69:05:7E:94:59:ED:5E:57:CF:DA:87:FA:5D:DA:9A:89:FD:FD:9C:97:AE:B6:10:A9:80:BF:1C:89:60:04:DE:66:F4:BE:E2:48:45:70:1C:AC:74:
61:8F:6A:83:4F:79:17:26:FA:68:F1:2F:AA:9A:4B:CC:21:17:5A:6F:37:98:6D:5C:E8:FB:79:02:03:01:00:01

Basic Constraints IsCA: false

Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-g1.digitalsign.pt/ocsp

Subject Alternative Name adrian.croitoru@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt

Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 22:79:45:E8:29:79:1C:AB:D4:13:7E:48:7E:6F:32:ED:C7:D0:BE:F0

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 9C:01:27:83:96:92:47:AD:30:2F:05:84:79:7E:17:43:ED:23:05:EF:76:BD:B7:A8:31:1C:5F:EF:63:87
:A0:ED

TSL Type http://uri.etsi.org/TrstSvc/TrustedList/TSLType/EUlistofthelists
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Scheme Territory EU

Mime Type application/vnd.etsi.tsl+xml

Scheme Operator Name

Name [ en ] European Commission

Scheme Type Community Rules

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUlistofthelists

List Issue Date Time 2024-03-01T06:19:12Z

Next Update

date Time 2024-09-01T05:19:12Z

Distribution Points

URI https://trusted-list.lu/tsl.xml
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1 - TSP: LuxTrust S.A.

TSP Name

Name [ en ] LuxTrust S.A.

TSP Trade Name

Name [ en ] VATLU-20976985

Name [ fr ] TVALU-20976985

PostalAddress

Street Address [ en ] IVY Building - 13-15 Parc d'Activités

Locality [ en ] Capellen

Postal Code [ en ] L-8308

Country Name [ en ] LU

PostalAddress

Street Address [ fr ] IVY Building - 13-15 Parc d'Activités

Locality [ fr ] Capellen

Postal Code [ fr ] L-8308

Country Name [ fr ] LU

PostalAddress

Street Address [ de ] IVY Building - 13-15 Parc d'Activités

Locality [ de ] Capellen

Postal Code [ de ] L-8308

Country Name [ de ] LU

ElectronicAddress

URI [ en ] mailto:info@luxtrust.lu

URI [ fr ] mailto:info@luxtrust.lu

URI [ de ] mailto:info@luxtrust.lu
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 URI [ en ] https://www.luxtrust.lu/en

URI [ fr ] https://www.luxtrust.lu/fr

URI [ de ] https://www.luxtrust.lu/de

TSP Information URI

URI [ en ] https://www.luxtrust.lu/en/repository

URI [ fr ] https://www.luxtrust.lu/fr/repository

URI [ de ] https://www.luxtrust.lu/de/repository

1.1 - Service  (withdrawn): LuxTrust Qualified Certification Authority

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de l'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identität und
andere Attribute, die von den jeweiligen Registrierungsdienste überprüft.

Service Name

Name [ en ] LuxTrust Qualified Certification Authority

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1003

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: LuxTrust root CA

Issuer  O: LuxTrust s.a.

Issuer  C: LU
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 Subject  CN: LuxTrust Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

Valid from: Thu Jun 05 11:25:24 CEST 2008

Valid to: Tue Oct 18 12:40:34 CEST 2016

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C9:B1:57:CC:0F:BC:44:D9:EF:94:27:7E:B1:9F:01:9C:7E:96:3B:72:E6:68:B8:B8:D7:D6:20:77:D5:41:61:C2:30:2E:6
3:31:F4:A8:00:28:5D:EE:E0:1F:3B:1D:E7:B9:34:BE:17:BE:19:BF:07:D0:EE:0D:41:F9:38:66:77:3F:60:F0:7F:BA:6E:B5:51:2F:01:3B:D6:F2:3C:D8:AB:A0:B3:6A:B5:2D:87:36:FD:BB:1F:8A:4D:D4:D3:F9:DE:32:EA:D9:20
:56:08:32:F4:30:5E:F9:BC:FA:DF:9A:19:9B:63:CF:41:3F:64:CE:84:78:F1:10:4D:EF:7D:0A:03:F3:09:21:AD:12:6B:B6:43:A6:12:F7:ED:61:D2:03:8F:D3:5A:1F:45:D7:F2:C1:45:51:82:D0:5E:0C:83:58:54:FE:EF:A4:A2:F1:7
9:99:3B:94:2B:E9:DC:53:BF:85:4B:47:10:46:10:03:F8:2E:16:7C:B2:3F:5A:EC:EE:13:E4:FA:66:E6:7A:22:A8:3A:FA:FA:A0:7F:A8:8A:C0:BE:A2:55:99:B0:2A:42:4F:BD:5D:FE:DD:68:32:DF:3A:B9:B6:90:EF:B0:81:A3:E2
:45:DD:D6:B8:90:18:AB:04:78:37:CD:F3:2E:F5:0C:6D:CE:74:1A:85:D5:87:7B:B9:EE:F3:8B:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.1.0

CPS pointer: http://repository.luxtrust.lu

Authority Key Identifier DD:8A:D7:30:F1:F9:91:71:E9:47:70:0C:25:E5:AC:A1:8D:DF:8C:25

CRL Distribution Points http://crl.luxtrust.lu/LTRCA.crl

Subject Key Identifier 8D:90:A3:07:DD:1A:13:77:99:4C:92:AB:4D:43:DE:3F:CD:29:64:05

Key Usage: digitalSignature  - nonRepudiation  - keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: FE:5D:1F:DE:82:82:0A:C6:9F:02:65:80:8C:4E:69:4A:CF:0A:FA:05:6B:56:A4:EA:84:98:4D:52:A8
:5B:F7:D7

X509SubjectName

Subject  CN: LuxTrust Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2017-02-23T00:00:00Z

1.1.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation
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URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.1.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] LuxTrust Qualified Certification Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I jZCjB90aE3eZTJKrTUPeP80pZAU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.1.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.1.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] LuxTrust Qualified Certification Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Qualified CA
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Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I jZCjB90aE3eZTJKrTUPeP80pZAU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2013-10-13T00:00:00Z

1.1.4 - History instance n.3 - Status: accreditationceased

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] LuxTrust Qualified Certification Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I jZCjB90aE3eZTJKrTUPeP80pZAU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accreditationceased

Status Starting Time 2013-10-12T23:59:59Z

1.1.5 - History instance n.4 - Status: accredited

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] LuxTrust Qualified Certification Authority

Service digital identities
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X509SubjectName

Subject  CN: LuxTrust Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I jZCjB90aE3eZTJKrTUPeP80pZAU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Status Starting Time 2009-10-13T00:00:00Z

1.1.6 - History instance n.5 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] LuxTrust Qualified Certification Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I jZCjB90aE3eZTJKrTUPeP80pZAU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2008-07-29T00:00:00Z

1.2 - Service  (deprecatedatnationallevel): LuxTrust Time Stamping Authority

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

Service type description [en] A time stamping service as part of a service from a trust service provider issuing qualified certificates that issues time-
stamp tokens (TST) that can be used in the validation process of qualified signature or advanced signatures supported by
qualified certificates to ascertain and extend the signature validity when the qualified certificate is (will be) revoked or
expired (will expire).
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[fr] Un service d'horodatage dans le cadre d'un service d'un prestataire de service de confiance délivrant des certificats qualifiés
qui émet des jetons d'horodatage (TST) qui peut être utilisé dans le processus de validation de signature qualifiée ou
signatures avancées soutenues par des certificats qualifiés pour vérifier et étendre la signature validité lorsque le certificat
qualifié est (sera) la révocation ou d'expiration (expire).

[de] Ein Zeitstempeldienst als Teil eines Service aus einer Treuhandservice-Anbieter, die qualifizierte Zertifikate, die
Zeitstempel-Tokens (TST) gibt, die in der Validierung der qualifizierten Signatur oder fortgeschrittene Signaturen durch
qualifizierte Zertifikate unterstützt verwendet werden können, um festzustellen und verlängern die Unterschrift Gültigkeit,
wenn das qualifizierte Zertifikat wird (werden) widerrufen oder abgelaufen (verfallen).

Service Name

Name [ en ] LuxTrust Time Stamping Authority

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1003

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: LuxTrust root CA

Issuer  O: LuxTrust s.a.

Issuer  C: LU

Subject  CN: LuxTrust Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

Valid from: Thu Jun 05 11:25:24 CEST 2008

Valid to: Tue Oct 18 12:40:34 CEST 2016

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C9:B1:57:CC:0F:BC:44:D9:EF:94:27:7E:B1:9F:01:9C:7E:96:3B:72:E6:68:B8:B8:D7:D6:20:77:D5:41:61:C2:30:2E:6
3:31:F4:A8:00:28:5D:EE:E0:1F:3B:1D:E7:B9:34:BE:17:BE:19:BF:07:D0:EE:0D:41:F9:38:66:77:3F:60:F0:7F:BA:6E:B5:51:2F:01:3B:D6:F2:3C:D8:AB:A0:B3:6A:B5:2D:87:36:FD:BB:1F:8A:4D:D4:D3:F9:DE:32:EA:D9:20
:56:08:32:F4:30:5E:F9:BC:FA:DF:9A:19:9B:63:CF:41:3F:64:CE:84:78:F1:10:4D:EF:7D:0A:03:F3:09:21:AD:12:6B:B6:43:A6:12:F7:ED:61:D2:03:8F:D3:5A:1F:45:D7:F2:C1:45:51:82:D0:5E:0C:83:58:54:FE:EF:A4:A2:F1:7
9:99:3B:94:2B:E9:DC:53:BF:85:4B:47:10:46:10:03:F8:2E:16:7C:B2:3F:5A:EC:EE:13:E4:FA:66:E6:7A:22:A8:3A:FA:FA:A0:7F:A8:8A:C0:BE:A2:55:99:B0:2A:42:4F:BD:5D:FE:DD:68:32:DF:3A:B9:B6:90:EF:B0:81:A3:E2
:45:DD:D6:B8:90:18:AB:04:78:37:CD:F3:2E:F5:0C:6D:CE:74:1A:85:D5:87:7B:B9:EE:F3:8B:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.1.0

CPS pointer: http://repository.luxtrust.lu
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 Authority Key Identifier DD:8A:D7:30:F1:F9:91:71:E9:47:70:0C:25:E5:AC:A1:8D:DF:8C:25

CRL Distribution Points http://crl.luxtrust.lu/LTRCA.crl

Subject Key Identifier 8D:90:A3:07:DD:1A:13:77:99:4C:92:AB:4D:43:DE:3F:CD:29:64:05

Key Usage: digitalSignature  - nonRepudiation  - keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: FE:5D:1F:DE:82:82:0A:C6:9F:02:65:80:8C:4E:69:4A:CF:0A:FA:05:6B:56:A4:EA:84:98:4D:52:A8
:5B:F7:D7

X509SubjectName

Subject  CN: LuxTrust Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/deprecatedatnationallevel

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2017-02-23T00:00:00Z

1.2.1 - History instance n.1 - Status: recognisedatnationallevel

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

Service Name

Name [ en ] LuxTrust Time Stamping Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I jZCjB90aE3eZTJKrTUPeP80pZAU=
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Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/recognisedatnationallevel

Status Starting Time 2016-06-30T22:00:00Z

1.2.2 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

Service Name

Name [ en ] LuxTrust Time Stamping Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I jZCjB90aE3eZTJKrTUPeP80pZAU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2013-10-13T00:00:00Z

1.2.3 - History instance n.3 - Status: accreditationceased

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

Service Name

Name [ en ] LuxTrust Time Stamping Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU
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X509SKI

X509 SK I jZCjB90aE3eZTJKrTUPeP80pZAU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accreditationceased

Status Starting Time 2013-10-12T23:59:59Z

1.2.4 - History instance n.4 - Status: accredited

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

Service Name

Name [ en ] LuxTrust Time Stamping Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I jZCjB90aE3eZTJKrTUPeP80pZAU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Status Starting Time 2009-10-13T00:00:00Z

1.3 - Service  (withdrawn): LuxTrust Global Qualified Certification Authority

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de l'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identität und
andere Attribute, die von den jeweiligen Registrierungsdienste überprüft.

Service Name

Name [ en ] LuxTrust Global Qualified Certification Authority

Service digital identities
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Certificate fields details

Version: 3

Serial Number: 3223

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: LuxTrust Global Root

Issuer  O: LuxTrust s.a.

Issuer  C: LU

Subject  CN: LuxTrust Global Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

Valid from: Tue Nov 22 10:34:24 CET 2011

Valid to: Wed Nov 22 10:34:24 CET 2017

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:A8:D0:29:7D:C9:E9:36:DB:16:5B:D8:F3:59:37:48:08:83:1D:BA:AA:04:02:84:A2:77:6B:3F:EB:FA:A8:40:BF:F7:7F:
8D:50:4B:67:2E:66:42:F2:91:40:5A:EF:9C:B6:69:E6:06:39:47:3A:E0:21:C3:32:67:10:B0:0A:2B:50:F8:CC:8B:3E:25:18:67:89:A0:FE:55:2B:1D:F3:9F:85:64:63:61:A2:58:E0:3C:FE:33:AF:62:71:DC:C0:B0:AB:95:AD:FB:2E:
AC:9F:D4:12:66:88:90:6B:E0:8C:1C:DE:09:DD:2A:77:C0:57:62:79:ED:E8:60:13:F5:B0:2C:27:B5:61:F2:50:F2:4E:1A:38:0F:59:9B:B9:D7:BA:8E:6B:A9:05:34:4D:A9:6D:53:AA:7B:B3:78:97:28:A0:8F:09:01:69:16:67:45:F
8:80:65:F3:1B:48:99:94:2E:22:AC:89:41:FD:A6:90:88:9A:28:FB:C4:15:AF:9D:75:4F:EC:C0:25:22:6F:D8:2A:4F:4B:AF:1D:A4:BE:C0:64:14:F0:EF:F7:E1:B3:21:7C:E0:77:01:7F:8B:42:1F:B4:21:97:DC:C5:AD:D6:96:19:D
A:AB:66:27:9B:48:CE:12:79:30:40:9E:EB:8A:51:D6:2E:B9:9C:A3:A0:01:C5:9E:38:F7:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.10.3

CPS pointer: https://repository.luxtrust.lu

Authority Key Identifier 17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

CRL Distribution Points http://crl.luxtrust.lu/LTGRCA.crl

Subject Key Identifier 34:16:1B:F1:D3:64:67:62:4C:A3:34:BC:0D:B3:53:A4:7C:A1:F1:17

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256
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Thumbprint: DB:87:94:17:EC:14:24:E4:E5:7A:3C:91:EC:80:4C:5D:E4:C6:FD:E7:3C:C8:28:1C:D2:F5:BA:ED:7

6:DD:65:48

X509SubjectName

Subject  CN: LuxTrust Global Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2018-08-31T01:00:00Z

1.3.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.3.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] LuxTrust Global Qualified Certification Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Global Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I NBYb8dNkZ2JMozS8DbNTpHyh8Rc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
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Status Starting Time 2016-06-30T22:00:00Z

1.3.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.3.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] LuxTrust Global Qualified Certification Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Global Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I NBYb8dNkZ2JMozS8DbNTpHyh8Rc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2013-10-13T00:00:00Z

1.3.4 - History instance n.3 - Status: accreditationceased

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] LuxTrust Global Qualified Certification Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Global Qualified CA
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Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I NBYb8dNkZ2JMozS8DbNTpHyh8Rc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accreditationceased

Status Starting Time 2013-10-12T23:59:59Z

1.3.5 - History instance n.4 - Status: accredited

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] LuxTrust Global Qualified Certification Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Global Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I NBYb8dNkZ2JMozS8DbNTpHyh8Rc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Status Starting Time 2012-11-30T00:00:00Z

1.3.6 - History instance n.5 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] LuxTrust Global Qualified Certification Authority

Service digital identities
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 X509SubjectName

Subject  CN: LuxTrust Global Qualified CA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I NBYb8dNkZ2JMozS8DbNTpHyh8Rc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2012-08-01T00:00:00Z

1.4 - Service  (deprecatedatnationallevel): LuxTrust Global Time Stamping Authority

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

Service type description [en] A time stamping service as part of a service from a trust service provider issuing qualified certificates that issues time-
stamp tokens (TST) that can be used in the validation process of qualified signature or advanced signatures supported by
qualified certificates to ascertain and extend the signature validity when the qualified certificate is (will be) revoked or
expired (will expire).

[fr] Un service d'horodatage dans le cadre d'un service d'un prestataire de service de confiance délivrant des certificats qualifiés
qui émet des jetons d'horodatage (TST) qui peut être utilisé dans le processus de validation de signature qualifiée ou
signatures avancées soutenues par des certificats qualifiés pour vérifier et étendre la signature validité lorsque le certificat
qualifié est (sera) la révocation ou d'expiration (expire).

[de] Ein Zeitstempeldienst als Teil eines Service aus einer Treuhandservice-Anbieter, die qualifizierte Zertifikate, die
Zeitstempel-Tokens (TST) gibt, die in der Validierung der qualifizierten Signatur oder fortgeschrittene Signaturen durch
qualifizierte Zertifikate unterstützt verwendet werden können, um festzustellen und verlängern die Unterschrift Gültigkeit,
wenn das qualifizierte Zertifikat wird (werden) widerrufen oder abgelaufen (verfallen).

Service Name

Name [ en ] LuxTrust Global Time Stamping Authority

Service digital identities

Certificate fields details

Version: 3

Serial Number: 3803

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA
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Issuer  CN: LuxTrust Global Root

Issuer  O: LuxTrust s.a.

Issuer  C: LU

Subject  CN: LuxTrust Global Timestamping CA

Subject  O: LuxTrust S.A.

Subject  C: LU

Valid from: Tue Aug 28 15:07:47 CEST 2012

Valid to: Wed Mar 17 10:51:37 CET 2021

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BA:D8:4E:ED:01:E2:06:A0:B3:37:C5:17:38:48:DA:5D:6F:DF:8C:79:E8:CB:AB:DD:55:3D:E7:2F:07:CB:15:1E:2E:1
2:90:C5:13:21:E6:D6:1B:5D:C7:26:A1:8B:29:C9:FD:A5:A3:BA:E7:43:DE:85:75:84:6E:09:B6:69:42:91:35:28:A6:33:BE:29:34:18:58:07:4B:1A:D2:B4:2E:8B:C9:E9:65:BA:75:C7:98:A5:0F:0A:A2:4E:42:75:88:5B:55:E5:B6:
2B:1F:C8:49:D1:0A:57:EA:EE:1C:95:41:26:3B:D8:7F:02:8F:F8:79:75:B6:C1:2F:21:4A:1C:03:81:CD:1E:36:EF:B8:49:1A:17:33:E9:E0:3E:BA:99:7A:D2:98:0F:A6:C4:54:5C:34:3D:22:DF:08:9A:46:C7:CD:89:53:AF:FB:F8:
C9:74:BC:1E:98:FC:93:1C:53:AC:47:E6:EE:97:75:4C:9A:CA:32:2F:06:62:98:19:20:51:09:E2:FB:62:B2:4A:9C:1B:3C:84:2B:AB:1D:FF:29:98:09:53:0D:D4:78:F3:57:58:90:85:A0:29:86:3A:C6:AE:15:E4:8B:83:48:80:91:70:
01:F6:59:44:50:72:3C:85:8B:FB:3A:93:12:4C:BF:3B:80:6C:7F:28:C6:EC:BC:1C:5C:8D:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.10.8

CPS pointer: https://repository.luxtrust.lu

Authority Key Identifier 17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

CRL Distribution Points http://crl.luxtrust.lu/LTGRCA.crl

Subject Key Identifier F5:BF:22:C6:1D:FE:F2:06:83:23:5D:5E:C2:25:91:94:19:1D:3C:87

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 53:0B:1D:74:9B:E7:AD:3A:7B:B7:83:26:B2:81:DB:CC:5D:F6:EA:5F:41:4A:7B:29:B9:70:B6:54:8
B:04:49:07

X509SubjectName

Subject  CN: LuxTrust Global Timestamping CA

Subject  O: LuxTrust S.A.

Subject  C: LU

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/deprecatedatnationallevel

Service status description [en] undefined.

[fr] undefined.

[de] undefined.
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Status Starting Time 2021-06-10T06:23:57Z

1.4.1 - History instance n.1 - Status: recognisedatnationallevel

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

Service Name

Name [ en ] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Global Timestamping CA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I 9b8ixh3+8gaDI11ewiWRlBkdPIc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/recognisedatnationallevel

Status Starting Time 2016-06-30T22:00:00Z

1.4.2 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

Service Name

Name [ en ] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Global Timestamping CA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI
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X509 SK I 9b8ixh3+8gaDI11ewiWRlBkdPIc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2013-10-13T00:00:00Z

1.4.3 - History instance n.3 - Status: accreditationceased

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

Service Name

Name [ en ] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Global Timestamping CA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I 9b8ixh3+8gaDI11ewiWRlBkdPIc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accreditationceased

Status Starting Time 2013-10-12T23:59:59Z

1.4.4 - History instance n.4 - Status: accredited

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

Service Name

Name [ en ] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Global Timestamping CA

Subject  O: LuxTrust S.A.
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Subject  C: LU

X509SKI

X509 SK I 9b8ixh3+8gaDI11ewiWRlBkdPIc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Status Starting Time 2012-11-30T00:00:00Z

1.4.5 - History instance n.5 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

Service Name

Name [ en ] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Global Timestamping CA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I 9b8ixh3+8gaDI11ewiWRlBkdPIc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2012-10-03T00:00:00Z

1.5 - Service  (withdrawn): LuxTrust Global Qualified Certification Authority 2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de l'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identität und
andere Attribute, die von den jeweiligen Registrierungsdienste überprüft.

Service Name

Name [ en ] LuxTrust Global Qualified Certification Authority 2
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Service digital identities

Certificate fields details

Version: 3

Serial Number: 4803

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: LuxTrust Global Root

Issuer  O: LuxTrust s.a.

Issuer  C: LU

Subject  CN: LuxTrust Global Qualified CA 2

Subject  O: LuxTrust S.A.

Subject  C: LU

Valid from: Wed May 28 15:09:18 CEST 2014

Valid to: Thu May 28 15:09:18 CEST 2020

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C4:5A:7A:D2:07:A8:E5:E5:D1:C3:1D:B5:5B:81:DD:2B:4F:94:34:DE:9D:E1:CC:81:E9:E9:E1:6F:F9:BB:81:A2:98:5
1:13:11:1D:CC:B2:3F:42:E8:97:80:83:D1:FA:DC:0C:FF:26:93:DD:1A:35:56:A5:11:19:E2:0A:11:DB:D6:36:62:CD:52:D2:4C:96:F4:E3:45:2B:0C:83:1E:6D:AD:53:A9:F2:4E:7C:7D:85:53:43:0E:40:38:0C:C3:59:B9:FD:D4:2
2:8D:C9:EF:16:93:69:ED:6E:E4:02:E5:22:1F:A0:E1:A3:DE:89:8B:41:E1:76:65:24:F1:AF:CB:79:A6:43:AD:36:D2:3A:90:5A:07:82:45:50:A5:F7:5A:75:1C:BB:BA:A0:F6:7A:C6:9F:B0:CB:6A:96:CE:1C:E7:EE:3A:3C:D5:8F
:12:DA:0F:9C:0F:FA:9E:9F:68:E9:84:86:9E:F0:F4:4B:B4:48:EE:30:B4:44:72:EF:D1:B7:4D:CF:0D:FC:71:8B:6B:AC:9D:26:F5:76:34:08:99:81:0B:FD:1E:88:ED:58:0A:F9:49:0D:5D:8C:BE:BD:AB:17:3A:A5:9C:95:9E:E8:3
1:E0:3A:88:CB:78:5A:48:C4:29:6B:0A:7F:AD:1E:16:55:56:F0:9E:BA:BC:0F:FF:21:D6:3B:21:4B:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.10.3

CPS pointer: https://repository.luxtrust.lu

Authority Key Identifier 17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

CRL Distribution Points http://crl.luxtrust.lu/LTGRCA.crl

Subject Key Identifier EF:96:BF:7D:65:3A:55:B4:D2:70:F8:0C:EC:4A:E2:F3:27:06:9A:52

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256
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Thumbprint: 7E:76:DA:9E:A8:D0:E6:C5:C6:30:23:D0:D8:C0:6E:55:5A:EC:E4:FE:34:6C:0E:50:69:3D:F6:BD:5

4:68:E4:84

X509SubjectName

Subject  CN: LuxTrust Global Qualified CA 2

Subject  O: LuxTrust S.A.

Subject  C: LU

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2020-11-02T09:45:00Z

1.5.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.5.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] LuxTrust Global Qualified Certification Authority 2

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Global Qualified CA 2

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I 75a/fWU6VbTScPgM7Eri8ycGmlI=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
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Status Starting Time 2016-06-30T22:00:00Z

1.5.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.5.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] LuxTrust Global Qualified Certification Authority 2

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Global Qualified CA 2

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I 75a/fWU6VbTScPgM7Eri8ycGmlI=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2014-11-19T00:00:00Z

1.6 - Service  (granted): LuxTrust Global Qualified Certification Authority 3

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de l'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identität und
andere Attribute, die von den jeweiligen Registrierungsdienste überprüft.

Service Name

Name [ en ] LuxTrust Global Qualified Certification Authority 3
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Service digital identities

Certificate fields details

Version: 3

Serial Number: 372465138737086689258246113329755871041849896622

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: LuxTrust Global Root 2

Issuer  O: LuxTrust S.A.

Issuer  C: LU

Subject  CN: LuxTrust Global Qualified CA 3

Subject  O: LuxTrust S.A.

Subject  C: LU

Valid from: Fri Mar 06 15:12:15 CET 2015

Valid to: Mon Mar 05 14:21:57 CET 2035

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:B9:9E:62:5D:29:85:6C:FF:34:81:66:F4:92:27:98:B0:89:9C:C8:8A:37:41:88:3E:5C:0D:CD:97:01:FA:42:D2:34:3E:06:
44:1B:D7:52:A3:CA:4C:ED:53:08:CC:4E:73:AB:CB:60:27:9D:07:9C:F7:58:7E:5B:DF:86:41:0A:BC:05:B6:36:E3:57:EA:18:BF:E8:72:B8:37:27:BE:90:1F:88:36:3A:5F:00:79:8B:7E:DD:C6:4F:DE:5E:F9:FA:E4:FE:DE:E1:24
:DA:2B:2B:8E:31:CE:A7:D6:64:A2:CD:1B:2B:04:1C:8A:E2:75:D7:1E:3D:63:A4:DC:9F:D5:31:CF:42:B1:27:A6:79:96:E6:79:95:B5:FF:15:DE:AA:89:4C:4B:B2:48:0D:9D:FE:D0:38:15:09:8B:0A:20:AF:9B:DE:C0:10:F2:2A
:97:6D:09:50:CA:FC:A6:1B:A4:32:A1:0A:09:6E:E1:0F:DB:78:9A:C1:13:16:28:D5:A4:FA:C8:F3:3A:43:C0:01:00:ED:80:41:15:76:08:33:CE:E7:4B:48:CD:38:0B:90:A3:78:B9:4B:62:E5:E0:96:39:5E:AF:D6:CA:46:4F:70:5B:
C9:E4:6A:B7:8B:66:C9:FD:B8:20:E2:84:65:C6:C8:2E:66:F6:3B:1E:19:8D:4A:02:79:55:F2:EB:0B:8C:11:40:89:6E:4E:0A:7C:DC:3A:0F:82:3E:C5:6E:72:84:61:4B:AB:AF:5D:CB:BB:56:D1:D1:1A:8E:72:2F:2B:09:56:FE:EC
:8F:A7:31:E6:53:2F:40:A0:0C:2E:F8:95:8B:79:29:85:92:98:7E:A5:4B:01:51:49:A5:74:E9:BA:76:36:19:AC:95:19:FF:EE:3A:9C:CD:A2:24:91:A5:CC:71:62:39:80:94:F2:8D:79:38:17:56:5E:4C:73:4C:E8:8E:04:FF:31:94:C6:1
4:DE:E8:BF:B9:F4:D7:2A:1D:37:A3:A1:7D:30:03:69:CB:DA:29:F8:F6:0B:60:B0:74:22:6F:32:AB:E5:52:E0:8A:AE:FB:97:6D:D6:6B:B5:19:B7:05:95:EB:82:11:A1:B9:09:86:D1:38:AB:ED:55:42:23:45:99:8D:58:F2:1E:CD:
AB:A5:47:02:43:AF:83:D5:6C:A6:2A:1C:E9:D2:6A:D7:75:A1:73:61:17:1E:EC:5A:C4:93:AF:49:5B:35:95:A7:FF:7F:18:A9:E7:6F:4F:FF:71:A9:9A:BC:46:88:E1:5E:B8:31:5C:58:02:2A:F9:00:BF:E3:ED:DE:09:20:EA:A1:3C
:F5:35:E1:A8:F1:98:2E:9D:10:7F:38:82:E5:6C:D0:BA:3F:77:05:53:53:3B:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.10.3

CPS pointer: https://repository.luxtrust.lu

Authority Info Access http://ltgroot.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGRCA2.crt

Authority Key Identifier FF:18:28:76:F9:48:05:2C:A1:AE:F1:2B:1B:2B:B2:53:F8:4B:7C:B3

ETSI 2016 - TSL HR - PDF/A-1b generator

LUXEMBOURG  (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 40



 

 

 

CRL Distribution Points http://crl.luxtrust.lu/LTGRCA2.crl

Subject Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: BE:D0:F1:9E:D4:6D:94:90:0D:2A:9F:CD:7C:6F:66:0B:61:FF:75:88:D8:B7:1C:F8:F2:79:D5:FA:A
3:02:1C:CF

X509SubjectName

Subject  CN: LuxTrust Global Qualified CA 3

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I Y4/CiwOxq47YU0eWHZmoffasqHU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2018-04-06T13:00:00Z

1.6.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.6.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.6.3 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESig]

Qualifier type description [en] undefined.

[fr] undefined.

[de] undefined.
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Criteria list assert=all

Policy Identifier:

Identifier 1.3.171.1.1.10.3.32

Description

1.6.4 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESeal]

Qualifier type description [en] undefined.

[fr] undefined.

[de] undefined.

Criteria list assert=all

Policy Identifier:

Identifier 1.3.171.1.1.10.3.33

Description

1.6.5 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description [en] undefined.

[fr] undefined.

[de] undefined.

Criteria list assert=all

Policy Identifier:

Identifier 1.3.171.1.1.10.3.21

Description

1.6.6 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] LuxTrust Global Qualified Certification Authority 3

Service digital identities

X509SubjectName
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Subject  CN: LuxTrust Global Qualified CA 3

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I Y4/CiwOxq47YU0eWHZmoffasqHU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.6.6.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.6.7 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] LuxTrust Global Qualified Certification Authority 3

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Global Qualified CA 3

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I Y4/CiwOxq47YU0eWHZmoffasqHU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2015-08-12T00:00:00Z
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1.7 - Service  (withdrawn): LuxTrust Global Time Stamping Authority

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

[de] Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.

Service Name

Name [ en ] LuxTrust Global Time Stamping Authority

Service digital identities

Certificate fields details

Version: 3

Serial Number: 3803

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: LuxTrust Global Root

Issuer  O: LuxTrust s.a.

Issuer  C: LU

Subject  CN: LuxTrust Global Timestamping CA

Subject  O: LuxTrust S.A.

Subject  C: LU

Valid from: Tue Aug 28 15:07:47 CEST 2012

Valid to: Wed Mar 17 10:51:37 CET 2021

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BA:D8:4E:ED:01:E2:06:A0:B3:37:C5:17:38:48:DA:5D:6F:DF:8C:79:E8:CB:AB:DD:55:3D:E7:2F:07:CB:15:1E:2E:1
2:90:C5:13:21:E6:D6:1B:5D:C7:26:A1:8B:29:C9:FD:A5:A3:BA:E7:43:DE:85:75:84:6E:09:B6:69:42:91:35:28:A6:33:BE:29:34:18:58:07:4B:1A:D2:B4:2E:8B:C9:E9:65:BA:75:C7:98:A5:0F:0A:A2:4E:42:75:88:5B:55:E5:B6:
2B:1F:C8:49:D1:0A:57:EA:EE:1C:95:41:26:3B:D8:7F:02:8F:F8:79:75:B6:C1:2F:21:4A:1C:03:81:CD:1E:36:EF:B8:49:1A:17:33:E9:E0:3E:BA:99:7A:D2:98:0F:A6:C4:54:5C:34:3D:22:DF:08:9A:46:C7:CD:89:53:AF:FB:F8:
C9:74:BC:1E:98:FC:93:1C:53:AC:47:E6:EE:97:75:4C:9A:CA:32:2F:06:62:98:19:20:51:09:E2:FB:62:B2:4A:9C:1B:3C:84:2B:AB:1D:FF:29:98:09:53:0D:D4:78:F3:57:58:90:85:A0:29:86:3A:C6:AE:15:E4:8B:83:48:80:91:70:
01:F6:59:44:50:72:3C:85:8B:FB:3A:93:12:4C:BF:3B:80:6C:7F:28:C6:EC:BC:1C:5C:8D:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0
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 Certificate Policies Policy OID: 1.3.171.1.1.1.10.8

CPS pointer: https://repository.luxtrust.lu

Authority Key Identifier 17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

CRL Distribution Points http://crl.luxtrust.lu/LTGRCA.crl

Subject Key Identifier F5:BF:22:C6:1D:FE:F2:06:83:23:5D:5E:C2:25:91:94:19:1D:3C:87

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 53:0B:1D:74:9B:E7:AD:3A:7B:B7:83:26:B2:81:DB:CC:5D:F6:EA:5F:41:4A:7B:29:B9:70:B6:54:8
B:04:49:07

X509SubjectName

Subject  CN: LuxTrust Global Timestamping CA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I 9b8ixh3+8gaDI11ewiWRlBkdPIc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2017-02-17T00:00:00Z

1.7.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName

Subject  CN: LuxTrust Global Timestamping CA
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 Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I 9b8ixh3+8gaDI11ewiWRlBkdPIc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-11-30T00:00:00Z

1.8 - Service  (granted): LuxTrust Qualified Time Stamping

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

[de] Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.

Service Name

Name [ en ] LuxTrust Qualified Time Stamping

Service digital identities

Certificate fields details

Version: 3

Serial Number: 372465138737086689258246113329755871041849896622

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: LuxTrust Global Root 2

Issuer  O: LuxTrust S.A.

Issuer  C: LU
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Subject  CN: LuxTrust Global Qualified CA 3

Subject  O: LuxTrust S.A.

Subject  C: LU

Valid from: Fri Mar 06 15:12:15 CET 2015

Valid to: Mon Mar 05 14:21:57 CET 2035

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:B9:9E:62:5D:29:85:6C:FF:34:81:66:F4:92:27:98:B0:89:9C:C8:8A:37:41:88:3E:5C:0D:CD:97:01:FA:42:D2:34:3E:06:
44:1B:D7:52:A3:CA:4C:ED:53:08:CC:4E:73:AB:CB:60:27:9D:07:9C:F7:58:7E:5B:DF:86:41:0A:BC:05:B6:36:E3:57:EA:18:BF:E8:72:B8:37:27:BE:90:1F:88:36:3A:5F:00:79:8B:7E:DD:C6:4F:DE:5E:F9:FA:E4:FE:DE:E1:24
:DA:2B:2B:8E:31:CE:A7:D6:64:A2:CD:1B:2B:04:1C:8A:E2:75:D7:1E:3D:63:A4:DC:9F:D5:31:CF:42:B1:27:A6:79:96:E6:79:95:B5:FF:15:DE:AA:89:4C:4B:B2:48:0D:9D:FE:D0:38:15:09:8B:0A:20:AF:9B:DE:C0:10:F2:2A
:97:6D:09:50:CA:FC:A6:1B:A4:32:A1:0A:09:6E:E1:0F:DB:78:9A:C1:13:16:28:D5:A4:FA:C8:F3:3A:43:C0:01:00:ED:80:41:15:76:08:33:CE:E7:4B:48:CD:38:0B:90:A3:78:B9:4B:62:E5:E0:96:39:5E:AF:D6:CA:46:4F:70:5B:
C9:E4:6A:B7:8B:66:C9:FD:B8:20:E2:84:65:C6:C8:2E:66:F6:3B:1E:19:8D:4A:02:79:55:F2:EB:0B:8C:11:40:89:6E:4E:0A:7C:DC:3A:0F:82:3E:C5:6E:72:84:61:4B:AB:AF:5D:CB:BB:56:D1:D1:1A:8E:72:2F:2B:09:56:FE:EC
:8F:A7:31:E6:53:2F:40:A0:0C:2E:F8:95:8B:79:29:85:92:98:7E:A5:4B:01:51:49:A5:74:E9:BA:76:36:19:AC:95:19:FF:EE:3A:9C:CD:A2:24:91:A5:CC:71:62:39:80:94:F2:8D:79:38:17:56:5E:4C:73:4C:E8:8E:04:FF:31:94:C6:1
4:DE:E8:BF:B9:F4:D7:2A:1D:37:A3:A1:7D:30:03:69:CB:DA:29:F8:F6:0B:60:B0:74:22:6F:32:AB:E5:52:E0:8A:AE:FB:97:6D:D6:6B:B5:19:B7:05:95:EB:82:11:A1:B9:09:86:D1:38:AB:ED:55:42:23:45:99:8D:58:F2:1E:CD:
AB:A5:47:02:43:AF:83:D5:6C:A6:2A:1C:E9:D2:6A:D7:75:A1:73:61:17:1E:EC:5A:C4:93:AF:49:5B:35:95:A7:FF:7F:18:A9:E7:6F:4F:FF:71:A9:9A:BC:46:88:E1:5E:B8:31:5C:58:02:2A:F9:00:BF:E3:ED:DE:09:20:EA:A1:3C
:F5:35:E1:A8:F1:98:2E:9D:10:7F:38:82:E5:6C:D0:BA:3F:77:05:53:53:3B:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.10.3

CPS pointer: https://repository.luxtrust.lu

Authority Info Access http://ltgroot.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGRCA2.crt

Authority Key Identifier FF:18:28:76:F9:48:05:2C:A1:AE:F1:2B:1B:2B:B2:53:F8:4B:7C:B3

CRL Distribution Points http://crl.luxtrust.lu/LTGRCA2.crl

Subject Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: BE:D0:F1:9E:D4:6D:94:90:0D:2A:9F:CD:7C:6F:66:0B:61:FF:75:88:D8:B7:1C:F8:F2:79:D5:FA:A
3:02:1C:CF

X509SubjectName

Subject  CN: LuxTrust Global Qualified CA 3

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I Y4/CiwOxq47YU0eWHZmoffasqHU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Service status description [en] undefined.

[fr] undefined.
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[de] undefined.

Status Starting Time 2017-02-17T00:00:00Z

1.9 - Service  (withdrawn): LuxTrust SSL Certification Authority 5

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de l'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identität und
andere Attribute, die von den jeweiligen Registrierungsdienste überprüft.

Service Name

Name [ en ] LuxTrust SSL Certification Authority 5

Service digital identities

Certificate fields details

Version: 3

Serial Number: 533964332515310132895107069031428386213137370244

X509 Certificate -----BEGIN CERTIFICATE-----
=

-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: LuxTrust Global Root 2

Issuer  O: LuxTrust S.A.

Issuer  C: LU

Subject  CN: LuxTrust SSL CA 5

Subject  O: LuxTrust S.A.

Subject  C: LU
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Valid from: Wed Apr 13 11:05:12 CEST 2016

Valid to: Mon Mar 05 14:21:57 CET 2035

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:DE:AF:1E:53:7E:D3:1C:8C:DB:6C:A9:55:6D:A4:94:0E:30:62:F9:97:08:40:FD:F1:B5:54:17:93:4A:B1:0E:55:9E:72:5
2:0D:79:A8:3B:3A:86:0F:08:E4:16:18:58:76:56:90:96:FC:F4:69:18:EA:DD:09:80:41:2D:74:71:A3:E3:A6:D1:6D:D7:8C:9F:F3:7D:EE:03:A8:25:19:59:10:25:76:62:55:C3:AA:7D:F0:A5:0A:D5:3C:0F:4B:DA:AF:E4:17:90:58:
EE:AF:F8:68:6A:7B:98:37:F9:5E:8D:74:49:0A:C1:6E:E9:1F:E1:DC:09:7F:A3:80:39:4C:A2:3B:77:B5:97:A0:25:D5:59:35:7F:C0:43:86:A7:4D:23:8A:8D:31:A9:B4:28:15:8F:FE:46:D4:CC:B5:74:C3:A3:AF:41:BF:6A:1C:49:
17:EB:D5:7E:1D:FF:76:23:12:5D:97:CF:C2:E2:CE:DA:83:53:D3:33:41:90:0C:0B:52:39:6C:51:7D:F3:51:1C:44:F6:1C:96:5F:F0:73:07:63:E7:4A:13:FC:E4:58:20:E5:8A:6E:05:C1:D4:B7:51:EC:D7:60:1F:14:E0:A0:DF:67:8A
:86:77:61:BD:19:DE:A2:45:D5:96:23:80:A8:A0:30:DF:E2:08:E9:85:A2:09:A5:82:29:42:66:06:74:A5:96:84:63:42:9D:F9:51:2A:12:E0:64:53:05:09:C8:64:21:FD:F3:63:D7:F9:82:33:80:4A:4C:B4:FE:5E:A5:D6:38:E8:B7:04:B
5:94:7A:27:5E:59:0E:A5:A0:D8:D2:D0:08:9D:A6:71:B5:3F:85:F3:9A:1D:77:C8:16:D9:16:BC:AC:2B:37:06:09:F0:50:1C:6F:C8:DD:F1:3A:02:B9:D7:C5:9E:D8:A1:15:58:CC:02:BD:B4:3C:C8:A8:5A:16:22:3B:FA:FC:32:05:
9C:19:55:5F:BF:CD:26:D1:96:3C:F5:F6:80:70:60:E9:1F:C0:99:D9:07:92:72:94:C7:E8:E5:B5:26:62:20:7C:55:3E:06:D3:F5:FA:B7:80:8D:6F:91:1D:C4:CB:7E:D3:5C:E2:A7:A7:10:09:A2:65:21:51:51:0C:48:90:E4:C3:B5:83:8
5:6E:F7:74:26:20:02:18:C8:5D:11:12:20:D9:09:9F:10:12:52:0E:2B:0C:32:A5:25:BC:3F:FA:97:45:24:09:1F:58:63:FC:33:70:18:61:90:33:FE:27:5B:9D:D8:F5:C7:C8:07:22:94:3A:9D:6F:A1:0D:82:C9:11:A0:15:E7:C2:38:A0:E
4:01:42:6F:F7:91:CC:2F:24:76:8E:95:75:CC:E9:39:0D:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.10.5

CPS pointer: https://repository.luxtrust.lu

Policy OID: 2.5.29.32.0

Authority Info Access http://ltgroot.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGRCA2.crt

Authority Key Identifier FF:18:28:76:F9:48:05:2C:A1:AE:F1:2B:1B:2B:B2:53:F8:4B:7C:B3

CRL Distribution Points http://crl.luxtrust.lu/LTGRCA2.crl

Subject Key Identifier 09:97:45:8E:13:AC:6A:5C:6F:1F:41:4C:F4:5E:C5:C1:0C:C6:6F:19

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: C0:68:A8:A7:CC:2F:08:BE:0E:9A:1D:DB:0D:F0:1E:2F:7A:E7:9B:FE:50:31:22:C5:52:BB:7B:33:6
A:1F:D6:F4

X509SubjectName

Subject  CN: LuxTrust SSL CA 5

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I CZdFjhOsalxvH0FM9F7FwQzGbxk=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2021-11-03T09:08:00Z
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1.9.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForWebSiteAuthentication

1.9.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] LuxTrust SSL Certification Authority 5

Service digital identities

X509SubjectName

Subject  CN: LuxTrust SSL CA 5

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I CZdFjhOsalxvH0FM9F7FwQzGbxk=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2017-11-29T01:00:00Z

1.9.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForWebSiteAuthentication

1.10 - Service  (withdrawn): LuxTrust Seal and Signature Validation Service

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q

Service type description [en] undefined.

[fr] undefined.

[de] undefined.
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Service Name

Name [ en ] LuxTrust Seal and Signature Validation Service

Service digital identities

Certificate fields details

Version: 3

Serial Number: 4615819

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: LuxTrust Global Qualified CA 3

Issuer  O: LuxTrust S.A.

Issuer  C: LU

Subject  CN: LuxTrust S.A.

Subject  C: LU

Subject 2.5.4.97: VATLU-20976985

Subject  O: LuxTrust S.A.

Subject  OU: LuxTrust Seal and Signature Validation Service

Subject  SERIAL NUMBER: 00165048535502354226

Valid from: Fri Dec 11 14:52:12 CET 2020

Valid to: Sun Dec 11 14:52:12 CET 2022

Public Key: 30:82:01:A2:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:8F:00:30:82:01:8A:02:82:01:81:00:EB:D7:04:C3:C3:8B:80:E4:86:8F:2D:B1:22:D8:76:44:1A:C2:CF:A3:45:6B:94:D4:15:F3:E7:64:4A:0C:92:39:D9:DA:
5B:4B:68:F9:6D:26:AB:62:A8:1F:1B:0C:85:8A:8C:47:27:8C:5C:2A:91:81:16:35:AD:4C:3E:51:38:3F:3A:D4:27:96:5D:C2:59:22:BE:3C:94:11:B9:E5:46:B7:E3:DE:12:03:CB:9F:B5:D1:48:40:52:40:83:09:2C:08:F1:87:06:37:
F7:44:0F:4E:01:F0:11:23:81:C6:62:57:65:92:12:6C:4B:C0:19:33:A6:45:E4:7D:EC:61:18:28:67:90:AF:B6:68:12:1E:96:6C:02:8F:2C:79:45:43:F7:36:BB:87:79:5A:D5:C1:1B:12:CD:90:7B:AF:C5:48:C9:EC:23:93:36:E1:DB:16
:1E:97:82:6A:56:91:93:FE:9F:2C:4D:6E:EC:0B:75:8A:02:EE:8C:53:12:29:D7:42:64:A2:35:59:03:13:A4:18:50:1A:B3:26:95:71:31:BC:7C:E5:4E:D0:79:DE:15:8D:BE:FC:2A:F0:F3:DA:30:62:AD:76:4B:F7:2F:34:1E:FC:F6:C
1:4E:7F:C5:5D:9F:C5:5F:1C:C4:FD:6D:0B:F0:68:E0:C6:56:B8:54:8D:34:29:4F:91:80:E3:CC:A4:2E:80:6D:15:B5:6A:3A:9B:D9:3E:01:3B:3E:B4:53:85:1D:F1:E9:62:FC:61:CF:FD:10:48:78:F0:11:A8:78:2F:50:1A:9F:00:C6:
A0:14:FC:43:AA:26:79:F6:FF:D2:DD:98:94:88:02:D4:D5:CA:3E:CD:B5:F6:C0:F4:8E:25:5F:0E:45:3C:F7:67:C0:7F:55:7C:87:61:18:E7:BF:98:05:81:73:5D:1C:D7:BB:B6:F1:DE:9D:3A:D3:34:C4:EB:5E:40:EE:F8:85:FE:68:
52:CF:CA:95:7B:00:B7:84:23:71:0E:2B:38:CB:DD:F8:B1:C3:3F:79:CD:02:03:01:00:01

Authority Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75
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QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Authority Info Access http://qca.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGQCA3.crt

Certificate Policies Policy OID: 1.3.171.1.1.10.3.33

CPS pointer: https://repository.luxtrust.lu

Policy OID: 0.4.0.194112.1.3

CRL Distribution Points http://crl.luxtrust.lu/LTGQCA3-33.crl

Subject Key Identifier 43:B9:85:AE:65:FA:4C:B5

Basic Constraints IsCA: false

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: 35:70:00:C0:80:1A:88:1B:19:A7:01:EF:29:46:9C:96:41:C3:9C:9E:CE:31:64:36:C3:FD:BE:6B:42:2
F:FF:3F

X509SubjectName

Subject  CN: LuxTrust S.A.

Subject  C: LU

Subject 2.5.4.97: VATLU-20976985

Subject  O: LuxTrust S.A.

Subject  OU: LuxTrust Seal and Signature Validation Service

Subject  SERIAL NUMBER: 00165048535502354226

X509SKI

X509 SK I Q7mFrmX6TLU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2023-03-01T13:19:13Z
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1.10.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.10.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.10.3 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q

Service Name

Name [ en ] LuxTrust Seal and Signature Validation Service

Service digital identities

X509SubjectName

Subject  CN: LuxTrust S.A.

Subject  C: LU

Subject 2.5.4.97: VATLU-20976985

Subject  O: LuxTrust S.A.

Subject  OU: LuxTrust Seal and Signature Validation Service

Subject  SERIAL NUMBER: 00165048535502354226

X509SKI

X509 SK I Q7mFrmX6TLU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2021-01-22T17:00:00Z

1.10.3.1 - Extension (critical): additionalServiceInformation
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AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.10.3.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.11 - Service  (withdrawn): LuxTrust Seal and Signature Validation Service

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q

Service type description [en] undefined.

[fr] undefined.

[de] undefined.

Service Name

Name [ en ] LuxTrust Seal and Signature Validation Service

Service digital identities

Certificate fields details

Version: 3

Serial Number: 5228091

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: LuxTrust Global Qualified CA 3

Issuer  O: LuxTrust S.A.

Issuer  C: LU
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Subject  CN: LuxTrust S.A.

Subject  C: LU

Subject 2.5.4.97: VATLU-20976985

Subject  O: LuxTrust S.A.

Subject  OU: LuxTrust Seal and Signature Validation Service

Subject  SERIAL NUMBER: 00165048535502354226

Valid from: Mon Dec 12 10:10:16 CET 2022

Valid to: Thu Dec 12 10:10:16 CET 2024

Public Key: 30:82:01:A2:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:8F:00:30:82:01:8A:02:82:01:81:00:9D:4F:47:E9:79:64:30:C8:95:24:7C:34:51:92:91:2B:AF:B2:A5:99:A1:4F:1A:77:4F:04:00:E0:AC:6E:13:F7:9E:EF:B6
:98:6A:D8:7D:2A:A9:46:14:50:11:A2:BE:B4:3B:BC:EF:8A:5C:7B:7E:0D:40:D7:CA:5D:10:01:E2:BE:A0:B0:FC:9D:13:46:D6:68:90:21:BC:53:F5:01:4D:2D:09:A6:82:03:C7:0D:F0:E5:9F:D2:A7:CF:01:F9:62:5C:F1:61:08:E
B:F7:97:43:52:06:29:B9:AD:F0:70:71:E6:C4:ED:96:73:5B:03:D5:D2:A0:A4:CB:72:44:F4:4B:29:33:22:D7:21:A6:E8:0B:A9:3C:79:62:A6:7E:14:3F:4E:B5:4E:BA:C0:06:27:3E:3F:8F:F0:B9:1E:68:6B:2A:1A:07:22:5F:1A:7D:
53:DB:BD:5C:A5:A6:45:96:02:77:F1:C8:FE:B8:A2:22:7E:A5:5E:F4:BE:17:83:70:42:B8:94:AD:92:4C:F7:8E:6A:BB:7F:CB:E9:BB:BA:81:2D:49:C5:24:91:31:B3:7F:EC:CE:85:8F:F4:28:92:EE:9E:01:1B:1A:33:BF:92:53:42:
CB:DC:80:42:FA:4A:6F:3B:F0:01:3B:03:CC:B6:45:FC:55:CD:AD:71:82:B0:4E:38:B4:CB:9B:9E:9E:58:3B:AE:79:B0:80:38:A1:41:59:EE:91:A9:D3:32:AA:36:C5:87:6C:47:7A:53:71:A0:0E:FB:80:B7:60:24:CF:EB:C8:82:77
:21:BE:AD:A2:69:E0:1E:EC:54:90:C5:77:0A:56:B3:F3:A2:B3:ED:B4:70:88:C7:FF:B6:BA:73:4D:2B:44:BB:3B:0C:B6:AF:B5:CC:F4:B9:5A:61:FB:A5:C7:B9:1E:A9:DC:78:11:5C:E8:8A:2B:15:6B:D8:AC:D6:D4:00:14:1B:7
6:BD:8E:C9:85:39:CE:E4:F9:96:D3:86:C3:C5:D7:37:FA:DE:82:49:E5:0B:80:68:07:5D:02:03:01:00:01

Authority Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Authority Info Access http://qca.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGQCA3.crt

Certificate Policies Policy OID: 1.3.171.1.1.10.3.33

CPS pointer: https://repository.luxtrust.lu

Policy OID: 0.4.0.194112.1.3

CRL Distribution Points http://crl.luxtrust.lu/LTGQCA3-33.crl

Subject Key Identifier 43:14:F7:E9:27:27:17:61

Basic Constraints IsCA: false

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: D8:EE:27:2E:23:B4:0F:6A:2C:AA:62:E1:D2:14:3B:66:BF:30:8E:44:C7:2F:68:0F:2A:10:70:88:91:2
B:94:E8

X509SubjectName

Subject  CN: LuxTrust S.A.

Subject  C: LU
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Subject 2.5.4.97: VATLU-20976985

Subject  O: LuxTrust S.A.

Subject  OU: LuxTrust Seal and Signature Validation Service

Subject  SERIAL NUMBER: 00165048535502354226

X509SKI

X509 SK I QxT36ScnF2E=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2023-09-15T06:00:57Z

1.11.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.11.2 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.11.3 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q

Service Name

Name [ en ] LuxTrust Seal and Signature Validation Service

Service digital identities

X509SubjectName

Subject  CN: LuxTrust S.A.

Subject  C: LU
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Subject 2.5.4.97: VATLU-20976985

Subject  O: LuxTrust S.A.

Subject  OU: LuxTrust Seal and Signature Validation Service

Subject  SERIAL NUMBER: 00165048535502354226

X509SKI

X509 SK I QxT36ScnF2E=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2023-03-01T13:20:20Z

1.11.3.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.11.3.2 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.12 - Service  (granted): LuxTrust Qualified Electronic Registered Delivery Service

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/EDS/Q

Service type description [en] An electronic delivery service providing qualified electronic deliveries.

[fr] Un service de livraison électronique fournissant des livraisons électroniques qualifiées.

[de] Eine elektronische Lieferservice bietet qualifizierte elektronische Lieferungen.

Service Name

Name [ en ] LuxTrust Qualified Electronic Registered Delivery Service

Service digital identities

Certificate fields details

Version: 3

Serial Number: 5568343
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X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: LuxTrust Global Qualified CA 3

Issuer  O: LuxTrust S.A.

Issuer  C: LU

Subject  CN: LuxTrust S.A.

Subject  C: LU

Subject 2.5.4.97: VATLU-20976985

Subject  O: LuxTrust S.A.

Subject  OU: LuxTrust Electronic Registered Delivery Service

Subject  SERIAL NUMBER: 00199192255537340974

Valid from: Mon Apr 17 11:42:05 CEST 2023

Valid to: Mon Apr 17 11:42:05 CEST 2028

Public Key: 30:82:01:A2:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:8F:00:30:82:01:8A:02:82:01:81:00:94:32:12:15:C6:94:E2:EE:02:52:C2:51:16:C2:56:83:DA:44:75:55:15:5B:33:98:2D:F0:34:18:43:04:47:DA:07:33:48:C
C:15:14:96:93:38:F9:19:C3:D1:D6:43:36:F9:1E:93:0F:CB:0F:5D:32:34:6B:EA:8C:DB:D6:4E:DD:AC:07:F5:0D:3C:15:12:27:76:9B:1E:D0:43:43:41:26:C0:F6:09:A5:B7:33:81:98:26:22:BF:E9:2C:76:99:99:74:10:D3:8A:8E:B
7:80:BA:73:A9:38:A1:E3:C2:9B:66:63:50:A5:58:36:61:02:97:19:47:52:A2:37:C1:89:C7:EE:4D:AA:A3:54:5A:9E:00:BF:73:BD:35:D7:52:5C:D2:71:49:97:4D:71:5C:C6:88:76:4D:3A:D4:01:F2:7A:0D:08:3A:BC:B9:69:08:B3:
9E:26:4F:45:B3:52:7F:29:D4:CC:A1:CE:38:B0:55:85:4B:B6:18:0E:8F:6C:5A:13:DD:4B:08:C8:4D:5F:6E:20:67:48:1B:75:17:E4:47:EC:21:13:4F:07:78:07:4C:71:0D:CE:E5:84:39:35:22:9C:B9:9B:5D:A9:0C:27:67:2E:08:DA:
DA:49:6D:F8:C4:8E:F3:91:30:C6:0D:A0:17:4B:92:D4:B4:EA:B7:69:FF:CA:50:EC:A1:41:DE:24:7A:08:3F:C7:17:1E:0F:90:B6:27:32:94:1A:CA:EB:9D:2C:80:AA:62:E0:FD:2C:D2:DF:DB:A2:0B:DB:4E:4B:3E:8B:24:6C:A
0:BB:57:01:B4:EB:74:A5:22:3D:D4:C3:86:DA:79:38:A6:E3:EB:0E:E3:6D:03:34:41:7D:B7:DD:B8:02:15:7E:28:61:6F:B9:42:3C:01:33:E9:26:1D:C8:A1:05:E6:2F:73:9F:E8:47:E3:7A:54:90:74:39:32:7B:F9:7B:F5:2A:39:E8:0
8:27:33:2A:39:C5:2A:3E:E9:EB:AE:4C:D4:B9:FC:8D:5D:8C:94:1A:B8:35:02:03:01:00:01

Authority Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Authority Info Access http://qca.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGQCA3.crt

Certificate Policies Policy OID: 1.3.171.1.1.10.3.33

CPS pointer: https://repository.luxtrust.com

Policy OID: 0.4.0.194112.1.3
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 CRL Distribution Points http://crl.luxtrust.lu/LTGQCA3-33.crl

Subject Key Identifier 44:B8:87:26:51:B0:3A:95

Basic Constraints IsCA: false

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: 03:5E:14:A2:94:55:63:EB:79:85:E3:EE:DE:55:B9:71:D1:B3:16:F1:0F:3A:1E:D4:37:6C:01:9F:9B:7
6:39:08

X509SubjectName

Subject  CN: LuxTrust S.A.

Subject  C: LU

Subject 2.5.4.97: VATLU-20976985

Subject  O: LuxTrust S.A.

Subject  OU: LuxTrust Electronic Registered Delivery Service

Subject  SERIAL NUMBER: 00199192255537340974

X509SKI

X509 SK I RLiHJlGwOpU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2023-05-05T08:19:46Z

1.13 - Service  (withdrawn): LuxTrust Seal and Signature Validation Service

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q

Service type description [en] undefined.

[fr] undefined.

[de] undefined.

Service Name

Name [ en ] LuxTrust Seal and Signature Validation Service
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Service digital identities

Certificate fields details

Version: 3

Serial Number: 6066793

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: LuxTrust Global Qualified CA 3

Issuer  O: LuxTrust S.A.

Issuer  C: LU

Subject  CN: LuxTrust S.A.

Subject  C: LU

Subject 2.5.4.97: VATLU-20976985

Subject  O: LuxTrust S.A.

Subject  OU: LuxTrust Seal and Signature Validation Service

Subject  SERIAL NUMBER: 00165048535502354226

Valid from: Thu Jul 20 11:04:03 CEST 2023

Valid to: Thu Jul 20 11:04:03 CEST 2028

Public Key: 30:82:01:A2:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:8F:00:30:82:01:8A:02:82:01:81:00:F6:C6:E9:90:A6:49:EB:3C:22:E8:AD:57:50:AC:DA:CD:AA:12:73:75:F6:50:3B:FC:AA:F5:2F:22:A2:64:E1:C8:A9:3
5:09:26:C3:DC:D4:69:23:6B:A4:26:19:55:2F:EC:D3:CB:88:22:90:71:7B:7C:43:77:AE:FD:62:F8:B1:43:82:E0:30:1A:28:2F:D1:1A:6A:68:FF:A4:F3:E7:42:E3:D3:B9:68:36:D7:0F:4B:9F:33:F9:45:3F:AB:95:5C:05:C0:17:7B:F
D:A0:9B:94:A1:58:C1:3D:C4:CE:48:9C:E0:3B:12:63:9E:BE:68:8B:18:52:D0:8F:55:75:34:19:4C:F4:B4:85:1D:B7:4D:84:1F:80:41:71:21:5A:F0:25:AF:00:3E:55:D5:B7:4A:85:E2:35:6E:4E:3C:FF:86:F4:40:5B:63:E4:5D:FF:7
E:B6:94:E1:47:26:23:9A:8C:3C:2C:A8:74:B9:4B:3D:17:2A:A9:9D:DC:0E:4D:0D:0F:74:BE:7F:90:3C:C3:CD:36:AF:BC:35:20:4E:1C:F1:0E:FC:39:7A:8D:8D:33:33:9C:B9:B7:E7:46:BF:F2:E5:8D:60:1F:D1:BB:DE:DE:8F:9
2:25:50:24:36:52:23:10:E6:06:14:04:8B:5F:B2:AA:9C:F2:9A:53:5D:9D:7E:12:B6:1E:98:B9:5E:AA:24:D8:73:4C:22:65:0B:21:0E:48:97:EB:39:D5:E7:2E:3F:0F:25:81:41:33:18:E2:41:A6:E1:9C:3A:6E:3A:4A:4A:FD:E4:A2:
AD:1C:3A:E0:A2:40:D0:46:C2:FD:F4:5C:61:45:8E:1A:BB:77:6F:6E:E7:A3:9F:35:92:1C:F3:57:FF:CF:70:53:BB:D6:7F:24:DD:C8:B4:8D:44:A1:A4:AE:E5:9A:FD:F3:FF:F6:A1:27:AF:D7:50:F7:E6:C9:73:56:69:16:AB:F9:0
5:88:4F:16:6B:EA:75:50:F5:B8:10:B1:01:05:CD:32:36:48:8D:A6:29:CC:CB:88:F1:02:03:01:00:01

Authority Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD
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 Authority Info Access http://qca.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGQCA3.crt

Certificate Policies Policy OID: 1.3.171.1.1.10.3.33

CPS pointer: https://repository.luxtrust.com

Policy OID: 0.4.0.194112.1.3

CRL Distribution Points http://crl.luxtrust.lu/LTGQCA3-33.crl

Subject Key Identifier 42:61:7E:9F:65:07:2D:58

Basic Constraints IsCA: false

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: F7:FE:3F:A8:D2:0C:E1:FC:9E:A0:FF:F2:6D:82:41:1A:8E:A5:58:5A:95:06:8A:B8:95:6B:63:16:70:
65:E9:6B

X509SubjectName

Subject  CN: LuxTrust S.A.

Subject  C: LU

Subject 2.5.4.97: VATLU-20976985

Subject  O: LuxTrust S.A.

Subject  OU: LuxTrust Seal and Signature Validation Service

Subject  SERIAL NUMBER: 00165048535502354226

X509SKI

X509 SK I QmF+n2UHLVg=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2023-09-15T06:00:34Z

1.13.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation
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URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.13.2 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.13.3 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q

Service Name

Name [ en ] LuxTrust Seal and Signature Validation Service

Service digital identities

X509SubjectName

Subject  CN: LuxTrust S.A.

Subject  C: LU

Subject 2.5.4.97: VATLU-20976985

Subject  O: LuxTrust S.A.

Subject  OU: LuxTrust Seal and Signature Validation Service

Subject  SERIAL NUMBER: 00165048535502354226

X509SKI

X509 SK I QmF+n2UHLVg=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2023-07-20T09:27:53Z

1.13.3.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

ETSI 2016 - TSL HR - PDF/A-1b generator

LUXEMBOURG  (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 62



 

 
1.13.3.2 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.14 - Service  (granted): LuxTrust Seal and Signature Validation Service

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q

Service type description [en] undefined.

[fr] undefined.

[de] undefined.

Service Name

Name [ en ] LuxTrust Seal and Signature Validation Service

Service digital identities

Certificate fields details

Version: 3

Serial Number: 6130514

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: LuxTrust Global Qualified CA 3

Issuer  O: LuxTrust S.A.

Issuer  C: LU

Subject  CN: LuxTrust S.A.

Subject  C: LU
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Subject 2.5.4.97: VATLU-20976985

Subject  O: LuxTrust S.A.

Subject  OU: LuxTrust Seal and Signature Validation Service

Subject  SERIAL NUMBER: 00165048535502354226

Valid from: Tue Sep 12 17:04:04 CEST 2023

Valid to: Tue Sep 12 17:04:04 CEST 2028

Public Key: 30:82:01:A2:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:8F:00:30:82:01:8A:02:82:01:81:00:DA:DA:4E:E3:B8:EB:69:BC:29:8A:1E:0C:2F:A3:4D:C6:29:5B:4A:52:90:00:51:42:88:5C:6A:73:5B:2B:DC:94:07:07
:88:C4:FB:44:2C:6F:8B:D2:1C:78:9A:9B:A1:07:3A:8E:D8:40:EB:43:E7:68:EF:54:9B:39:E8:34:93:D5:B6:0E:A7:C3:4C:58:B2:74:95:1E:87:FE:5F:A9:6E:CE:2D:ED:A8:79:CC:C5:DF:E3:E7:DC:06:24:5A:E4:66:05:EE:DA:4
4:B2:B5:24:59:DE:DE:50:CE:01:CE:5C:75:45:90:1B:DF:7D:1C:FE:EC:DC:FA:42:62:B8:1B:BD:3F:C9:56:49:0B:C1:F2:D0:D0:0D:BF:8F:CE:B5:3A:E9:97:C7:98:A3:07:5E:41:C6:69:13:C5:43:8E:16:8A:77:EC:A5:5D:EF:7F
:0E:8D:D9:3D:FA:BD:4A:E1:E3:7E:2F:92:43:02:0A:58:D9:D4:D1:49:78:8A:32:63:E1:AD:C8:79:26:02:B1:7F:6E:AE:85:7E:0A:86:3F:14:12:8E:42:74:80:D4:E6:A6:BF:F1:51:0F:C6:1C:2B:1E:61:46:C7:6E:9A:85:8B:A3:72:
F9:93:39:30:18:2E:01:62:B2:25:F9:2E:AD:CA:6C:36:9F:CA:3F:CB:D6:86:8C:C0:6D:C3:F6:FE:06:EC:5E:9C:EA:BE:6C:BC:75:39:54:1D:FC:4C:DF:E6:F6:2B:8E:E6:DC:91:AD:1D:DF:95:B0:E5:09:74:62:D4:9D:53:0F:48:6
E:2C:6F:CA:81:CA:A1:42:CF:BD:21:6D:AF:58:11:05:77:3B:51:F5:83:59:57:C4:C7:BD:A2:62:E9:A5:58:27:8F:32:60:C1:B6:3C:7B:B8:E1:2D:9E:60:55:AD:6F:3B:9F:F3:B5:A1:93:FF:99:A7:D6:DA:97:79:2C:ED:41:0B:7B:
FF:B8:DD:34:F2:14:09:78:2E:71:DE:A3:1C:20:DD:C8:21:6E:5F:EB:4D:7C:E8:0A:B3:C8:41:02:03:01:00:01

Authority Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Authority Info Access http://qca.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGQCA3.crt

Certificate Policies Policy OID: 1.3.171.1.1.10.3.33

CPS pointer: https://repository.luxtrust.com

Policy OID: 0.4.0.194112.1.3

CRL Distribution Points http://crl.luxtrust.lu/LTGQCA3-33.crl

Subject Key Identifier 40:F3:AC:71:30:AA:99:A9

Basic Constraints IsCA: false

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: AD:12:18:65:4D:1D:7D:B6:46:06:3D:A4:45:E9:D8:C1:4C:F4:50:AD:20:8C:9D:A8:24:FC:1E:9B:7
D:8E:CB:98

X509SubjectName

Subject  CN: LuxTrust S.A.

Subject  C: LU

Subject 2.5.4.97: VATLU-20976985

Subject  O: LuxTrust S.A.
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Subject  OU: LuxTrust Seal and Signature Validation Service

Subject  SERIAL NUMBER: 00165048535502354226

X509SKI

X509 SK I QPOscTCqmak=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2023-09-15T06:20:51Z

1.14.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.14.2 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.15 - Service  (granted): LuxTrust Qualified Time Stamping – LTQTSCA-RSA

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

[de] Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.

Service Name

Name [ en ] LuxTrust Qualified Time Stamping – LTQTSCA-RSA

Service digital identities

Certificate fields details

Version: 3

Serial Number: 136821406228270634337701545121855071240
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X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: RSASSA-PSS

Issuer 2.5.4.97: VATLU-20976985

Issuer  CN: LuxTrust Qualified Timestamping CA RSA

Issuer  O: LuxTrust S.A.

Issuer  C: LU

Subject 2.5.4.97: VATLU-20976985

Subject  CN: LuxTrust Qualified Timestamping CA RSA

Subject  O: LuxTrust S.A.

Subject  C: LU

Valid from: Thu Jul 27 11:31:47 CEST 2023

Valid to: Mon Jul 27 11:31:47 CEST 2043

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:C5:33:07:65:1D:13:69:AE:FF:7C:13:F9:09:D4:18:FA:AB:DC:89:CB:83:D2:41:DE:CF:04:2C:6F:20:3E:5F:3B:7A:81:
67:F3:E8:EB:66:92:12:32:D2:BA:78:66:B7:22:3F:6B:18:92:F8:E7:AE:C0:1F:8D:A5:4B:EB:ED:0A:1C:30:17:82:CB:E0:C0:36:C1:53:AD:E8:52:30:B5:A4:F3:06:F7:D6:FC:12:EF:2B:A5:F4:2B:1B:41:0F:E3:D7:82:F6:7A:1C:
68:01:7D:0E:7F:28:BE:81:C5:5F:C9:20:B5:D5:B2:E1:4F:9D:1E:E8:08:09:40:CD:CA:84:98:EC:7D:2B:11:6F:4B:04:21:1E:4C:C6:26:FE:B1:B5:BC:64:51:59:5A:8B:63:6D:7F:95:7B:3F:E8:52:D7:A2:E5:47:69:F5:BB:C7:DC:
36:DE:86:AD:14:BE:DA:FB:24:9C:08:10:C7:7E:81:83:B0:B7:C3:D0:93:C2:66:04:D6:94:E8:F4:E8:72:94:AF:4A:30:2F:D9:C5:C7:CE:26:41:3F:1E:96:AC:59:9E:33:97:A2:31:74:84:48:CB:CF:54:B8:C9:6F:F7:CA:16:C8:AA:
62:D1:52:31:A5:82:5E:B7:58:1D:F9:69:63:62:5E:AD:AA:56:CD:E1:2C:E1:EE:BA:8F:57:77:D5:72:77:A3:CB:D0:46:79:84:12:31:57:38:CD:87:87:18:4C:A4:EA:93:2E:6C:24:33:2C:E1:3E:59:84:54:D9:CB:50:23:BE:BE:94:F
E:FB:60:8E:E2:E1:6A:7B:D2:50:99:AC:1B:63:26:17:13:87:1E:0B:F3:23:7A:54:6F:39:3B:6C:D7:D4:09:93:63:DD:38:14:5A:B0:59:4C:E9:B4:F9:63:2C:68:73:04:CF:A1:02:29:89:B7:F4:E5:DB:07:95:E1:36:FC:A4:83:6E:B1:
C8:61:9F:FD:2F:29:1F:4A:FE:8C:3A:28:C2:29:D2:26:DB:19:9F:A1:C0:C5:04:BA:8B:4B:7C:00:15:45:21:EE:41:40:01:FE:49:33:D3:9B:46:62:A2:EC:67:86:1B:AA:D5:0F:37:72:27:5D:C7:3F:C1:B6:31:BD:A9:7F:F8:C9:C6:
3D:1B:AC:43:4E:C6:78:B1:16:E5:08:68:BC:7C:2B:CD:D0:7A:48:5B:C6:75:56:62:DA:0A:C5:05:28:40:F2:0F:BB:06:EA:6C:33:A3:EF:7F:D3:0B:E8:74:AE:AF:46:CE:4C:CD:61:56:82:F3:84:1D:4A:09:25:47:73:63:49:D9:0C
:9B:9F:14:11:BE:3E:C7:2E:3C:BF:D2:0D:B5:AD:F2:BD:5D:52:42:91:1B:97:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Subject Key Identifier 8F:CE:FF:FD:9C:EB:98:79:6D:C7:71:19:D6:7B:5A:F5:03:E7:6C:C3

Certificate Policies Policy OID: 1.3.171.1.1.1.17

CPS pointer: https://repository.luxtrust.com

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 3C:AD:E9:B3:2E:DD:E7:EB:80:62:F3:1C:52:80:AF:A5:14:38:25:49:85:24:52:02:1F:5F:DE:91:58:
CE:DA:11
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 X509SubjectName

Subject 2.5.4.97: VATLU-20976985

Subject  CN: LuxTrust Qualified Timestamping CA RSA

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I j87//ZzrmHltx3EZ1nta9QPnbMM=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2024-03-01T06:19:33Z

1.16 - Service  (granted): LuxTrust Qualified Time Stamping – LTQTSCA-EC

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

[de] Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.

Service Name

Name [ en ] LuxTrust Qualified Time Stamping – LTQTSCA-EC

Service digital identities

Certificate fields details

Version: 3

Serial Number: 162724232553392066355863827146629042442

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withECDSA
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Issuer 2.5.4.97: VATLU-20976985

Issuer  CN: LuxTrust Qualified Timestamping CA EC

Issuer  O: LuxTrust S.A.

Issuer  C: LU

Subject 2.5.4.97: VATLU-20976985

Subject  CN: LuxTrust Qualified Timestamping CA EC

Subject  O: LuxTrust S.A.

Subject  C: LU

Valid from: Thu Jul 27 11:15:54 CEST 2023

Valid to: Mon Jul 27 11:15:54 CEST 2048

Public Key: 30:81:9B:30:10:06:07:2A:86:48:CE:3D:02:01:06:05:2B:81:04:00:23:03:81:86:00:04:00:55:A4:C3:D5:F0:A7:BA:08:5C:0F:4E:D7:02:05:4F:7B:13:D3:41:55:A3:88:D8:74:13:B6:C2:00:35:95:80:29:CC:83:2B:BA:B4:0A:FA:9
D:6E:D9:E0:07:DB:26:8F:65:9E:0C:66:08:B7:1A:D7:30:01:A4:35:0E:12:09:84:A0:97:01:81:B3:5F:06:0D:24:5F:54:39:C6:D3:AA:9C:99:AE:97:F3:0C:0A:E3:0E:64:4F:E6:AB:43:19:C3:91:9A:FB:F3:39:24:B7:BD:E8:9B:8C:
A7:28:5D:4B:0A:CF:35:CE:1D:08:45:29:36:22:2D:0C:D2:94:D6:40:6C:9A:0B:DC:BB:C9

Basic Constraints IsCA: true  - Path length: 0

Subject Key Identifier 1F:9C:E8:E2:16:A5:1A:8C:D5:A7:8B:1B:6E:18:E6:C6:4D:FC:DD:B8

Certificate Policies Policy OID: 1.3.171.1.1.1.16

CPS pointer: https://repository.luxtrust.com

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: F9:6F:E7:59:D3:E1:90:50:3D:F2:27:BB:EC:81:DC:17:22:92:86:C5:32:BC:60:59:51:B6:53:40:4D:1
4:6A:0B

X509SubjectName

Subject 2.5.4.97: VATLU-20976985

Subject  CN: LuxTrust Qualified Timestamping CA EC

Subject  O: LuxTrust S.A.

Subject  C: LU

X509SKI

X509 SK I H5zo4halGozVp4sbbhjmxk383bg=
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Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2024-03-01T06:23:31Z
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 2 - TSP: SeMarket Certification Authority S.A.

TSP Name

Name [ en ] SeMarket Certification Authority S.A.

TSP Trade Name

Name [ en ] NTRLU-B0132166

Name [ en ] SeMarket CA S.A.

PostalAddress

Street Address [ en ] Parc d'Activités "Syrdall", 6

Locality [ en ] Munsbach

Postal Code [ en ] L-5365

Country Name [ en ] LU

ElectronicAddress

URI [ en ] mailto:confiance-numerique@ilnas.etat.lu

URI [ fr ] mailto:confiance-numerique@ilnas.etat.lu

URI [ de ] mailto:confiance-numerique@ilnas.etat.lu

URI [ en ] http://www.portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-
confiance/liste-confiance/se-market/index.html

TSP Information URI

URI [ en ] http://www.portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-
confiance/liste-confiance/se-market/index.html

2.1 - Service  (withdrawn): SeMarket Qualified Certification Authority

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de l'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identität und
andere Attribute, die von den jeweiligen Registrierungsdienste überprüft.

Service Name
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Name [ en ] SeMarket Qualified Certification Authority

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1308924811451483386725277668209257424

X509 Certificate -----BEGIN CERTIFICATE-----
=

-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: SeMarket CA Root

Issuer  O: SeMarket CA S.A.

Issuer  C: LU

Subject  CN: SeMarket CA Root

Subject  O: SeMarket CA S.A.

Subject  C: LU

Valid from: Wed Jul 23 12:00:33 CEST 2008

Valid to: Tue Jul 23 11:53:08 CEST 2024

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B7:CA:CF:44:FF:54:1B:15:40:16:35:B3:0F:90:A5:29:D4:9C:F7:16:59:91:59:5D:35:AC:A7:C0:1C:2E:93:6C:BA:04:B
6:1C:F6:6C:48:0C:81:10:F8:C1:8C:55:FB:B5:6D:8B:96:C5:E0:C3:AF:2E:07:98:D3:6A:1A:6C:85:57:2B:E0:11:E9:30:C1:81:77:84:E0:24:3F:EC:18:1A:8D:A5:8B:80:56:26:C2:6B:45:68:00:D8:B8:3B:61:D0:49:ED:30:85:6A:
DF:C6:93:D9:1D:B0:D3:A7:B8:11:F0:DD:95:C8:E9:FA:BC:7A:33:41:46:4D:9F:7C:E1:DB:20:CA:7A:D0:3D:3A:E1:BD:1F:0C:72:F9:C1:10:8E:83:3B:71:5F:48:82:A1:2B:59:1D:18:0A:62:10:F2:7D:B4:25:65:F1:12:99:E5:E4
:1B:BB:1F:6A:DB:AA:22:CD:46:C5:B7:F1:A8:84:3B:56:06:5E:C5:D0:ED:26:1F:20:14:08:99:2C:35:2D:A0:1D:DD:F8:B0:8F:81:CD:88:E7:B3:4C:90:15:AB:18:7A:3E:1F:13:6A:E4:14:70:49:63:9F:C1:92:1C:4C:71:B2:40:76
:0A:05:D7:F1:EA:A6:E4:16:A3:FE:FD:A6:20:6F:13:B1:D7:4B:A7:CC:C2:F2:CB:07:D8:0D:02:03:01:00:01

Basic Constraints IsCA: true

Subject Key Identifier F3:B7:61:CA:1C:F0:AB:A4:A9:0D:C4:09:E1:9A:BA:83:8F:0C:90:E0

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: A4:4E:8E:FD:1E:FC:78:F2:44:5F:1A:9F:62:63:9D:8F:BA:21:20:9C:9E:F3:1E:87:11:77:7F:D2:C8:
2B:07:12

X509SubjectName

Subject  CN: SeMarket CA Root
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Subject  O: SeMarket CA S.A.

Subject  C: LU

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2016-06-30T22:00:00Z

Scheme Service Definition URI

URI [ en ] http://www.portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-
confiance/liste-confiance/se-market/index.html

2.1.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

[fr] undefined.

[de] undefined.

Criteria list assert=all

Policy Identifier:

Identifier urn:oid:1.3.6.1.4.1.25969.8.2.1

Description Qualified certificates including such Policy OID have the corresponding private
key residing in an SSCD.

2.1.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

2.1.3 - History instance n.1 - Status: supervisionrevoked

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] SeMarket Qualified Certification Authority

Service digital identities

X509SubjectName
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Subject  CN: SeMarket CA Root

Subject  O: SeMarket CA S.A.

Subject  C: LU

X509SKI

X509 SK I 87dhyhzwq6SpDcQJ4Zq6g48MkOA=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/supervisionrevoked

Status Starting Time 2009-09-11T00:00:00Z

2.1.3.1 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited (accreditation model) by the
referenced Member State (respectively its Supervisory Body or Accreditation Body) that all Qualified Certificates issued
under the service identified in "Service digital identity" and further identified by the filters information used to further
identify under the "Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation Device (SSCD) support ARE
supported by an SSCD (i.e. that that the private key associated with the public key in the certificate is stored in a Secure
Signature Creation Device conformant with the applicable European legislation);

[fr] elle est assurée par le prestataire de service de confiance et contrôlée (modèle de contrôle) ou vérifiés (modèle
d'accréditation) par l'État membre de référence (respectivement son Organe de surveillance ou organisme d'accréditation)
que tous les certificats qualifiés délivrés dans le cadre du service identifié dans «Service digital identity» et en outre
identifié par les informations des filtres utilisés pour identifier plus précisément dans le cadre du "Sdi" de service de
confiance identifiés, l'ensemble précis de certificats qualifiés pour lesquels cette information supplémentaire est nécessaire
en ce qui concerne la présence ou l'absence de dispositif sécurisé de création de signature (SSCD) de soutien sont pris en
charge par un SSCD (à savoir que la clé privée associée à la clé publique du certificat est stocké dans un dispositif sécurisé
conforme à la législation européenne applicable de création de signature);

[de] es wird von der Treuhandservice-Anbieter gewährleistet und durch den entsprechenden Mitgliedstaat (bzw. seiner
Aufsichts-oder Akkreditierungsstelle) kontrolliert (Aufsichtsmodell) bzw. geprüft (Akkreditierungsmodell), dass alle, die
qualifizierte Zertifikate unter der in "Service digital identity" Service und ausgestellt weiter durch den Filter verwendet
werden, um weitere Informationen unter der "Sdi" identifizierten Treuhandservice zu identifizieren, die eine genaue Satz
von qualifizierten Zertifikaten, für die diese zusätzliche Informationen in Bezug auf das Vorhandensein oder Fehlen von
sicheren Signaturerstellungseinheit (SSEE)-Unterstützung benötigt werden unterstützt identifiziert ein SSCD (dh, dass der
private Schlüssel mit dem öffentlichen Schlüssel im Zertifikat zugeordnet ist, in einer sicheren Signaturerstellungseinheit
konform mit der europäischen Gesetzgebung gespeichert);

Criteria list assert=all

Policy Identifier:

Identifier urn:oid:1.3.6.1.4.1.25969.8.2.1

Description Qualified certificates including such Policy OID have the corresponding private
key residing in an SSCD.

2.1.4 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] SeMarket Qualified Certification Authority

Service digital identities
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 X509SubjectName

Subject  CN: SeMarket CA Root

Subject  O: SeMarket CA S.A.

Subject  C: LU

X509SKI

X509 SK I 87dhyhzwq6SpDcQJ4Zq6g48MkOA=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2007-11-27T00:00:00Z

2.1.4.2 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited (accreditation model) by the
referenced Member State (respectively its Supervisory Body or Accreditation Body) that all Qualified Certificates issued
under the service identified in "Service digital identity" and further identified by the filters information used to further
identify under the "Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation Device (SSCD) support ARE
supported by an SSCD (i.e. that that the private key associated with the public key in the certificate is stored in a Secure
Signature Creation Device conformant with the applicable European legislation);

[fr] elle est assurée par le prestataire de service de confiance et contrôlée (modèle de contrôle) ou vérifiés (modèle
d'accréditation) par l'État membre de référence (respectivement son Organe de surveillance ou organisme d'accréditation)
que tous les certificats qualifiés délivrés dans le cadre du service identifié dans «Service digital identity» et en outre
identifié par les informations des filtres utilisés pour identifier plus précisément dans le cadre du "Sdi" de service de
confiance identifiés, l'ensemble précis de certificats qualifiés pour lesquels cette information supplémentaire est nécessaire
en ce qui concerne la présence ou l'absence de dispositif sécurisé de création de signature (SSCD) de soutien sont pris en
charge par un SSCD (à savoir que la clé privée associée à la clé publique du certificat est stocké dans un dispositif sécurisé
conforme à la législation européenne applicable de création de signature);

[de] es wird von der Treuhandservice-Anbieter gewährleistet und durch den entsprechenden Mitgliedstaat (bzw. seiner
Aufsichts-oder Akkreditierungsstelle) kontrolliert (Aufsichtsmodell) bzw. geprüft (Akkreditierungsmodell), dass alle, die
qualifizierte Zertifikate unter der in "Service digital identity" Service und ausgestellt weiter durch den Filter verwendet
werden, um weitere Informationen unter der "Sdi" identifizierten Treuhandservice zu identifizieren, die eine genaue Satz
von qualifizierten Zertifikaten, für die diese zusätzliche Informationen in Bezug auf das Vorhandensein oder Fehlen von
sicheren Signaturerstellungseinheit (SSEE)-Unterstützung benötigt werden unterstützt identifiziert ein SSCD (dh, dass der
private Schlüssel mit dem öffentlichen Schlüssel im Zertifikat zugeordnet ist, in einer sicheren Signaturerstellungseinheit
konform mit der europäischen Gesetzgebung gespeichert);

Criteria list assert=all

Policy Identifier:

Identifier urn:oid:1.3.6.1.4.1.25969.8.2.1

Description Qualified certificates including such Policy OID have the corresponding private
key residing in an SSCD.
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 3 - TSP: BE INVEST International S.A.

TSP Name

Name [ en ] BE INVEST International S.A.

TSP Trade Name

Name [ en ] VATLU-LU29222134

PostalAddress

Street Address [ en ] 17, rue Léon Laval

Locality [ en ] Leudelange

Postal Code [ en ] 3372

Country Name [ en ] LU

ElectronicAddress

URI [ en ] https://www.be-ys.com/home

URI [ fr ] https://www.be-ys.com/

URI [ en ] mailto:contact@be-ys.com

URI [ fr ] mailto:contact@be-ys.com

TSP Information URI

URI [ fr ] https://pki.almerys.com

URI [ en ] https://pki.almerys.com

3.1 - Service  (granted): BE-YS SIGNATURE AND AUTHENTICATION CA NC

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de l'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identität und
andere Attribute, die von den jeweiligen Registrierungsdienste überprüft.

Service Name

Name [ en ] BE-YS SIGNATURE AND AUTHENTICATION CA NC
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Service digital identities

Certificate fields details

Version: 3

Serial Number: 10046

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: ALMERYS ROOT CA

Issuer  OU: 0002 432701639

Issuer  O: ALMERYS

Issuer  C: FR

Subject 2.5.4.97: VATLU-LU29222134

Subject  CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC

Subject  O: BE INVEST International S.A.

Subject  C: LU

Valid from: Wed Oct 30 15:05:46 CET 2013

Valid to: Mon Oct 30 15:05:46 CET 2023

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:BB:9D:C3:CD:E0:CB:F9:56:81:1C:31:E8:25:EC:B1:B5:68:46:89:F4:F4:8D:CB:44:56:96:4B:D1:1C:F7:5E:CD:84:2A:
72:A2:E8:F4:C9:1C:FC:3C:9C:6C:04:35:44:DA:AC:C9:29:EB:0B:1D:4C:59:2C:58:0C:44:03:46:AA:17:67:9A:69:C9:60:FE:C8:9A:3C:FD:79:F5:68:0E:F7:00:53:5E:F9:88:B1:7F:1A:D2:3C:0E:C3:EA:B0:5E:32:87:20:25:51:3
B:2F:10:CC:C6:1A:95:0E:AC:48:BA:CE:8B:5F:9C:69:DF:A1:87:82:A2:F7:56:B5:86:29:2D:70:57:00:C9:0A:6F:23:0A:74:6D:A5:88:B6:20:19:B5:65:5A:81:34:9A:F8:65:15:50:4E:45:9F:D9:69:2D:1A:51:DB:C8:AA:4D:06:0
C:D8:19:8A:B8:56:7E:3E:2F:17:CE:1B:B4:62:03:14:51:36:45:ED:36:1C:8C:8B:7C:04:4C:70:34:C6:DA:80:B5:AA:79:9D:4E:7A:5A:03:92:2A:A1:E3:E2:00:4F:71:BA:BF:E0:7B:73:82:64:0E:7D:CC:AA:F4:B9:5D:5E:4C:2E:
A2:73:34:34:5B:98:0D:88:E6:89:66:29:4A:E0:4E:E5:74:17:2F:60:D7:D9:83:0E:ED:96:42:C1:85:E3:14:6A:BE:3C:F3:01:63:B1:6C:C8:27:45:09:3F:BB:1A:B3:F3:7A:86:5D:2B:8C:8F:C9:06:DA:31:C6:99:B4:19:7C:8C:E7:59:
8B:C5:12:45:87:5F:94:5B:D6:4C:65:57:AE:D1:93:23:7A:7F:82:DA:AC:9E:03:35:61:3E:A9:B8:03:7A:0F:23:6C:8E:31:E3:88:F4:39:40:7D:6E:69:AA:0C:75:D6:C9:73:01:7C:A4:34:26:20:00:00:C0:72:61:FF:68:47:E2:97:A6:7
0:A7:3C:C8:23:4F:BC:CC:20:B7:69:D6:6C:9B:88:19:66:57:41:4D:9C:5C:DC:56:E4:5B:1A:75:50:2B:BA:6E:7D:47:90:AC:50:4A:73:09:9D:54:1C:6A:67:02:DA:03:0A:64:B0:43:87:3C:05:20:1E:43:72:8E:05:26:A7:4E:A8:D7
:56:88:B8:E1:93:F8:82:C5:39:C5:58:42:7F:08:54:0B:A7:E8:B5:2C:2F:94:4C:7F:28:C6:2C:88:8C:D9:BE:DF:06:80:69:5A:98:9B:37:2F:36:25:BA:5D:82:48:77:62:B1:94:D1:60:6B:98:50:67:B3:63:AC:83:C6:22:59:30:34:12:28
:4C:07:9A:27:33:2D:7F:D7:66:83:A0:0C:18:EF:2A:45:D9:D7:02:03:01:00:01

Basic Constraints IsCA: true

Subject Key Identifier 71:54:67:1A:23:03:97:31:9F:EB:32:77:CF:49:58:54:FF:10:CD:15

Certificate Policies Policy OID: 1.2.250.1.16.12.5.41.1.7.3.1
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 Authority Key Identifier 9B:60:4D:AA:F0:F4:25:52:FA:A3:A1:6B:E8:6D:FC:8B:98:1B:D5:C5

Authority Info Access http://pki.almerys.com/almerysrootca.cer

CRL Distribution Points http://pki.almerys.com/almerysrootca.crl

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 7B:9C:D1:EA:BB:A5:B5:9B:96:73:5C:3D:46:B2:21:3C:94:7D:46:4D:A8:D3:89:3E:22:D8:02:CE:7
1:17:68:C3

X509SubjectName

Subject 2.5.4.97: VATLU-LU29222134

Subject  CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC

Subject  O: BE INVEST International S.A.

Subject  C: LU

X509SKI

X509 SK I cVRnGiMDlzGf6zJ3z0lYVP8QzRU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2019-02-20T01:00:00Z

3.1.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]

Qualifier type description [en] undefined.

[fr] undefined.

[de] undefined.

Criteria list assert=all

Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.1.1

Description

3.1.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]
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Qualifier type description [en] undefined.

[fr] undefined.

[de] undefined.

Criteria list assert=all

Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.4.1

Description

3.1.3 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description [en] undefined.

[fr] undefined.

[de] undefined.

Criteria list assert=none

Description

Criteria list assert=atLeastOne

Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.1.1

Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.4.1

Description

3.1.4 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

3.1.5 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals
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3.2 - Service  (granted): BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de l'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identität und
andere Attribute, die von den jeweiligen Registrierungsdienste überprüft.

Service Name

Name [ en ] BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

Service digital identities

Certificate fields details

Version: 3

Serial Number: 10055

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: ALMERYS ROOT CA

Issuer  OU: 0002 432701639

Issuer  O: ALMERYS

Issuer  C: FR

Subject 2.5.4.97: VATLU-LU29222134

Subject  CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

Subject  O: BE INVEST International S.A.

Subject  C: LU
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 Valid from: Thu Apr 23 14:39:23 CEST 2020

Valid to: Tue Apr 23 14:39:23 CEST 2030

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:CB:53:5F:B5:19:E8:C2:78:C1:EE:1A:3E:E2:C8:EE:7F:3F:B1:3C:29:A3:95:93:F8:60:55:76:1F:6D:D5:6C:D7:36:1C:4
F:E3:B8:E0:F6:28:62:B1:0B:90:DA:E9:B4:86:4A:BD:F7:8C:46:3C:CB:45:95:F2:91:08:1B:E5:82:11:1C:CE:27:E7:D2:29:F4:BA:D7:01:AC:B4:DF:92:45:DD:86:B6:7D:58:1D:97:AB:71:CC:D2:BD:10:44:38:E0:9E:A0:1D:3D
:12:D1:68:5D:A2:65:F1:33:05:EA:5F:8E:C7:A5:7E:42:CE:E4:AF:11:EA:CC:40:10:64:81:D9:F3:48:33:A0:75:EE:5A:7F:B3:17:E3:32:0E:56:05:21:EA:4F:64:A4:EC:C6:58:9A:93:93:07:03:CD:58:06:98:11:47:83:FF:E8:24:CC
:1E:B6:50:21:60:C4:AF:D1:07:76:8A:F0:50:68:FB:E4:D6:41:80:21:DF:7A:38:63:11:51:74:90:23:D8:4C:04:0F:33:BC:3D:7B:D6:81:D7:96:CD:FC:14:BE:39:2C:68:DB:78:4B:CA:E8:A0:C2:57:BE:AE:D7:1C:B6:C3:57:50:23:
A9:D9:B6:35:07:78:06:8F:57:67:78:B7:96:EE:18:75:CF:41:28:9C:8C:52:70:ED:3E:38:40:5B:FD:0F:A6:BE:9C:C3:45:45:07:30:53:FE:1C:32:D2:EB:85:5E:13:A7:37:43:55:24:0D:ED:64:AC:D5:55:13:E3:53:1C:53:15:D2:F1:8
2:66:E9:56:95:B1:2C:0A:E3:A1:08:72:67:F2:A1:F3:07:9D:FF:85:38:9F:18:AA:40:5A:0D:7A:49:1C:F4:89:C7:36:3E:AF:81:A8:C3:A6:E4:D9:03:A2:02:9B:D8:FD:50:DD:43:FA:65:82:48:03:1E:82:CF:59:77:4F:D0:BE:B4:69:
52:ED:4B:20:06:9F:42:71:46:78:59:C6:78:F7:AF:01:F9:82:66:9B:EB:9F:C2:76:6C:48:E4:9A:E5:03:5F:57:D6:6B:4E:BB:4C:B0:31:30:D0:8D:2B:7E:AD:A8:21:A3:43:62:70:69:6B:A2:2D:D6:75:94:3C:AD:5D:2C:3F:A8:FA:
D7:A3:39:A7:1C:95:6B:0D:CC:B6:CD:CE:A1:BF:21:7F:D1:CE:EF:7F:C0:C9:54:BF:F1:45:A9:9C:47:25:5A:6B:03:24:2C:EB:17:C6:04:1A:A1:F7:09:BA:1E:3F:61:93:54:83:AB:C3:02:B9:DD:EF:AF:A5:66:AB:E3:98:89:90:
BF:E9:59:89:43:70:4B:D1:46:4E:D4:00:59:82:28:17:35:35:1F:3E:95:02:03:01:00:01

Basic Constraints IsCA: true

Subject Key Identifier 40:D1:33:94:36:C6:54:FF:25:1E:09:83:B5:05:48:48:80:70:92:BF

Certificate Policies Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.2

Authority Key Identifier 9B:60:4D:AA:F0:F4:25:52:FA:A3:A1:6B:E8:6D:FC:8B:98:1B:D5:C5

Authority Info Access http://pki.almerys.com/almerysrootca.cer

CRL Distribution Points http://pki.almerys.com/almerysrootca.crl

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: C9:09:A9:E7:A2:4F:AB:F3:C9:4E:CF:85:C4:16:A5:5C:27:BA:8B:6F:F9:38:F4:6B:2F:5C:B8:92:C5
:D6:2E:84

X509SubjectName

Subject 2.5.4.97: VATLU-LU29222134

Subject  CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

Subject  O: BE INVEST International S.A.

Subject  C: LU

X509SKI

X509 SK I QNEzlDbGVP8lHgmDtQVISIBwkr8=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2021-06-10T01:00:00Z

3.2.1 - Extension (critical): additionalServiceInformation
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AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

3.2.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

3.3 - Service  (granted): BE INVEST TIMESTAMP UNIT 9

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

[de] Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.

Service Name

Name [ en ] BE INVEST TIMESTAMP UNIT 9

Service digital identities

Certificate fields details

Version: 3

Serial Number: 187419

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer 2.5.4.97: VATLU-LU29222134

Issuer  CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC

Issuer  O: BE INVEST International S.A.
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Issuer  C: LU

Subject 2.5.4.97: VATLU-LU29222134

Subject  CN: BE INVEST TIMESTAMP UNIT 9

Subject  OU: TIMESTAMPING SERVICES

Subject  O: BE INVEST International S.A.

Subject  C: LU

Valid from: Thu Mar 18 14:05:43 CET 2021

Valid to: Mon Sep 18 15:05:43 CEST 2023

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:E9:09:9B:8B:69:F9:03:38:65:B4:E4:66:AE:5E:E2:D1:6E:6E:F9:F6:5B:6F:61:84:66:AF:F6:1E:BA:77:53:F8:8B:C3:F0
:8F:23:EC:59:01:13:9A:88:C0:EF:00:1E:64:C4:EB:AC:43:A0:E1:ED:72:34:84:AC:B2:9E:3C:70:91:F7:FD:EB:83:87:D9:24:D9:12:B6:91:D7:6F:9E:ED:30:98:F7:7B:42:D3:D2:36:28:9B:9A:5D:68:76:71:37:62:CB:DC:B0:F4:
7F:72:6A:C7:C9:86:A4:65:D7:69:8B:32:9E:B1:FF:66:8A:DC:B8:38:C6:1E:41:CB:8D:E5:D1:CD:6F:C5:44:9F:F3:47:78:4A:AF:5B:80:A3:68:81:56:33:F5:A3:0F:C0:61:D3:26:E6:91:D2:30:07:31:F4:56:C6:C1:03:78:18:30:42:
C8:D0:24:CC:62:4B:96:C4:19:DA:3B:63:C0:FC:B5:DB:96:43:FC:E6:1F:4D:CC:93:D7:AB:F3:ED:D9:5B:FF:A5:E5:EE:4B:AA:49:38:6E:42:19:89:AD:93:A2:5E:1F:AD:A1:78:DC:55:6C:E6:44:F0:D5:B1:0E:02:BA:88:4E:77
:92:FD:45:C3:D9:05:A4:08:D5:5A:CD:5A:50:87:E2:5F:E9:D3:E5:47:85:32:1C:21:E2:95:02:03:01:00:01

Extended Key Usage id_kp_timeStamping

Authority Key Identifier 71:54:67:1A:23:03:97:31:9F:EB:32:77:CF:49:58:54:FF:10:CD:15

QCStatements - crit. = false id_etsi_qcs_QcCompliance

Authority Info Access http://pki.almerys.com/be-yssignatureandauthenticationcanc.cer

http://ocsp.almerys.com

Certificate Policies Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.1.5.1

CRL Distribution Points http://pki.be-ys.com/be-yssignatureandauthenticationcanc.crl

http://pki.almerys.com/be-yssignatureandauthenticationcanc.crl

Subject Key Identifier 45:6D:D5:86:17:4C:19:36

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: EB:CB:FB:0A:51:40:AB:C8:6E:AE:C4:0D:09:01:94:25:45:8E:89:E8:26:8B:6B:B4:39:D5:93:33:38:
A7:9E:27

X509SubjectName

Subject 2.5.4.97: VATLU-LU29222134

Subject  CN: BE INVEST TIMESTAMP UNIT 9

Subject  OU: TIMESTAMPING SERVICES
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 Subject  O: BE INVEST International S.A.

Subject  C: LU

X509SKI

X509 SK I RW3VhhdMGTY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2023-03-01T13:20:54Z

3.4 - Service  (granted): BE INVEST TIMESTAMP UNIT 10

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

[de] Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.

Service Name

Name [ en ] BE INVEST TIMESTAMP UNIT 10

Service digital identities

Certificate fields details

Version: 3

Serial Number: 187436

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer 2.5.4.97: VATLU-LU29222134
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Issuer  CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC

Issuer  O: BE INVEST International S.A.

Issuer  C: LU

Subject 2.5.4.97: VATLU-LU29222134

Subject  CN: BE INVEST TIMESTAMP UNIT 10

Subject  OU: TIMESTAMPING SERVICES

Subject  O: BE INVEST International S.A.

Subject  C: LU

Valid from: Thu Mar 18 14:29:12 CET 2021

Valid to: Mon Sep 18 15:29:12 CEST 2023

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B0:7A:16:32:8C:71:C7:11:92:8E:0D:01:47:EC:29:B4:41:3E:60:B2:C7:B2:55:FE:D5:49:B1:34:0E:4A:1C:BC:55:A0:A
5:64:47:7B:8E:72:CE:01:68:4A:B7:A9:A9:03:0A:A3:CF:C2:BB:B2:8E:02:0F:69:E2:0B:4A:EE:CE:5B:95:AF:8A:C1:18:7E:A4:B8:D9:99:7F:45:38:86:84:21:3B:57:9C:5C:A9:EC:7B:5E:F9:68:97:55:89:B8:14:98:5B:30:3B:B4
:4B:A9:55:8A:94:33:9B:85:EA:C9:F7:70:03:DA:FD:84:B5:A3:29:1D:3D:5D:74:25:DE:48:00:0E:CC:EE:78:ED:66:7C:8E:89:75:39:4F:EB:E3:58:A4:51:60:49:A5:FF:01:FA:71:B0:60:AD:28:4E:CC:91:19:C0:22:13:FE:FF:5D:
89:3C:AB:9D:5A:A5:07:21:78:70:7D:67:B7:5C:FB:41:63:61:0B:85:42:4C:1D:30:4C:73:08:11:55:6A:70:5A:C2:8F:B9:66:86:26:EE:30:9E:F5:86:FE:EE:7A:5B:CE:C3:4C:58:9C:85:E9:D3:9B:07:F3:96:4E:C9:BA:76:8A:56:C
D:C3:36:11:3C:C2:38:12:7A:87:00:9F:AE:BF:6F:60:46:F8:19:E5:CE:02:F6:AF:F5:01:02:03:01:00:01

Extended Key Usage id_kp_timeStamping

Authority Key Identifier 71:54:67:1A:23:03:97:31:9F:EB:32:77:CF:49:58:54:FF:10:CD:15

QCStatements - crit. = false id_etsi_qcs_QcCompliance

Authority Info Access http://pki.almerys.com/be-yssignatureandauthenticationcanc.cer

http://ocsp.almerys.com

Certificate Policies Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.1.5.1

CRL Distribution Points http://pki.be-ys.com/be-yssignatureandauthenticationcanc.crl

http://pki.almerys.com/be-yssignatureandauthenticationcanc.crl

Subject Key Identifier 46:76:EF:E3:41:39:DA:0F

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: C5:E2:E5:34:AB:13:F9:F2:62:24:58:E0:8C:E3:1C:C0:35:B3:5F:E6:4A:8D:C1:20:2D:07:2A:5C:EE:
E6:32:F1

X509SubjectName

Subject 2.5.4.97: VATLU-LU29222134
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Subject  CN: BE INVEST TIMESTAMP UNIT 10

Subject  OU: TIMESTAMPING SERVICES

Subject  O: BE INVEST International S.A.

Subject  C: LU

X509SKI

X509 SK I Rnbv40E52g8=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Service status description [en] undefined.

[fr] undefined.

[de] undefined.

Status Starting Time 2023-03-01T13:20:20Z
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4 - Signature node - Id: id-c0f63b75e4b62514f4511f6f6c6b7da3

Signing Time 2024-03-01T06:44:59Z

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 4025841246674331045

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer 2.5.4.97: VATLU-22959463

Issuer  CN: ILNAS

Issuer  OU: Digital Trust Department

Issuer  O: ILNAS

Issuer  L: Belvaux

Issuer  C: LU

Subject 2.5.4.97: VATLU-22959463

Subject  CN: ILNAS

Subject  OU: Digital Trust Department

Subject  O: ILNAS

Subject  L: Belvaux

Subject  C: LU

Valid from: Thu Sep 16 10:03:00 CEST 2021

Valid to: Mon Sep 16 10:03:00 CEST 2024
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Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:99:5F:5D:21:CC:2D:22:5B:2C:2D:CB:C9:04:1F:F8:75:F6:06:77:C6:9F:CD:E2:62:7B:61:A1:4D:4F:57:E7:E6:3C:30:6
2:C7:D7:0B:35:96:2A:FB:AA:18:45:EC:B7:60:7A:B4:2A:F8:E1:E2:9F:62:4A:05:E4:90:FA:C2:62:B4:D1:81:58:36:7F:07:7E:78:F7:B3:50:53:29:C8:A7:DF:56:BD:92:EE:37:4F:34:83:DE:C8:2A:A9:DB:26:88:35:C0:A9:2F:26
:49:FC:12:7F:52:87:C0:39:F2:D3:5B:EE:7F:54:C3:6D:A9:57:38:29:F6:46:D4:F1:5E:F8:83:67:9E:68:B1:49:F1:7E:B0:55:A7:40:7B:F2:D0:E5:B1:86:D8:17:93:0B:98:A3:DB:C4:89:F9:4D:E8:F2:66:FB:93:98:AB:CB:AA:23:2
D:71:8D:BE:D7:2E:14:93:75:C3:AD:10:8E:0C:A1:54:74:CF:EC:07:DB:83:64:5E:90:F3:69:52:E5:B4:96:7E:D4:39:C0:9C:A1:83:08:41:84:11:7B:CA:27:A5:5F:E6:6B:A4:3F:A3:41:EE:5C:C3:02:F6:21:13:D0:7A:DA:01:5B:B
1:1E:70:D7:11:87:C6:46:E4:60:23:62:2B:A7:59:88:1B:77:26:51:C4:EC:66:5E:31:1F:05:82:AA:4E:14:EB:3B:B1:40:EE:1E:EF:A1:5F:BA:23:4B:8D:31:21:79:B9:F6:E3:64:B3:EE:C2:A6:96:55:E7:96:B5:31:D4:55:F8:B2:41:9
F:FE:0A:0E:45:33:AA:AF:20:47:46:99:83:3A:D0:AD:04:52:0F:9E:C9:1A:03:0A:9E:BE:2E:A6:73:36:E3:0A:15:1F:C1:DE:E4:BE:B2:CF:9F:54:20:85:BA:35:F3:1D:F9:67:9B:0C:DB:AF:32:D2:2F:6A:32:C7:F4:B9:F2:AF:C7:
75:D3:C0:8F:8F:14:AA:CA:72:FF:DE:33:ED:28:A6:45:9D:76:87:E9:AC:B3:0C:07:52:E6:F7:20:E0:58:27:42:FF:59:28:54:15:72:67:D2:EB:36:B4:BF:C6:DB:1B:6F:92:2A:57:3A:6A:BB:5A:F7:58:E3:2F:88:92:D7:DA:D8:43:
4A:79:56:3A:E8:BB:BD:E2:B5:65:6D:1D:20:26:B0:8F:2E:9F:AA:61:03:31:A2:08:FE:5F:5D:DF:1D:A3:EA:B2:82:E4:DF:EB:C0:DA:9F:B3:BA:CA:3D:FE:B2:B7:71:F3:2A:0C:14:D7:FB:11:D1:BF:4B:A7:DA:93:1E:D6:8C:
15:24:52:11:8A:FA:C7:03:2F:79:94:DE:4F:41:5F:81:ED:18:1C:93:B7:36:4D:02:03:01:00:01

Basic Constraints IsCA: false

Subject Key Identifier 28:AA:FC:1E:03:4D:CC:E5:63:AA:8E:5E:A6:C8:E9:52:FC:B9:C3:32

Extended Key Usage id-tsl-kp-tslSigning

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: ED:25:3A:AB:16:B1:18:3E:3F:7C:69:57:46:DF:FB:3B:51:05:0D:E9:B2:89:80:5F:01:88:93:89:C7:2
F:B2:8E
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