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TSL Scheme Information

TSL Id

TSLTag

TSL Version Identifier

TSL Sequence Number

TSL Type

Scheme Operator Name

Name

Name

Name

Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

PostalAddress

Street Address

Locality

Postal Code

[en]

[fr]

[fr]

[de]

[en]

[en]

[en]

[en]

[fr]

[fr]

[fr]

[fr]

[de]

[de]

[de]

TrustServiceStatusList-1

http://uri.etsi.org/19612/TSLTag

66

http://uri.etsi.org/TrstSvc/TrustedList/TSLType/EUgeneric

ILNAS

ILNAS

Institut Luxembourgeois de la Normalisation, de I'Accréditation, de la
Sécurité et qualité des produits et services

ILNAS

1, Avenue du Swing

Belvaux

L-4367

LU

1, Avenue du Swing

Belvaux

L-4367

LU

1, Avenue du Swing

Belvaux

L-4367
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Country Name

ElectronicAddress

URI

URI

URI

URI

URI

Scheme Name

Name

[de]

[en]

[fr]

[de]

[fr]

[en]

[en]

Scheme Information URI

URI

URI

URI

Status Determination
Approach

Scheme Type Community Rules

URI

URI

Scheme Territory

Policy Or Legal Notice

TSL Legal Notice

[en]

[fr]

[de]

[en]

[en]

[en]

LU

mailto:confiance-numerique@ilnas.etat.lu

mailto:confiance-numerique@ilnas.etat.lu

mailto:confiance-numerique@ilnas.etat.lu

https://portail-qualite.public.lu/fr/index.html

https://portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-
confiance/liste-confiance/scheme-information/index.htm/

LU:Trusted list including information related to the qualified trust service
providers which are supervised by the issuing Member State, together with
information related to the qualified trust services provided by them, in
accordance with the relevant provisions laid down in Regulation (EU) No
910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic transactions in the
internal market and repealing Directive 1999/93/EC.

https://portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-
confiance/liste-confiance/scheme-information/index.html|

https://portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-
confiance/liste-confiance/scheme-information-fr/index.htm|

https://portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-
confiance/liste-confiance/scheme-information-de/index.html

http://uri.etsi.org/TrstSvc/TrustedList/StatusDetn/EUappropriate

http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUcommon

http://uri.etsi.org/TrstSvc/TrustedList/schemerules/LU

The applicable legal framework for the present trusted list is Regulation
(EU) No 910/2014 of the European Parliament and of the Council of 23 July
2014 on electronic identification and trust services for electronic
transactions in the internal market and repealing Directive 1999/93/EC.

Historical Information Period 45535
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Pointer to other TSL - EUROPEAN UNION

1.EU TSL - MimeType: application/vnd.etsi.tsl+xml

TSL Location

EU TSL digital identities

https://ec.europa.eu/tools/lotl/eu-lotl. xml

TSL Scheme Operator certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject GIVEN NAME:

Subject SURNAME:

Subject E:

Subject OU:

Subject O:

566117616430214055757992355472683005220982589151

rrrrr BEGIN CERTIFICATE-----
MIIH9DCCI JY Xh, ’ t: h4ji hi DOY]KOZIIJV(‘NAOENBDAWXZELMAkG
AIUEBRMCUF pZ210 'mljYWRvcmEgRGInaXRhbDEKMCIG

QXKjA
A1L/EAWwbRE/HSVRBTFN]RD4gUVVETE/GSUVE/ENB/ECXMB4XDT/0MDQVN EyNDk 'MIoXDTI3MDQy
NjEyNDkyMlowggFKMQswCQYDVQQGE: 2/) MDsGA1UECwwO0Q2VydGImaWNhdGU: UH]VZm/sZSAt
IFF1YWxpZmiIZ BDZX/OaWZpYZFOZSAUElI W)IGjEjMCE GAlUEYawaTEVjWE tM]UOOTA
QTFGTFVROVUzOTMxHDAaBgNVBAo MEOVVUKQORUFO/ENPTUI]UINjTdeKTAntNVBAsM/EVudGID
bGVtZW50ICOgRUMgUIRBVFVUTL, ZIFNUOUZGMSD KwYJKoZIhvcNAQ dGQ b3M YXB: 5
YWRhCDBIYy5 JdX|vcGEuZXUxEDAOBgNVBAQMBOFQTEFEQVMXEAQB gNVB M UFQT1NUTOXPUZE
MBsGAIUECwwUUmMVtb3RIUVNDREIhbmFnZW1IbnQxGjA YEgNVBAMMEL/FOTlNUTOXPL/yBEL/EXEREFT
MIIB//ANngqhleQWDBAOEFAAOCAUBAMIIBCgKCAOEASILa903bg20//dR1ROIMhItrdSBLk
JxlgpnlcIhhT8R3uYGvSWA JIJBa907T]Lt eC
Lo dAOatG7IE5h5F/'5ngWPpLXEX/10234ORcw7k/5/4k7Wd7YVXA/1kVSZLTFDESOrBZFQk/'ﬂZfL/l
7gbles/H3/uR +/Hkkhbl/m MSpETNN+Nva 7duhkzl 4//h/EjryTEPOLAd5gz+ CRKBKyLQIYY:
0 aU22| OOanerCnsSN/UXsSSQT

wrW OO/DAOABM!CuTCCAerDAYDVRDTAOH/BA/wADAngNVHSMEGDAWgERszFAHBOEF/oSf/ov
ZVXnIX/pFDCBh YIKwYBBQUHAQEEejB4MEYGCCsGAQUFBzAChjpodHRwczovL3FjYS1nMS5kaWc
dGFsCZ/nb75WdC9ESUdjVEFMUO/HT/FVOUX}Rk/FRENBRZEUCDdlMC4GCCSGAOUFEZABhV/OdHR
czovL3FjYS1nMS5kaWdpdGFsc2InbiswdCIvY3NwMCkGA1UJEQQiMCCBHmMFwb3NOb2xvcy5hcGxh
ZGFz UGv/Lmv1cm9wy55/dTBfBgNVHSAEWDBWMDcGCy GAOOBngEBAEBMng]gYIKwYBBOUHAgEW
GmhOdHBzOi8vcGtp iSGAQQBg( QEE] GBWQAI+XAAQIw
HQYDVRO/BEYWFAYIKWYEBQUHAW/GCCSGAQUFBWMEMESGA1UdHWREME/WOKA+oDyGOthdHBzO/8V
CWNhLWcxLmRpZ2/0YWxzaWduLnBOLORJROIUQUXTSUdOUVVBTEIGSUVEQOFHMS5jcmwwHQYDVROO
BBYEFHG/mw4edY/tTzrYu+8+Up7LgWyGMA4GA1UdDWEB/WQEAwWIGQDCBOwYIKwYBBQUHAQMEgCYw
chwCAYGBACORgEBMAgGBgOdﬂ(YBBDATBgYEAISGAOYWCOYHEACORgEGATBquYEA/SGAOUWYDAU
FihodHRwczovL3FjYS1nMS5kaWdpdGFsc2inbi5wdCIQRFNFcHQUCGRmMEwW/wdDA 0dHR
L3FjYSInMSEkadedGFsczInbr5wdC9 NfZW4ucGRmEwJIbjAVBggrt BgEFBOcLAAE
SQEBMBUGCCsGAQUFBW: CMAkGBWOAhLXjAO/WDOYjKOZ/hVCNAOENEO Dgg/BALL/[37pV7W5ZWRXE
B5PATGTC+XcWytkuyuR|IVu+hVD5yVC2E+4+EPB2mRUzkjeE2M/3i MﬁzdwaNHeZYUQ/ koU!
LIEdilfGOOMnXde2BAQN1 VA[OSSXLW{3DNATSI‘IYPbU(O73WCNqOWuN g4LCFXHHpZV5KZYmYZ+h
ngABdaRZR/anX/EXUS/:n A1L/KmqSrt5iG8d. NrntxSLaYDJfOITj

W5KOwIXBJPA+sQDYPn, HurlnLWngGOBBfD/YWMOTmyIClusuBOZktxf]UlWSZEpd/XZKDDWVDN
J/aBpORFbOS//7DpP/s57p PKcntDOVQKYCajpRFLKI/69gKdVkB6n CTmAeCDapWsl9+jPC
nriywNe MMgedZ; /V&‘Lecbj/lE+kWGPh56R54M/wmHHCE653/90TK75WW/Cr/Zh8ygt/D+5]/
DS/B.?bOFOjanUVZ 1h1ZJIVOROCQljcWs7kYS8vWAGBbccAhYNpaaUh1rmKGqo2jpOo5HX!
RrC+CyINNDU GAhpgPsAD93ul6/OQdISszraWZAJ tmdj /dOb7!REHfRBs/OzeAARﬂChMMOFxD
ZPpZtEkEbelL/OshC79meNRkBXmGKqMCPakO/IUU/g/BkL/UVYC//oOBZsk

SHA512withRSA

DIGITALSIGN QUALIFIED CA G1

DigitalSign Certificadora Digital

PT

APOSTOLOS APLADAS

RemoteQSCDManagement

APOSTOLOS

APLADAS

apostolos.apladas@ec.europa.eu

Entitlement - EC STATUTORY STAFF

EUROPEAN COMMISSION
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Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

Subject Alternative Name

Certificate Policies

Extended Key Usage

CRL Distribution Points

Subject Key Identifier

QCStatements - crit. = false

Key Usage:

Thumbprint algorithm:

Thumbprint:

EU TSL digital identities

Version:

Serial Number:

LEIXG-254900ZNYAIFLUQ9U393

Certificate Profile - Qualified Certificate - Member

GR

Fri Apr 26 14:49:22 CEST 2024

Mon Apr 26 14:49:22 CEST 2027

01:01:00.
6:A4.8E.

'/A0:4B:93:1
:FA:F7:20:E
:D3. 9:

:0B:01:DB:20:CF:E7: :19:32:2D
4:DB:62:BF:43:46:A7:CA:B3:42:9E:CE:

DA:F6:8D:DB:83:3D:.
90:5A:F

:BO. 'D:D4:75:47:4D:4C:84:8B:6B:
:8E:. :F8:54:20:90:5A: 4:81. 65:28:21:7E:

-D3:24:B1:B0:65:28:21. 7E- 7y

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b
https://qca-gl.digitalsign.pt/ocsp

apostolos.apladas@ec.europa.eu

Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4
Policy OID: 0.4.0.194112.1.2

id_kp_clientAuth

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAGI1.crl

71:BF:9B:0E:1E:75:8F:ED:4F:3A:D8:BB:EF:3E:52:9E:CB:81:6C:86

id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

nonRepudiation

SHA-256

B6:3D:41:67:44:E7:09:8B:F9:EC:2C:AA:59:6A:93:BC:24:68:E3:7F:82:84:BA:65:E
C:C0:61:71:1B:CB:AA:18

TSL Scheme Operator certificate fields details

416260670660158992857603279521251626757860879766
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X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject GIVEN NAME:

Subject SURNAME:

Subject E:

Subject OU:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

----- BEGIN CERTIFICATE-----

MIIICDCCBngAwIBAgIUSOnG/xGHWc5N+Nk1ZEZPPer7ZYWD(JYIKaZIhvc AQENBOAWNXZELMAKG
AIUEBhMCUFQXKjAOBGNVBAOMIURDZ2I0YWxT: XRhbDEKM:
ALUEAWWERENSYRBTFN) R04gU\/VBTE/GSUVEIENBIECXMBAXDTIOMDUWN NI GADTI DU
NN onggFZMOSHCOYDYQQGEIFUZEIMDSGAIUECWINO02Vy dGImaWNNCUGUHIuZmISZSAL
I F1YprZmH BDZXjOaWZpY2FDZSA[/E1/bW//c/E/MCEGA1UEYOWa EVWECHMUOOTA
QTEGTEVROVUZOTMXHDABaNEAMEOVYUKSORUFOIENPTULIUINTOXKTANEGNVEASMIEVYGIO
BGVEZW50ICOgRUMgUIRBVFVUTL/ZIFNUQUZGMTIWMAY|KoZIh MR RN DA AR ZHjl
dS1UYXZhcnjvQGV/LmVIcmIwYS5IdTEXMBUGALUEBA WOOUSELIkVV/ESEVkFSUk&xEDADEgNVBC oM
B1ZJQ0VOVEUXHTABBGNVBASMIFILWO0ZVFTQORNYWSh W50MR8WHQYDVQQDDBZWSUNFTIRF
IEFORFJFVSBOQ! VZBUI]PMIIBUANB’qwkqth 9wl DCAOEAMIIBC KCAQEAve]V7goWismug
Jq2kMTOCnrkFANT/lyzbgaHVVdSjE] HyERyo/IAf4/T/DWS/C+6f5NzApFR1Tv3 W8/WuSgj
1pgs20i/h979A5WwviXuzcuUqeFFptdR/m/08TSTAD+ CeA +rQo6K2361x MYRwX/BNr/ELOSO/T
90isVauV3K ZCZ¢ TaVKiFZuhocSsPL+ a2 QUPIBIDTUXIWAXWLO
UDr16ciFtZ. 196pCOAOK( Uty ++TPtQni3+0QITuyDXsz9UNKb

OCFZSNmfRaeExCxOZtS/ngPwlDAOABUdICv/CCAmWDAYDVR TAOH/E‘AIWADAngNVHSMEGDAW
9BRZSTEAHBOEflosiovzV XniXIDFDCEhg YIKW YEBQUHACEECIBAMEYCCCSGAQUFEZAChipodHR
czovLj'F/YSInMSSkadedGFch!nb/5wdC9ESL/dj\/EFMUO/H TIFVQUURKIFRENBRZEUCDAIMCIG
CCSGAQUI ZovL3FYS VY3NWMCAGAIUJEQONMCWB
13ZpY2VudGUUYWSkcmVILWSh chmQAZWMuZXVbeBh o S CAL QAR YLK BEAGE
x3wWEAQEWKDAMBgQrBgEFBOCCAR YaaHROCHM6Ly9wa2kuZGInaXRhbHNpZ24ucHQWEAYOKWYBBAGB
OWEAGEBAQOWCOYHBACL TEABAIAGBONVHSUEFIAUBG9I BaEFBOCDAGYIKYBBOUNAROWSWYDVAOK
BEQWQ/BA0D6gPIY6aHROCHM6Ly9xY2EtZzEUZGInaXRhDHNpZ24ucHQVREIHSVRBTFNJROSRVUFM
SUZIRURDOUCKLmNybDAGBINVHOEFgQUjuiewey SPIOKGIetMhB AV TSENXOCWDQYDVROPAGH/BAQD
AQZAMIHTEaarBgEFBOCBANSEX|CBWZAIB] VEAISGAQEWCAY GBACORGEEMBMGBIOAIKYBEIAIBAcE
AlSGAQYBMGOGBGOAKYEB TBGMCAWKGHODHEZ08 CWNNLIVCXL mRpZ210Y Wxza BOL1BEUI9w
dC5wZGYTANBOMCAWKGhOJHB2Oi8Vc WNhLWCXLMRpZ210YWxzaWduLnBOL1BEU19IbiswZGYTAmVu
MBUGCCEGAQUFBISCHAKGBWOAT+XJAQEWEQYIKWYBBQUHCHIWCOYHBACLTEKB AANBIKGhKIGIWOR
AQUI B/ WANENKNClot414myL 76pB/15LKIGDIL 2y 7 MHeSUZGepIRESISENWUAW
1nwD/K9x/rj/%dDu /ocKScsut:qTCbaYksgy//gfoVaN/3qu3P/n9k++3ox7Kan R/fOFVG)I
yiugaajgBmcdqDBHSI RW6V700SRPDR5s/s4Xh3FOJn9YO/ZPLF/SKYELINVysL/4A4bbA
xB2Dgj5Mpoleg /frrJSSZBDVqZXqBADpe/DLFthle7Nw5 2gen2WKIDWICIM|LIXaZAgcPVE/Y
PXFIBCWZH-COUXSEQH2IVCRCEDHBIVHGERaSML/UHKIFS DOOVQWHKNXSTKAWSOHTYCKFEGY
uweyLj 7TsCmh6T4piHgaNDgWvrgElo0ZwuBmIXVEd+/MSzSqlcj2bPR2KNoj14MO4FFYdAANVIfd
hipErsK6R23hlto7b3XKIMRUEIXrVPUUEJdGIShPmICGGKIGXIROKLewyX 7A+OIcPMPUIKfuuUT
Un+3hLJjZ05H9k4uVM)/FOhwzc2VhRpyVNjfimFZksFvseF GvMISEWIqp3/Co0ltkOBG59ulBwg/9
9YOTGLIACYTZKIWDHMOrIgYLa+CYWWAGIGXynvLpWIVRZIVYPIGpZQCRCWIV2IBZT 7nks
J7QF9v88kto=

SHA512withRSA

DIGITALSIGN QUALIFIED CA G1

DigitalSign Certificadora Digital

PT

VICENTE ANDREU NAVARRO

RemoteQSCDManagement

VICENTE

ANDREU NAVARRO

vicente.andreu-navarro@ec.europa.eu

Entitlement - EC STATUTORY STAFF

EUROPEAN COMMISSION

LEIXG-254900ZNYAIFLUQ9U393

Certificate Profile - Qualified Certificate - Member

ES

Mon May 06 14:45:16 CEST 2024

Thu May 06 14:45:16 CEST 2027

30 82 01:. 22 30 UD 06:09:2A:86: 48'85'F7'0D 01 01:01:05: 00 03:82:01:0F:00:30:82:01:0A:02:82:01 'Ol'OO'ED EZ'55'EE'0A'16'DE'GE EA: 26 AD:A4. 31 _?D IC QE 59 05 02 74'FF'97ZC
:DB: : :C1:1 BDZDC CIAE/;M :54: 5 :9E:. :

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14
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Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b
https://qca-gl.digitalsign.pt/ocsp

Subject Alternative Name | o te andreu-navarro@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1
CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4
Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAGI.crl

Subject Key Identifier 8E:E7:B0:79:8E:0F:23:42:86:8D:EB:4C:87:CE:2F:4E:C1:27:C5:07

QCsStatements - crit. = false id_etsi_gcs QcCompliance

id_etsi_ qcs QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: DF:7E:29:36:0C:34:B2:B8:D6:D5:F4:03:25:C1:D4:D1:2C:99:22:CE:CD:33:B7:40:7
6:74:A7:4B:2B:3C:A1:E5

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 21267647932559404339035760224263512027

X509 Certificate @ - BEGIN CERTIFICATE-----

MIIG7ZCCENegAWIBAgIOEAAAAAAAHuXHXttKQTnyZANngqhle9WOBAQSFADBkMOSWCOYDVOOG
EWwJCRT! MIQn/1c. TEONIcNRpcG9zdCBOLIYUL1MuQS4XEZAR
BgNVBAMTCkdiG/EZW4gOOExDzANBgNVBA UTB}/wMTgwMzAerOxODAZMDEyM/AOMT/aFw{)yODAl
-2A|BgNVBAYTAKJFMSMwIQYD' voo xpQYXRyalWNriEtyZW1IciAoU2InbmFO
dX/IKTEPMADGAI UEEEMGSZ]/b WVyMRL/WEWYDVQO OYXRya WNrIEplYW4xFDASBgNVBAUTCzcy
MDIWMZISOTCWMIIB//ANng hkiG9wOBAQEFAAOCAQ8AMIIBCGKCAQEAr7g7VriDY4as3R4LPOg7
uPH5inHzaVMOWFb/8YOW+9IVMHz/V5d|Aze TKvhLG554Pk6Kd2E +h18FIRonp70Gv2+ijtkPk72Q
kfezchuAbLX/NXZS7fc5GG§LGjaijgEgTOuOmlaDVLDOESj‘qu5tAO+gEf6VS4ZRESL3MkYXAU
JjF/x X n9hg ThceuW2PAIEr+eDTNc
zkaBDFXwzmnGFPMReszNk//IKhha8TleSfI/MXjaDt0dU3/v/EKPIijlePethjMwW T/Fb
Nu/CK7tj8qT2/154VO/DAQAB04/C/ZCCADSWHWYDVRO}EBQWFOAUZTOhP C/Wihu7++R j
QwcwYIKl EEZZB/MD)(GCC GAQUFBzAChiIodHRwOIi8vY2VydHMuZWikLmjIbG deDu
YmUvYZ/OaXp/b/IWMT wMy5jcnQwKAYIKwYBBQUHMAGGHGhOdHAG6LY9vY3NwLmVpZC5iZWxnaXVt
L/'ﬂj/LZ/wggE/BgNVHSAEggEaM//BF/CCAOCGEZA4DAEBAgEWgfsWLAY/K YBEOUHAQEW IGhOdHA6
ZXB 3/5LmVpZC5lZWxnaXVtLmj/MIHKB grBGEFBQCCAJCBYQyBukd|Ynj1laWsgh25k
/ 3wzl c2JlcGVya2luZ2VuLCB6aWUgQ1BTICOgVXNh
22Ugc291 lez/MOglGRlcyBsa WipdGFOa WBucyEkZSEyZXwaZS VW]prlDwsks/HZvaX/gOl BT
1C0gVmVyd2VuZHVuZy BlbanCmXpZWdO/EthanbdeYmVZYZhyWSRua3VuZZVuLCBnZW3DpHNZ
/ENOUZA}BchAIszAECMDk A1UdHWQyMDAWLGASO 6Ly9jcmwuZ WIkL
YmUvZWIKYzIwMTgwMyS5jcmwwl gYDVROPAQH/EAODAQZAMEMGA1UdjOOMMAOGCCSGAOUFBWMEMGWG
CCSGAOUFB EDBGA WXjAIBgYEAISGAQEWCAYGBA EEMDMGBgQAjkYBBTApMCcWIWhOdHB:
eS5/al WOquVSZZ/IbS5rZRMCZW4 E YGBACORGEGMAKGBW!( OA]kYEBgEWDOY}KOZI
thNAOELBOA gg/EACBY+OLhM7BryZXWk/DL/h9UK1 +cDVboPg+IN1Et1IAEoxV4y9zuXUWLco!
M a[LedkuZGurg[lt80/knDWLLyDjE1r2Db9VrdG+/t5T+ -/ TmJHAX 3! NW] /Qd Isj
Tevs/+I/vxiLiDnghOw’
m WEerGQyquF leucHODSFZreva_?c 7Df+ thV/s YQxLERK.?kaAIGESqRPyg/quGzNS WiDISd
YEUf4XDZL)’yBEP7/3674m/nP2NWO+C1 ORjesuDAZ8tD/yhMvR4DVGI5ESc/pTYvIwOmVB2IQriwnE
tygZli60HXfozo8uOekBnqWyDc1kuizZsYRfVNIwhCu. 7R50q4zN8gkae/0fe/u5Nth2/9A +rc9L
OeuEAchaqubXUV93H4GprrsRBZXDHjnSmZPQOPZBmVDkz/dNTGLG+ukhN7/F2L'Ccagt/WoV
ZLg3qKC35WVcqeoSMEE/XeSrf3/mlj10yFQm-+tsthTceOFDXuUgl3E86bR/f8Ur/bapwXpWpFXGI
%);%G#;(%%%?LTtyNEYFdENIh 71130eYdw3xmzU2B3tbaWREOX{j2xjyW2tlv+vvHG6sIoR1QkIkG
zs ety

Signature algorithm: SHA256wWithRSA

Issuer SERIAL NUMBER: 201803
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Issuer CN: Citizen CA

Issuer O: Certipost N.V./S.A.
Issuer L: Brussels
Issuer C: BE

Subject SERIAL NUMBER: 75150329970

Subject GIVEN NAME: patrick Jean

Subject SURNAME: Kremer

Subject CN: Patrick Kremer (Signature)

Subject C: BE

Valid from: Sat Jun 02 00:04:19 CEST 2018

Valid to: Wed May 31 01:59:59 CEST 2028

Public Key:

Authority Key Identifier D9:34:21:3E:3A:42:25:6D:E1:BB:BF:BE:47:4C:F8:02:AD:E3:2F:54

Authority Info Access http://certs.eid.belgium.be/citizen201803.crt
http://ocsp.eid.belgium.be/2

Certificate Policies Policy OID: 2.16.56.12.1.1.2.1
CPS pointer: http://repository.eid.belgium.be
CPS text: [Gebruik onderworpen aan aansprakelijkheidsbeperkingen, zie CPS -
Usage soumis a des limitations de responsabilité, voir CPS - Verwendung
unterliegt Haftungsbeschrankungen, gemass CPS]
Policy OID: 0.4.0.194112.1.2

CRL Distribution Points http://crl.eid.belgium.be/eidc201803.crl

Extended Key Usage id_kp_emailProtection

QCsStatements - crit. = false id_etsi_gcs QcCompliance

id _etsi_ qcs QcSSCD

Key Usage: nonRepudiation
Thumbprint algorithm: SHA-256
Thumbprint: D2:06:4F:DD:70:F6:98:2D:CC:51:6B:86:D9:D5:C5:6A:EA:93:94:17:C6:24:B2:E4:7

8:C0:B2:9D:E5:4F:84:74
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EU TSL digital identities

TSL Scheme Operator certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject E:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

660862747298009142807362633871991440505734410485

rrrr BEGIN CERTIFICATE-----

MilloDCCBoi Uc8IcSULVEK QWUO05kXsPUwDQYJKoZIhveNAQENBQAWXZELMAKG
AlUEEhMCUFOXKjAD#NVBADMIUREZZ 0YWxTaWdulENIcnRpZmljYWRvcmEgRGInaXRhbDEKMCIG
AIUEAWWbREIHSVRB FN/RD4gLIVV TEIGSUVEIENBIECXMB4XDTIZMTEXNZEWMTEONIOXDTI3MTEX
NzEwMTEONIowggEVMQswCQYD! W/MVTFDMEEGA1UECW\ 602VdeImaWthGUgUvaZm/sZSAt
/FFIYWXpZm/IZCBDZX/OaWZpYZFDZSAfIEQ Z2FuaXphdGlvbjl ESMDCGAIUECWWWRG/
dGUL‘RZVuZthbCmeElgRG/naXthCBﬂ ZaWNIConRE/HSVOpMSMwI DVQRh RU!

NTQ5MDBa "M5MzEcMBoGAIUECgw QU4 OOQNTUITUO/PT/E/MCMGCS G
5Ib3DQE/ARYWZG XOtZGI OGV/LmVlCm9WYS5/dTECMBuGA1UEAWWTRVVSTIEFOLM%OZ‘Q’IZTUT

Y-

+TSJcgHI9QtyX1YjB234hSAYy]vW-+gKvoownskrogfUP6GOmMQg! EFZX335Y055wfpp VemEoeIHIA]
/cpT141qdB05V4a88ASRfROValxmQJrDsBZWqZHxOEEHBCtIFS| g f/ ‘bha+4AOIotp3dF/7Z
A3Cu: 46YbNQEuOy,Vqfqr/MduDzzDrJVWKcl 7aEsLev60CanU/FV da3USG/ DSij/ceTaRcotlr
w6gjKrOVh WP/UerVj3/CSOSuAZk 7ivzHZYUPPPR9Ussecwr7095FrdwbPYlyX2A0TlieAC7GM!
XHN1/+4LH74ndvo]YESCXwmN9Skib3+G6TquOCQxvNXzHPZb95btCoSn Vy rCn14U3CXUTZMEKth
uKWBd/SpRZ/SthT+XBkCCl wYV!LIan3d+YKSSSevLITZCOw/M+Ac150UaR BINsD/ezDDvv7vtbF
IXCCaj/DCNkurZayTSMSZGD AFl 71LYSQ/NYSyKOquS+3C/hEHCtXa5KIC_? pWrBGQ5mw73KerR
vnAhzDZem! g ‘my1b552rHWYOwHH+2qbODdh8GkHWHXBZzSp! Fltll;FZbrpath[N
aG//GGsLFAbr okCU/HOOLOSTnyVI n5RqO+ 7VTdd8dAxg9AgMEAAG/ggKaMIIC//AMggBAORSMH

| gw

g K YBB UHMAKGO hOdHEzDr BVCWNhL WcxLmRpZ210YWxza WduLnBOLOR}RO/UGUXTSUdOUVVB
T IGSL/VEOOFHMS5WNZ/WLgV/KWY BQUHMAGGImhOdHBz0i8vc WNhLWcxLmRpZ2I0YWxzaWdulnBO
L29jc3AwIQYDVRORBBoWGIEWZGInaXQtZG1vQGVjLmV1 Cm9WYS5IdTBfBgNVH$AEWDE WMDCGCysG
AQQBgcd8l BAEBMng/gYIKwYBB QUHAGE 1BZz0i8vCGtpLm
AOOBngBBA/BAO GMAKGBWQAI+XxAAQMwWHQYDVROIBBYWFA Y/KWYEBOUHAW/GCCSGAOUFEWMEMIGS

BgqrBgEFBQCBAWSBrzCBrDA VngngEFEOCLA/AngcEAlvsSOECMA%GBgOA/kYBATA/EgYEAE
AQQWEWYGBACORGEGMAKGBWQA, ékYBB,éJIWagYGEACOR EFMGAwLhYoaHROCHM6Ly9XY2EtZzEuZGIn
aXthHNpZZ4ucH vL/ERTXZ VuLnBk. W4wLhYoaH] OcHMSLyQXVZEtZzEuZG/naXthHN Z24u
CcHQVUERTX3BOLNI MCcHQWSWYL DVROfBEOwOjE'AoDE PlYSaHROCHMGLyQXVZE ZzEuZGInaXRh
bHN ZZ4urHDVREIHSVRBTFNjR05RVUFMSUZ/RU DQUC: NybDA: VHQ4EFgQUIO5hwcl9/63i
ssm59r+TIHe/SZwwDgYDVROPA OH/EAODAgZAMAOGCSQGS/D3DOEBDOUAA4/CA OCnquthe355D 7
L‘B8S8kDZl+CBn/jm7bOFCQ[9IU6/Knt\/t/PU4T+chPkSTnT+/W7dBthZ/ZCLlSDf$/GO5jPHW+
tas;j7)

BPuvZEgP j

"jQDo Cznft20Dil m}sC7Xj gGHummWSerz/l bXoT
BAtBFlZPCbEb/UUaCBSbFNPIChh+95HUorEmHlICg_?OLEthkDCdeKS 60]ybi 57D4U2R029V5j
fDMnvNxfjZxfLHE|2tkh+AMqlJXPDIvXQ+rZ1NmLHrbXkcHOIqGR3F8BakTi2Mi5AZZfkfiZjKit
StN6Enaq6gwF7EssIgEKmh. OaX/thSRq//K/anUW+NhrvR4WuKlemxlCLO/5q89Hh121aUGUh
L2L2WCVBjVXqux7s4mvECDzrucl5ilaVT32HO3g8qNLGD5lum53U5v/Nv68ityHHI6unztwBebmg
0x8, rVRdZthPrI?SfbmeNNDK/1p95CEOvd3P9 CUVCh VH2P22U]C24TWE+tZC/5C/I7GbK76ij
clj Visz7iSH20eygCArlwSQ//WIQZPFrRffg==

SHA512withRSA

DIGITALSIGN QUALIFIED CA G1

DigitalSign Certificadora Digital

PT

EUROPEAN COMMISSION

digit-dmo@ec.europa.eu

EUROPEAN COMMISSION

LEIXG-254900ZNYAIFLUQ9U393

Directorate-General for Digital Services (DIGIT)

Certificate Profile - Qualified Certificate - Organization

LU

FriNov 17 11:11:46 CET 2023

Wed Nov 17 11:11:46 CET 2027

30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:A5:98:78:10:3D:91:80:11:12:51:A7:1E:82:51:36:96:DB:CB:8E:06:F9:34:89:
2:01. F5. 72:5E:56:23:07. F8:85:20:18:C8:9B:Di :02:AF:A2:8C: 2:4A:E8: 63:A6:42:01:05. 7D:F7: D: 7:07:E9: 7: 2:87:8D:1F:D0:23:FD:C/
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Basic Constraints ISCA: false

Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b
https://qca-gl.digitalsign.pt/ocsp

Subject Alternative Name digit-dmo@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1
CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.6
Policy OID: 0.4.0.194112.1.3

Extended Key Usage id_kp_clientAuth

QCsStatements - crit. = false id_etsi_gcs QcCompliance

id_etsi_ qcs QcSSCD
CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAGI.crl
Subject Key Identifier 94:EE:61:C1:C9:7D:FF:AD:E2:B2:C9:B9:F6:BF:93:20:77:89:49:9C
Key Usage:

nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: E0:A6:20:FB:B6:74:73:62:BB:93:3A:C4:41:69:D6:76:A5:53:44:47:16:CF:5F:31:60
:5F:12:A2:2B:83:96:B1

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 643978552848424008220551052528366836395685220683

X509 Certificate @ - BEGIN CERTIFICATE-----

MIIIBDCCBeygAwIBAgIUCMz/PUShy Zj1+vaAghkzK31AkUswDQY/KoZIhvcNAQENBQAWXZELMAKG
A1L/EBhMCUFOxK/'AoEgNVEAoM/URpZZ/OYWxTaWdulEN!canZm//YWvamEgRG/naXthDEkMC/G
AIUEAwwbREIHSVRBTFNJR04qUVVBTEIGSUVEIENBIECXMB4XDTIIMTEYNDASNTYOMVoXDTISMTE
MzA5NTYOMVowggFWMQsw CgYDVOOG EwJHUJE: 9MD56A1UECwWOOZVde/maWthGUgUvaZm/sZSAt
/FF1YprZmHZCBDZX/OaWZpYZFUZSA[/EI/bWj!qE/MCEGAlUEY waTEVJWECtMjUOOTAWWKSZ
QTF( OTMxHDAaBgN) ORUFOIENPTU1JUINJTO4xKTANB: NVBASMIEVudGID
bGVtZWSOICOgRUMgUlRBVFVUTJ/ZIFNU UZGMTEWLWY/KOZIthNAOkBF/]bZFu MEUSOFMTOdF
Uk9QT1VMTIVAZWMuZXVyb3BhLmV1MRcwFQYDVQQEDA5LQUXPROVST1BPVUXPVTEPMAOGAIUEKgWG
SU9BTK5BMROWGW' YDVUD DBRSZWl\/dGVRU(]NETWFuYWd/bWVu IDEeMBWGA1UEAwWwVSU9BTK5BIEtB
TE9IHRVIPUESVTESVMIIBI QEFAAOCAOSAMIIBCQKCAOEASW]mtEmrpG/PSUCM
1tVfV/CY/yKDE/Udb 6nKDOkaSSK9gEOu+OZJJSBE Vm 5k+7SEtZBE/quFhZ
/3Gjw10XSEURCW ZavaMQDrXFFkGYRqKSkj67/5Kq1]KE7bCkbMZ/B€SDR U/2veSoRS/0C5Ghuf
arAZOxXUwrzb723BTwQGkar/G0Y7coleVQXX6hGy4m: PF36APv6941p/IuOMM5Ib610h/IIZB.‘EDF
IgA VEIOHn/CoLfOanjcvol WfGKE/hppaephuhSE 7Eq00jL/ufé‘zdun yY/Mm vz4/r2/F V/QQf1
75tpL7AicC5BSCWfiXyD7wIDAQAB r YD 0 ADA B NVHSMEGDAWQBRZ
SFFAHBQEfoSF/ovzVxnixjpFDCBhg o GAQUFBZzAChjpodHRwczov
L3 /YSInMSSkadedGFch!nb/5wdCBESUdjVEFMUOIHT/FVOUXJRK/FRENERzEuch/MC4GCC sG
HRwczovL3FjYS1 wMCl IdEQQMMCSBIkIv
YW5uYS5LOUxPR0VST1BPVUXPVUEIYyEIdX/chEuZXUWXWYDVROgBFng/A3Bg5rEgEEAYHH fAQB
ATAOMCYGCCsGAQUFBwIBF bi5SW dDAOB 94rBgEEAYHHFAQC
AOEBBDA]BgEEAIVSOAECMBOGAIUd]OOWMBUGCCSGADUFBWMCB%? DBDBLBgNVHRBERDBC
MECquA&h/podHRwczovLjF/YSlnMS5kadedGFsczlnbl5wdC9ES VEFMUOIHT/FVOU IXJRKII
RENERZEUYSJSMBOGAIL/d gQWBBQOe +jKZg/EC79IWvQ/Ven54zd1 YXDAOEgNVHOBBAf&‘EEAMCBkA
gdMGCCSGAQUFBWEDBIHGMIHDMAgGBgQA kYBATAIBgYEAISGAUUWEWYGBAC RGEGMAKGBWQAjKYB
Egﬁ’vz_agYGBAC RGEFM GAWLhYOaHRO HM6L YIXY2EtZzEuZGInaXRhbHNpZ24ucHQVUERTX3BOLnBk

0 L)
KwYBBQUHCwIwCQYHBACL 7EKBATAVBg gEFBDCLAjA/BgCEAIVSSUECMAUGCSqGSIb3DOEBDOUA
A4/CAOEXaV52/+LXYZAgADM]uEI/+NaC/ 9E! VRIkHerZAHC[ZKOZGLRl fL8C2UI6u2+LwG2
/yf/KZFlEErDOOWKDV/IDVXgGEfSWg/n6GL/hHmZuR QhUW4C7btUFMoAr05UT+v03d9RrnIASbpK
[Kaf2J3EGAfGR1DvVF|+ZCFaVc BZPCqZ3aXaD3KeyK4Lu/bdZ GArKIFOVvNKGR9
4rr7Pq70IIH/BUOWIL: OGOrSeSkb/KRLZEsPIHngVZ -8M3EimqYmig6hgPfOk+Mxhw5/ICArikF
sMTNa43yBeGrk2pvM8ciZoenmQMgf/1L0+A9Pwol+ 7CUOfe4Bp/DfrlAcanoPnAKmMDK vXnx91
fMW2b7Uen2y11 TCl/XYqutq03bX€W/ms/gVXYLGCID cWCF7XCXNI TW/GxPvOxOwu56ZDrm/o
G32zfa4l/tF/S55woFrzmTDIIMO5UzHDUUQAIN 1 OJEGfEYK07VW4beou f528qGWbotUSNzHfOEq
eC4LrdN. 7jmE&qUhZRXLFOISP[G/SDrEkuoN/EZnZPmKBOAy/Xal +3XnH1n/CVmMTKOXQYa TPWAAE
nDb TngDQ 7zmUFEd+ecOctica4DFhQoHtUDYUOzKEKfKHVEGOApI3dpHzcLiuLXIQIODBvfy3wsp
y6HL3A
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Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject GIVEN NAME:

Subject SURNAME:

Subject E:

Subject OU:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

Subject Alternative Name

Certificate Policies

SHA512withRSA

DIGITALSIGN QUALIFIED CA G1

DigitalSign Certificadora Digital

PT

IOANNA KALOGEROPOULOU

RemoteQSCDManagement

IOANNA

KALOGEROPOULOU

loanna.KALOGEROPOULOU@ec.europa.eu

Entitlement - EC STATUTORY STAFF

EUROPEAN COMMISSION

LEIXG-254900ZNYAIFLUQ9U393

Certificate Profile - Qualified Certificate - Member

GR

Mon Nov 24 10:56:41 CET 2025

Fri Nov 23 10:56:41 CET 2029

:BC
\E3:5A: 7F:22:EA:0C:33:92:1B:EB;5D:21:FC:8D;:73:07:90:C5:22:00:15:12:2D:07:9
C14A:90:00:92:C8:B:FF:33:76:E9:F2:63:F3:26.BF: 3E:22:B7:68:C5:57:F4:10: 7F:54: 7C:ED:2B:69:2F:B0:2

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b
https://qca-gl.digitalsign.pt/ocsp

loanna.KALOGEROPOULOU@ec.europa.eu

Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4
Policy OID: 0.4.0.194112.1.2

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1
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Extended Key Usage id_kp_clientAuth

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAGI.crl

Subject Key Identifier OF:7B:E8:CA:66:0F:C4:0B:BF:56:BD:0F:D5:7A: 7E: 78:CD:DD:58:C4

QCStatements - crit. = false id_etsi_gcs QcCompliance

id_etsi_ qcs QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: C0:64:1C:4F:7D:56:C4:31:81:C9:24:74:2D:B7:FC:E9:C1:EE:F7:D7:FD:21:21:13:A
2:76:84:86:B3:AB:CD:C5

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 287042771050117106830096624703098875244460545240

X509 Certificate @ - BEGIN CERTIFICATE-----

MIIICCBn6gAWIBAgIUMKdxaYjTAuT2WRKfmeup 7zDCINgwDQY/KoZIhveNAQENBQAWXZELMAKG
ALUEBRMCUFOXKIAOBGNVEAOMIURpZ2I0Y WxTaWaUIENIcnRoZmi YWRVCmEQRGINaXREDEKMCIG
Al UEA WwbRE/HSVRBTFNjR04 UVVBTE/GSUVE/ENBIECXMB4XDTII MTIxNzEOMzE1NFoXDTI5MTI;
NZE( GEwJMVTFDMEEGA1UECWww6Q2VydGlma WthGUgUH/va/sZSAt
IFF1 YWXpZmHZCBDZX/Oa WZp YZFUZSA[/EByZZF
dGUtR2VuZXJhbCBmb3IgRGInaXRhi CBTZX]ZaWNICZE/MCEGAl UEYUwaTEV]WECtM]UOOTAka5Z
QTFGTFVROVUzOTMxHDAaBgNVBAoMEOVVUk9QRUFOIENPTU1JU1IN/T04x/DAiBgkghkiGO9wOBCQEW
FUVVLVRSVVNUQGVILmV1cmow YSSIATECMBOGALUEAWWTRVVSTL EFOU49009NTU/TUO/PT/CCANW
DDY]KoZIhVcNADEBBOADggIPADCCAgDng £
11jgKzUFvEtUyzql6¢ 0ntDI/S§Ln6€qd 7B+ YVy+Ad/YXKox] SNNcerMyQWIE

/xxGEwECgﬂMP/I e OUNELEQY S DLV SOuel 1 2ZN5gx7YLII1Y433Lch7Koo7wOLGbjlYDaH
VRmbT4n+WzbXxQddDJHaST1piFcWXR070JEehLUdoyGBINX4s0e6APDo. ZLDpHOOmeLQoOIhOTSZ
avza7t10B9QU7+kHoPKUIVRYtPiYgMMkelyLcO+C9a MhYknvaaOdT] WyC37u58ILsSun4B
dMADe-YYAJa04fQyXNXACr]VApXFUIZOEA] 7chLHzSUySkHvKNW6BeOXUdbr/z 7HaKFKBGgzEx
E\/BFS.?FrZrbYH/DVSNmDCWwaD4 FgS 3ZtR
iuxEtiOhnubi+emaTeT74Q5I) 0QZejw7di) FDub3bdpsHOTTka4B1 uMm/KAL8 OhOZm
YJCBTTWigOCFEYDONPCST /T/E///Hst.a YOYGKIGKBDjvdWnlapvemy THKK2HXGAZTITYXZ20HER
URHIéngBmZLB +Ffj358FF 7m0OxBWKvemjDBAgMBAA GGggKZMHC TAMBgNVHRMBAfEEA/AAMBBG

1Ud] MEaAFHNjSUAcFARSmhj/+r/NXGqGOkUM/G BggrBgEFBQCBAQR6MHgwRgYIKwYBBQUH
MAKGOMhOAHBZOi8vCWNhLWcXLmRpZ210YWxzaWduLnBOLORJR oruou><rsuaauvvsr5/c SUVEQOFH
MS5wN2IwLgYIKwYBBQUHMAGGImhOdHBzOi8vcWNhLWcxLmRpZ2I0YWxzaWduLnBOL29jc3AWIAYD
VRORBBkwF4EVRVUtVFJVUIRAZWMuZXVyb3BhLmVIMF8GA1UdIARYMFYwNwYLKwYBBAC EX3wEAOEw
KDAMBggrBgEFBQCCARYaaHROCHM6Ly9wazkuZGInaXRhbHNpZ24ucHQWEAYOKWYBBAGBX SWEAGEB
AQYw( COYHBACL7EABAZAngNVHSUEF/AUngngEFBOEDAgYIKWYBBOUHA OngwGCCsGAOUFBWED
BIGVMIGSMBUGCCSGAQUFBWsCMAKGBWQAI+x/AQIwCAYGBACORGEBMAgGBgQAjkYBBDATBg YEAISG

3

®

AQYWCQYHBACO! AI5GAQUWYDAUFihodHRwczovL 3FjYS1nMS5kaWdpdGFsc2inbisw
dCQDRFNfZW4chRmij/?)/AuFlhadHchznvLSF]YSl nMSSka dedGFchlnblSwdC90RFNchOu
CcGRmEw/wdDBLBGNVI CMEC IRw FYSIn

5UdjVEFML/U/HT/FVOL/X/Rk/FRENBRzEuYB]SMBOGA 1 UdDgOWBESHDNerZdGBhU/&‘anbH/CDde
VHOB8B; wDQYJKoZIhvcNAQENBQAI D%gIBAjO D5ZXFK6) W/EODZWSEZKSEE]M:]
OBnHaMVXRI5mwst53Y4h I0OxTECqrRnn4lkwWLy5cs| 1RbXasI3s6LHV+WzVdebUVHI2n:
SQC7mSXTWDhXWeCX429nBVBYOhlj/pE/lle/A DHLOMEE_?E/rOF+3VUEnoFuTF+DDDROCW5544ULY
o+ vangLVygnhOb081+ YtRpDN 1 OQALluud DL5VtAQVTBKPCODYWGWIEIEFh++GoqHALCT7
6/8HOILjwC7gTNe3W: +dpqo 7 +yJSHMEAJWArmuMwTFOrHZDCKVixhkPajasl
cNww8Hwf6igaR YSb[a/yWGDSEZL//RttkSDyUOZWV PONOUpr WRF8DU4+yVSSI5varOp2MiHzLq
rrltSbZG+kur7X29rvp5KszeRXELeuW/ CPLOgs f qbunQSEDPhKGOZcIO/pIKuBSLA
A2vP30H826 Ta+P5BnOmLLSDXKOHXFbFPTET7I rc3GLyxopp/wAfeV/a 9Rgm+gdjpbrjuHnutj9
‘m2jAWThELxoNKmIuSSf1uPsh3GrxleH8gbmvKsOWG4CCU+MW+bLufFsx1ZRHzytphb6LNVHtga)
7aUTuZHYBGI3SdZ+ogB/f/oQNM/unYnlfSRXesA8/]P+55 t

Signature algorithm: SHA512withRSA

Issuer CN: DIGITALSIGN QUALIFIED CA G1

Issuer O: DigitalSign Certificadora Digital

Issuer C: PT
Subject CN: EUROPEAN COMMISSION
Subject E: EU-TRUST@ec.europa.eu

Subject O: EUROPEAN COMMISSION
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Subject 2.5.4.97:

Subject OU:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

Subject Alternative Name

Certificate Policies

Extended Key Usage

QCStatements - crit. = false

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

TSL Type

Scheme Territory

LEIXG-254900ZNYAIFLUQ9U393

Directorate-General for Digital Services

Certificate Profile - Qualified Certificate - Organization

LU

Wed Dec 17 15:31:54 CET 2025

Mon Dec 17 15:31:54 CET 2029

:85:05:80:D0:34:F0;92:D4:84:C9:12:3F:C9:1C:54:97.6¢
F2:29:09:2C:1F:85: 7E:3D:F9:F0:51: 78:9B-4C:41:58:AB:DE:9A:30:C1:02:0.

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b
https://qca-gl.digitalsign.pt/ocsp

EU-TRUST@ec.europa.eu

Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.6
Policy OID: 0.4.0.194112.1.3

id_kp_clientAuth

id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1I1.crl

87:0C:D6:49:AD:97:46:06:15:25:F2:77:C7:6C:7F:C2:D2:97:4A:05

nonRepudiation

SHA-256

23:61:03:F0:3A:80:31:AE:8F:47:F9:05:9B:F8:DE:38:56:4C:DB:FE:BE:DD:E4:A5:97
:D5:0F:89:80:AA:65:3B

http://uri.etsi.org/TrstSvc/TrustedList/TSLType/EUlistofthelists

EU
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Mime Type application/vnd.etsi.tsl+xml

Scheme Operator Name

Name len] European Commission

Scheme Type Community Rules
URI [en] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUlistofthelists

List Issue Date Time 2026-05-20T05:02:527

Next Update

date Time 2026-11-20T06:02:527

Distribution Points

URI https://trusted-list.lu/tsl.xml
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1 - TSP: LuxTrust S.A.

TSP Name

Name

TSP Trade Name

Name

Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

ElectronicAddress

URI

URI

URI

[en]

[en]

[fr]

[en]

[en]

[en]

[en]

[fr]

[fr]

[fr]

[fr]

[de]

[de]

[de]

[de]

[en]

[fr]

[de]

LuxTrust S.A.

VATLU-20976985

TVALU-20976985

IVY Building - 13-15 Parc d'Activités

Capellen

L-8308

LU

IVY Building - 13-15 Parc d'Activités

Capellen

L-8308

LU

IVY Building - 13-15 Parc d'Activités

Capellen

L-8308

LU

mailto:info@luxtrust.lu

mailto:info@luxtrust.lu

mailto:info@luxtrust.lu
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URI

URI

URI

TSP Information URI

URI

URI

URI

[en]

[fr]

[de]

[en]

[fr]

[de]

https://www.luxtrust.lu/en

https://www.luxtrust.lu/fr

https://www.luxtrust.lu/de

https://www.luxtrust.lu/en/repository

https://www.luxtrust.lu/fr/repository

https://www.luxtrust.lu/de/repository

1.1 - Service (withdrawn): LuxTrust Qualified Certification Authority

Service Type ldentifier

Service type description

Service Name

Name

Service digital identities

[en]

[fr]

[de]

[en]

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity
and other attributes verified by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitdt und andere Attribute, die von den jeweiligen Registrierungsdienste (iberprtift.

LuxTrust Qualified Certification Authority

1003

————— BEGIN CERTIFICATE-----

MIID8DCCAtigAWIBAGICA-+swDOYIKoZInvCNAQEFBOAW QDELMAKGALUESHMCTEUSFIAUBGNVB AT
DUXLEFRYGXNOIHIMUY SXGTAXBGNVBAMTEEX leFR dXNOIHij3DgOOEthcNMDng/A1MDk NTIO
WheNMTYXMDESMTAOMDMOWJBFMOSWCQYD WMBOGATUECAMNTIVAVH)1c300Uy 5BLjEe
MBWGAIUEAXMVTHWVH/ICBOgL/XVhbGImaWVk/ENEMH JANngqhk/GQwOEAO FAAOCAQBAMIIB
CgKCAQEAybFXzA +8RNnvICd+sZ8BnH6WO3LmaLi419Ygd9VBYclwLmMx9KgAKF 3u4B87HeeSNLAX
vhm/B9DUDUH50GZ3P2Dwf7putVEVATVWS[zYq6CzarUthzb9ux+ y6tkgVggy9DBe+bz6
3502m2PP0T9kzaR48RBN 7SOKAIM)Ia05a 72 DpALS 7WHSA4/TWh9F1/LBRVGCOF4Mg1hU/u+kavF5
mTUUK+ncU7+FSOCQRhAD+CAWFLI/WuzuUE +T6ZuZ61qg6+vqar6ikwL6iVZmwKkIPVV3+3Wgy32q5
tpDvsIGj4kXd1riQGKSEeDIN8y 71DG30dBqF1Yd7ue7ziwIDAQABoAHUMIHIMABGAIUJEWQIMAYB
AfBCAQAWQgYDVROgBDSWOTASBIgraSsBAQEBADATMCKCCCSGAQUFBWIBE LodHRWOISVCm VWb 3Np
dGyesssdXhOcnVzdCsdTARBaIghkgBhyhCAQEEBAMCAACWDGYDVROPAQH/BAQDAGHGMBE GALUd
IWQYMBAFN2K1 2D ZF6UdWDCXITKGN3 dwMDEGATUdHWOGMCaujgAKoCKGIGhOGHAGLyglcmivu

hkiGOwOBAQUFAAOCAQEAapxOpil ngTe/G HBWMAWDBMdZOHp yDCmW3201;1qqezO5nDn}G5gfjm

/rp5IFMpV//xmCkjqy092PyYbcHNSUpP1SjCkyn10e6ipmzpXKOMbgFvIPgIAgA5SdXXTNfOQ7 7

u36f 5w<o mquoXchq4nuLL9rLZBBYL//czMaW ET/ZCE4kecKquHf4+T0/chqX7zzfp/VyT
mKwBGkzseJt+MgYWrsk]JADKDZMr: 4bDXanhZCSODraX7DngM0fH47MltC(‘74quW

I/6quCLEtKZXUGy7E3pYO]L/Thr7564cd12yuR+N/HAFZZDTXWxKg/FO

rrrrr END CERTIFICATE-----

SHAIwithRSA
LuxTrust root CA
LuxTrust s.a.

LU
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Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

Service Status

Service status description [eng

[fr]
[de]

Status Starting Time

LuxTrust Qualified CA

LuxTrust S.A.

LU

Thu Jun 05 11:25:24 CEST 2008

Tue Oct 18 12:40:34 CEST 2016

1:00:C9:B1:57: 9F:01:9C:7E:96:3B:72:£6:68:B8:
07:D0:EE:0D:41 B5:51:2F:01:3B:D6:F2:3C:D8:AB
B F3:0! B6:4
................... 7C:B2:3F: :EE:13:E
BE:A2:55:99:B0:2A:42:4F:BD:5D:FE:DD:68:32:DF:3A:89:86:90:EF:B0:81:A3:E2:45:DD:D6:88:90:18:AB:04:78:37:CD:F3:2E:F5:0C:6D:CE
:01

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.1.0
CPS pointer: http://repository.luxtrust.lu

DD:8A:D7:30:F1:F9:91:71:E9:47:70:0C:25:E5:AC:A1:8D:DF:8C:25

http://crl.luxtrust.lu/LTRCA.crl

8D:90:A3:07:DD:1A:13:77:99:4C:92:AB:4D:43:DE:3F:CD:29:64:05

digitalSignature - nonRepudiation - keyCertSign - cRLSign

SHA-256

FE:5D:1F:DE:82:82:0A:C6:9F:02:65:80:8C:4E:69:4A:CF:0A:FA:05:6B:56:A4:EA:84
:98:4D:52:A8:5B:F7:D7

LuxTrust Qualified CA

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.
undefined.

undefined.

2017-02-23T00:00:00Z

1.1.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 17



URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.1.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] LuxTrust Qualified Certification Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
X5095K
X509 SK1 jZCjB90aE3eZTIKrTUPeP80pZAU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.1.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.1.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] LuxTrust Qualified Certification Authority

Service digital identities

X509SubjectName

Subject CN: LuxTrust Qualified CA
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Subject O:

Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

1.1.4 - History instance n.

LuxTrust S.A.

LU

jZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2013-10-13T00:00:00Z

3 - Status: accreditationceased

Service Type ldentifier

Service Name

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Name [en] LuxTrust Qualified Certification Authority

Service digital identities

X509SubjectName

Subject CN:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

LuxTrust Qualified CA

LuxTrust S.A.

LU

jZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accreditationceased

2013-10-12T723:59:59Z

1.1.5 - History instance n.4 - Status: accredited

Service Type ldentifier

Service Name

Name

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

[en] LuxTrust Qualified Certification Authority

Service digital identities

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1
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X509SubjectName

Subject CN: LuxTrust Qualified CA

Subject O: LuxTrust S.A.

Subject C: LU
X5095KI

X509 SKI jZCjB90aE3eZT|KrTUPeP80pZAU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited
Status Starting Time 2009-10-13T00:00:00Z

1.1.6 - History instance n.5 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name

Name [en] LuxTrust Qualified Certification Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
X509sKI
X509 SKI jZCjB90aE3eZT|KrTUPeP80pZAU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2008-07-29T00:00:00Z

1.2 - Service (deprecatedatnationallevel): LuxTrust Time Stamping Authority

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

Service type description [en] A time stamping service as part of a service from a trust service provider issuing qualified

certificates that issues time-stamp tokens (TST) that can be used in the validation process of
qualified signature or advanced signatures supported by qualified certificates to ascertain and
extend the signature validity when the qualified certificate is (will be) revoked or expired (will
expire).
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[fr] Un service d'horodatage dans le cadre d'un service d'un prestataire de service de confiance
délivrant des certificats qualifiés qui émet des jetons d'horodatage (TST) qui peut étre utilisé dans
le processus de validation de signature qualifiée ou signatures avancées soutenues par des
certificats qualifiés pour vérifier et étendre la signature validité lorsque le certificat qualifié est
(sera) la révocation ou d'expiration (expire).

[de] Ein Zeitstempeldienst als Teil eines Service aus einer Treuhandservice-Anbieter, die qualifizierte
Zertifikate, die Zeitstempel-Tokens (TST) gibt, die in der Validierung der qualifizierten Signatur
oder fortgeschrittene Signaturen durch qualifizierte Zertifikate unterstlitzt verwendet werden
kénnen, um festzustellen und verldangern die Unterschrift Glltigkeit, wenn das qualifizierte
Zertifikat wird (werden) widerrufen oder abgelaufen (verfallen).

Service Name

Name [en] LuxTrust Time Stamping Authority

Service digital identities

Certificate fields details

Version: 3
Serial Number: 1003
Xsog Certificate rrrrr BEGIN CERTIFICATE--—---

M/IDBDCCAUQAW/EAglCA+5wDOY/KoZ/thNAOEFBOAWQDELMAKGA1UEBhMCTFL/XF/AUEgNVEADT
DUx1eFRydXNOIHMuY: BgNVBAMTEEx1eFRydXNOIHJvb3QgQOEwHhcNMDgwNJAIMDKyNTIO
WhCNMTYXMDE4MTA0MDM0WBFMDSWCDYDVOOGEW/MVTEWMBOGAIUEChMNTHVAlVH/lrSDA%UySBL]EE
MBWGAIUEAXMVTHV4VH/IC3ngXVhbG/maWVkIENEM/IB/jANngqhk/'GQWOEAOEFAAOC
CgKCAQEAybFXzA+8RNnvICd+sZ8BnHE6WO3Lm. 4195(; d9VBYcl IWLmMXQKgAKFSUABB7Hes5NL4X
vi m/B9DUDUHSOGZ3PZDWf7oDutVEVATvWé LZ’GCZarUt zb9ux+KTdTT- kgVggy9DBe+bz6
3502m2PPOT9kzDR48RBN73 KA/MJla0Sa7ZD L37WHSA4/TWh9F1/LBRV COF Mg1hU/u+kovF5
ncU7+FSOCQRhAD+ 4WfU/WuzuE+T 62uZ61g6+vqgr6ikwL6] VmeKk]PvV3+3Wgy3zq5
fDVSIG/AlkXdlrIOGKSEeDfNS 71DG30dBqF1Yd7ue7ziwIDAQABo4HUMIHIMA8GA1UdEWQIMAYB
f8CAQAWQgYDVROgBDswO ASngrgSsEAOEBADArMCkGCCSGAOUFEW/EFhIDdHRWO(BVCmVWb_?Np
dGQ $5SdXhOCnVZdCSSdTARE‘gIghkgEth CAACngYD\/R PAOH/BAODAgH MB8GA1Ud
'wQYMBaAFN2K1zDx +. ZFXEUdWDCX/rKGN34W/MDEGA1U (Hwt }3 g IGhOdHA6LY9jcmwu
bHV4delciOubHUvTFRSOOEuVi‘/sMBD A1UdDgOWEBSNkKM ERGTd /qurNOQA/zS/kETANngq
hkiGIWOBAQUFAAOCAQ EAangpngTs/ 5gHBWMAWDBMAZQH| P PyoCmw3201j19qez05nDnjG5gfini
/rp5/FMpV//Xkajq/%/092f}/ cHNSUpP1 /C yn10e6j 7pmzp)(K(JMVg VIPgIAGASdXXTNfOQ7 7eW
u36fz5VKQEmMJzqoXTccq4nulL9rLZ88YUlczMaWscETIZCB4kecKVyqHfA+T0JucZqX7zzfpiVyT
'M+0GI9qiOmKwBGkzseJt+MgYWrsk]JADKDZMr4bQxkxi nhZCSODIaX7DugxM0fH47MltCC74quW
I/6qO}CLBtKZxUGy753pYO/UThr7564rd12yuR+N/HAFZZDTXWXKg/ Qg=

rrrrr END CERTIFICATE-----

Signature algorithm: SHAIwithRSA

Issuer CN: LuxTrust root CA

Issuer O: LuxTrust s.a.

Issuer C: LU

Subject CN: LuxTrust Qualified CA

Subject O: LuxTrust S.A.

Subject C: LU

Valid from: Thu Jun 05 11:25:24 CEST 2008

Valid to: Tue Oct 18 12:40:34 CEST 2016

Public Key: BB: :30:0D:06: YCZ -0D: 51j :03:82:01:0F: 0:82:01:0A:02:82:01:1 :5% N - 7E: 2 6.35:72-56;68.5:2;3
Basic Constraints IsCA: true - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.1.0

CPS pointer: http://repository.luxtrust.lu
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Authority Key Identifier
CRL Distribution Points
Subject Key Identifier
Key Usage:
Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:
Subject O:
Subject C:

Service Status

Service status description [opg

[fr]
[de]

Status Starting Time

DD:8A:D7:30:F1:F9:91:71:E9:47:70:0C:25:E5:AC:A1:8D:DF:8C:25

http://crl.luxtrust.lu/LTRCA.crl

8D:90:A3:07:DD:1A:13:77:99:4C:92:AB:4D:43:DE:3F:CD:29:64:05

digitalSignature - nonRepudiation - keyCertSign - cRLSign

SHA-256

FE:5D:1F:DE:82:82:0A:C6:9F:02:65:80:8C:4E:69:4A:CF:0A:FA:05:6B:56:A4:EA:84
:98:4D:52:A8:5B:F7:D7

LuxTrust Qualified CA

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/deprecatedatnationallevel

undefined.
undefined.

undefined.

2017-02-23T00:00:00Z

1.2.1 - History instance n.1 - Status: recognisedatnationallevel

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X5095KI

X509 SK |

http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

LuxTrust Time Stamping Authority

LuxTrust Qualified CA

LuxTrust S.A.

LU

jZCjB90aE3eZTIKrTUPeP8OpZAU=
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Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/recognisedatnationallevel

Status Starting Time 2016-06-30T22:00:00Z

1.2.2 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC
Service Name

Name [en] LuxTrust Time Stamping Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
X5095K
X509 SK1 jZCjB90aE3eZTIKrTUPeP80pZAU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2013-10-13T00:00:00Z

1.2.3 - History instance n.3 - Status: accreditationceased

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC
Service Name

Name [en] LuxTrust Time Stamping Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
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X509SKI

X509 SK |

Service Status

Status Starting Time

jZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accreditationceased

2013-10-12T723:59:59Z

1.2.4 - History instance n.4 - Status: accredited

Service Type ldentifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject CN:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

LuxTrust Time Stamping Authority

LuxTrust Qualified CA

LuxTrust S.A.

LU

jZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

2009-10-13T00:00:00Z

1.3 - Service (withdrawn): LuxTrust Global Qualified Certification Authority

Service Type ldentifier

Service type description [en]

[fr]
[de]
Service Name
Name [en]

Service digital identities

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity
and other attributes verified by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitdt und andere Attribute, die von den jeweiligen Registrierungsdienste (iberprtift.

LuxTrust Global Qualified Certification Authority

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 24



Certificate fields details

Version: 3
Serial Number: 3223

X5 09 Cert|f| cate @ BEGIN CERTIFICATE---

MIIDSZCCAS+gAw/EAg/CD/cwDOYjKoZIhchAOELBOAWRDELMAkGAlL/EEhMCTFUxF/AL/BgNVBAoT
DUx1 YSaxHT/ TFEX1eFR 2JhbCBSb290MBAXDTEXMTEYMAS
MzOyNFoXDTE}MT;V gA.SMZOyNFDWTDELMAkGAlUEBhMCTFUxFAUB NVBAoTDleeFRdeNOIFMu

OS4X]TA/EgNVEAM HEX1eFRydXNOIEdsb2/hbCBRAWFsaWZpZ| GEIMAOGCSqGSIb3DOES
wAWggEKAOIBAQC0OCI9yek22xZb2PNZNOI 36 90 VBLZy5|
OvKROFranZp5gY5Rzrgch ZECWCILQ My LPIUYZamaIUrHO hWR/Ya]Y4Dz+M691tdZA5KuV
rfsur)/UEmalkGvgjBzeCd0gd8BXYnnt6GATObAS]7Vh8IDy ThodDImbude6jmupBTRNGW1Tgnuz
S/Co0lBIA KW Z0X40GXZGOIZICAIrIB/3301/00 + SOVISLIT L 2AIS]2CpPS68dLAZET W 7/m
SYFBAHCBILCH7ONOzF rda 1V Gdqr2ieb NI ASeTBANUUKUGY uUZy oA ] 3AGMEAAG ado
D YDVROTBAGWEQEB/WIBADEDBYNVHSAEPDAGNDGCCUBKVEBAQDMC WK wYBBOUHAgEWHth
HBZ0i8vcmVwb3NpdG9yeS5sdXh0cnVzdC5sdTALBGNVHQBEBAMCAQYwHWYDVR /’EngFoAUFxWF
levavaxobSPKWeYNIES4wMgYDVROfBCszTAnaCW 14 haHROcDovLZN bC55dXh0cnVzdC5
dSIMVEGSQUEY3/sNB0GALUIDGQWEBQ0huX0ZRNYkyINLW NslOkaHszANngqhk/GQWDBAO
AAOCAQEAGPCWTOLSQyEKmpwin GaWVWIN2I03QuI0qVnZAQHXPhZGOTD + GhixN949SGyoMmKGTy]
c2P+0q dNGSKyRY3xtu KteEPcoH-eFBph LaHePXm 6
Vp/EERb7DZd350lZ/CQSZUNCXDDVkanuNQr/GIBKhnq/EX ‘phekd. /P/fpVXpsBrCUUp/OAQoSS
FOQewwKSMD/vjKF32MIA2TIRA62XdHeNjrahdU/tO55f9tz3ekl/aKob 2khjxMfBvdviw2Yc2g02
g5YsBxrSphph6ljqikALM95jbm9T2X02CSROTAtprdhKw==

rrrrr END CERTIFICATE-----

Signature algorithm: SHA256withRSA
Issuer CN: LuxTrust Global Root

Issuer O: LuxTrust s.a.

Issuer C: LU

Subject CN: LuxTrust Global Qualified CA
Subject O: LuxTrust S.A.

Subject C: LU

Valid from: Tue Nov 22 10:34:24 CET 2011

Valid to: Wed Nov 22 10:34:24 CET 2017

Public Key:

C4:
| :64:14:F0:EF-F7-E1:B3-21: 7C-E0:77:01: 7F:8B:42:1F:B4:21:97:DC:C5:AD:D6:96:19: DA:AB:66:27:9B:48:CE:12:79:30:40:9E:EB:6A:51: D
6:2E:B9:9C:A3: AD'Ol'C5:95:38:F7.'02:03:01:00:01

Basic Constraints IsCA: true - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.10.3
CPS pointer: https://repository.luxtrust.lu

Authority Key Identifier 17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE
CRL Distribution Points http://crl.luxtrust.lu/LTGRCA.crl
Subject Key Identifier 34:16:1B:F1:D3:64:67:62:4C:A3:34:BC:0D:B3:53:A4: 7C:AL:F1:17

Key Usage: keyCertSign - cRLSign

Thumbprint algorithm: SHA-256
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Thumbprint: DB:87:94:17:EC:14:24:E4:E5:7A:3C:91:EC:80:4C:5D:E4:C6:FD:E7:3C:C8:28:1C:D
2:F5:BA:ED:76:DD:65:48

X509SubjectName
Subject CN: LuxTrust Global Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [opg undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2018-08-31T01:00:00Z

1.3.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.3.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] LuxTrust Global Qualified Certification Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
X5095KI
X509 SK' NBYb8dNkZ2/MozS8DbNTpHyh8Rc=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
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Status Starting Time 2016-06-30T22:00:00Z

1.3.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.3.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] LuxTrust Global Qualified Certification Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI
X509 SK' NBYb8dNkZ2/MozS8DbNTpHyh8Rc=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2013-10-13T00:00:00Z

1.3.4 - History instance n.3 - Status: accreditationceased

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] LuxTrust Global Qualified Certification Authority

Service digital identities

X509SubjectName

Subject CN: LuxTrust Global Qualified CA
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Subject O:

Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

1.3.5 - History instance n.

LuxTrust S.A.

LU

NBYb8dNkZ2JMozS8DbNTpHyh8Rc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accreditationceased

2013-10-12T723:59:59Z

4 - Status: accredited

Service Type ldentifier

Service Name

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Name len] LuxTrust Global Qualified Certification Authority

Service digital identities

X509SubjectName

Subject CN:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

LuxTrust Global Qualified CA

LuxTrust S.A.

LU

NBYb8dNkZ2JMozS8DbNTpHyh8Rc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

2012-11-30T00:00:00Z

1.3.6 - History instance n.5 - Status: undersupervision

Service Type ldentifier

Service Name

Name

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

len] LuxTrust Global Qualified Certification Authority

Service digital identities

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1

Page 28



X509SubjectName

Subject CN:
Subject O:
Subject C:

X5095KI

X509 SK |

Service Status

Status Starting Time

LuxTrust Global Qualified CA

LuxTrust S.A.

LU

NBYb8dNkzZ2|MozS8DbNTpHyh8Rc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2012-08-01T00:00:00Z

1.4 - Service (deprecatedatnationallevel): LuxTrust Global Time Stamping Authority

Service Type Identifier

Service type description [en]

[fr]
[de]
Service Name
Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

A time stamping service as part of a service from a trust service provider issuing qualified
certificates that issues time-stamp tokens (TST) that can be used in the validation process of
qualified signature or advanced signatures supported by qualified certificates to ascertain and
extc—:.-m; the signature validity when the qualified certificate is (will be) revoked or expired (will
expire).

Un service d'horodatage dans le cadre d'un service d'un prestataire de service de confiance
délivrant des certificats qualifiés qui émet des jetons d'horodatage (TST) qui peut étre utilisé dans
le processus de validation de signature qualifiée ou signatures avancées soutenues par des
certificats qualifiés pour vérifier et étendre la signature validité lorsque le certificat qualifié est
(sera) la révocation ou d'expiration (expire).

Ein Zeitstempeldienst als Teil eines Service aus einer Treuhandservice-Anbieter, die qualifizierte
Zertifikate, die Zeitstempel-Tokens (TST) gibt, die in der Validierung der qualifizierten Signatur
oder fortgeschrittene Signaturen durch qualifizierte Zertifikate unterstlitzt verwendet werden
kénnen, um festzustellen und verldngern die Unterschrift Glltigkeit, wenn das qualifizierte
Zertifikat wird (werden) widerrufen oder abgelaufen (verfallen).

LuxTrust Global Time Stamping Authority

3803

MIID6jCCAtKgAWIBAGICDtswDQYJKoZIhvcNAQELBQAWRDELMAKGA1UEBhMCTFUXFJAUBgNVBAOT
DUXleFRdeNOIHMuYdeHTAbEgN\/BAMTFEXleFRdeNOIEdsb2jthBSb290M54XDTE ‘MDgyODEz
MDCONIDXDT/XMDMXNZASNTEZNIDWTZELMAk UEBh, MCTFUX)/AUBQNVBAOTDUXIE g/ XNOIFMU
Eds| b2/thEUaW1rc3th prmchDEwggElMAG CSqGS/b3
DOEBAOUAA/IIBDWAngEKADIBAOC6257tAeIGDLM3 XRC: 2jLq91V.
LKcn9pa0650PehXWEbgm2a UKRNSImM74pNBhYBOSaUICulSan 1X51/DW lTkjl
/FtVSbYrHSh/U pX6U: AC/UEmOQh Ao/4eXW2w58h5hngchNu+45RoXM+ngPrq etKYD6bEVFWO
PSLijpGXBZjUE/7+MIUVE'6Y/jMCU6XH5UGXdeay/IvBmKYGSBRCeL7Yr]KnE‘58hCUIHf8pmA/T
DdeBldYkIWgKYYGX 4V51uDSICRCAH2! igdow
gdCWDwYDVR TEAgW gEB/wIEADEDEgNVHSAﬁDASMDgGCCuBKwEEAOo/MwaKgY/KwYBBOUHAgEW
0cnVzdC5sdTALBgNVHQEEBAMCAQYwHwYDVR0jBBgwFoAU
FxWFIOkv//dvaDbSPKWeYNIEBdw quDVROfBCSWKfAnDCWg/4YhaHROEDL7VL2Ny C5s5dXh0cnVz
dC55dS9MVEASQOEUY3/sMBOGA1U. DgOWEETlvyLGHf7yEoM/X\/7CJZGUGROBhZANEgkqhlengE
AOSFAA A EAWRIDTrUey[)uMSs3+gOyTS/eﬁTtUlquO lyOmK8q3MUjmWhwX06CJIbWuTAQ6X40
wSefMz/( CASDUtm/ZQEgSEb SFVOF + AESBGOTQVB/EndCStKT/UnDROukaT
jXSngFPSBﬂ/PWPpEv4XPI/MMH4cpy1dL//SO FZEXXyn/GbeUf3ux//b‘p658+P2mmKFa UpO0INM
XWFaRyE3g8KJOV/hAur0/8QrDUQHA: QPENZQ5LC
hbGZnyDEltg+/H4CaOkBBmWWVyz/NzEgbAr/reL‘AsBajUd/Vw::

rrrrr END CERTIFICATE-----

SHA256withRSA
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Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

Service Status

Service status description [eng

[fr]
[de]

LuxTrust Global Root

LuxTrust s.a.

LU

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

Tue Aug 28 15:07:47 CEST 2012

Wed Mar 17 10:51:37 CET 2021

=X
:01:00: Gl

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.8
CPS pointer: https://repository.luxtrust.lu

17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

http://crl.luxtrust.lu/LTGRCA.crl

F5:BF:22:C6:1D:FE:F2:06:83:23:5D:5E:C2:25:91:94:19:1D:3C:87

keyCertSign - cRLSign

SHA-256

53:0B:1D:74:9B:E7:AD:3A:7B:B7:83:26:B2:81:DB:CC:5D:F6:EA:5F:41:4A:7B:29:B
9:70:B6:54:8B:04:49:07

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/deprecatedatnationallevel
undefined.
undefined.

undefined.
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Status Starting Time 2021-06-10T06:23:57Z

1.4.1 - History instance n.1 - Status: recognisedatnationallevel

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC
Service Name

Name [en] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Timestamping CA
Subject O: LuxTrust S.A.
Subject C: LU
X5095KI
X509 sK' 9b8ixh3+8gaDI11ewiWRIBkdPlc=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/recognisedatnationallevel
Status Starting Time 2016-06-30T22:00:00Z

1.4.2 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC
Service Name

Name [en] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Timestamping CA
Subject O: LuxTrust S.A.
Subject C: LU

X509SKI
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X509 sK1 9b8ixh3+8gaDI11ewiWRIBkdPlc=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2013-10-13T00:00:00Z

1.4.3 - History instance n.3 - Status: accreditationceased

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC
Service Name

Name [en] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Timestamping CA
Subject O: LuxTrust S.A.
Subject C: LU
X509S5KiI
X509 sK' 9b8ixh3+8gaDI11ewiWRIBkdPlc=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accreditationceased
Status Starting Time 2013-10-12723:59:59Z

1.4.4 - History instance n.4 - Status: accredited

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC
Service Name

Name [en] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Timestamping CA
Subject O: LuxTrust S.A.
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Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

LU

9b8ixh3+8gaDIl11ewiWRIBkdPIc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

2012-11-30T00:00:00Z

1.4.5 - History instance n.5 - Status: undersupervision

Service Type ldentifier

Service Name

Name

[en]

Service digital identities

X509SubjectName

Subject CN:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

9b8ixh3+8gaDIl11ewiWRIBkdPIc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2012-10-03T00:00:00Z

1.5 - Service (withdrawn): LuxTrust Global Qualified Certification Authority 2

Service Type ldentifier

Service type description

Service Name

Name

[en]

[fr]

[de]

[en]

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity
and other attributes verified by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitdt und andere Attribute, die von den jeweiligen Registrierungsdienste (iberprtift.

LuxTrust Global Qualified Certification Authority 2
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Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

4803

rrrr BEGIN CERTIFICATE-----

MIIDETCCAtGgAWIBAgICEsMWDOY]KDZIhVCNAOELBOAWRDELMAI(GAIUEEhMCTFUXF/AUBgNVBAaT
DUx1eFRydXNOIHMuYS4xHTAbBgNVBAMTFEx1eFRydXNOIEdsb2/hbCBSb290MB4XDTEOMDUy
MDkxOFoXDT/wMDUyODEzMDkxDFowT;ELMAkGA1UEBhMCTFL/xF/AUBgNVEAnTDleeFRdeNO/FMu
Q: WQgQo gM/CCASIwDQY]KoZIh veN
AUEBBOADggEPADCCAOD gEBAMRaetIHqOX/OertVuB StP/DTeneHMgEn 4W/5ud4GImFETER3M
SJQCEJeAgQ 63A2/JpPdG) Vi pREZAgnRZQVZYsISﬂkyWQO FKwyDHm2tUbny Tnx9hVNDDKA4DMNZ
uf3Ulo3J7xaTaelu5A Lllh+gdaPelY[BdXle vy3mmQ6020 OW;ECRVCIQIPIHLUSOPZGXP#-
y2qWzhzn )](DBlYSSig*-CD/!}Ean /ae8PRLEEjuMLRECU/RtO3PDfxxi2usnSb1djQl
7VgK+L/kN Yy+vas Oqu eAE/MMWk/EKWstSU eFIVIW8/6 vA///dY7IU5CAWEAAaOBZ CB
IAQ8MDowOA YIKAEIAOEBCgMwLDAqugngEFBOCCARYe
aHR0(‘HM6LZy9yZXBvc2/0b3j5LmX1EHRdeNﬂLmXIMA SGA1UdDWQEAW| IBBjAfBgNVHSMEGDAWgBGX
FYW]CS8kh 8/HRvkapZSgOgszAyEgNVHRBEKzApMCeg}aA/thodHRwO/&vY_?/smeleHR dXNO
melLOXUleDOS 5jcmwwHQYDVROOBBYEFO+Wv31/0IW00nD4DOxK4vMnBppSM; OGCSqGSIb.?DQEB
UAA4IBADCBkUXfYtTDMb853+U¢749NENBFIT jgohYLyvc/w8, erbeBOPdeLam+PAkYKfy
R7BEBVpgSR9AquFt5/EgFADEDZZ 1s5GNpOVioit+WCtC4k1 SkyovyquZApEEfclandqhww
SdJRTt+aVhultuUo4GGNGTub+. /bsE/GUpNnuW:quevc 2jaGIYYQPGFu9WUL5znQ+0VdHEWI
umhHag4Ipl8aBh5kXYEDFpgINdIfbBNg. 3ULKHNdZdCZ5ijVXXbW1qCDBDIUDIDZKO!LQV9615L/
ErAQHx1BbVGA+eSbZe7Fpy1Va3K0z76usMSSOBf7Yl|7e0Hq

r\;

SHA256withRSA

LuxTrust Global Root

LuxTrust s.a.

LU

LuxTrust Global Qualified CA 2

LuxTrust S.A.

LU

Wed May 28 15:09:18 CEST 2014

Thu May 28 15:09:18 CEST 2020

71
DC UC FF:. 2»51 Qg E/?'IA'ES'SS'AS'II'19'E2‘0A'11'DB DE'ES'E?'CD‘SZ'DZ 4C 96 F4:£3:45:2B:1 ﬂC 83 lE

B :EE:3A:3C:D5:8F:12:DA:0] :DI:B7:
..... P 1 8. £53:00 F5/40.00 3 BC. L BOAB L7 AA NS 0L 05 0L 8 ST L0 S AGE CB I8 A ABCA 30 GB ORI A 1E-18155.
21:D6:3B:21:4B:02:03:01:00:01

4D:CF:0D:FC:71:
56:F0:9E:BA:BC.OF:

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.3
CPS pointer: https://repository.luxtrust.lu

17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

http://crl.luxtrust.lu/LTGRCA.crl

EF:96:BF:7D:65:3A:55:B4:D2:70:F8:0C:EC:4A:E2:F3:27:06:9A:52

keyCertSign - cRLSign

SHA-256
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Thumbprint: 7E:76:DA:9E:A8:D0:E6:C5:C6:30:23:D0:D8:C0:6E:55:5A:EC:E4:FE:34:6C:0E:50:6
9:3D:F6:BD:54:68:E4:84

X509SubjectName
Subject CN: LuxTrust Global Qualified CA 2
Subject O: LuxTrust S.A.
Subject C: LU
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [opg undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2020-11-02T09:45:00Z

1.5.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.5.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] LuxTrust Global Qualified Certification Authority 2

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Qualified CA 2
Subject O: LuxTrust S.A.
Subject C: LU
X5095KI
X509 SK' 75a/fWU6VbTScPgM7Eri8ycGmli=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
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Status Starting Time 2016-06-30T22:00:00Z

1.5.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.5.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name

Name [en] LuxTrust Global Qualified Certification Authority 2

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Qualified CA 2
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI
X509 SK |

75a/fWU6VbTScPgM7Eri8ycGmll=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2014-11-19700:00:00Z

1.6 - Service (granted): LuxTrust Global Qualified Certification Authority 3

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitdt und andere Attribute, die von den jeweiligen Registrierungsdienste (iberpriift.

Service Name

Name len] LuxTrust Global Qualified Certification Authority 3
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Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Info Access

Authority Key Identifier

372465138737086689258246113329755871041849896622

rrrr BEGIN CERTIFICATE-----

MIIGcjCCBFggA WIHAg/UOTBqu/CjThFVY4EfZAqu ubrq4wDQYJKoZIhvcNAQELBQAWRJELMAKG
AIUEBhMCTFUXFjAUI gNVBADMDUXIeFRdeNDIFMuDS4XHZAngNVBAMMFkXIeFRg/dXNOIEdSb 2Jh
bCESbZQD/DIWHhCNM UwMzA2MTQXME1WhcNMzUwMZzA1 MTMyMTL/3 WjBOMQswCQYDVQQGEwW/MVTEW
MBQGA1UECgwNTHV4VH|1c3QgUy5BLIENMCUGA1UEAWweTHVAVH)1c. ()gRZXVYmFsIFFl YWxpZmil
ZCBDOSAZMIICI]ANngqhkrGEWﬂBAOEFAAOCAgBAMIICC gKCAgEAUZ5iXSmFbP80gWbOkieYsIimc
y103QYg+XA3NIwH6QtI0PgZEGIAS08pM7VMIzI 51q8(’gj50HnPdYﬂvfthKvA W2NuNX6hi/6HK4
Nye+kB+INjpfAHMLft3GT95e+frk/t7h/No KdszquZKLNG sEHIr/ddCePWO j/VM c9CsSem
emeeZWl/XXegD/MSUIDZ_%HJ 0gVCY5KIK+b35A g )y0Qojb
+5j20kPAAQDtgEEVdggzzudLSMO4C5CjeLILYuXgljler bKRkQwWBnkareLanQuCD/hGXG C5m
9jseGY1KANIV8usLjBFAIW50CnzcOg+CPsVucoRh: \Gu\/Xcu7VtHRGaSyLy5/VV75/66X5IM\/OKAM
Lvl Vi3ki hZKY‘f;?VLA VW Tpun YZGayVGf/LIO zN0iISRpcxxYjmAIPKNeTgXVI5Mc0zojgT/MZ.
;:(JNMZ; v7n01, yo LI)/GCO(; ADacvaKﬂzCZdeijMqv/ uCKrvquertRmBEZXrghGhu mGOTIr7VVC
jVjyHs2rpUct
MVXYAIV5AL£ 7d4/IthPPU1 4a¢xmC6dEH84guV5DLa/dWVTUZSCAWEAAEDCAU4ngFKMB/GAl ud
EWEB/WQIMAYBAf8CAQAWQW:' DVRDgBDWWO/A4BggrgSsEAOEKAZASMCOGCCSGAOUFBW/EFhSDdHRw
CZOVL3]/CGQZaXR\/anubHVddel OubHUW K YBBQUHAQEEXjB GAQUFB:
dHRwQi8vbHRncm9vdC5vY3NwLmMx1 a IMCOGCC GA DUFBZAChI odHR OISVYZEub V4
dH/lCEOubHUvTFRHUkNEM/S}CnOngYD RﬂPAOH/EAODAgEGMBNGAl L/d/wOYMBaAFPBYKHbSSAUs
oa 7XKX5I5/P4$3yZ GAI IdHWQsMCow| y9jci 1c3QubHUVTFRH
K/l wwHQYDVR EFGOPWOSDSauOZFNH/hZZqH}ZrK IMAOGCSqGSIb3DQEBCWUAA4IC
A OADES edbOOQUCOn VXay/l NBk08/BVKIHwe7HBYAzT6Kmo3TbMUwOpcGI2e/NBCR3F4wTzXOV
VFmvdBI7sdS6uMSLBTrav+5LChcFDBQj26X5VQDcXkA8b/u6)4Ve7CwoSesY 9HUf5]3V120rmGU
Uao9gbamKP1TFriO+XilaDLYectruusRktlke9qy8MCpNSarZqr3oD3c/+N5D3IDIGpaz1IL8Tpb
UbFEQHPCr6JiwR+qSqGRfxv8vIvOOAVxe7np5QhtwmCkX( dMOPO/XOOuEAﬂEbez+szASX 64at7dX
rU+4jUEbpWMA+lijZrZOOeBIOZL7aEst+FF8/FuVmuCCQTSQOnIFZBVI/]EXVpIkH/S7LhFM
820ul $PZpatheyUpf8gsz7fE501 okhnsDZ+12vBzBruzjcwtNuXy g
NPZI(G/BZL‘E WD2Y( CaKXWXSSnDderA(45TpNoeD4ero WgZOVdNDhEmde tYESj/XZekL/QSCA ww5
vxHnXJi6CZHhjt8f1m FetViO. QNpn: 30PCIf
y.?dJLRgnbgLyktWDOkm T/gxtWDLfVZwEtSZ/L8d550KIgt'tquX81 1) WGSdenzeRVDEnzAt5+Reb

----- END CERTIFICATE-----

SHA256withRSA

LuxTrust Global Root 2

LuxTrust S.A.

LU

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Fri Mar 06 15:12:15 CET 2015

Mon Mar 05 14:21:57 CET 2035

:22:30:0D:06:09:2A:
A

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.3
CPS pointer: https://repository.luxtrust.lu

http://ltgroot.ocsp.luxtrust.lu
http://ca.luxtrust.lu/LTGRCAZ.crt

FF:18:28:76:F9:48:05:2C:A1:AE:F1:2B:1B:2B:B2:53:F8:4B:7C:B3
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CRL Distribution Points http://crl.luxtrust.lu/LTGRCAZ2.crl

Subject Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8: 7D:F6:AC:A8: 75

Key Usage: keyCertSign - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: BE:DO:F1:9E:D4:6D:94:90:0D:2A:9F:CD: 7C:6F:66:0B:61:FF:75:88:D8:87:1C:F8:F

2:79:D5:FA:A3:02:1C:CF

X509SubjectName
Subject CN: LuxTrust Global Qualified CA 3
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI
X509 5K Y4/CiwOxq47YUOeWHZmoffasqHU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status starting Time 2026-05-20T10:00:00Z

1.6.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.6.2 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.6.3 - Extension (not critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESig]

Qualifier type description  [op

undefined.
[fr] undefined.
[de] undefined.
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Criteria list assert=atLeastOne

Policy Identifier:

Identifier [ OIDASURN ] urn:oid:1.3.171.1.1.10.3.32
Description

Policy Identifier:

Identifier [ OIDASURN ] urn:oid:1.3.171.1.1.10.3.38
Description

Policy Identifier:

Identifier [ OIDASURN ] urn:oid:1.3.171.1.1.10.3.39
Description

Policy Identifier:

Identifier [ OIDASURN ] urn:oid:1.3.171.1.1.10.3.40
Description

Policy Identifier:

Identifier [ OIDASURN ] urn:oid:1.3.171.1.1.10.3.43
Description

Description

1.6.4 - Extension (not critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESeal]

Qualifier type description  [en; undefined
[fr] undefined.
[de] undefined.

Criteria list assert=atLeastOne

Policy Identifier:

Identifier [ OIDASURN ] urn:0id:1.3.171.1.1.10.3.33

Description

Policy Identifier:
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Identifier [ OIDASURN ] urn:0id:1.3.171.1.1.10.3.37

Description

Description

1.6.5 - Extension (not critical): Qualifiers [NotQualified]

Qualifier type description  [en; undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
dentifier [ OIDASURN ] urn:0id:1.3.171.1.1.10.3.21
Description
Description

1.6.6 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] LuxTrust Global Qualified Certification Authority 3

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Qualified CA 3
Subject O: LuxTrust S.A.
Subject C: LU
X5095K
X509 SK1 Y4/CiwOxq47YUOeWHZmoffasqHU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2018-04-06T13:00:00Z
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1.6.6.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.6.6.2 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.6.6.3 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESig]

Qualifier type description  [enj undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
Identifier 1.3.171.1.1.10.3.32

Description

1.6.6.4 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESeal]

Qualifier type description  [en;

undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
Identifier 1.3.171.1.1.10.3.33

Description

1.6.6.5 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description  [en;

undefined.
[fr] undefined.
[de] undefined.

Criteria list assert=all
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Policy Identifier:

Identifier 1.3.171.1.1.10.3.21

Description

1.6.7 - History instance n.2 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] LuxTrust Global Qualified Certification Authority 3

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Qualified CA 3
Subject O: LuxTrust S.A.
Subject C: LU
X5095K
X509 SK1 Y4/CiwOxq47YUOeWHZmoffasqHU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.6.7.6 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.6.8 - History instance n.3 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name

Name [en] LuxTrust Global Qualified Certification Authority 3
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Service digital identities

X509SubjectName

Subject CN: LuxTrust Global Qualified CA 3
Subject O: LuxTrust S.A.
Subject C: LU

X509S5KI

X509 5K Y4/CiwOxq47YUOeWHZmoffasqHU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2015-08-12T00:00:00Z

1.7 - Service (withdrawn): LuxTrust Global Time Stamping Authority

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.
[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] EinkZeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
Tokens.
Service Name
Name [en] LuxTrust Global Time Stamping Authority

Service digital identities

Certificate fields details

Version: 3
Serial Number: 3803
X509 Certificate ————— BEGIN CERTIFICATE-—-

M/lDG/CCA[KgAW/EAg/CDtSWDOYjKUZ/hVCNAOELEOAWRDELMAI(GAIUEBhMCTFL/XF}AUBgNVBADT
DUXleFRdeNOIHMuYS4xHTAngNVBAMTFEXlEFRdeNOIEdsb2]thBSb290MB4XDTE dg
MDcON10XDTIXMDMXNzA5SNTEzN1owTzELMAKGA1UEBhMCTFUXFJAUBgNVBAOTDUx1eFRy« XNO/FMU
OS4XKDAmBgNVBAMTHOx1eFRdeND/Edst/thEUaWl!cBthXprmchoEwgg IMAOGCS GS/b3
DOEBAQUAA4IBD Awg EKA0IBAQC62E7tAelGoLM3xRc4SNpdb9+MeejLq91VPecvB8sVHi4SkMU
lebWG13H|qGLKcn9paO650PehXWEbgm2. aUKRNS:mMMpNBhYBOsaDrOu/Sanbplx5//qu1Tkjl
iFtV5bYrH8hJ0Qp, XEu4clUEm09h/Ao/4eXW2WS&‘h5hWDcheNu+4SROXM+ngPquerKYD6bEVF
PSLfC]JJGXBZ]UG/7+MIDVBSY/]MCUSXHSUSXCIU ay/IVBmKYGSBRCeL7Yr]KnBsShCuIHf8p mAIT
DdR481dYkIWgKYY6xq4V5IuDSICR sjgdow
gdCWDWYDVROTEAgWEgEB/WI ADEDEQNVHSAEPDASMDgGCCuBKWEEAOo/MCWWKgY/KWYBBOUHAQEW
IXh0cnVzdC5sdTALBgNVHQ8EBAMCAQYwHwYDVR0jBBgwFoAU
FXWFIOij/vaXDbSPKWeYNIE 4wMgYDVROfBCSWKTAnDCW 14YhaHROcDovL2NybC5sdXh0cnVz
dC55dSIMVEASQOEUY3/sMBOGA1 U OWBETIVyLGHf7yEoM/XV7CJZGUGROBhZANEgkqthGBWOB
AUSFAAOCA EAWRIDTrueyDuMSS3+gOyT3/efthUlqu UyOm) gMU/mW wX06C/IbWUTAQ6X40
,ZwSefMz/CAsDUtmMIz9EgS6bsFVOoF+fTA68BGOTIVBIENdC3tKTjUnOROUKWKT
/XSngFPSij/PWPpEv4XPI/MMH4cpy1dU/SORFZEXxyn/GbXI Ufauxqu555+P2mmKFa UpOINM
XwFaRyE3g8KJOVJhAur0/8QrDUQHA IZQ5LC
hbGZnyOéltg+jH4CaOkBBmWWVyz/NzEgbAr/reCAsEajud/v ==

rrrrr END CERTIFICATE-----
Signature algorithm: SHA256withRSA
Issuer CN: LuxTrust Global Root
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Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

X5095KiI

X509 SK |

LuxTrust s.a.

LU

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

Tue Aug 28 15:07:47 CEST 2012

Wed Mar 17 10:51:37 CET 2021

30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BA:D8:4E:ED:01:E2:06:A0:83:37:C5:17:38:48:DA:5D:6F:DF:8C:79:E8:CB:AB
:DD:55. E7:2F:0 1E:2E:1 13:2 5D: C9:FD:A5:A3. 13:DE: 85. 84:6E:09:B6: 1:35: E.29. :D2:B4:
A E:42: 5:E5. :D1:0A:57:E/ :95:41:2 :D8:7F:02:8 75:B 4A:1 F:B8:49
C4:54:5C:34:3D:22:DF:08:9A:46:C7:CD:89:53:AF:FB:F8:C9:74:BC:1E:98:FC:93:1C:53:AC:47:E6:EE:97:75:4C:9A:CA:32:2F:06:62:98:19:20:5
.'513203:98:09:53:0D:D4:78.F3:57:58:90:85.AU:ZQ:SG:_?A:CS:AE:I5:54:85183:48:80:91 :70:01:F6:59:44:50:72:3C:85:8B:FB:3A:93:12:4C:BF:3

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.8
CPS pointer: https://repository.luxtrust.lu

17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

http://crl.luxtrust.lu/LTGRCA.crl

F5:BF:22:C6:1D:FE:F2:06:83:23:5D:5E:C2:25:91:94:19:1D:3C:87

keyCertSign - cRLSign

SHA-256

53:0B:1D:74:9B:E7:AD:3A:7B:B7:83:26:B2:81:DB:CC:5D:F6:EA:5F:41:4A:7B:29:B
9:70:B6:54:8B:04:49:07

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

9b8ixh3+8gaDI11ewiWRIBkdPlc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description jen;g undefined

[fr] undefined.
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[de]

Status Starting Time

undefined.

2017-02-17T00:00:00Z

1.7.1 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject CN:
Subject O:
Subject C:

X5095KI

X509 SK |

Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

9b8ixh3+8gaDIl11ewiWRIBkdPIc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

2016-11-30T00:00:00Z

1.8 - Service (granted): LuxTrust Qualified Time Stamping

Service Type Identifier

Service type description [en]

[fr]
[de]
Service Name
Name [en]

Service digital identities

Certificate fields details

Version:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
A time-stamping generation service creating and signing qualified time-stamps tokens.
Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

EinkZeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
Tokens.

LuxTrust Qualified Time Stamping
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Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Info Access

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

372465138737086689258246113329755871041849896622

MIIGCjCCBFq AWIBAglUDT3qGJC/ThFVY4EfZ4qu ubrq4 WDOY/KDZIthNA OELBDA WR]ELMA)(G
AIUEBhMCTFUXFJAUBg yd, BAMMF b2Jh
bCBSbZQO/DIWHhCNMTU MZAZMTOXM/El WhCNMZUWMZAl MTMyMTU3| W/BOMOSWCQYD\/OOGEWJMVTEW
MB: GA1UECgWNTHV4VH/1C3DgUySBL£EnMCUGA1 UEAwweTHV4VH|1c3QgR2xvYmFsIFF1YWxp.
ZCEDOSAzMgC/]ANB%k%hk/GQWOEAQE AAOCAgSAM//CCgKCAgEAuZE(XSmFbPROgWbOk/eYs/mc

OHi

PY.
Nye+kB+INjpfAHmL] ft3GT95e+frk/f7h/NDIK44XZZfWZKLNGySEHIHddCEPWC)(S//VMCECSSEM
7% xXeqoIMS 7JIDZ3+0DgVCYsKIK+b3s, OSqubO/OyvymGGOyoOo/buEP23/a WRMWKNWK
+s/ZOkPAAO tgEEVdggzzudLSMO4C5CjeLILYuXgljler9bKRk9wW8nkareLZsn9uCDihGXG;
seGY1KAnIV8usLjBFAIW50CnzcOg+CPsVucoRhS6uvXcu7VtHRGOS:! %5]VV75/6CX5/MVOKAM

LV/ Vi3kphZK' Y:?VLA VFJpXTpunY2GayVGf/uOpzNoiSRpcxxYjmAIPKNeTgXVI5Mc0zojgT/MZTG
FN70v7n01yo 50hfTADaCvaKf/ZCZCWdeVMqVIUuCKrVUdeZIlRm_?EZXrghGhUOmGUTIr7\/VC
10 WZ]V]yHSZ!gUCCO £k )//camavEald! v&4
MVXYA//‘SAL// d4//0thPU1 Aa/xmc%dEHBdgu VsOLo/deTUzsCAwEAAaOCAU4wggFKMBIG
Ewl wQwYDVROgBDWWOjA4BggrgSsBAQEKAZASMCoGCCs AOUFBWIBFhSodHRW
rzDvLB//cGQzaXR l/anubHV4dH/1 c3QubHUwa XgYIKWYBB QUHAQEEXjBCcMCsGCCsGAQUFI
dHRwOI8vbHRNcm9vdC5vY3NwLmx1eHRydXNOLmx1MCOGCCst GAOUFEzA CthadHRwOISVYZEubHV/l
dH]lC30ubHUVTFRHUkNBMI5/CnOWDgVDVRUPAOH/EAODA EGMBBG 1UdIwQYMBaAFP8YKHb5SAUs
0a7xKxsrsIP453yzMDMGA1UdHwQsMCowKKAmMoCSGImhOdHA6LY9jcmwubHV4dH|1c3QubHUVTFRH
UkNBM/S]CmWWHOYDVROOBBYEFGOPWGSDsauOZFNH/hZZqH32rKh1MAOGCSQGS/D3DOEBCWUAA4/C

AQADI 009i/COnVxay)1, e 7HBYAzT6Kmo3TbMUwOpcGI2e/NBCR3F4wTzXOV
vavdBl75d55uMSLBTrav+5LChCFDBO 26X5VODchA8b/u5j4Ve7Cw0595Y?9H0f5/3v120rmGU
Uao9gbamKPI1TFriO+XilaDL YectruusRktlkegquMCpNSaqur3oD3c/+N5D3 IDIGpaz1ll

UbFEQHPCr6JiwR+qSqGRfxv8vIvOOAVxe npSOh kX M PO ‘00U EAUEbeZ+ZHkASX643[7dX
ru+4JUEbpij MA+1ébFZIZOO eBIQZL 70Est- 590nl| 7LhFMGXI
9w380q38. OuK/P potheyUpngszfES 01 okhnsDZ+ 12szEruzjcwrNuX Lylh3fVNOLunVd+
NP2kGjB2tIW! KXWXBsnDdISbArASTpNDeOAerD WgZOdeOhEmdeBtYBSj/XZekUQSCA ww5
VXHanlGCZHh]thl ‘F QNp,
%%pLRgnbgLyk[WoOkm /gxtWDLfVZwEt52/L8d550K/grtquX81 11 WGSdenzeR VOEnzAtE+Reb

————— END CERTIFICATE-----

SHA256withRSA

LuxTrust Global Root 2

LuxTrust S.A.

LU

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Fri Mar 06 15:12:15 CET 2015

Mon Mar 05 14:21:57 CET 2035

30 82:02:22:30:0D: 06 UQ.'ZA 86:48:86:F7:0D:01:01:1 01 05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:89:9E:62:: 5D 29 85:6C:FF.. 34 81:66:F4:92:27:98:80:89: 9C C8:8A:37:41:: 889

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.3
CPS pointer: https://repository.luxtrust.lu

http://ltgroot.ocsp.luxtrust.lu
http://ca.luxtrust.lu/LTGRCAZ2.crt

FF:18:28:76:F9:48:05:2C:A1:AE:F1:2B:1B:2B:B2:53:F8:4B:7C:B3

http://crl.luxtrust.lu/LTGRCAZ2.crl

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

keyCertSign - cRLSign
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Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Service status description [eng

[fr]
[de]

Status Starting Time

SHA-256

BE:DO:F1:9E:D4:6D:94:90:0D:2A:9F:CD:7C:6F:66:0B:61:FF:75:88:D8:B7:1C:F8:F
2:79:D5:FA:A3:02:1C:CF

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Y4/CiwOxq47YUOeWHZmoffasqHU=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

undefined.
undefined.

undefined.

2017-02-17T00:00:00Z

1.9 - Service (withdrawn): LuxTrust SSL Certification Authority 5

Service Type ldentifier

Service type description [en]

[fr]
[de]
Service Name
Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity
and other attributes verified by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitdt und andere Attribute, die von den jeweiligen Registrierungsdienste (berprtift.

LuxTrust SSL Certification Authority 5

533964332515310132895107069031428386213137370244
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X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Info Access

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

----- BEGIN CERTIFICATE-----

MlleTCCBFWgAwIBAgIUXYfJ7Of14C8rvbChM3WnamX2T/DwDOY]KoZIhchAGELBDAWR/ELMAkG
AIUEBhMCTFUXFJAUBg IX. uQS4.
bCBSbZQO/DIWHI!CNMTYWNDEZMDkWNTEyWhCNMZUWMZAlMTMyMTU3MBEMOSWCOYDVOOGEW/MVTEW
MBQGA. g WNTHV4VH|1c3QgUy5BLjEaMBgGA1UEAWWRTHV4VH|1c3QgU1 NMIENB/DUWQE(JIIMADG
CSqGSij’DO EAOUAA4ICDWAwgg/KAo/CAODerXSTftMC/NES Vth/OOMGLSIWhA/fGl VBeTS]
/Z5yUg15qDs6! gB/5E'YYWHZijbSQGkYStO]gEE[dHG/"SDR deMn/N9. DjR/ZECVZY/Xan_?W
PD!VPAQLZQ/kF5BY7q/4aGp7me5X0105 f4dw/f50ADUer3eI/5AllVklfBBDhq INI4
MamUKBWP/kbUzLVﬂWEOVOquHEkXEQV+Hf92/xjd/8/c4s7ag1PTMDGODA[50WXRffNRHE ZH/Zf
8HMHY+dKE/zkWCDIim4FwdS3UezXYB8U4KD] 6iRdWWI4CooDDfdgjphallpYlpQmYG
dKWWhGNCnfIRKhL3gZFMFCchklf3zY9f5%GASky0/ 6/1',(/th51/HanXlkOpaDYOtAlnaZX[T+F
850ddagW2Ra8rCs BgnwUBxvyN3xOgK>5. 'CvbQ8) yKhaF//7+vaBZwZVV+/szRl/zl
BWYOka]nZE'5]y/Mf05bUmYVB 8VT4G0/X6t4CNb5EdxMt+01zip6cQCalllVFRDEIQ5MO1g:
93QmIAIYyFOREIDZCZ8QEIIOKwwypSW8P/qXRSQJH1hj/DNwGGGQM/4n] W53Y9rﬂ%VKUGBDIVDDZC
yRGgFefCOKDkAUjv95HMLyR2/pV OKSDOIDAOABOA/BWCCAV/wEgYDVROTAOH/ AqwBgEB/wIB
ADBLBgNVHSAERDBCMDgGCCuBKWEBAQoFMCwwKgYIKwYBBQUHAgEWHmMhOdHBz0i8vemVwb3NpdG9y
555dXh0£nVZdC55dTAGBgRVHSAAMGOGCCSGAOUFBWEBBFAIWXDAng rBgEFBQcwAYYfaHROcDov
L2x0Z3)v b30ub2Nch5sthUcnVdeSsdTAthgngEFEchAaVhaHRCIc vL2NhLmxI1eHRydXNO
Lmx1LOXUR1/DQTIuY3JOM, GAIUdDWEB/WOEAwIEBAfB NVHSMEGDAWgBT/GCh2+UgFLKGu8$sb
K7JT+E ﬁ/ Y3JsLmx1eHRydXNOLmx1LOXURIJDQTIu
Y3JsMBOGA1UdDgQWB! O/CI OngqXG8fOL/ZDXSXBDMZVGTANBgkqhk/GQWOEAQsFAAOCAgEAZPWu
CUTCQWPSE.?UFJFCOAO DZIRquleIF/ZTPka4ldTDIbFDPZI/nE7NET056+0$ rPFN5bDPbck+

CGwyMg| /{ BKhmvHPnDeDZ\ WfLjHYg8MHV3gdCvzIB375fxqd( bRSjEIO[G//VVleMdVg
S/TWCYEY, EyS/vRHéADMQszUSaDLHSA51L2XR+SW263A/2NBtSPR/vjlejleq/6+GS ePHZ0/aX
VI3Lek5ucwYXRei. IcKu72x0YxA+IIch76VFIX7|MF8Ipdd2TzKcen3EIuTfRIXcCvv4rcOl

2 VHDP8I95RPX3[Ee/3220lfSlZEFDITTDSthbeGkH f282G43! ZRE.?L WvnXIKE4hAOS WK30N/Vt
PpWphOcTPla0dwIMCOBPs] kEchEbFZwObdZ/BADVQXLZEWb Eg8p9M?DMQLOVEUImZaS/lEszM
JESEVOVHUMKIs4ZcEpAJaV1hjCpVNcwQ1W5RYZ3m 6.
x/71KOqA44++HRtY+7i0XngBGfmSTm: FW942519mIdEWfTILCrZ/u/kWTP BXVGZRWGKHTDCHGGH
jy7b6jUpJcOvZ2ERKr29kyRXzILc40IPa5eel TWgWp4l7FHeaQDEDwWLEOLZIIWsuFO984hw=

----- END CERTIFICATE-----

SHA256withRSA

LuxTrust Global Root 2

LuxTrust S.A.

LU

LuxTrust SSL CA 5

LuxTrust S.A.

LU

Wed Apr 13 11:05:12 CEST 2016

Mon Mar 05 14:21:57 CET 2035

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.5
CPS pointer: https://repository.luxtrust.lu
Policy OID: 2.5.29.32.0

http://ltgroot.ocsp.luxtrust.lu
http://ca.luxtrust.lu/LTGRCAZ.crt

FF:18:28:76:F9:48:05:2C:A1:AE:F1:2B:1B:2B:B2:53:F8:4B:7C:B3

http://crl.luxtrust.lu/LTGRCAZ2.crl

09:97:45:8E:13:AC:6A:5C:6F:1F:41:4C:F4:5E:C5:C1:0C:C6:6F:19

keyCertSign - cRLSign
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Thumbprint algorithm: SHA-256

Thumbprint: C0:68:A8:A7:CC:2F:08:BE:0E:9A:1D:DB:0D:F0: 1E:2F: 7A:E7:9B:FE:50:31:22:C5:5
2:BB:7B:33:6A:1F:D6:F4

X509SubjectName
Subject CN: LuxTrust SSL CA 5
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI
X509 SK I CZdFjhOsalxvHOFMIF7FwQzGbxk=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2021-11-03T09:08:00Z

1.9.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForWebSiteAuth

entication

1.9.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [en] LuxTrust SSL Certification Authority 5

Service digital identities

X509SubjectName
Subject CN: LuxTrust SSL CA 5
Subject O: LuxTrust S.A.
Subject C: LU

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 49



X509SKI

X509 SK |

Service Status

Status Starting Time

CZdFjhOsalxvHOFMI9F7FwQzGbxk=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

2017-11-29T01:00:00Z

1.9.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI

[en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForWebSiteAuth
entication

1.10 - Service (withdrawn): LuxTrust Seal and Signature Validation Service

Service Type Identifier

Service type description [en]

[fr]
[de]
Service Name
Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q

undefined.
undefined.

undefined.

LuxTrust Seal and Signature Validation Service

4615819

————— BEGIN CERTIFICATE-----

MIIGXjCCBK6gAWIBAgIDRM6LMAOGCSqGSIb3DQEBCWUAME4XCzAJBGNVBAYTAKXxVMRYWFAYDVQQK
DAIMdXhUcnVzdCBTLKEUMScw/QYDVQQDDB5MdXhUcnVzdCBHbGI1YWwgUXVhbGImaWVKIENBIDMw
HhcNMAXMEXMTM1MjEy WhcNMjiIxMiEXMTMIMjEy WjCBriEdMBsGA1UEBRMUMDAXNjUWNDg1MzU1
MDiz| NTOyM/YxNzA1BgNVBAsTkaleFRdeNO/FN/YngYW5k/FNp225hdHVyZSEWYprZGFUaWQu
IFN/[anYZU FjAU TDUx1e UQS4xFzA IZBVEXVLTIwOTc20Tg1
MQswCQYD! OQGEW]MVTEWMEOGA1UEAXMNTHV4VH]1C30gUy5EL]CCAaIW QY/KoZIhveNAQEBBQAD
ggGPADCCAYDngGEAOVXBMPDMthDB[sSLdeOaws +RWu UlEXZSZRKD]/SZ prZ/SbSa Y gf
gF/axdeX(KpGBF WtTDSRODEElCEWXC/ZIME/BGSSUE34945A8 dFIQF/ A?
RA9OAFARI4HGYIdIkh]sS8AZM6ZF5H3sYRgoZ5CvtmgSHpZsAo8seUVD9za7l 3alchE520e6/F
5Mns/5M24dsWH£eCa/a k/SfLElu7At1/gLu}FMSKddCZK/lWOMT BhQGrMmIXExvHzITtB53hWN
VVWSSPPEMGth 3LZOE/P[7BTI’I/FXZ/FXXZE/WDLBG/QX/EIJVIDOKU+R OPM| CSAbRWL;jgbZTAIB
DqiZ59v/S3ZiUIALUIco+zbX2wPSOJV:
ZBE/VXyHYR/nv5gFgXNdHNe7rvHenTrTNMTerDu+/X+aFLPypV7ALeE/_'1‘EOKZ/L3ﬂxW295 QID
AQ, AUY4/CiwOXx 47YUO WHZmoffaquUWgYEGCCsGAOUFBwED
BHUWCZAIBgYEAISGAOEWCAYGBA TA+MD d3Lmx1eHRy
dXNDmelL3VwbGQhZCQkYXRhL.‘:‘/chBzaXRvcnkvL/ERTLnEkZhMCRLMwEwYGEACORgEGMAkGBWO
JKYBBgIwZgYIKwYBBQUHAQEEW)BYMCcGCCsGAQUFBzABhhtodHRwOi8vcWNhLm9jc3AubHV4dH|1
Cc3QubHUWLQYIKwYBBQUHMAK( /WthHAELyQJYS55dXh0CnVZdCESdS9MVEdROOEZLmNydDEOBgNV
HSAERzBFMDgGCCuBKwEBCgMhMCwwKg YIKw YBBOLn JAGEW. igvcl yeS5sdXho
CnVZdCSSdTA/BgCEAIVSOAEDMDYGA1UdHWOV OWK6A, aCeG/WhO HAELyQ/(qubHV4d 1/1c3Qu
bHUVTFRHUUNBM, yOZMyS]meWEOYDVRDOBADECE05h65HkylMA4GA1Ud wEB/WQEAwIHGDAMBgNV
HRMBAfBEA/AAMAOGCSQGS/bEDOEECWUAAdlCAOCn36/EﬂmC+SCFusbmeqHTbX/v67VPB/khO//
12¢2302Q50+ bwlwgBSchanZWUC yS+wa3lSCYF/quXZLazcsOBflATngHp/LD fluHhgh
aVMuDx4fdSZW4QdYjb25wHmCT30atbWAV5e6mSrsZyzq/KdlyodKtKS1wbpOLXziO60xii5+0HDm
szACt98/+7ﬂwZLkM/oCB/f+/6FNCMOO$edLgAV3PYY55vyN/ak/mhYbD7qpraWrCAkyfTOSRE
eyNk84mco8LtSZVwgwcQWcn+wUwODSN3BU5xBKKJZPVU1+gWXf2IgASiQ2ccsHHE+ FUlffyMCZD
ue/fOnf7GRZY95HseerYZF mrdtuwG9GPOIjlyjrtk8nKc2YhpfyMEc/wglg1D9z+ujs84/1
CSBhZUOGEu0NgPthM3FyVFXEEFLthHBnWJG+ qlzRYETM3+ quAEKX7Vb e4CVXpZzEnf4hZQ

Nivaft 3Ye\{(PuWLHl/ath3902uhdZ8tvn7aDl§DCbA7uD1 aeCldV0GybthcmE5DyLSYYNecU3e
IFaa, »OMDxpﬂv/unB7d/ajsuvafasaosHMTktxmgman

XCNVDL heFp. it IEX/tsyCQZE =

----- END CERTIFICATE-----

SHA256withRSA

LuxTrust Global Qualified CA 3
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Issuer O: LuxTrust S.A.

Issuer C: LU

Subject CN: LuxTrust S.A.
Subject C: LU

Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU:

LuxTrust Seal and Signature Validation Service

Subject SERIAL NUMBER:  9165048535502354226

Valid from: Fri Dec 11 14:52:12 CET 2020
Valid to: Sun Dec 11 14:52:12 CET 2022
Public Key:

Authority Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

QCStatements - crit. = false id_etsi_gcs QcCompliance

id_etsi_ qcs QcSSCD

Authority Info Access http://qca.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGQCA3.crt

Certificate Policies Policy OID: 1.3.171.1.1.10.3.33
CPS pointer: https://repository.luxtrust.lu
Policy OID: 0.4.0.194112.1.3

CRL Distribution Points http://crl.luxtrust.lu/LTGQCA3-33.crl

Basic Constraints IsCA: false

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: 35:70:00:C0:80:1A:88:1B:19:A7:01:EF:29:46:9C:96:41:C3:9C:9E:CE:31:64:36:C3

:FD:BE:6B:42:2F:FF:3F

X509SubjectName
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Subject CN: LuxTrust S.A.

Subject C: LU

Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU:

LuxTrust Seal and Signature Validation Service

Subject SERIALNUMBER:  0165048535502354226

X509SKI
X509 5K Q7mFrmX6TLU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2023-03-01T13:19:137

1.10.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.10.2 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.10.3 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q
Service Name

Name len] LuxTrust Seal and Signature Validation Service

Service digital identities

X509SubjectName
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Subject CN: LuxTrust S.A.

Subject C: LU

Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU:

LuxTrust Seal and Signature Validation Service

Subject SERIALNUMBER:  0165048535502354226

X5095KI

X509 SK Q7mFrmX6TLU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2021-01-22T17:00:00Z

1.10.3.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.10.3.2 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.11 - Service (withdrawn): LuxTrust Seal and Signature Validation Service

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q
Service type description [en] undefined.
[fr] undefined.
[de] undefined.

Service Name

Name len] LuxTrust Seal and Signature Validation Service

Service digital identities

Certificate fields details
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Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject OU:

Subject SERIAL NUMBER:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

5228091

MIIGXjCCBK6gAWIBA /DTBY7MADGCS\765/b3DQEBCWUAME4XCZA]B INVBAYTAkxVMRYWFAYDVQQK
DAIMdXhUcnVzdCBTLKEUMScw/QYDVQQDDB5MdXhUcnVzdCBHbGIiYWwgUXVhbGImaWVKIENBIDMw
HhcNMjIxMjEyMDkxMDE2WhcNMjQxMjEyMDkxMDE2WjCBrjEdMBsGA1UEBRMUMDAXNjUwWNDg1MzU1
MDIzNTQ: MYxNzAlBgNVBASTLleeFRdeNOIFN/YWWgYWSkIFNpZZ5hdH\gVZSBWY xpZGF0aW9u
/FN/Can 2UXFJAU TDUx1 Q! TDIZBVEXVLTIwOTc20Tg1
MQsw( OYDVOOGEW]MVTEWMBOGAlUEAXMNTHV4VHjlC3OgDA/SBL/CCA&IWDOY/KOZMVCNAOEEBOAD
ggGPADCCAYG ggGBA/lPR+ISZDDI/SRSNFGSkSuVSgWZOUS P3nu+2mGrYfSqgpRhRQ
aKs+rDusarigpce34NONfKXRAB4r6g5PydEObWajAhV P1AUUL‘CaaCAS;‘%_BOgI/qufPAﬂ/XPFhC v3
Bim5rfBwc
KhaHI/BafVvaVl kWWANfx) P64Dl/+pV70vheDcEK4lK25TPeDar‘t/y+m7UOEf5rUkkTGZf+ZO
hY/quungEbG/O/kWCygyAoyvpszvaTsDzLZF/FXNrXGCsEMtMubnpsv06555/A4aL/Fz7pGp
GgD hvg2ia Ae7FSOXXCKVrPZarPttHCIX/+2unNNKU$7O

r7XM9LlaYfulx7keq X4EV20rlsVa9151fOAFBthYUhTn05PmW04bedc3+t5CSeULg gHX(

CYWHW! Y4/Ciw( xq47YL/OeWHZmnffaquUngEGCCsGAOLIFEwED
BHUwczAIBgYEAISGAQEWCAYGBACOI QAJKYE 0i8vd3d3Lmx1eHRy
dXNOLmx1L3VwbG9hZCIkYXRhL3)I rGQZaXRank\/UERTL BkZh CRU4WEWYGBACUR}QEGMAI<GBWDA
JkYBBgIwZgYIKwYBBQUHAQE! EWBVMCCGCCSGAOL/FEZAthL‘OdHRwOISVCWNhLmQ/C AubHV4de1

€3QubHUWLQYIKwYBBQUHMAKGIW QOEzLmNydDBOBgN!
HSAERzBFMD, GCCuBKWEBCthMCWWKgY/KwYBBOUHAgEWHmhOdHBZOISVCmVWbSdiGQ ES55dXh0
CandCEsdTA BgCEA/szAEDMDVGA1UdHWOVMCUWKEApoCeGjWhDdHAELyQ]CqubHV4dH 1c3Qu
bHI RHUUNBMy 0z My5/CmWWEOYD\/R OSAOECEMU9+ knJxdhMA4GA1UdDwEB/wQEAwIHgDAMBgNV
HRMBAfSEA]AAMADGCS GSIb3DQEBCWU; ICAQA/V5CtqZ 34k 4EdLUVOam/ZZMLHAO+IODtyyU
bZDZDWSW/s::fCLalVuVssflDZlApkdqu.?E/bS/ng’nHthGSa ‘eexiDJ7R+4Pza0Qq81ZFEDYn
gL6siVqNOFHDB. 30CFOpRaMm2965 Od qYUW+0BwzoKq9kvtkM/kljA/+8X9Z30lunOtINPUrd
7+HSA7t7RQ+mWaqy! XwxvgVnPkL 70/M/5/e jmVSicT18E1X1B54YC3PUleeYr2/Ycl9WrPe
7zYD5109qD+DjAkaygx42onOtR//RfoF ’hOd2Mb0qgal Ms/cAp2JkdjeMhFHcp/2Gn8nPPh8rmj
EBrYk+jer2UcZaEK$anDCdXW pCJcwitk9) H[Dle70/nggX3juelYAtbvahnluYBfZl 5QT
3eSK3M5Uds4vq rUYCSHTontXﬂBan\r/Dbfmade406 71iUhMFnxXwOm1q5bxIk8Stdd3M
ug+FfG/UDgEi‘beHcacC/OeBUM4CO( DchCvvaFQEqrc+rfBBauThofUhUaaqw//T/4 05NSrin
fZ6/55X9E7CaqRuUpH- 7vLv70NXrtchM21/queA[Ecu2SfdslgAmaoWCOOSQW/QCqBaLDeWskp
nESqukC4erDCpb74HbZOtKIqu1qulnPH/Af7

rrrrr END CERTIFICATE-----

SHA256withRSA

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust S.A.

LuxTrust Seal and Signature Validation Service

00165048535502354226

Mon Dec 12 10:10:16 CET 2022

Thu Dec 12 10:10:16 CET 2024

30:82:01:A2:30:0D:06:09:2A 7:0D:01:01:01:05:00:03:82:01:8F:00:30:82:01:8A:02:82:01:81:00:9D:4F:47:E9:79:64:30:C8:95:24.:7C:34:51:92:91:2B:AF:B2:A5:99:A1:4F:1A:
:6A:D8: A:A9:46:1 11 BE: 3B. EF: 7B: 0D: D7. :5D. 01 :AO. FC:9D:13: D6. 01:4

77:4F:04:00:E0:AC:6E:13:F7:
D:2D:09:A6:82:03 0D: 5:9F

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

http://qca.ocsp.luxtrust.lu
http://ca.luxtrust.lu/LTGQCA3.crt
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Certificate Policies Policy OID: 1.3.171.1.1.10.3.33
CPS pointer: https://repository.luxtrust.lu
Policy OID: 0.4.0.194112.1.3

CRL Distribution Points http://crl.luxtrust.lu/LTGQCA3-33.crl

Basic Constraints IsCA: false

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: D8:EE:27:2E:23:B4:0F:6A:2C:AA:62:E1:D2:14:3B:66:BF:30:8E:44:C7:2F:68:0F:2A

:10:70:88:91:2B:94:E8

X509SubjectName
Subject CN: LuxTrust S.A.
Subject C: LU
Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU: LuxTrust Seal and Signature Validation Service

Subject SERIAL NUMBER:  155048535502354226

X5095KI
X509 5K QXT365cnF2E=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2023-09-15T06:00:57Z

1.11.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures
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1.11.2 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http.//uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.11.3 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q
Service Name

Name [en] LuxTrust Seal and Signature Validation Service

Service digital identities

X509SubjectName
Subject CN: LuxTrust S.A.
Subject C: LU
Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU:

LuxTrust Seal and Signature Validation Service

Subject SERIAL NUMBER:  0165048535502354226

X509SKI

X509 sK' QxT36S5cnF2E=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2023-03-01T13:20:20Z

1.11.3.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.11.3.2 - Extension (not critical): additionalServicelnformation
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AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.12 - Service (granted): LuxTrust Qualified Electronic Registered Delivery Service

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/EDS/Q

Service type description len] An electronic delivery service providing qualified electronic deliveries.

[fr] Un service de livraison électronique fournissant des livraisons électroniques qualifiées.
[de] Eine elektronische Lieferservice bietet qualifizierte elektronische Lieferungen.
Service Name
Name [en]

LuxTrust Qualified Electronic Registered Delivery Service

Service digital identities

Certificate fields details

Version: 3
Serial Number: 5568343

X509 Certificate @ — BEGIN CERTIFICATE-----

MIIGSDCClegAWIBAg_/DVPdXMAOGCSQGSIb3DOEBCWUAME4XCZAngNVBAYTA)(XVMRYWFAYDVDDK
DAIMdXhUcnVzdCB’ LkEuMSijOYDVOODDBSMdXhUCnVZdCBHbGQ/YWWgUXVhbG/maWVk/ENB/DMW
HhCNMjMWNDE MDk MJA. 1WhCNM/gWNDESMDkU jAleCBIZEdMBSG  1UEBRMUI MDAXOTkXOTIyNTUl
czNDA5NzQxODA2Bg| NVBASTLOXIEFR% IXNOIEVSZWNOcm9ua g ImVnaXNO0ZXJIZCBEZWxpdm !

eSETZXjZaWN/MRYwFAYDVOO EwIMdXhUcnVzdCBTLKEUMRCWFQYI VORhaSWOVRMVSUyMDkSN/ 4
NTELMAKGA1 U EBhMCTFUxF/AUEgN\/BAMTDUXleFRdeNOIFMUOSdegGIMAUGCSQGS DBDO

A4IB wAwggGKAolBgQCUM, Ti79/SWIEWwIaD2kR1VRVbM5gt8DQYQWRH2gczSMwVFaT(

9HWQzb: HpMwaQdeRr601b1k7drAleTWVEIdZmX7000NE SDZCaWEMAGY/VK/ESXZmZIOENOK

jreAunOpOKijp 'mY1CIWDZhApcZR1KIiN8G/x+5NqgNUWp4Av309INddSXN/xSZdNcVzGiHZNOtQB
8noNCDq8uWkIs54mTOWzUn§, lMth/rWVYVL[h g0j2xaE91LCMhNX24g. ZOjgbdekR+whE08HeAdM
CO305Y35N5KCququWnZy4 2tp)| FE/VORMMYNDEdetSOErdp/SpO7KFB RECD/HFX4PkLYn
MpQayuudLICqYuDILNLF26IL205LPoskbKC7VwG063SIlj3Uw4baeTim4+s04. 0 9t924AhV+
KGFVuUISATPp]h3/cOXmL3UfﬁEJ/e/SUdeye/UQSOSEA INMyo5xS0+6euuTNS. / djjQaul
AWE/ CAbMwggGvMB8: IBaAFGOPwosDsauO2FNHIh2Zq H32rKh1MGoGCCsGAOUFEWED
BF4wXDAIBgYEAISGAQEWCAYGBACORGEEMDEGB9QAjKYBBTANMCUWI dHBZOr8vEmeb3diG y
e555dXh0cnVzdC5jb20TAMVuMBMGBgQA, kYBE]A/BgCEAISGADYCMGYGCCSGAO wEBBFowWDAnN
BggrBgEFBQcwAYYbaHROCDOVL3FjYS5vY: NwLleeHRdeNULleMCDGCCSGAOUFEZACh/FOdHRw
0i8vY2EubHVA4dH|1c3QubHUVTFRHUUNBMy5jcnQwTwYDVROGBEGW /A5ngrgSSBAOoD/TAtMCsG
CCsGAQUFBwIBFh9odHRwczovL 3JlcG9zaXRvcnkubHV4dH|1c3QuY29tMAKGBWQAI+XxAAQMwWNgG YD
VROfBC8WLTAroCmgJ4YlaHROcDovL2NybC5sdXh0cnVzdC5sdSIMVEJRQOEzLTMzLmNybDARBg
HQ4ECgQIRLiHJIGwOpUwDgYDVROPAQH/BAQDAgeAMAWGA1UdEWEB/WQCMAAW! QY]KDZIhVCNAQEL
BQADg IBA]krPhZG}VZ'/%YU(IRSXIshDPm75PWamTLp65m6HVHa/3PU3aVC3RHA7/MY4VM8I3\/6Lr
+H3ya ngOUOECFtL x/NTAVSka+v NVpF Tt5
D [o)a y/+WM5LGBhu6VI9$7200+tZCeXUBWWd/ZWRYquUS
ARDleAETrG/quV4/K33udyX/ngZDqGAVXDGA%W/S]GWt 0AgRLEGC3VmZ2fldXdAmu2MOj
N5FMs5tw8RgqwPsyHsfZNN6g80kqul2c+xeYaQ8q. zLYxYa/ppFZLsEer:YquEqArXW/+REL‘9k
Fd2WKKE5bQfa508FsYwiHnynruP1mQbeqfdSI78T1V3vorDK9MfdibNv4ZsH1KRzv0OBCagW680:
WQAqGXWe7Lxk/NO36YYRC1Yz! tpnY5MV/OZuuWZVDEI!‘IEOSD5OEnR2PubFnDZ7DUNCpZﬂ/YDZHV3R
mWCVX8UBkpk3nS2e5KwAjz2UJDNCBIVI EH3N84. X/roStbq2njdXNHE
DOleElysquKp//_?]CAEWNebOSHEfO45NWZIYGCNfEGSEhHLX+FfYEOZWgyMBnM[ERRCP/SOBU
+mSLVI

rrrrr END CERTIFICATE-—--

Signature algorithm: SHA256withRSA
Issuer CN: LuxTrust Global Qualified CA 3
Issuer O: LuxTrust S.A.

Issuer C: LU

Subject CN: LuxTrust S.A.

Subject C: LU

Subject 2.5.4.97: VATLU-20976985

Subject O: LuxTrust S.A.
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Subject OU:

Subject SERIAL NUMBER:
Valid from:

Valid to:

Public Key:

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

CRL Distribution Points
Subject Key Identifier
Basic Constraints

Key Usage:
Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:
Subject C:
Subject 2.5.4.97:
Subject O:
Subject OU:

Subject SERIAL NUMBER:

LuxTrust Electronic Registered Delivery Service

00199192255537340974

Mon Apr 17 11:42:05 CEST 2023

Mon Apr 17 11:42:05 CEST 2028

[:6F:B9:423C:01:33:£9:26:1D:C8-A1:05:E6:2F: 73:9F:E8:47:E3:7A:54:90:74:39:32:7
3:01:00:01

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

id_etsi_qcs_QcCompliance

id_etsi_ qcs QcSSCD

http://qca.ocsp.luxtrust.lu
http://ca.luxtrust.lu/LTGQCA3.crt

Policy OID: 1.3.171.1.1.10.3.33
CPS pointer: https://repository.luxtrust.com
Policy OID: 0.4.0.194112.1.3

http://crl.luxtrust.lu/LTGQCA3-33.crl
44:B8:87:26:51:B0:3A:95

IsCA: false

digitalSignature

SHA-256

03:5E:14:A2:94:55:63:EB:79:85:E3:EE:DE:55:B9:71:D1:B3:16:F1:0F:3A:1E:D4:37
:6C:01:9F:9B:76:39:08

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust S.A.

LuxTrust Electronic Registered Delivery Service

00199192255537340974
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X509SKI

X509 SK |

Service Status

Service status description [en]

[fr]
[de]

Status Starting Time

RLiHJIGwOpU=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

undefined.
undefined.

undefined.

2023-05-05T08:19:46Z

1.13 - Service (withdrawn): LuxTrust Seal and Signature Validation Service

Service Type ldentifier

Service type description [en]

[fr]
[de]
Service Name
Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q

undefined.
undefined.

undefined.

LuxTrust Seal and Signature Validation Service

6066793

MllGrZCCBjegAWIBAg_IDX//pMADGCSqGSIb3DOEBCWUAME4XCZAngNVBAYTAkXVMRYwFAYDVDOK
DAIMdXhUcnVzdCB’ LkEuMSijOYDVOODDBSMdXhUCnVZdCBHbGQ/YWWgUXVhbG/maWVk/ENB/DMW
Hhc WN| WNDAZ| WCBéEdMBsGAlUEBRMUMDAXN/ wNDg1MzU1
MDI NTU& dYXNzAlBgNVBASTLleeFRdeNOIFN/YWWgYWS IFNpZZ5hdH\gVZSBWYWXpZGFDaWQu
/FN/Can 21 IX. Q! VEXVLTIwOTc20Tg1
OYDVOOGEW]MVTEWMBOGAlUEAXMNTHV4VHjlC30gUySBLjCCAaIWDOY]KOZIhVCNAOEEBOAD
GPADCCA )g PbG6ZCmSes8luitV1Cs2s2qEnN19IA7/Kr1LyKiZOHIqTU)J/sPc1Gkja6Qm
GVUV7NPL/CKOC t8Q3eu/WL4sUOC4DAaKC/RGmpo/6Tz50Lj07I0NtcPS582z+UU/q5VcBcAXe/2g
ME9XM5In: OA7EmOeVmILGFLO/1\/1NEIMQLSFHbthE'+AOXEhW\/Alr WA+VdW3SoXiNW50PP+G
QEBbY+Rd/362/GFH/IOa]DWSqHSSSZDXqud 5NDQ90vn+QPMPNNq+8NSBOHPEQ/DI6jY0zM5y5
t+dGv/LIjWAfObve3o+SJVAKNIJEOYGFASLX7KqnPKaU12dfhK2Hpi5Xqok2HNMImULIQ51I+s5
1ecuPw8IgUEzGOJBpuGcOm465kra5KKtHDrgokDQRsLIIFxi hRYaau.?dvbus/nZWSHPNX/SQwU7vW
E/Td lyLSNRKGkruWa/fP/9gEnr9dQ9+bjc1ZpFqv5BYhPFmvqdVD1uBCXAQXNM;ZljaYpzMul8QID
QAB041BszCCAa8wHwYDVROjBBgwFoAUY4/CiwOxq47YUOeWHZmoffasqHUwagYIKwYBBQUHAQME
X/ECMAQG?OA kYBATA/E'gYEA/SGAOO MQYGBACORgEFMCcw/RYfaHROCHM6Ly9yZXBvc2I0b3/5
meIEHR)y IXNOLmNvb RMCZWIJWEWYGBACORQEGMA GBWOAékYBBgIWZgYIKWYBBUUHADEEW]BYMCCG
) OSVCWNhL QC Auu dF HUWLQYIKwYBBQUHMAKGIWhOdHAE
QOE: DBGMDKGCCuBKwWEBCgMhMCOwWKwY!
KWYBBDUHAgEWHZh0dHBZO/Bv(mVWb3diGde555dXhOCandCS]bZOWCOYHBACL7EABAZAZBgNV
HRBELzAtMcugKaAnh/VodHRwO:BvYEstmxleHRdeNOmeILOxURIF QTMtMzMuY3/sMBEGA1Ud
DgOKBAhCYXE fZQctWDAOBgNVHQ8BASEBAMCB4AwWDAYDVROTAQH/BAIWADANBgkqhkiGOwOBAQsF
\P2k/py/Pui2 7wtszXdw2IX6) 14P5yYTH7BFYPVZOZfGBSSSKy’Gb65/q+5A2vV07UbemX
m958/3<_‘81776Tm7bwf0n6v4l8zj67bt kyrskWD! 4, DodNi
CEXKCi AeX} \X3Q4zy91V7HX1i/hU4uurXuMRKonv3S+yiiK/vZth
V87/5H/E6XQZEVVE6C5ZSL1 6VMZS!/5IUIPkaAXu1Y_?WCDZVV]ZZX{FAQG/GP7ZF10Vel VM5
G+UYMFuw5sYI3vISLCKcXUO+HO+dBBnUpUTn+3mZTr2E\ 7530le8D0zXhSAnq
Iertlqu7VEea7AoeranRZXBaD/qC47EOXFOpYhTmFUFEGapW_?NSaUXk+UOleyhBPgaUdel
3/34N85HfTa/w9C/WvnXsOkrN
CIH, 3ThCIOsrA/kaZ//ap2mHXWB’Y7uuNgfDWARhLRkp/HYrsS/lLbu5U91/AWRVkDDW/ChEMr/ew
+Fn0B8BJ2vvEAEmsorBWHPwUPNb8VfRVI2RtTwSYt76MJuUpOGxPyGrHBIg2Z9WQe/VBnzGtmwX
IzgCwto=

SHA256withRSA

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU
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Subject CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject OU:

Subject SERIAL NUMBER:
Valid from:

Valid to:

Public Key:

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

CRL Distribution Points
Subject Key Identifier
Basic Constraints

Key Usage:
Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject C:

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust S.A.

LuxTrust Seal and Signature Validation Service

00165048535502354226

Thu Jul 20 11:04:03 CEST 2023

Thu Jul 20 11:04:03 CEST 2028

30'82'01'A2'30'UD'06'09'2A'86'48.'86.’F7:0D:01:01:01.'05.'00:03:82:01.'8F.'DD:3CI:82'01'8A'02'82'01'81'DD'FS'CG'EQ'90'A6'49'EB‘3C'22'ES'AD'57‘5U'AC'DA'CD'AA'12'73'75'F6'50'35
5 DC:D4:69:23:6B:A4:26:19:55: B A:28:2F:D1:1A:6, F3:E
: ,, X § . .

-C.‘Bl:Bk:Bb:A'zl:A‘l.'Ad:AE.'ES:Q‘A:ﬁD:F‘E-F‘F'Fb'A‘I '27'AF'D7'5b'F7'Eé'C§'7j'55'6§'15

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

id_etsi_qcs_QcCompliance

id_etsi_ qcs QcSSCD

http://qca.ocsp.luxtrust.lu
http://ca.luxtrust.lu/LTGQCA3.crt

Policy OID: 1.3.171.1.1.10.3.33
CPS pointer: https://repository.luxtrust.com
Policy OID: 0.4.0.194112.1.3

http://crl.luxtrust.lu/LTGQCA3-33.crl

42:61:7E:9F:65:07:2D:58

IsCA: false

digitalSignature

SHA-256

F7:FE:3F:A8:D2:0C:E1:FC:9E:A0:FF:F2:6D:82:41:1A:8E:A5:58:5A:95:06:8A:B8:95:
6B:63:16:70:65:E9:6B

LuxTrust S.A.

LU
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Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU: LuxTrust Seal and Signature Validation Service

Subject SERIALNUMBER:  0165048535502354226

X509SKI
X509 SK OmMF+n2UHLVg=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2023-09-15T06:00:347

1.13.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.13.2 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.13.3 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q
Service Name
Name len] LuxTrust Seal and Signature Validation Service

Service digital identities

X509SubjectName
Subject CN: LuxTrust S.A.
Subject C: LU
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Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU: LuxTrust Seal and Signature Validation Service

Subject SERIAL NUMBER:  9165048535502354226

X509SKI

X509 SK1 OMF+n2UHLVg=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2023-07-20709:27:53Z

1.13.3.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.13.3.2 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.14 - Service (granted): LuxTrust Seal and Signature Validation Service

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q
Service type description [en] undefined.
[fr] undefined.
[de] undefined.
Service Name
Name len] LuxTrust Seal and Signature Validation Service
Service digital identities
Certificate fields details
Version: 3
Serial Number: 6130514
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X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject OU:

Subject SERIAL NUMBER:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

----- BEGIN CERTIFICATE-----

MllGrzCCBjegAWIBAg_IDXYtSMADGCSqGSIb3DQEBCWUAME4XCZAjBGgNVBAYTAkXVMRYwFAYDVDDK
DAIMdXhUcnVzdCBTLKEUMScw/QYDVQQDDB5MdXhUcnVzdCBHbG9iYWwgUXVhbGimaWVKIENBIDMw
HhCNM/MWOTEyMTU NDAOWhcNMjgwOTEyMTUwNDAOWCBriEdMBsGA1UEBRMUMDAXNjUwWNDg1MzU1
MDIzNTQ: g YxNzAlBgNVBASTLleeFRdeNOIFN/YWWgYWSkIFNpZZ5hdHV 'ZSBWYWxpZGF0aW9u
IFNIcnZpY2UxFjAUBg TDUx1 uQS4. TDIZBVEXVLTIwOTc20Tg1
MQswCQ DVOO EW MVTEWMBOGAlUEAXMNTHV4VHjlr30gUySBL/CCAaIWDOYjKaZIhVCNAOEEBOAD
ggGPADCCAYoC 9GBANraTuO462m8KYoeDC+|TcY Qoh tELG+LO)

rg do715b0eg0k9W2DqfDTFi) a’jueh/quW7OLeZoeczF3+Pn AYkWuRmEe7aRLK1
j ne3/DOAC5rdUWOGQQQHP753PpCYrgbVT/jV KLWFLQOA2/j861 0umXx5qu5mekaU00 op.
7KVd7380] dk9+71K4EN+L5jDAg Y2dTRSXiKMmPhrch5)gKxf26uhX4Khj8UEo5CdIDU5qa/8VEP
xhwrHmFGx26ahYujcvmTOTAYLgFisiX5Lq3KbDafyj/L10aMwG3D9v4G7F6c6r5svHUS VI 38TN/m
97u05!erR3flbDlCXRllj1TDOh LG/KgcqhQs+9IW2vWBEFdztR9YNZV8THvali6aVY]48y YMG.
PHu4452eYFWtbz ufE7th/+Zp9ba/3k57UELe/+4377yFA/4LnHEUXWgSCghb//VTXZUCVPI I
AQAB041BszCCAa8wHwWYDVROjBBgwFoAUY4/CiwOxq47YUOe WHZm: offaquUwagV/KwYBEOL/HAOME
XJECMAgG?fOA/kYBATA/E'gYEA/5GAOOWMQYGBAC RiEFMCCWjRYfaHRU HM6Ly9yZXBvc2l0b3]5
Lmx1eHR RMCZWA4wWEWYGBACORGEGMAKGBwWQAjkYBBgIwZgYIKwYBBQUHAQEEW]BYMCcG
CCsGAQ! FEZABhhtﬂdHRWOlSVCWNhLmQ/Ci‘Au HV4dH/1530u HL/WLOY/ WYBEOUHMAKG/WhUdHAE
Ly9jYS5sdXh0cnVzdC! QOEzLmNydD| DBGMDKGCC EBCgMhMCOWKwY!
KwYBBQUHAGEWH2h0dHBzOi8vcmVwb3NpdG9ye: SSSdXhOCandCS]bZO COYHBACL7EABAZAZB NV
HRBELzAtMcugKaAnh/VodHRwOleYj'stmxleHRdeNOmeILOXURIFDOTMthMqu‘jsMBEGAI
DgQKBAhA86xxMKqZqTAOBgNVHQ8B; BAMCB4AwDAYD! TAQH/BAIWADANBgkqhkiGIwOBAQsF
AAOCAgGEAHVTSMNn)+, quVSSPXkaZkPéK VuE/SA.?urmhlLthI\?/ /HGSO dUZS%_ﬁ eR89iGID9
4xf7Q4B3al+1PYVyG2SmKoVDKdbi9/sC. LOSCyR7stu[4EVU<Xuc7N9DX/D UhTaOy2Q88/BRx
FSI7aL5GIP66aiGKDmwf8XZ8PVZ+DRTzVjIXEIBX3LIVLOD/wzbtlkBodXPNHCB Op0X08$y5923H
ijthz‘gszLT PquTjjv7ntk]kFDkakquchIEOSk14R455H4GT 1322BUjQ/5DuDBJKWEG)
MGPCdl ZVbVjYXF|ZZSL5r1cRLREUIMYRLVhI
BYRpcPGZO++Fyxth/mc5VZ51589thCnbVRgOEaCGleEjdlq+ap6]U/XHl/B Ghx! Vd2WpXW150
00QjpwebFHpOttAh8W1f+sVgEltppOqYtRofow3G3QyPvINFzowWDMgO7tPaLwsc6iPinXsRKePD
R1tyl G2XY2uhfa9L6[jpCL/HeIM/+54X45]thNWPeOMQEWKTEd1pYuom/DacRBWW/rGF[/QUNEES
ggbU9rPAjap1e084QPSRwofk1d+v60vCxtxpG39IMuPSUE+emXwjuP8tDs4LgthvcPYVXY3rDqTMm
mGpa6/w=

————— END CERTIFICATE-----

SHA256withRSA

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust S.A.

LuxTrust Seal and Signature Validation Service

00165048535502354226

Tue Sep 12 17:04:04 CEST 2023

Tue Sep 12 17:04:04 CEST 2028

30:82:01:A2:30:0D:0 B"Q A 7:0D:01:01:01:05:00:03: 2'01:8F.'00:30:82'01:8A:02:82'01.'81.'OG:DA:DA:4E.'ES:BS:EB:GQ:BC:Z%EA.1E:OC:ZZ.?S:AD:C6:29:55:4A:52:90'({40§5é

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

http://qca.ocsp.luxtrust.lu
http://ca.luxtrust.lu/LTGQCA3.crt

Policy OID: 1.3.171.1.1.10.3.33
CPS pointer: https://repository.luxtrust.com
Policy OID: 0.4.0.194112.1.3
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CRL Distribution Points http://crl.luxtrust.lu/LTGQCA3-33.crl

Basic Constraints IsCA: false

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: AD:12:18:65:4D:1D:7D:B6:46:06:3D:A4:45:£9:D8:C1:4C:F4:50:AD:20:8C:9D:A8:

24:FC:1E:9B:7D:8E:CB:98

X509SubjectName
Subject CN: LuxTrust S.A.
Subject C: LU
Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU: LuxTrust Seal and Signature Validation Service

Subject SERIAL NUMBER:  0165048535502354226

X5095K
X509 5Kl QPOscTCqmak=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2023-09-15T06:20:51Z

1.14.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.14.2 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation
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URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.15 - Service (granted): LuxTrust Qualified Time Stamping - LTQTSCA-RSA

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.
[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] EinkZeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
Tokens.
Service Name
Name [en] LuxTrust Qualified Time Stamping - LTQTSCA-RSA

Service digital identities

Certificate fields details

Version: 3

Serial Number: 136821406228270634337701545121855071240

X5 09 Certifi Cdte = BEGIN CERTIFICATE-—-
M/IGVDCCBAygAW/BAg/OZu7Yje77/gcvlmOMSthCDAQHgkqthGQWDBAOOWMKANMASGCWCGSAF/

wQCA6EaMBgGCSqGSIb3DQEBCDAL gbghkgBZ IMEAQOIAWIBQDBVMQswCQYDVQQGEWIMVTEWMBQG
A 1 UEChMNTHV4VHj1 ¢3QqUy5BLJEVMCOGAIUEAXMMTHVAVH]1c3QgUXVhbGImaWVkIFRpbWVzdGFt
cGluZyBDQSBSUOEXFzA VBgNVBGETD/ZBVEXVLT/WOTCZOTgl MB4XDTIzMDcyNzA5MzEON10XDTQz
MDCyNZASMZEONl owbzELMAKGA1 UEBhMCTFUXF/AUBgNVBADTDUXl eFRdeNOIFMuUSdXLZAtB NV
BAMTJkx1eFRydXNOIFF1YWxpZmlIZCB gQOEgL wFQYDVQ
VS0yMDK3N; /k4NTCCAI/WDOYjKoZ/hVCNAOEEBOADgg/PADCCAgOng/BAMUZEZUdEZmL//EWT+OnU
GquEInLgQ]B.?sBELGEgP/B 7san8+/er/5MtKSEGa3u9rGjL455 7AH42IS+vtChwwF4LL
wVOt6FIwtaTzBvW/BLVK6XOKX! vZ6HGgBfQ5/KL6BXV/JILXVSuFPnR 7OCAIAZCquOX9
KXFVSWOthZGjVEthXkL/V/a/2Nrf5\/7P+h51 6L/R2n1u8ch[65/’R5+2V5knAgOXESBg7CBW9CT
wmYEL pT090hleQKMC/ZxchjkE/HpasWZ4Z/6/Xd!RI)/EQUuMIV980 WprrOV IXpYjet1gd+Wij
7rqPV: QSM QzLOE+WYRU2ctQI76+IP77Y17i
4 Wp 70/CZrBtjjthhx4L8yN6 VGSSOZZXlAm TY904FFq WWUZptPI/LGhZEM+hAIm/ 12weV4Tb8
pINuschhn/OVKR! K/ W bbGZ+h WMUEthLfAA VRSHUUUAB/kaOS[GYqLSZdqutUPNS/n
Xcc/wbYxval/+Mi soo G Su
rObOTM1h VoLthl KCS VHcZNjZOybnxOR V/ 7HL/ y/Ong er 9X VjCkRuXAgMEAAG/gYngYg wEgYD
VROTAOH/BAgWBgEB/W/BADAdB INVHQ: OU 87//ZzrmHItx3EZ1nta9QPnbMMwQwYDVROgBDww.
0jA4BgcrgSsBAQERMCOWKwYIKw YBBO thOdHBzOISVCm Vwb3NpdG9yeS5sdXh0cnVzdC5j
bZOWDgYDVRUPAOH/EAQDAgEGMDDGCSqGS/b_?DOEBC/AWUAUWCWY/Y/Z IAWUDBAIDoRowGAYJKoZI
hvcNAQEIMASGCWCGSAFIAWQCA6IDAGFAA4ICAQAEZOCMCKKXAIWVX5F6 HtBGXKtM+L7W4K{q0ng
ojwrAguSNWNKuxbscG/9wyPoc7f35ochzkxx4Hsa5nxnakn/oaﬂsxc1 £254CAvdmg\Vp93)
IsXwwFIWC6uM/pylZIb 7pvar_?H/GzGuZB/OquvFPKO///OeDj‘aD 1y T4i3)sWzQzWHIVK2jidA
NSV/ANEfQI7S(me]899kU igN+ 25Vt/7umlx+xbh Y DWBcNfrPr VTSMDFE4nDCY2ms4
rK/1zZFwMQdyZc: E6K6RUT quYIfKO 0Y1u: IS/BMEU. 57Ht5V+w+tMrlQ/D95Lvtbc
1 rOa/XLHGCHFAbbm5aFWdL/YWOn]eZpAfS/[XYrUT/ W85K5/P7L2 YU/SPr49[thy+35NX4bosECv
zZm+fFC55uCPTGbGCQI/A5wPu q HL5byy5rliY- yLU4hiopP2vfb
R3tVTD8DploO45c0gWmFqméVgqueZTCaDBq7BFO. 78VHFzOTRo/03k5 1 eOl/e/qe+ -y8NjbwtvGNN.
Cruségcll GBphpdeHdBADyOBzLBVOSaCHL/bEGElj‘vBragyPL +LjqTOAGRAG+eJNUX+ kcrEDKGUR
nytigvYkmKAza7inSDpz1YQIWPt9QpjoulVQ==

Signature algorithm: RSASSA-PSS
Issuer 2.5.4.97: VATLU-20976985

Issuer CN: LuxTrust Qualified Timestamping CA RSA

Issuer O: LuxTrust S.A.
Issuer C: LU
Subject 2.5.4.97: VATLU-20976985

Subject CN: LuxTrust Qualified Timestamping CA RSA

Subject O: LuxTrust S.A.

Subject C: LU
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Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Certificate Policies

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName
Subject 2.5.4.97:
Subject CN:
Subject O:
Subject C:

X5095KI

X509 SK |

Service Status

Service status description [opg

[fr]
[de]

Status Starting Time

Thu Jul 27 11:31:47 CEST 2023

Mon Jul 27 11:31:47 CEST 2043

g]%'82:02.’22:30:DD: 022:82:02'01.'00.'C5:33:D7:545:1D:13.'69:AE'F§'2')7C:13:F9:09'D4 '18.‘FA:AB.‘DC:BQ.‘CB:BE:DZ;’A} :

A4 1:9) DB:1 C5 C:0! 1:Fl 2:A D5:0F:37:72
:7F:D3:0B:

:27:5D:C7:3F:C1:86:31:BD:A9: 7F:F8:C9:C6:3D:1B:AC:43:4E:C6:78:B1:16:E5:08:68:BC: 7C:2B:CD:D0: 7A:485B:C6: 75:56:62:DA:0A:C5:05:28:40:F 2: 0F :BB:06:EA:6.C: 33:A3:EF:
E8:74:AE:AF:46:CE:4C:CD:61:56:82:F3:84:1D:4A:09:25:47:73:63:49:09:0C:9B:9F:14:11:BE:3E:C7:2E:3C:BF:D2:0D:B5:AD:F2:BD:5D:52:42:91:1B:97:02:03:01:00:01
IsCA: true - Path length: 0

8F:CE:FF:FD:9C:EB:98:79:6D:C7:71:19:D6:7B:5A:F5:03:E7:6C:C3

Policy OID: 1.3.171.1.1.1.17
CPS pointer: https://repository.luxtrust.com

keyCertSign - cRLSign
SHA-256

3C:AD:E9:B3:2E:DD:E7:EB:80:62:F3:1C:52:80:AF:A5:14:38:25:49:85:24:52:02:1F
:5F:DE:91:58:CE:DA:11

VATLU-20976985
LuxTrust Qualified Timestamping CA RSA
LuxTrust S.A.

LU

Jj87//ZzrmHItx3EZ1nta9QPnbMM=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

undefined.
undefined.

undefined.

2024-03-01T06:19:33Z

1.16 - Service (granted): LuxTrust Qualified Time Stamping - LTQTSCA-EC

Service Type Identifier

Service type description [en]

[fr]

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
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[de] Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-

Tokens.

Service Name

Name [en] LuxTrust Qualified Time Stamping - LTQTSCA-EC
Service digital identities
Certificate fields details

Version: 3

Serial Number: 162724232553392066355863827146629042442

X509 Certificate @~ BEGIN CERTIFICATE——-

S e e e L e

bWVzdGFtcGluZyBDQSBFQzEXMBUGA 1UEYRMOVkFUTFUtM/A5NZY5O HhcN
WhCNNDgWNZI3MDI(XNTUOW/EUMOSWCOYDVOO MVTEWMBOGA1L/EChMNTHV4VH]lc_?OgUySBL/Eu
ICWwGAIUEAXMITHV4VH]1c3QgUXVhbGImaWVKIFRpI WVZdGFt(‘G/uZyBDOSBFUZEXMBUGA1UEYRMO
VkFUTFUtM]AENZYSODUW 1Z5s! WEAYHKOZIZJOCAOYFK4EEA MDgYYABABVpMPV8Ke6CFWPTtcCBU97
E9NBVaOIZHQTtsIANZWAKcyDK7q0CvqdbtngBIsmj2WeDGYItxrXMAGKNQ4SCYSglwGBs18GDSRf
VDnGDSq(maSXSWwK4 5kT+aIOXnDer782kkt730m4ynKF1LCSEIZhOIRSkZIIDMOpTWUG C9y7
yaOBizCBiD; GAQ! IDgQWBBQfnOjiFqUajNWnixtuGObGTfzd
uDBDBgNVHSAEPDAEMDgGEquKwEBARAwLTAnggrEgEFEOcCARYf faHROCHM6Ly9yZXBvc210b3/5
Lmx1eHRydXNOLmNvbTAOB NVHOEBA SEBAMCADY CgY/KaZIZjOEAWDDgYWAM/GIAkIB +ByEUZGm
ESKDNkYIqZH70dHU]ZNWnIk9/d +1vLKEajw; mOGB/ME+ILBAOAFmMCAC6ladu96
T YCOgCVjMom/BesCOSjQrb4xU[603NNZ4/VB/CQ[/VjﬁaOYYoj‘rQO/rveqNMklRR 78BFnSmK/e
7foZBcwLVhzGGgtl8w==

Signature algorithm: SHA512withECDSA

Issuer CN: LuxTrust Qualified Timestamping CA EC

Issuer O: LuxTrust S.A.
Issuer C: LU
Subject 2.5.4.97: VATLU-20976985

Subject CN: LuxTrust Qualified Timestamping CA EC

Subject O: LuxTrust S.A.

Subject C: LU

Valid from: Thu Jul 27 11:15:54 CEST 2023

Valid to: Mon Jul 27 11:15:54 CEST 2048

Public Key: B D g S e e e

A:E3:0E:64:4F:E6:AB:43:19:C3:91:9A:FB:F3:39:24:B7:BD:E8:9B:8C:A7:28:5D:4B:0A:CF:35:CE:1D:08:45:29:36:22:2D:0C:D2:94:D6:40:6C:9A:0B:DC:BB:C9

Basic Constraints IsCA: true - Path length: 0
Subject Key Identifier 1F:9C:E8:E2:16:A5:1A:8C:D5:A7:8B:1B:6E:18:E6:C6:4D:FC:DD:B8
Certificate Policies Policy OID: 1.3.171.1.1.1.16

CPS pointer: https://repository.luxtrust.com
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Key Usage: keyCertSign - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: F9:6F:E7:59:D3:E1:90:50:3D:F2:27:BB:EC:81:DC:17:22:92:86:C5:32:BC:60:59:51
:B6:53:40:4D:14:6A:08

X509SubjectName
Subject 2.5.4.97: VATLU-20976985
Subject CN: LuxTrust Qualified Timestamping CA EC
Subject O: LuxTrust S.A.
Subject C: LU
X5095K
X509 5K H5204halGozVp4sbbhjmxk383bg=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status starting Time 2024-03-01T06:23:317

1.17 - Service (granted): LuxTrust Global Qualified Certification Authority 4 - LTGQCA4-
EC

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description len] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitdt und andere Attribute, die von den jeweiligen Registrierungsdienste (iberprtift.

Service Name

Name [en] LuxTrust Global Qualified Certification Authority 4 - LTGQCA4-EC

Service digital identities

Certificate fields details

Version: 3

Serial Number: 106808718169450827331156575101765895797
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X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Certificate Policies

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject 2.5.4.97:

Subject CN:

jOZAjK8/8nxeC52ZM3Dq97P9YD:
/6//7'](34)‘1({153/)(68TdeXzZ/4IHpny45tdWzsCluR/p/Bl5yDHF7ET 3jSPLEGSKTAdkaFEBnXK

MIICSTCCAkEgAW/BAgIOUFqCYZXCCDkTSDnTA//GdTAKBf] ghk]OPOODBDBqMOsWCOYDVGOGEW/M
VTEWMEOGAIUEChMNTHVAVH}1c30gL/y55L/EqMCgGA Ul AXMhTHV4VH/1530gRZXVYmF5/FF1YWX
ZmlIZCBDQSAOIEVDMRCcwFQYDV( 0yMDk3Njk4NTAeFw0yMzA3Mj ODI5NTFaFW00
ODA_?I\?rWDD/SNTF MGDXCZA]BQNVEAYTAkXVMRYWFAYDVOQKEWIMdXhUrnVZdCBTLkEuMSaWKA
VQQDEYFMdXhUcnVzdCBHbG9iYWwgUX! IBIDQGRUMXFZA TDIZBVEXVLTIw
0Tc20Tg1MIGbMBAGByqGSM4:! AgEGBSuSBAA/AdGGAAOA/wFDA/Rfl0VS€+DOqNDC[MB/XE3Gkh3W
8m\/£§%gVAdEOm4O )PPSVKVGbO+MfZjoj £3+VaWVEZ/47<H3VDXanH5 qBIBzmNH1DDIc9 OCthdva
9WE+75T+WJehrF/PF+/wH/8Pc 6BWWpu2/ 2K8dCy9doTO+NNJZMBAIRAX52jgYswgYgw
EgYDVROTAQH/BA B gEB/wI| INVHQ4EFgQUZeEsR5dV3x1UdgSa0ruvBjnh4BQwQwYDVROg
t‘ g EN 0 K YIK YBBQUHAgQEWH2h0dHBz0i8vcmVwb3Np dGQgESSSdXhDCnVZ
dCSij WDgYD ROPAOH/BAODAQEGMAOGCC IGSM49BAMEA4GLADCBhw/BTRQESfVI 1W/rwpnqAAOA
mRFEbJbXIVITMVjKUtyc0q6qc5t9bbi/2tyOFRsQCQQG:

----- END CERTIFICATE-----

SHA512withECDSA

VATLU-20976985

LuxTrust Global Qualified CA 4 EC

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust Global Qualified CA 4 EC

LuxTrust S.A.

LU

Thu Jul 27 10:29:51 CEST 2023

Mon Jul 27 10:29:51 CEST 2048

30:81:9B:30:10:06:07:2A:86:48:CE:3D:02:01:06:05:2B:81:04:00:23:03:81:86: '04.‘00‘23'01'43'03‘F4‘5F'D7'4B'DZ'7B‘EA'28'A8‘D0‘DC‘E4'C' :C4:4D:C6:92:1D:D6:F2:65:63:B5:A

{E2:A1:F7:56: :0A:DD:4C:76:9B:C3:AE:B8:53
:15:34:FD:58:4F:BB:B1:3F:96:25:E8:68:14:83:C5:FA:5C:07:8B:C3:DC:17:A0:56:5A: QB B6: SE 4D:8A:F1:D0:B2:F5:DA:13:D3:E3:4D.. 25 93 3C 02 54:40:C7:9D

IsCA: true - Path length: 0

65:E1:2C:47:97:55:DF:1D:54:76:04:9A:D2:BB:AF:06:39:E1:E0:14

Policy OID: 1.3.171.1.1.1.13
CPS pointer: https://repository.luxtrust.com

keyCertSign - cRLSign

SHA-256

30:BF:B5:43:35:DC:72:FE:94:F0:61:34:37:B1:9C:D7:33:38:72:4D:06:B0:71:00:F3
:DE:AB:03:43:E7:0A:53

VATLU-20976985

LuxTrust Global Qualified CA 4 EC
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Subject O:
Subject C:

X509SKI

X509 SK |

Service Status
Service status description [eng

[fr]
[de]

Status Starting Time

LuxTrust S.A.

LU

ZeEsR5dV3x1UdgSa0ruvBjinh4BQ=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

undefined.
undefined.

undefined.

2026-05-20T10:00:00Z

1.17.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI

[en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.17.2 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI

len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.17.3 - Extension (not critical): Qualifiers [QCQSCDManagedOnBehalf]

Qualifier type description  [en;

[fr]

[de]

undefined.
undefined.

undefined.

Criteria list assert=atLeastOne

Policy Identifier:

Identifier

Description

Policy Identifier:

Identifier

Description

[ OIDASURN ] urn:0id:1.3.171.1.1.1.13.7

[ OIDASURN ] urn:0id:1.3.171.1.1.1.13.8
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Policy Identifier:

Identifier

Description

Policy Identifier:

Identifier

Description

Policy Identifier:

Identifier

Description

Policy Identifier:

Identifier

Description

Description

[ OIDASURN ]

[ OIDASURN ]

[ OIDASURN ]

[ OIDASURN ]

1.17.4 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

X509S5KI

X509 SK |

LuxTrust Global Qualified Certification Authority 4 - LTGQCA4-EC

VATLU-20976985

urn:0id:1.3.171.1.1.1.13.10

urn:0id:1.3.171.1.1.1.13.11

urn:o0id:1.3.171.1.1.1.13.12

urn:o0id:1.3.171.1.1.1.13.15

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

LuxTrust Global Qualified CA 4 EC

LuxTrust S.A.

LU

ZeEsR5dV3x1UdgSa0ruvBjnh4BQ=
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Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2025-10-23T10:00:00Z

1.17.4.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.17.4.2 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.17.4.3 - Extension (not critical): Qualifiers [QCQSCDManagedOnBehalf]

Qualifier type description  [en; undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
dentifier [ OIDASURN ] urn:0id:1.3.171.1.1.1.13.7
Description
Description

1.17.4.4 - Extension (not critical): Qualifiers [QCQSCDManagedOnBehalf]

Qualifier type description  [en;

undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=all

Policy Identifier:
Identifier [ OIDASURN ] urn:0id:1.3.171.1.1.1.13.8
Description
Description
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1.18 - Service (granted): LuxTrust Global Qualified Certification Authority 4 - LTGQCA4-
RSA

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description len] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitdt und andere Attribute, die von den jeweiligen Registrierungsdienste (iberprtift.

Service Name

Name [en] LuxTrust Global Qualified Certification Authority 4 - LTGQCA4-RSA

Service digital identities

Certificate fields details

Version: 3

Serial Number: 153328767751761955093017670055193930848

X5 09 Cef‘tifi Cate = BEGIN CERTIFICATE----

MIGTDCCBASgAWIEAGIOcL oL 6Ga3XrkoSOBBKILSYDASBakahkIGOWOBAQoWMKANMASGCCGSAF!
AwQC; SqGSIb3DQEBCDALBGIGhkgBZOMEAGOIAWIBQDBIMOSWCOYDVOOGEWMVTEWMBQG
ATUECHMNTHVAVH1e300Uy SBLIEMMCA GAIUEAXMITHVAVH1C30aR Xy YmESIFFL YnpZmilZCED
QSADIFTQTEXMBUGALUEYRMOVKFUTEUEMASNZYSODUWHACN 1MwNz/3MDglOTA4thNNDMwNzI.?
MDa1OTAAWBrMOSWCQYDVOQCEWMVTEWMEQCAT UECHMNTHVAVHC 00Uy SBILIEMCKGATUEAXMI
THV4VH]1c3QgR2XVYT mFsIFFlYprZmI/ZCBDOSAD/FJTOTEXMBUGAIUEYRMOV FUTFUtMJASNZYS
ODUwgg//MAOGL‘SqGS/b3DOEBAOUAA4/CDWAwgglKAo/CAODOK dH4v7MoiXt9KDEdzcSQw7tyxdE

O LTbr+F6VvSWNX/FDZBXOHLSbEY L 9pifH1 VREHGTENBUHIOFIzKBIQUOr3RHpod3/u)
VTOtOm/]bQLj7pXjeﬁNE/FMLpAVFF/[MuShZEXXyNA iFPTQhFhTN1IKgsAsqIZX1WPY:
M+hf//n3dmflTRraFDESRszUSEL/leLdBi‘L/OcZzWoY!rshvlHNYFLZara/IgHGWLch/bkAC il
nUUUyM3hqTWEMScYeHaBCazwy 2 W22V XO6TLOSS QOAIFYnVa/uOGEQzdooHES CXhsalvXOVD

XJlyAfnmrzgkXKfvBUBPE 7Hs]2Fe5 INyFz| thZPEhYWHathcIDWFbOgfZ3UqFVaUK22M2M5+qXT
UBxZ7WezMvmpNOhrGvsQc95IUatQj+dCmM3fa2SpLIbsBqaD2zbycB6afiaMUp4L+4nCopXchMx34
6Ge9Rys/yvquSrSD]Zaxvf9k35lECpthpmqutMC3nEWIDAOABMGLMIG/MB/GAIL/dE WEB/WQI
MAYBAfSCAQAWHQYDVROOB 8MDowOAYHKAET
AcEBD;AtMCsGCCSsAQUFBw/BfnsudHchzuvszfésgzaXRvmkuwadHucaouyzgtMMG ud
WMKAN| WCGSAF/AwOCAEEaMBgGCSqGS/bj‘DOEECDAL

hkgBZOMEA OiAWIBQAOCAg! Axougc;p/scwsmw/oykrlsdbc MQRBONWKIAItHaN4P2kW

q6/p7/MyanwMK/'leRHa/47L iDEBZ1ihKINRQtTy6DCEBMMUfBMN5aB85BsbkVTmKz9yXG

VaigdLVsALr D195UCH/HEdbRIIEGhL o/sKT WL 8pjw0hezisy
3h4q9R]V2YgYK/ ]poYXc3oPNUe IQ9JKOEApGZ5ZhPMw/zAeG 7HGKgAFeDjQIvmQ7LGEv. 22qw

n7pyqQuz: 470 70tpxl CorM3VUSKIA KeZ]bIhzmeFwe\/jher+FV mUPGCOC.

vUOZOX/Se4/60f9/th2DP1 4pv8L/dAd5SEKmn2DGEC+TrOyulz9iCUNM1 cswfseszxrojrpmses
hiRUNXFUyvscloCMUKaCizenKzEgX6ICIKGmOLpGUWS oS OruxIBYIO)IDFHGSeDA32 7PEQXVa
vjaUinWjTNGpNFvZ23Ro! Wp XquT)
Y61ZA/4w6tDOF/e&‘XwYL3batECTXUE/vH1520+mMrFAPg7EOeYBSD/06/WSOkakRPHcCHruMgzg
1SK5UF7qKjk4fio2NHxch9vZi

Signature algorithm: RSASSA-PSS

Issuer 2.5.4.97: VATLU-20976985

Issuer CN: LuxTrust Global Qualified CA 4 RSA
Issuer O: LuxTrust S.A.

Issuer C: LU

Subject 2.5.4.97: VATLU-20976985

Subject CN: LuxTrust Global Qualified CA 4 RSA
Subject O: LuxTrust S.A.

Subject C: LU
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Valid from: Thu Jul 27 10:59:08 CEST 2023

Valid to: Mon Jul 27 10:59:08 CEST 2043

Pu bl |c Key: gg'82.‘02:§§:30:DD:06'UQ.'ZA:BE:48'86.‘F7.’DD.’01501 :01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:CE:2A:F7:47:E2:FE:CC:A2:25:ED:F4:A0:C4:77:37:12:43:0E:ED:CB: 1 7.'44&35&

Basic Constraints IsCA: true - Path length: 0
Subject Key Identifier A8:B3:14:8F:8D:F0:54:47:92:3C:72:6F:57:D1:36:A9:DC:22:05:8D
Certificate Policies Policy OID: 1.3.171.1.1.1.14

CPS pointer: https://repository.luxtrust.com

Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: 5E:F7:1F:5E:BD:4E:E1:12:84:7A:EA:C1:15:11:4E:62:71:DC:47:08:0B:4A:28:51:FA

:41:9A:09:DD:15:C5:A1

X509SubjectName
Subject 2.5.4.97: VATLU-20976985
Subject CN: LuxTrust Global Qualified CA 4 RSA
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI
X509 sK1| qLMUj43wVEeSPHJVVIE2qdwiBY0=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [opg undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2026-05-20T10:00:00Z

1.18.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures
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1.18.2 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.18.3 - Extension (not critical): Qualifiers [QCQSCDManagedOnBehalf]

Qualifier type description  [en

undefined.
[fr] undefined.
[de] undefined.

Criteria list assert=atLeastOne

Policy Identifier:

Identifier [ OIDASURN ] urn:oid:1.3.171.1.1.1.14.7
Description

Policy Identifier:

Identifier [ OIDASURN ] urn:oid:1.3.171.1.1.1.14.8
Description

Policy Identifier:

Identifier [ OIDASURN ] urn:oid:1.3.171.1.1.1.14.10
Description

Policy Identifier:

Identifier [ OIDASURN ] urn:oid:1.3.171.1.1.1.14.11
Description

Policy Identifier:

Identifier [ OIDASURN ] urn:oid:1.3.171.1.1.1.14.12
Description

Policy Identifier:

Identifier [ OIDASURN ] urn:0id:1.3.171.1.1.1.14.15

Description
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Description

1.18.4 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] LuxTrust Global Qualified Certification Authority 4 - LTGQCA4-RSA

Service digital identities

X509SubjectName
Subject 2.5.4.97: VATLU-20976985
Subject CN: LuxTrust Global Qualified CA 4 RSA
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI
X509 sK| qLMUj43wVEeSPHJVVIE2qdwiBY0=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2025-10-23T10:00:00Z

1.18.4.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.18.4.2 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.18.4.3 - Extension (not critical): Qualifiers [QCQSCDManagedOnBehalf]

Qualifier type description  [en; undefined.

[fr] undefined.
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[de] undefined.

Criteria list assert=all

Policy Identifier:

Identifier [ OIDASURN ] urn:0id:1.3.171.1.1.1.14.7

Description

Description

1.18.4.4 - Extension (not critical): Qualifiers [QCQSCDManagedOnBehalf]

Qualifier type description  [enj

undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=all

Policy Identifier:
Identifier [ OIDASURN ] urn:0id:1.3.171.1.1.1.14.8
Description
Description

1.19 - Service (granted): LuxTrust Seal and Signature Validation Service

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q
Service type description [en] undefined.
[fr] undefined.
[de] undefined.

Service Name

Name [en] LuxTrust Seal and Signature Validation Service

Service digital identities

Certificate fields details

Version: 3

Serial Number: 99084409871094890677669098450675752662
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X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject OU:

Subject SERIAL NUMBER:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

CRL Distribution Points

----- BEGIN CERTIFICATE-----

MIIEK]CCA%/ JA WIBA&IOSDVZ/DDH/I(ZhnSZSﬂteAKngqhk OPOODBDEL‘/MOSWCOYDVQOGEW/M
VTEWI 1UECh NTHV4VH]1C30gL/y55L qMCgGAI IEAXMhTHV4' H/IC30gRZXVYmF5/FF1 YWxp
Zm/IZCEDQSAOIEVDMR WF O MDk N/deTAeFWOyN/AZMTAW MDNaFWOZ
MDN. uM UZNTUWMéMlND gN]E_?MDUGAlUECXMu
THV4 VH/I C30gU2VthBhmegUZ/nbmFOdX/UFZhbG/kYXprMgL/ZVydmI/ TEWMBQGA1UEChMN
THV4VH]1C30gUy5HL/EXMBUGA1 UEYRMOVKFUTFUtMjA5NZY50DUXCZA/I YTAkxVMRYWFAYD
VQQDEwIMdXhUcnVzdCBTLKEUI MkaEwYHKDZIz/OCAOY!KaZIz/ODAOcD AEfZIPZ K8dIH1I0Q1V
/ZrLSul/RoG +8Ci fOfrfquhxn/kalwl 4SXN0Jse! WR/j 7xz7mp6NW//5]rb/LNG yOSaN OCACOW
ggH/MB8GA1UdIwQYMBa, dstHYE FBWEDBFAWXDAIEQYE
AISGAQEWCAYGBACORgEEMDEG BTANI C WH2 HB OISVCmVW YU 9yeS5sdXh0cnVz
dCS/bZOTAm VuMBMGEgOA/kYEB/A/EchA/SGAOYCM54 GCCsGAQUFBWEBBGIW' DAq dggngEFEch
AYYeaHROcDovLzguc WNh NwLmx1eHRydXNOLmx1MDIGCCsGAQUFBzACh IRwOi8vcWNh
NC55dXhDCnVZdCSSdSQMVEdRO0EOLUVDLmNydDBPBgNVHSAESDBGMDkGCC EKWEBA OIMCOWKWYI
KWYBEOUHAgEWHZhDdHBzO dXhOcnV. L.5/b20WCOYHEACL7EAEA \ZA/BgN!
8EODA2MDSgMgAwhi50dHR! WO78VOC5XYZEOLmNyb555dXhUCn VzdC5s5dSIMVE ROOEGLUVDLTgu
YS/SMBOGAIUdDgOWEBGgFGahrCfSéM 9kZOEjngc5d704_AGB INVHQ8BAFSEBAMCBKAWCQYDVRI
BAIWADAKBggqhkjOPQQDBAOBIwAwgYcCQgHo7BfDUIcDTcUr3erFygZImu9TE6YqfODEUjSCY9xn
tZuDIxyT8ft h/chTkAansEk2BZO wjoL Q+sFiw/z9LTWeq/BTI3gneeV31HQtBmsPPAV/sDhCK/1
XLkw1lZXs2u+nrHhOLXRrzVxuYFN70D50JZ5U+djY3z0tKHPyIZ1p6uuvEQ=

SHA512withECDSA

VATLU-20976985

LuxTrust Global Qualified CA 4 EC

LuxTrust S.A.

LU

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust S.A.

LuxTrust Seal and Signature Validation Service

00165048535502354226

Tue Mar 10 10:04:03 CET 2026

Mon Mar 10 10:04:03 CET 2031

30:59:30:13:06:07:2A:86:48:CE:3D:02:01:06:08:2A:86:48:CE:3D:03:01:07:03:42:00:04:7F:32:0F:DA:92:BC:76:51:F5:39:0D:55:8D:9A:CB:EA:E8:BF:46:81:BE:F0:27:F4:7E:D7:EA:A4:78
:71:9E:3C:64:2C:8C:35:E1:25:CD:D0:9B:1E:59:1A:C9:EF:1C:FB:9A:9E:8D:58:9F:F9:26:86:E3:2C:D1:90:C9:04:9A:37

65:E1:2C:47:97:55:DF:1D:54:76:04:9A:D2:BB:AF:06:39:E1:E0:14

id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

http://8.qca4.ocsp.luxtrust.lu
http://qcad.luxtrust.lu/LTGQCA4-EC.crt

Policy OID: 1.3.171.1.1.1.13.8
CPS pointer: https://repository.luxtrust.com
Policy OID: 0.4.0.194112.1.3

http://8.qca4.crl.luxtrust.lu/LTGQCA4-EC-8.crl
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Subject Key Identifier 20:17:A6:A1:AC:27:EC:E8:C8:3D:91:9D:04:26:0C:6F:73:97:7B:3A

Basic Constraints ISCA: false

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: C0:77:64:66:AC:BC:F7:BB:BB:40:61:AC:96:0E:77:AB:52:17:50:73:F2:B5:1E:97:78

:93:E4:BB:7E:8F:A4:93

X509SubjectName
Subject CN: LuxTrust S.A.
Subject C: LU
Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU: LuxTrust Seal and Signature Validation Service

Subject SERIAL NUMBER:  0165048535502354226

X5095KI
X509 5K IBemoawn70jIPZGABCYMb30Xezo=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status starting Time 2026-03-11T14:00:00Z

1.19.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.19.2 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals
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1.20 - Service (granted): LuxTrust Qualified Electronic Registered Delivery Service

Service Type Identifier

Service type description [en]

[fr]
[de]
Service Name
Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject OU:

Subject SERIAL NUMBER:

http://uri.etsi.org/TrstSvc/Svctype/EDS/Q

An electronic delivery service providing qualified electronic deliveries.

Un service de livraison électronique fournissant des livraisons électroniques qualifiées.

Eine elektronische Lieferservice bietet qualifizierte elektronische Lieferungen.

LuxTrust Qualified Electronic Registered Delivery Service

107557759982656702098363169715337587641

M/IEKZCCA42gA wIBAgIQUOre/nSVf4Zxz67RYuhruTAKBggghkjOPQQDBDBGMQswCQYDVQQGEW/M
MBQGA1UEChMNTHV4VH]1c3QgUy5BLjl qMCgGAl UEAxMh THV4 VHj1 c30gR2xvaFsIFF1 Ypr
Zm//ZCBDQSAOIEVDMRCWFOYDVORh w5 W 5] ‘OTAO
MTAZMTAw OTAUMDRaM/GVMRDWGWYDVOQFEXQWM&ESOTE M) llNTLIZNZM MDI<3NDE4MDYGA1 UECXMV
THV4VH)1 c30gR WxIY3Ryb25pYyBSZWdpc3Ricm VkIERIbGIZZXj5/FNlanp Y2UxF/AUBGNVBAOT
DUx1eFRydXNOIFMuQS4xFzAVBgNVBGETDIZBVEXVLTIwOTc20Tg1MQswCQYDVQQGEW/MVTEWMBQG
AIUEAXMNTHV4VH]|1c3QgUy5BLIBZ \g|
UVv694CNw-+hbScIHICNgosgb62U4G18FAqaPcDPtPUWRIbbgI55CAEC/2uNMaN+bAQOB6pOjggHN
MIIBY TAfB NVHSMEGDAWgB 145xHI1XfHVR2BJrSu68G0eHgFDBGBY( ngEFEOrBAWReMFWWCAYG
BACORgGEBMAgGI gOA/kYEBDAXEgYEA/5GAOUW/ZA/Fh90dH wczovL3JlcG9zaXRvcnkubHV4dH)1
CSOUYZQIEWJIL JATBGYEAI5GAQYWCQYHBACOR EGA/EUEggngEFBOCBAOR/M IGAWK( YIKWYEBOUH
MAGGHMhOdHAG6Ly84LnFjYTQub2Nzct CSSdXhDCnVZdCSSdTAyng FBQCWA DYmaHRDCDaV
YTOubHV4de c3 ubHUvTFRHULINENCl FQy5jcnQwTwYDVROGE gwR/ASngrgSsBA QENCDA rMcSG
zovL 3/lcG9zaXRvcnkubHVA4dH]1c3QuY29tMAKGBWQAI+XxAAQMwPwYD
VRD EDgWNéAODDKgMIYuaHROCDDVLZ guc WNhNC5jcmwubHV4dH)1c. 30ubHUvTFRHUUNBNC g/
LmNbeAd gNVHO4EFgOUV/73X/OY5paAnv8Pt0me4 +aznYwDgYDVROPAQH/BAQDAgZAMAKGA1Ud
QDgYSAMIGHAKEUGKauK+WwJQPjjfSOXXT+Q10ujzvhOGObEPSQCKkhQy
Gé]BSDC II8hL7gIKX]qu/CAthdMCEb K6V4Go0ku72LGXT55w
FFNZObDO0qQXrbcwybl7RKsOQD8xR8foidga

G/UVZVZdF/YUdDBZN%CCBfU
ze4Zmv62xPgEoYsYDKW)715

----- END CERTIFICATE-----

SHA512withECDSA

VATLU-20976985

LuxTrust Global Qualified CA 4 EC

LuxTrust S.A.

LU

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust S.A.

LuxTrust Electronic Registered Delivery Service

00199192255537340974
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Valid from:
Valid to:

Public Key:

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

CRL Distribution Points
Subject Key Identifier
Basic Constraints

Key Usage:
Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject OU:

Subject SERIAL NUMBER:

X509SKI

X509 SK |

Service Status

Tue Mar 10 10:04:04 CET 2026

Mon Mar 10 10:04:04 CET 2031

30:59:30:13:06:07:2A:86:48:CE:3D:02:01:06:08:2A:86:48:CE:3D:03:01:07:03:42:00:04:98:25:FE:2B:0B:91:E5:64:82:76:E0:51:5B:FA:F7:80:8D:C3:£8:5B:49:C9:47:F4:29:E0:A2:C8:1B:
E9:95:38:1B:5F:05:02:A6:8F:70:33:ED:3D:45:91:95:86:£0:23:9E:42:00:47:09:DA:E3:4C:68:DF:9B:01:0D:01:EA:93

65:E1:2C:47:97:55:DF:1D:54:76:04:9A:D2:BB:AF:06:39:E1:E0:14

id_etsi_qcs_QcCompliance

id_etsi_ qcs QcSSCD

http://8.qca4.ocsp.luxtrust.lu
http://qca4.luxtrust.lu/LTGQCA4-EC.crt

Policy OID: 1.3.171.1.1.1.13.8
CPS pointer: https://repository.luxtrust.com
Policy OID: 0.4.0.194112.1.3

http://8.qca4.crl.luxtrust.lu/LTGQCA4-EC-8.crl

56:5E:F7:C7:F3:98:E6:96:80:9E:FF:0F:B7:49:9D:43:8F:9A:CE:76

IsCA: false

nonRepudiation

SHA-256

21:C6:F7:E7:5F:31:BE:C8:0C:12:2C:EA:49:06:1B:57:11:D5:30:6A:FB:A5:63:C9:A7
:96:DA:51:19:88:8E:CB

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust S.A.

LuxTrust Electronic Registered Delivery Service

00199192255537340974

VI73x/0Y5paAnv8PtOmdQ4+aznY=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
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Service status description [enj

undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2026-03-11T14:00:00Z

1.21 - Service (granted): LuxTrust Qualified Remote Signing Server - QES

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/RemoteQSigCDManagement/Q
Service type description [en] undefined.
[fr] undefined.
[de] undefined.

Service Name

Name [en] LuxTrust Qualified Remote Signing Server - QES

Service digital identities

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2026-05-20T10:00:00Z

1.22 - Service (granted): LuxTrust Qualified Remote Signing Server - QSeal

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/RemoteQSealCDManagement/Q
Service type description [en] undefined.
[fr] undefined.
[de] undefined.

Service Name

Name len] LuxTrust Qualified Remote Signing Server - QSeal

Service digital identities

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description en; undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2026-05-20T10:00:00Z
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2 - TSP: SeMarket Certification Authority S.A.

TSP Name

Name [en] SeMarket Certification Authority S.A.

TSP Trade Name
Name [en] NTRLU-B0132166

Name [en] SeMarket CA S.A.

PostalAddress

Street Address [en] Parc d'Activités "Syrdall", 6
Locality [en] Munsbach

Postal Code [en] L-5365

Country Name [en] LU

ElectronicAddress

URI len] mailto:confiance-numerique@ilnas.etat.lu
URI [frl mailto:confiance-numerique@ilnas.etat.lu
URI [de] mailto:confiance-numerique@ilnas.etat.lu
URI [en]

http://www.portail-qualite.public.lu/fr/confiance-numerique/prestataires-
services-confiance/liste-confiance/se-market/index.html/

TSP Information URI

URI [en] http://www.portail-qualite.public.lu/fr/confiance-numerique/prestataires-

services-confiance/liste-confiance/se-market/index.html

2.1 - Service (withdrawn): SeMarket Qualified Certification Authority

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitat und andere Attribute, die von den jeweiligen Registrierungsdienste (berprtift.

Service Name
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Name

Service digital identities

[en]

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

SeMarket Qualified Certification Authority

1308924811451483386725277668209257424

rrrr BEGIN CERTIFICATE-----

MllDwCCA/quwlBAg/OAPWW+ck651YDODOUWMrrODANngqhleQwOBAOUFADBDMOsWCOYDVOOG

EwJMVTEZMBCcGAIUEChMQU2VNYXJrZXQgQOEgUy5BLIEZMBCGA1UEAXMQU2VNYXJrZXQgQOEgUm9v.
dDAerO ODA3MjMxMDAwMzNaFw0yNDA3MjMwOTUzMDhaMEMxCzA|BgNVBAYTAkxVMRKwI WYDVOOK
EXBTZUIhcmt/dCBDOSBTLkEuMRkWFWYD\/OO ExBTZU1hcmtldCBDQSBSb290MIIBIJANBgkqhkiG
9wOBAQ! EFAADCAOSAMIIBCQKCADEAtEVPRPQUGXVAF/WZD5C/KdSEQXZZkV/dNayanWukZ 6BLYC
9mxID/EO+MGMVfu1bYqueDD yvgEekwwYF gA2Lg7

OnuBHw. 2ff( D064 bOfDHL5WRCOgZD(X0!CoStZ

HRgKYhDybe/ZfESmEXkG75fat #ISIGbexq/07VgZeXdB[/h8gFAIZLDUtDE3d+LCPgC
kBWrGHo+HxNq5BRwSWOfwZIcCTHGYQH' YKBdfxEqbquP+/a YgbxOx1 OunzMLywaVDO/DAOABoO/ w

QDAPBgNVHRMBA(8I EBTADAOH/MAdGAIUd IQ4EFgQUS8 D
42q6948MkOAwWDQYJKoZIhvcNAQEFBQAD g/gEBAH56727PR3/CVpW8r7GpreNgOvC/36LthA]IVU
athjl/]qlECSV4uXamezYKukKE+angcou RvPWzyrd/wch/S/zROkéZ/Dﬂm/kAIBn Sp9.

Bb e5f3n5MQzulvfM+iD2KAVme+zigRmiRgX0ijKoOsO5VmCV2WOfcd6uO. SpSBFfbe 4A/CD

eOmpkOmV7GZXSXA3EquKf+gPGZSLqYDXL/MmEAUUDF AWKb4quthst1YOLSMBI1/M]D1U+

/URsoWzrzlgV q P vrSKg1QgM3Da) ‘BbZMc

----- END CERTIFICATE-----

SHAIwithRSA

SeMarket CA Root

SeMarket CA S.A.

LU

SeMarket CA Root

SeMarket CA S.A.

LU

Wed Jul 23 12:00:33 CEST 2008
Tue Jul 23 11:53:08 CEST 2024

30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:87:CA:CF:44:FF:54:1B:15:40:16:35:83:0F:90:A5:29:04:9C:F7:16:59:91:59:
S%gSAACA7 C0:1C:2E:93:6C:BA:04. 56 1C:F6:6C:48:0C. g EID3FB C1:8C:55:FB:B5. GDIBDE'B}-?UE'CS'ED'CE'AF 107:98:D3:6A:1A:6C: ;i '57:2B:E0:11:E9:30:C1:81:77:84:£0:24 3FDEC 18:

>mKn
N

IsCA: true

F3:B7:61:CA:1C:FO:AB:A4:A9:0D:C4:09:E1:9A:BA:83:8F:0C:90:E0

keyCertSign - cRLSign

SHA-256

A4:4E:8E:FD:1E:FC:78:F2:44:5F:1A:9F:62:63:9D:8F:BA:21:20:9C:9E:F3:1E:87:11:
77:7F:D2:C8:2B:07:12
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Subject CN: SeMarket CA Root

Subject O: SeMarket CA S.A.

Subject C: LU

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [enj

undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2016-06-30T22:00:00Z

Scheme Service Definition URI

URI len] http://www.portail-qualite.public.lu/fr/confiance-numerique/prestataires-

services-confiance/liste-confiance/se-market/index.html/

2.1.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  jen;

undefined.
[fr] undefined.
[de] undefined.

Criteria list assert=all

Policy Identifier:

Identifier urn:0id:1.3.6.1.4.1.25969.8.2.1

Description Qualified certificates including such Policy OID have the

corresponding private key residing in an SSCD.

2.1.2 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

2.1.3 - History instance n.1 - Status: supervisionrevoked

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name

Name [en] SeMarket Qualified Certification Authority

Service digital identities
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X509SubjectName

Subject CN:
Subject O:
Subject C:

X5095KI

X509 SK |

Service Status

Status Starting Time

SeMarket CA Root

SeMarket CA S.A.

87dhyhzwq6SpDcQJ4Z2q6948MkOA=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/supervisionrevoked

2009-09-11T00:00:00Z

2.1.3.1 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description  [enj

[fr]

[de]

Criteria list assert=all

Policy Identifier:

Identifier

Description

it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (S5CD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

elle est assurée par le prestataire de service de confiance et contrélée (modéle de contréle) ou
vérifiés (modéle d'accréditation) par I'Etat membre de référence (respectivement son Organe de
surveillance ou organisme d'accréditation) que tous les certificats qualifiés délivrés dans le cadre
du service identifieé dans «Service digital identity» et en outre identifié par les informations des
filtres utilisés pour identifier plus précisément dans le cadre du "Sdi" de service de confiance
identifiés, I'ensemble précis de certificats qualifiés pour lesquels cette information
supplémentaire est nécessaire en ce qui concerne la présence ou I'absence de dispositif sécurisé
de création de signature (SSCD) de soutien sont pris en charge par un SSCD (a savoir que la clé
privée associée a la clé publique du certificat est stocké dans un dispositif sécurisé conforme a la
Iégislation européenne applicable de création de signature);

es wird von der Treuhandservice-Anbieter gewahrleistet und durch den entsprechenden
Mitgliedstaat (bzw. seiner Aufsichts-oder Akkreditierungsstelle) kontrolliert (Aufsichtsmodell) bzw.
geprlift (Akkreditierungsmodell), dass alle, die qualifizierte Zertifikate unter der in "Service digital
identity" Service und ausgestellt weiter durch den Filter verwendet werden, um weitere
Informationen unter der "Sdi" identifizierten Treuhandservice zu identifizieren, die eine genaue
Satz von qualifizierten Zertifikaten, fur die diese zuséatzliche Informationen in Bezug auf das
Vorhandensein oder Fehlen von sicheren Signaturerstellungseinheit (SSEE)-Unterstlitzung
bendétigt werden unterstlitzt identifiziert ein SSCD (dh, dass der private Schlissel mit dem
offentlichen Schliissel im Zertifikat zugeordnet ist, in einer sicheren Signaturerstellungseinheit
konform mit der europédischen Gesetzgebung gespeichert);

urn:o0id:1.3.6.1.4.1.25969.8.2.1

Qualified certificates including such Policy OID have the
corresponding private key residing in an SSCD.

2.1.4 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

http://uri.etsi.org/TrstSvc/Svctype/CA/QC
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Name [en]

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509S5KI

X509 SK |

Service Status

Status Starting Time

SeMarket Qualified Certification Authority

SeMarket CA Root

SeMarket CA S.A.

87dhyhzwq6SpDcQJ4Z2q6948MkOA=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2007-11-27T00:00:00Z

2.1.4.2 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description  [en;

[fr]

[de]

Criteria list assert=all

Policy Identifier:

Identifier

Description

it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (S5CD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

elle est assurée par le prestataire de service de confiance et contrélée (modéle de contréle) ou
vérifiés (modéle d'accréditation) par I'Etat membre de référence (respectivement son Organe de
surveillance ou organisme d'accréditation) que tous les certificats qualifiés délivrés dans le cadre
du service identifié dans «Service digital identity» et en outre identifié par les informations des
filtres utilisés pour identifier plus précisément dans le cadre du "Sdi" de service de confiance
identifiés, I'ensemble précis de certificats qualifiés pour lesquels cette information
supplémentaire est necessaire en ce qui concerne la présence ou I'absence de dispositif sécurisé
de création de signature (SSCD) de soutien sont pris en charge par un SSCD (a savoir que la clé
privée associée a la clé publique du certificat est stocké dans un dispositif sécurisé conforme a la
Iégislation européenne applicable de création de signature);

es wird von der Treuhandservice-Anbieter gewahrleistet und durch den entsprechenden
Mitgliedstaat (bzw. seiner Aufsichts-oder Akkreditierungsstelle) kontrolliert (Aufsichtsmodell) bzw.
geprtft (Akkreditierungsmodell), dass alle, die qualifizierte Zertifikate unter der in "Service digital
identity" Service und ausgestellt weiter durch den Filter verwendet werden, um weitere
Informationen unter der "Sdi" identifizierten Treuhandservice zu identifizieren, die eine genaue
Satz von qualifizierten Zertifikaten, fiur die diese zusatzliche Informationen in Bezug auf das
Vorhandensein oder Fehlen von sicheren Signaturerstellungseinheit (SSEE)-Unterstlitzung
benétigt werden unterstlitzt identifiziert ein SSCD (dh, dass der private Schliissel mit dem
offentlichen Schliissel im Zertifikat zugeordnet ist, in einer sicheren Signaturerstellungseinheit
konform mit der europdischen Gesetzgebung gespeichert);

urn:0id:1.3.6.1.4.1.25969.8.2.1

Qualified certificates including such Policy OID have the
corresponding private key residing in an SSCD.
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3 - TSP: BE INVEST International S.A.

TSP Name

Name len] BE INVEST International S.A.

TSP Trade Name

Name [en] VATLU-LU29222134

PostalAddress

Street Address [en] 17, rue Léon Laval
Locality [en] Leudelange

Postal Code [en] 3372

Country Name [en] LU

ElectronicAddress

URI [en] https://www.be-ys.com/en/
URI [frl https://www.be-ys.com/
URI len] mailto:contact@be-ys.com
URI [fr]

mailto:contact@be-ys.com
TSP Information URI

URI [fri https://pki.be-ys.com/

URI [en] https://pki.be-ys.com/

3.1 - Service (withdrawn): BE-YS SIGNATURE AND AUTHENTICATION CA NC

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitat und andere Attribute, die von den jeweiligen Registrierungsdienste (berprtift.

Service Name

Name [en] BE-YS SIGNATURE AND AUTHENTICATION CA NC
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Service digital identities

Certificate fields details
Version: 3
Serial Number: 10046

X5 09 Cert|f| Cate rrrrr BEGIN CERTIFICATE-—-

MIIGUZCCBDugAW/BAgIC]ZdwDQY]KaZIthNAQELEOAWU/ELMAkGAlUEBhMCR/IxEDAOE'gNVEADT

BUFMTUVSWVMXFZAVBQNVEASTD]AWMD,% IDMyNzAX| N{_MSMRg FgYDVQQDEwW9IBTE1FUIITIFJP’
OOEWHhCNMTMXMDMwMTOWNTO WhcNI /MXMDMWM OwNTOZW/CBg/ELMAkGAIUEBhMCTFL/X/TA/BgN\/
EAOTHE]F/EIO VTVCB, -m5hdGlvbmFsIFMut

3/bn, Q54. KEJFL
UVVUSEVOVE/DDVR]T(MQ QOE TkMXGTAXBgNVBGFfEFZBVEXVLUXVM é M]lXMZOWFgIl
MAUGCSqGS/bi‘DOEEAOUAAA/CDWAng KA0ICAQC7ncPN4Mv5VoEcMegl7LG1laEaJ9PSNyORWIKVR
HPdezYQchLosMkc/Dych 01 RNGsySnrCxIMWSX DEODRq 0XZ5ppyWD+yJo8/Xn1aA73AFNe+Yix
fxrSPA7D6rBeMocg/VE. MxhqVDgxIus6LX5xp36GHgqL3VrWGKS1wVwD/Cm8jCn: RtleZIBml
ZVqBNJrdZR! VOTkE WktGIHbprNEngGYq4 Vna+ fooe 7R/AXRRNI<XL‘/W1 yM/_?wETHA OxtgAtaps
nU56WgOSKqHj4gBPcb /4H[ng00fcyq9UkaWuonMONFUYnglWYp UBO5XQXL2DX2YMO7ZZC
WYXjFG ,3+PPMB Y7F55C FCT+7GrPzeoZdK4yPyQbaMcaZtBI8jOdZi8USRYdfIFvWTGVXrtGTI3p/
grqsng 1 YTSpuANE yNs//H//POS QH1 uaaaMddb/chBpDOm/AAAijh/ZhH4pemcKc8yCNPvag

XQU2 mSwQ4: cBE'SAeOBKOBSaan]X
Val44ZP4g5U5xVthwhUCSthSwv/EX/KMYsrlzth8GgG/am]sSLzYlulZCSHdrsZTR YGuYUGe
YS}/ODXI/ZMDOSOKME/WHS‘I/\(;g.X/XZOOgDEijkXZI vj;DAOABX‘UBADCE/TAPBQNVHRIVEBCAfaEBTADAOH

I

ca )
ATAfBgNVHSMEGDAWgBSb YEZqEPO/Uv)?/DWvobfyLvaV XTBEBGQrBEFB
BQUHI /5cy5/b20vYWthXch.%/
BAQDAGEGMDKGA1UdHWQyMDAWLGAs0CqGKGhO y UYWXEZX]5¢y5jb20vYWXEZX|5¢3)v
b3RjYS5jcmwwDQYJKoZIhvcNAQELBQADY: /BA/GH3]Y5V "8V4bZR+mvuth7NHYcEV7OGH
Uma7weLuAOeFSTx[DT/erWwQWGNDl BGWaB/Vngu f/IESpf 'nLhSS30KomxbNWnoA8PkiVxb
e4EO0drzhwR04a+WsWCkpuxhd) mVd7DbQGZMJQIEMGQ2zd4scuHn247ZRIxVcIXTsOyn+rgyOwB
PVSXOUGH-WTb/thQSPGIPSkEIGZ{NPY]VICLHuTWHdVr7R5ZamP/KG/QVDpBB]OuemXu]FI 6eW
CfO/LIhQ+Ua/X/2+5FWmmOF UUAJFI thx/MDEh5y914hCkecHoW9593+0/kBK1/3xy/lKC9/O7
IMDhSYSQ! 'UP5hNIB9FIZ+aViWQIA90Z0wG+BkCweOHZUN2vZGr3i62: q B8VTY bDNthqa
93TnWASIQuT/]nyZBkthCCE7f8WY4BSfQAaY IRVGkL5UcmD8RUBOK: dfaNp/tC? CPbA0zZNImI

XVph41Z9WjcjdB+H6wwjoD+HKf1 728bR81FovSuLCkSvanO?LBvuyaGk Cka//YZ3AhP1/ka

In/ngH8556N566j0+ dH4k/()MfA/Is7JAEZTkE nE25 KaQ2boxRZiZe
tQ5Z1UQiq+R14frKCrSSFYb7KnaSGWHRBZKQ

Signature algorithm: SHA256withRSA

Issuer CN: ALMERYS ROOT CA

Issuer OU: 0002 432701639

Issuer O: ALMERYS

Issuer C: FR

Subject 2.5.4.97: VATLU-LU29222134

Subject CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC
Subject O: BE INVEST International S.A.

Subject C: LU

Valid from: Wed Oct 30 15:05:46 CET 2013

Valid to: Mon Oct 30 15:05:46 CET 2023

Public Key: 30:82:02:22:30:0D:06:09:. 7:0D:01:01:01 2,02:04:02.62.02:01.00:88:0D,C3.CD/EO.CB.F0.56,81.1C.31.E8.25 EC.B1.B5/68,46.80.F4:F4:8D,CB
:44: DI1:1 9:EB:08B:. E:C 68:0E:

87; 72; 8:8. 9:C5. E8: C:D.
36 25:BA:5D:82: 48 77:62:81:94:D1:1 60 68:! 98 50 67:1 53 63:AC:: 83 C6:22:. 59 30:34:12:28: 4C 07 9A:27 33 2D:7F:D7: 66 83 AU:OC 18 EF'2A 45 D9:D7: 02 03 Ol 00:01

Basic Constraints IsCA: true

Subject Key Identifier 71:54:67:1A:23:03:97:31:9F:EB:32:77:CF:49:58:54:FF:10:CD:15

Certificate Policies Policy OID: 1.2.250.1.16.12.5.41.1.7.3.1
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Authority Key Identifier 9B:60:4D:AA:FO:F4:25:52:FA:A3:Al:6B:E8:6D:FC:8B:98:1B:D5:C5

Authority Info Access http://pki.almerys.com/almerysrootca.cer

CRL Distribution Points http://pki.almerys.com/almerysrootca.cr!

Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: 7B:9C:D1:EA:BB:A5:B5:9B:96:73:5C:3D:46:82:21:3C:94:7D:46:4D:A8:D3:89:3E:
22:D8-02:CE:71:17:68:C3
X509SubjectName
Subject 2.5.4.97: VATLU-LU29222134
Subject CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC
Subject O: BE INVEST International S.A.
Subject C: LU
X5095KI
X509 5K cVRNGIMDIzGf62/3z01YVP8QzRU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2024-04-05T07:00:47Z

3.1.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]

Qualifier type description  [op

undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.1.1

Description

3.1.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]
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Qualifier type description  [en undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
dentifier 1.3.6.1.4.1.48620.41.1.7.3.1.4.1

Description

3.1.3 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description  [en

undefined.
[fr] undefined.
[de] undefined.

Criteria list assert=none

Description

Criteria list assert=atLeastOne

Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.1.1

Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.4.1

Description

3.1.4 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

3.1.5 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals
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3.1.6 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] BE-YS SIGNATURE AND AUTHENTICATION CA NC

Service digital identities

X509SubjectName
Subject 2.5.4.97: VATLU-LU29222134
Subject CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC
Subject O: BE INVEST International S.A.
Subject C: LU
X5095KI
X509 SK' cVRNGIMDIzGf62)3z01YVP8QzRU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2019-02-20T01:00:00Z

3.1.6.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]

Qualifier type description  [en; undefined.
[fr] undefined.
[de] undefined.

Criteria list assert=all

Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.1.1

Description

3.1.6.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]

Qualifier type description  [en; undefined.
[fr] undefined.
[de] undefined.

Criteria list assert=all
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Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.4.1

Description

3.1.6.3 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description  [en;

undefined.
[fr] undefined.
[de] undefined.

Criteria list assert=none

Description

Criteria list assert=atLeastOne

Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.1.1

Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.4.1

Description

3.1.6.4 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

3.1.6.5 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

3.2 - Service (granted): BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description len] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 93



Service Name

Name

Service digital identities

[fr]

[de]

[en]

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitdt und andere Attribute, die von den jeweiligen Registrierungsdienste (iberprtift.

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

10055

MIIGV/CCBDGQAWIBAgIC/OCWDOYjKoZIh\/CNAOELBOAWU/ELMAkGAlUEBhMCR/IXEDAOBgNVBADT
BUFMTUVSWVMXFZAVB#NVEASTD]AWMD/ IgNDM) % ﬂ’ DEWQBTEIFU//TIF]PTlOg
QOEwWHhcNMJAWNDIzM ZDT/ZWhCNMZAwND/ZMT/ZOTIZW]CEh ELJ AkGAlUEBhMCTFL/ IX|TA/B:
BAOTHE] jF/EI IOVKVTVCBJbnRIc IFLVITIFNJROS, BVFV
RSBBTKO:« VVUSEVOVE/DDVR]T(MQUOE TkMgMEZMBCGAlUEYRMDVkFUTFUtTFUyOTI EZNDCC
AI/WDOYjKoZlthNAOEEBO Dy IPADCC 90CggIBAMETX7UZ6MJ4wedaPuLl7n8/sTwpo5!|
dh9t1WzXNhxP47jg9ihisQuQ2um 994XGPMtFlfKRCEV/ghECZIanmOUtCErLTfkadhrZQ
WB2Xg3HM( IﬂORD]gnquPRLRaFZIZEZB L?fjse/fk (AE(
BSHqT25k7MZYmpOTBWPNWAaYEUeD/+g ZESZL/CFgXK/RBEaKSFBD++TWOVA£3304YXFRdJA/2EwE
Dz08PXvWgdeWzfwUvjksaNt458rooM/Xvq7XHLbDVIA dmZNOddBDQXZ_?I_?IUAYdCQBKj
PjhAW/DF:{JrGCWOVFB ZBT/hw) ﬁOUuFXhGnNONV/A3tZKZVVRI-gL/XXTFdLX,ngbpVp rjoQhy:
8wed/4U4nxiqQFoNekkc9ln) N/Evga/DpuTZAGICmQ/QUNI WCSA engZdD/OerpUulLlAaf
QnFGeFnGePevAfmCZpvrn8J2bEjkmi /2067 TLAXMNCNK36tq CC? waWuildZ1IDytXSw/
l;PrXDZmnHerDCy ZCEh\/yF/OC7V BDJVL/XRamCREyVaakaLUSXXHOaD /u 4/YZNUg5vDArnd
6+1ZqvimimQv+IZIUNWSIFGTtQAWYIoFzUIHz( QFMAMB
AFBWHQ' YDVRGOBBYEFEDRMSOZX/T/]R4]Q7UF$E!AC]K/MBDGA1UdIAOTMBEWDWYNKWYBBAGC wp
AUCDAjAquNVHSMEGDAW BSbYE2q8PQ! /UVq/DWvobg/LmBVVXTBEng grBgEFBQCBAQQ4MDYwWNAY!
KwYBBQUHMAKGKGhOdHA! LyQWaZkuYWX[ZXJSCySJb 0VYWXtZX/5C Vbi‘R/YSS/ZX/WD YDVROP
AOH //BAQI DAgEGMD GA. Ud WOyMDAWLq sGCGK hOdH; wa2kuYWxtZX]5cy5jb20vYWxtZX)5
r3] b3 bYSS/CmWW QY)! IBACbabngPOHaijYXPZOShvPlEyOXQDG IGMD
RUle5b+OfOX6XZ/StMEIV[ORZkH Ir1z1VkvbSZzi\
GNFwYP7+E09j8Fj9fLZfsW31d53ht6ah8nt667UW0002NdYHAQw3XEoWghybW! Uy09T4K8Xn7O
YM15290037AIVL]VRIthrWWC7A5RybaPTQEa+R rqunn14b2p 14KU3108tyoF0t2tLShF2aQcQMgw
EFP; ta5SFfhTayNH7upAO7k9g8ilC5U8QHfqgowe W+41mgx!
CFnC36W9szaC_?AByK/xbUwrdszNHngf$9ogmqlbah5p35X3bQOZhIDOR]bn tGk5UnGUuhkby
w FC1x6SYMy1 ZMSZGhAu753VYBqutvaI/Er0R
quI/eRo/krFPSjDER/[;_3+vnzyfygW36mV91jFrbA/oCM2§TP!RRdEOXRCnb9dUsC3mM/TA4cKmng

'INJV+5LIZasExvp3hWae9INmQrk3Uo
4r8DYlXeW3qUGCDSY5NDaB//ka9FYZe+E6X1 9AR

SHA256withRSA

ALMERYS ROOT CA

0002 432701639

ALMERYS

FR

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

BE INVEST International S.A.

LU

Thu Apr 23 14:39:23 CEST 2020

Tue Apr 23 14:39:23 CEST 2030

30:82:02:22:30:0D:06:09.. 7: OD 01:01:01:0. 00. 2:02:0A:02:82:02: /‘1 UO CB:. 53 5F 55 19 E8:1 CZ 78 Cl EE lA 3E E2:C8:EE:. 7F 3F B1: _?C 29 A3 95 93
F8. 557 6D:D. 7:36:1C:4F.E. 28:62:1 ila 0B: Qj‘%DA %9154 855D4A BD:F7:8C:46:

2C;
:59822 1735351F359502 3:01:1 0001

8! ~3 7045'D 46:
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Basic Constraints
Subject Key Identifier
Certificate Policies
Authority Key Identifier
Authority Info Access
CRL Distribution Points
Key Usage:
Thumbprint algorithm:

Thumbprint:

X509SubjectName
Subject 2.5.4.97:
Subject CN:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Service status description [eng

[fr]
[de]

Status Starting Time

IsCA: true

40:D1:33:94:36:C6:54:FF:25:1E:09:83:B5:05:48:48:80:70:92:BF

Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.2

9B:60:4D:AA:FO:F4:25:52:FA:A3:A1:6B:E8:6D:FC:8B:98:1B:D5:C5

http://pki.almerys.com/almerysrootca.cer

http://pki.almerys.com/almerysrootca.crl

keyCertSign - cRLSign

SHA-256

C9:09:A9:E7:A2:4F:AB:F3:C9:4E:CF:85:C4:16:A5:5C:27:BA:8B:6F:F9:38:F4:6B:2F
:5C:B8:92:C5:D6:2E:84

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

BE INVEST International S.A.

LU

QONEzIDbGVP8IHgmDtQVISIBwkr8=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

undefined.
undefined.

undefined.

2026-05-20T10:00:00Z

3.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI

[en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

3.2.2 - Extension (critical): additionalServicelnformation
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AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

3.2.3 - Extension (not critical): Qualifiers [NotQualified]

Qualifier type description  [en; undefined
[fr] undefined.
[de] undefined.

Criteria list assert=atLeastOne

Policy Identifier:

Identifier [ OIDASURN ] urn:0id:1.3.6.1.4.1.48620.41.1.7.3.2.3.1

Description

Description

3.2.4 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

Service digital identities

X509SubjectName
Subject 2.5.4.97: VATLU-LU29222134
Subject CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC 2
Subject O: BE INVEST International S.A.
Subject C: LU
X509SKI
X509 5K QNEzIDbGVP8IHgmDtQVISIBwkr8=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2021-06-10T01:00:00Z
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3.2.4.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

3.2.4.2 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

3.3 - Service (withdrawn): BE INVEST TIMESTAMP UNIT 9

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] EinkZeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
Tokens.

Service Name

Name [en] BE INVEST TIMESTAMP UNIT 9

Service digital identities

Certificate fields details

Version: 3
Serial Number: 187419

X509 Certificate @ = — BEGIN CERTIFICATE-

MIIGEDCCBNCAWIBAGIDAWBMAOGCSIGSIb3DOEBCHUAMIGCMOSICOYDVQOGEWMVTEIMCMGATUE
ChMcQkUgSU5WRVNUIEI ybmFOaW9uYWWgL/ySEL/ExMCBGA1UEAxMoOkL/tWVMgUO/HTkFUVVjF
IEFORCBBVVRIRU5USUNB VEIPTIBDQSBDDZEZMBCGAI UEYRMQVKFUTFUETFUyOTIyMjEZNDAeF:
MTAzMTgxMzA1NDNaFwOyMzA5MTgxMzA1NDNaMIGUMQswCQYDVQQGEwW/MVTEIMCM GA]UEChMcOkUg
SUSWRYNUIEILGGYybmEOalouYWwgUyoBL[EeMBNGALUECKMYVEINRVNUQUI QSUSHIENFUIZIQOVT
MSMWIQYDVOODEXPCRSBITIZFULOg VENRVNUQL/IOlFVOSVQgOTEZMBcGAIUE RMQVKFUTFUETFUy
OTlyMJEZNDCCASIWDQY]KoZIhvcNAQEBBQADGGEPADCCAQOCGGEBAOKImAtp+QM4ZbTkZg5edtFu
A e et 95 Py OETma/A7wAeZMTrrEOg4&1yN/Sssp4&‘c/H3/euDh9kk2RKZ
kddvnuomed7DtPSNubmlla nESYSvesPR/cmrHy YakZddpizKestomitydOMYeQcuNSdHNLSVE
n/NHeEquW4C) BA3gYMELIOCTH O2PA/LXbIKP85hIN
szXq/PL‘ZVv/ eXusspjoascGVmrksjeHszheNxVbOZEBNWngKS:EsskvlFwskaA/VWslaum

X4 nt5UerMhwhdpUCAWEAAGOCAIEWgQINME YGAIUGIQEE/wOMMAOGCCSCAQUFEWMIMBECATUdIWQY
MEaAFHFUZxo;AEcxn+5yd89jWFT/EM VMIG3BggrBgEFBOCBAWSBGICBpzAIBgYEAISGAQEWE
BACORGEGMAKGEWOAIKYBEG g YUCBO0AIKYBETE TMHKWC2h0aHAGLY 9wazkuYWthX/5cy5/b20v
GWB0ZEIWR, YXRILZ]/LX/ZCZ/n mFOdXjIYWS5kYXV0aGVudGljYXRpb25jYW5]L1BEUy9

UINJRO5BVFV: RUFOREFVVEMT/R]OOFUSUQOLVBEU 5wZGYTAKVOMHEGC SGAOUFEWEB%Zg;VCTBK

bnRpY2F0a WQuY2FuYy5/ZXIWIWYIKWYBBOUHMAGGFZh dHASLvaY3NwLmF5bWVyeXMuYZQtMB wG
AIUdIAQVMBMWEQYPKwYBBAGC+2wpAQCcDAQUBMI EgYOwgYowQqBAoD6GPGhOdHA6Ly 9w
a2kuYmUteXMu Y29tL2leX/zc2/nbmFOde!YWSkYXVOaGVudGI/ YXprZS/ LNy bDBEOEKD
QIlY+aHROcDovL3BraS5hbG1icnlzLmNvbS9iZS15c3NpZ25hdHVyZWFuZGF1dGhlbnRpY2F0a W
Y2FuYy5jcmwwEQYDVROOBAOECEVt1YYXTBK2ZMA4GA1 UdDWEB/WOEAwIHgDANngqhle9WOEAQSF
AAOCAQEATNIAOCIEI20KAZIgENVISA1FVIKLiXL 2t w74P:

bh69PNPTBL +Xl7jf02py}N/an/ZRL5 7}éy5ud5d3u1/4ON/]3PTL/afLuEsUhY
SCg]FZkug tOZdQSHSaOAXWAdh/ZEm7IOEDbKD G4Mtn6YH/Vds5) X8HVQh+vO+XRCe4deFXE1 0
76Ck/Rf8pBjmasfmBGTBtOKcEakKhPAg5msaa +oHjgNILusL25qUTHyO7tB50AgQ82cQtLOQIPXL
BcyjREEYueLd7NY3NCEMBKAITkwd6L01QxzwSOPK/Scxvm/t3PiZnMijl MNXSDS/Z vsWcT4TCGLO
6PCKL+vfwZX209v31zt7160vPD/3SKWLCXAENOoPualBBwTAQP8TUN) Yjg6ryfeZIQs/nT
Q2qajX01qaYQIsUrPMZDF7+Dawvg VqEB/9DFHFHFfeNHRBEjWUSKek61V7h 6HtOLj/53/GkV9RZC
olwzTqwxuDA UngRI8DoGZ]XSXgnthdRDOLD4Z/0N 7SHLII0Bxvr2UkN16q6D9kXSVWGDhB:
YEgLVIGdw9eZw p5Q1 S Ckpeoy SA0OT AMoks oS GONBRGOWD

qlyQ=

Signature algorithm: SHA256withRSA

Issuer 2.5.4.97: VATLU-LU29222134
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Issuer CN:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject 2.5.4.97:

BE-YS SIGNATURE AND AUTHENTICATION CA NC

BE INVEST International S.A.

LU

VATLU-LU29222134

BE INVEST TIMESTAMP UNIT 9

TIMESTAMPING SERVICES

BE INVEST International S.A.

LU

Thu Mar 18 14:05:43 CET 2021

Mon Sep 18 15:05:43 CEST 2023

30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:£9:09:9B:8B:69:F! :38:65:84:E4:66:AE:5E:E2:D1:6E:6E:F9:F6:5B:6F:61:8
4:66:A 1E:, :8B:C3:F( EC:59.0. 88:CO:El 64:C4:El A0:E1:El 84:AC:B. :70:91:F7:FD. 83:87:09:24 B6:91:D. ED:

'6:71:37: C:BO:F4. A:C7:C9. 65:D7:69: 9E:B1:FF: C:B8:38:C6:1E:41:CB:8D:E5: 6F:C5:44. 7:7
3 : : : ¥ :C0:61:03:26:£6:91:D2:30:07:31:F4:56:C6:C1:03:78:18:30:42:C8:D0:24:CC:62:4B:96:C4:19:DA:3B:63:C0:FC:B5:DB:96:43:FC:E6:1F:4D:CC:93:
D7:AB:F3:ED:D9:5B:FF:A5:E5:EE:4B. '49:38.6E:42:19:89:AD:93:A2:5E:1F:AD:A1:78:DC:55:6C:E6:44:F0:D5:B1:0E:02:BA:88:4E:77:92:FD:45:C3:09:05:A4:08:D5:5A:CD:5A:50:87:E2:
5F:E9:D3:E5:47:85:32:1C:21:£2:95:02:03:01:00:01

id_kp_timeStamping

71:54:67:1A:23:03:97:31:9F:EB:32:77:CF:49:58:54:FF:10:CD:15

id_etsi_qcs_QcCompliance

http://pki.almerys.com/be-yssignatureandauthenticationcanc.cer

http://ocsp.almerys.com

Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.1.5.1

http://pki.be-ys.com/be-yssignatureandauthenticationcanc.crl

http://pki.almerys.com/be-yssignatureandauthenticationcanc.crl

45:6D:D5:86:17:4C:19:36

digitalSignature

SHA-256

EB:CB:FB:0A:51:40:AB:C8:6E:AE:C4:0D:09:01:94:25:45:8E:89:E8:26:8B:6B:B4:3
9:D5:93:33:38:A7:9E:27

VATLU-LU29222134
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Subject CN: BE INVEST TIMESTAMP UNIT 9

Subject OU: TIMESTAMPING SERVICES
Subject O: BE INVEST International S.A.
Subject C: LU

X509SKI
X509 5K RW3VhhdMGTY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [eng

undefined.
[fr] undefined.
[de] undefined.

Status Starting Time

2024-04-05T07:00:39Z

3.3.1 - History instance n.1 - Status: granted

Service Type ldentifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject 2.5.4.97:
Subject CN:
Subject OU:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

BE INVEST TIMESTAMP UNIT 9

VATLU-LU29222134

BE INVEST TIMESTAMP UNIT 9

TIMESTAMPING SERVICES

BE INVEST International S.A.

LU

RW3VhhdMGTY=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

2023-03-01T13:20:54Z
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3.4 - Service (withdrawn): BE INVEST TIMESTAMP UNIT 10

Service Type Identifier

Service type description

Service Name

Name

[en]
[fr]
[de]

[en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject OU:

Subject O:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-

Tokens.

BE INVEST TIMESTAMP UNIT 10

187436

MIIG6TCCBNGgAWIBAGIDAtwsMAOGCSqGSIb3DQEBCWUAMIGCMQswCQYDVQQGEW/MVTEIMCMGAIUE
ChMcQkUgSU5WRVNUIEIudGVybmF0aW9uYWwgUy5BLIEXMC8GA1UEAXMoQkUtWVMgUOIHTKFUVVJF
IEFORCBBVVRIRUSUSUNBVEIPTIBDQSBDDZEZMBCGAIUEYRMOVkFUTFUtTFUyOTIyMEZNDA eFw0y
MTAzMTgxMz/5MTjaFwaMzASMTgxMz/5MTJaMIGVMOswCOYDVOO WJMVTEIM AlUEChMcOkUg
SUSWRVNUIEI Uy5BL MVVE/NRVNUQUIQSL/SHIFNFUIZ/OOVT
MSOW/gYDVDODEXtCRSB]TIZFUlQgVEWRVNUDUlOIFVOSVDQMTAXGTAXBQNVBG
MjkyMjixMzQwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBA Cweth]HHHEZKDDOFH7CmD
QT5gsseyVf7VSbEODkocvFWgpWRHe45yzgFoSrepqQMKo8/Cu7KOAg9p4gtK7s5bla+KwRh+plLiZ
mMX9FOIaEITtXnFyp7Hte+WiXVYm4FjhbMDu0S6/VipQzm4XqyfdwA9rohL WjKROIXXQI3kgADszu
e01mfl6|dTIP6+NYpFFgSaX/AfoxsGCtKE7MkRnAINP+/12JPKudWqUHIXhwfWe3XPtBY2ELhUIM
HTBMcwgRVWpwWsKPU| WaG/u4wnvWG/uSEWE7DTchhenTmwlek7junaKVsZDNhEBW/’gSeocAnEG/
bZBG+Bn/ZgLZr/UBA IMBAAG/ ’g%] MIICTTAWBgNVHSUBAf8EDDAKBGgrBgEFBQCDCDA Bg
GDAWgBRXVGcalwOXMZ/rMnfPSVhU/xDNFTCBtwYIKwYBBQUHAQMEgaowgacwCAYGBACORgEBMBMG
EgO/:\/kYBB/AngCEA/5GAOYCM/GFBgYEA15GAOUWezESFnNodHRWO/SVCthLmFsbWVyeXM uY29t
9iZ515c3NpZ25hdHVyZWFuZGF1dGhlbnRpY2F0aW9uY2FuYy9QRFMvQkUt
WVNTSUdUOVRVUkVETkRBVVRIRU5USUNBVE/PT11ORFMUCGRmEW/ﬂ'jE/ngngEFBOCBAORZMHEW
SgYIKWYEBOUHMAKGth0dHA6Ly9wa2kuYWthXJScy5/b2OVYmL/teXNzaWquXRl cmVhbmRhdXRo
W50aWNhdGIlvbmNhbmMuY2VyMCMGCCs Bhhdo wOi8vb2NzcC5hbG1lcnizLmNvbTAc
B INVHSAEFTATMBEGDysGAQQBg ISKOEHAWEFATCE/OYDVROfB/GNM/GKMEKQOKA+h/XodHRW018v
CthLm//LX/szNVbSQ/ZSl54‘3Np225/7dHV 'ZWFUZGF1 o 2F0 W9uY2Fuy y:.u
oECGth0dHAGLyQWaZkuYWXtZX]S(ijbZDvY’"’ Jt
UdDgQKI TnaDZAOBgNVHOEBAfSEBAMCB4AWDQY}KGZ/hVCNAQEL
BQADg: /EAthFXXymLB7&‘Pbcv525FWyEOMPQzOqHFSOZGSCEnlBFE/mll/sM+DnySvFNUUgn61L‘
N8tkWi K+IpPXVRb//VnELETUNuAAym ZH-KBvaTRZRVlD/qu85R+9q5Et(‘4YKqE3nGZTF5b G
55ihxPg/HDo//rl51Hew/A8SiM 1fQfVzZKI Qa 00 PFQ22
+5L‘3RoxWVVP7HDhTzquAGrIAGSqWQM//KYYdschcbcuLeylamnEOdeb/Y/deEO7Mct059pH6
03yB/YkZEUeDUdC5RM65 EK| ]oHZUCQPnNAgsZ+RCElntHaGYf//WKn Wn5vVDiwbCOVjHV5512
FM1+50' IVAJVFjcKrnl/VTyLCStLrEhRD8Rdy6Ldbl6D6SCFCNBh7/b172d+H5hbMI61wUDA
OSZdTUhGUE/tXTFHfE/I/BV/g\//LTUb7DgCZV+kJSpIZele70/q7TL 'XAURSMUTYN1 7T+096u005
12q/8qFR5DGYrs/1wKUnYZx6bhbEonT7MvOR)v/o+4MoaqCxguggdT5bm8KjltsZCa3uNQfOR
Ero)isﬂ;/g}/?%oAﬂgzqocsomKBl yegCGmMO44F+1mxTh1U8kvI4X3AeNbhuEAWuYSIwyWrhi wia W/sl w
i

SHA256withRSA

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC

BE INVEST International S.A.

LU

VATLU-LU29222134

BE INVEST TIMESTAMP UNIT 10

TIMESTAMPING SERVICES

BE INVEST International S.A.
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Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject 2.5.4.97:

Subject CN:

Subject OU:

Subject O:

Subject C:

X5095KiI

X509 SK |

Service Status

Service status description jen;g

LU

Thu Mar 18 14:29:12 CET 2021

Mon Sep 18 15:29:12 CEST 2023

id_kp_timeStamping

71:54:67:1A:23:03:97:31:9F:EB:32:77:CF:49:58:54:FF:10:CD:15

id_etsi_qcs_QcCompliance

http://pki.almerys.com/be-yssignatureandauthenticationcanc.cer

http://ocsp.almerys.com

Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.1.5.1

http://pki.be-ys.com/be-yssignatureandauthenticationcanc.crl

http://pki.almerys.com/be-yssignatureandauthenticationcanc.crl

46:76:EF:E3:41:39:DA:0F

digitalSignature

SHA-256

C5:E2:E5:34:AB:13:F9:F2:62:24:58:E0:8C:E3:1C:C0:35:B3:5F:E6:4A:8D:C1:20:2D
:07:2A:5C:EE:E6:32:F1

VATLU-LU29222134

BE INVEST TIMESTAMP UNIT 10

TIMESTAMPING SERVICES

BE INVEST International S.A.

LU

Rnbv40E52g8=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.
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[fr] undefined.

[de] undefined.

Status Starting Time 2024-04-05T07:00:01Z

3.4.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [en] BE INVEST TIMESTAMP UNIT 10

Service digital identities

X509SubjectName
Subject 2.5.4.97: VATLU-LU29222134
Subject CN: BE INVEST TIMESTAMP UNIT 10
Subject OU: TIMESTAMPING SERVICES
Subject O: BE INVEST International S.A.
Subject C: LU
X509SKI
X509 sK I Rnbv40E52g8=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2023-03-01T13:20:20Z

3.5 - Service (withdrawn): BE INVEST TIMESTAMP UNITQ 1

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.
[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] EinkZeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
Tokens.
Service Name
Name [en] BE INVEST TIMESTAMP UNIT Q 1

Service digital identities
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Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject 2.5.4.97:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Authority Key Identifier

QCStatements - crit. = false

161860948788839912894806260467258861655

MIHDCCBIygAWIBAGIQecYIGUSOLSKGESM -5+0VZANBAkGNKIGOWOBAQSFADCBDELIMAKGALUE
BhMCTFUXJTAJBGNVBAOTHEJFIEIOVKVTVCBJbr TRKJF
LV/TIFN/RDSBVFVSRSBBchgOWUSEVDVEIDOVR]T(MgO(JEngMg %EZMBCGAI VEYRMOVKEUTFUL
TFUyOTlyMjEz| 1jUZMT] MjUzMTJaMIGWMQswCQYDVQQGEW/M
VTEIMCMGA1UEChMcOkUgSU5WRVNUIEIudGVybmFOaWQUYWw Uy oBLIEZMBCGATUEYRIMOVKFUTFUE
FUYOTIYMEZN! MVVEINRVNUQUIQSUSHIFNFUIZJQOVTMSUwiwYDVQQDEXXCRSB)
T U1Qg EWRVNUOMo/FvosvogUSAxM//Bo;ANagkqhk/cgwaBAo FAAOCAYSAMI/E IgKCAYEA
YaICre/E087V/S6/nE 1 ODK eSZROTKCSROP Lt 7TRADDHOGHINU/HGEEN Y TIoZCE QG
[ 771 ZdPogJiQx9+UhCAmAbAPEKL] ngsss o
AtB81UVaXOrX4SCMd1 UEsDOcp/Up 7GOV+ 93FPVKymcp4 SLIBNQZ 76xa6s/RFADa 7XARIGIZ 7y
64KkxnIOBII/SIAIICParNIHZtMLIl 7y O/lf6C1byNYDAUIAIB2767KbOCDBBIAGRYPajk
YCHFUZELECTIEVS VKBS 70pi1Sge/4GYSCRPSGelyOManasz7RsnE Y ;J+5805qAI3deTu
% IbGORA/SG0tvBeVabRyGARSNStFVeKHMKC 7 TMNOGDNKBLOAT

0Qy) E3WUILEZESCOqVEYVs2
8elDLIASBsRatVaolVakla/UmABgNbus - FHM7SKTxQmRnrit/cX RAGMBAAGgg/ch
BgNVHSUBATSE! FEQCDCDATBg D TOUNSZU/) UeCYDlBUhIgHCSVzCB
vgY/KwYEBOUHAC AYGBACO YEAISGAQUwWGYEwfxZ5aHROCDOVL3BraS5h
bGlicnizL 'm11ZGIhdGUYYmU YXR1c

bm/\’IGVLlBEUyQIZSI5C3NpZZ5 HVyZWFuZGFIdGh/banYZFOaW9uYZFuYZItUERTLanZhMCZWII

EwYGBACORgEGMAKGBWQAjKYBBgIwgYAGCCsGAQUFBWEBBHQwCjA/BggrBgEFBQcwAYYXaHROcDov

L29/63AuYWX!ZX/5Cy5'b20WSWVIKWYBEOUHMAKGPZhOdHA6Ly9W,aZkuYWXtZXjECy5/b20VYmU
mNIcjAct

gVtsKQEHAWIFATCBIWYDVROTBIG) MFsbWVyeXMuY29tL
LX/ZCZ/nbmFOde/YW5kY)(VoaGVudGl/YXpr25/YW51Ml5/cmWWOGEBoD+GPWh0dHA6Ly9waZku
YmUteXMuY29¢L2JILXIzc2InbmFOaX]IYW5kYXV0aGVudGliYXRpb25/YWSMi5icmwwEQYD
BAECEUrSNPCHXROMAIGAL UdDWEBMWOEAWIHGDANB gkahkiGoWOBAQs AAOCAgEA/p+2pV9ACa5F
299dYR76AQKCZ]w+/TONODW + 151 +yF
Dd7bs1rdtnAng9L2aLNunxmz,45exp//5ELHsnvzkmD 02/ 7NDOK + Vx+MvD/qo+0zKIsp9z8/
XnEoNEBHj'/gwyOxNkT+laHKk4/Xbv1oquyZNUEbIOijyqu‘fOXnvZ3D3f0DY9cchn9quaqu
07dOXSINT HaJDRe LoRPpbdihuYioy810AZdDuTrczAu
WiSOBIGonkNumosy, 6y1523A+Wynucsassalppekoktufc+CR EjOSMXu3Gj85cMOQixkWMXqhxE
2/A+Wgalgph9GOEOboPmQAQBMUBDOK LAXYB1X0hzGFX3EHCEBMWILKbLLEIOUNTVHENWLHCUW
uuTaxe/EsdBonqmyahBOyhZICHEOS9CY 2EXIDy Ta3Y 4 ybRR 7vedpBYRIvAwideppVi/gECOKCTY
QUCLCXZSCBAKIUULYUIbOBZNS Yy ONIMXENXO3NCE00NIqGCUBYQXC2UqUMVUSCHXDGQIBR1/As
hw8K+dQ6YMiqLH+S+L 3/BbYq DM=

----- END CERTIFICATE-----

SHA256withRSA

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

BE INVEST International S.A.

LU

BE INVEST TIMESTAMP UNIT Q 1

TIMESTAMPING SERVICES

VATLU-LU29222134

BE INVEST International S.A.

LU

Thu Mar 30 14:53:12 CEST 2023

Mon Mar 30 14:53:12 CEST 2026

30:82:01:A2:30: gg 06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:8F:00.. 3(;&92 01:8A:02:82:01:81:00:1 C/i;F 65:95:F0:AB:78:91:34:F3:B5:92:EA. 39524 D5:00:CA:7D:E4:99:46:. 8?:

id_kp_timeStamping

40:D1:33:94:36:C6:54:FF:25:1E:09:83:B5:05:48:48:80:70:92:BF

id_etsi_qcs_QcCompliance
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Authority Info Access

Certificate Policies

CRL Distribution Points

Subject Key Identifier
Key Usage:
Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:
Subject OU:
Subject 2.5.4.97:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Service status description [eng

[fr]
[de]

Status Starting Time

http://ocsp.almerys.com

http://pki.almerys.com/be-yssignatureandauthenticationcanc2.cer

Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.2.5.1

http://pki.almerys.com/be-yssignatureandauthenticationcanc2.crl

http://pki.be-ys.com/be-yssignatureandauthenticationcanc2.crl

4B:9F:E4:D3:DC:1D:74:7D

digitalSignature

SHA-256

78:C2:63:EB:1E:9F:46:D3:AF:C4:BA:17:04:7C:3C:87:AB:AA:DB:07:27:71:B0:48:F
B:E5:CE:1A:24:F0:DA:B2

BE INVEST TIMESTAMP UNIT Q 1

TIMESTAMPING SERVICES

VATLU-LU29222134

BE INVEST International S.A.

LU

S5/k09wddHO=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.
undefined.

undefined.

2026-04-28T22:00:00Z

3.5.1 - History instance n.1 - Status: granted

Service Type ldentifier

Service Name

Name [en]

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

BE INVEST TIMESTAMP UNIT Q 1
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Service digital identities

X509SubjectName

Subject CN:
Subject OU:
Subject 2.5.4.97:
Subject O:
Subject C:

X509S5KI

X509 SK |

Service Status

Status Starting Time

BE INVEST TIMESTAMP UNIT Q 1

TIMESTAMPING SERVICES

VATLU-LU29222134

BE INVEST International S.A.

LU

S55/k09wddHO=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

2024-04-05T06:00:51Z

3.6 - Service (withdrawn): BE INVEST TIMESTAMP UNIT Q 2

Service Type Identifier
Service type description [en]

[fr]
[de]

Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.
Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
Tokens.

BE INVEST TIMESTAMP UNIT Q 2

146687102261645623694750408706016833490
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X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject 2.5.4.97:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

----- BEGIN CERTIFICATE-----

Mlth GPQ / VOJANB QWOBAOSFADCBhDELMAkGAIUE
BMCTEOTA) gNVEAoTHE/F/EIOVkVTVC /b
LV/TIFN/ROSE'VF\/SRSBETngOWUSEVOVEIDOVR]TOngOEngMgM/EZMBCGAI UEYRMOVkFUTFU[
TFUyOTlyMjEzI T EwJM

Qs

VT /MCMGA1UEChMCOkUgSL/SWRVNUIEIudGVybmF aWQuYWWgLIySBL/EZMBcGA1UEYRMOVkFUTFL/t
TFUyOTIyMjEzZNDEeMBw( GAlUECXMVVE/NRVNUOUlOSU5HIFNFU/Z/OUVTM$UWIWYDVOODEXXCRSBJ
TIZFU1QgVEINRVNUQU1QIFVOSVQ: gL CAY CAYEA
qM/qurk+ZhWGaaTWOc/bDAaCeZ aBUK//G/CI\Sth;SD/szNMYthSXvXle EOwwNmﬁngEIO

PNASUqqCGIwE]7yg+ONogEA 0+

+bzI08DGPIQ) DGHEPrquZEnKvtEg H Kv/BaHUM: /'" 51 ?l‘dYstEdez
5hXDZ4hXY/5 ZPmuDUXpbU/mft 7qu512lf/759VPR7/G/OhcqY/Z4H/C/7aDTef+C3h2/q/Zb m/
e+lOHT7EkBYonXqYava3LoVEGPmchVLKIdngsuLu5quKd/ UQK55x, E WENEA/wyXgshg3A
D9twSsu+Xbsc6RMhbbn8zhQG83RdqzOBLXrbBaff896VAKWfEaOtxVHUGKMKkNUDZ! YWMmDHrYPGjR
erGIZyymiRuHYQCsaaMI357ZJONjv1rilg99s+tPO6NkSR5! tRh/HW/SXAgMBAAG]ggjcMHC WDAW
EgN\/HSUEAfSEDDAKEggngEFBOCDCDAfBgNVHSMEGDA gBRAOTOUNsZU)/UeCYOlBUhIgHCSVZCB
vgYIKwYBBQUHAQMEgGDEw( a4WCAYGBACORgEBM/GMBgYEAISGADUWgYEW (Z5aHROcDovL3BraS5h
bGI/cnlszvaS9pbnR/cm1/ZG/thU vYm!
bmM; LlBEUyQIZ$l5C3NpZZ5hdHVyZWFuZGFldGthanYZFOaWQUVZFUYZ/tUERTLr)BI(ZhMCZWdW
EwYGBACDRgEGMAkGBWOA/kYBBgIWgYAGCCSGAOUFBWEBBHDWC]A]Bgyg gEFBQcwAYYXaHROcDov
L29/c3AuYWthX15 IA6LY 9w WxtzX)5cy5jb20vYmUt

W My mNIc/AngNVHSAEFTATMBEGDysGA()OE

f;tsKDEHAW/FATCE wYDVROfBI

0i8vcGtpLmFsbWVyeXMuY29tL2J!

1zc2InbmFOdX|IYW5kYXV0aGVudGlj’ YXpr?gS/ YWS5jl :/S/r:m wwOEEBnD+GPWhDdHA6L y9wa2ku
YmUteXMu YZQ[LZ]/LX/ZCZ/nbmFOde/YW5kYXVOBGVudGI/ YXRpb25] YW51MI5/Cm WWEOYDVRGO
BAOECEedu5/Nse6QMA4GA1UdDWEB/wQEAWIHgD, OsFAAOCAg 3d+
dtKMgMyaqQ97iCOU2a V+21 vU/g3pnuvLUsNZ/quzBBc+N8€5FFkrcngbeK Y/sKj/P+ WoXDl etB7
mfbl +gEAtO WISQjUwycNNnGIOvSBU8I4BhehB3i7i6¢cR59B9LOd7wSrEHNEoOCDbLDCuYecOSFu
2Zp5FJV/1zZjk/tm: RISPanWEOkOQel On3)(95WHNXXEIGLgCXDWZQlerEINNYZ/WSE/ZFSWG]OSZ
1TMTa78cFDsP6IGpxgILLoL WtWil0B.
Ly/wgCmiTDESSI/Y]9: 8EWXLCZ_?OXPX/vy/l/+sng5xDOc+B/81 57 IjIYSOyCDGM 79cYH2fcQmR2

bRINMu5h+ZrNWW9WkPlnfEJSkZh506[Y50/7KKSH9CuGDDV5 SEDASan/ zgMEO/EHzbSaYVhtt

34QK9TBSVjjQS 98 Y pH1JPKVGBWSbICPI

CiveknAdpyHihbytYASDUdt7OVV4 7zuM2u39 prrlA]YdEmafCZE v+FUCL06HEdr0sz/FmI/NP
PhstQnV3gujik 4f5SMEJozOIM:

rrrrr END CERTIFICATE-—--

SHA256withRSA

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

BE INVEST International S.A.

LU

BE INVEST TIMESTAMP UNIT Q 2

TIMESTAMPING SERVICES

VATLU-LU29222134

BE INVEST International S.A.

LU

Thu Mar 30 15:38:50 CEST 2023

Mon Mar 30 15:38:50 CEST 2026

SUSZUIAZ 0:0D:06:09:2A 70D01'01'01v HY
22828588124818A2A17CCD 8,

0. 03:62: 2. 01 8F 00'30 82 01 SA 02 82 01 81 '00'A8 CF F2 8A AA 54'F9'98'56 19 A6'93'58 E7 3F'6C 30 1A'09'ED'56'GB'75

5D -C
OB DO D0 A A2 O B EB AT D3RS O P A D A0 F T A3 1197 0o 0501 0001 0 2 0CTADBIFABDLIABL 86,67 2CA6:89:18:87 6LOVAC65:A3
id_kp_timeStamping
40:D1:33:94:36:C6:54:FF:25:1E:09:83:B5:05:48:48:80:70:92:BF

id_etsi_qcs_QcCompliance

http://ocsp.almerys.com

http://pki.almerys.com/be-yssignatureandauthenticationcanc2.cer

Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.2.5.1
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CRL Distribution Points http://pki.almerys.com/be-yssignatureandauthenticationcanc2.crl

http://pki.be-ys.com/be-yssignatureandauthenticationcanc2.crl

Key Usage: digitalSignature
Thumbprint algorithm: SHA-256
Thumbprint: 7D:62:50:F1:2F:1D:09:54:20:B4:50:F3:AA:6F:88:02:03:56:71:8E:42:C6:8E:F0:32:

E7:86:78:5B:4F:CE:88

X509SubjectName
Subject CN: BE INVEST TIMESTAMP UNIT Q 2
Subject OU: TIMESTAMPING SERVICES
Subject 2.5.4.97: VATLU-LU29222134
Subject O: BE INVEST International S.A.
Subject C: LU
X509SKI
X509 SK I R527n82x7pA=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.
[fr] undefined.
[de] undefined,
Status Starting Time 2026-04-28T22:00:00Z

3.6.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name Len] BE INVEST TIMESTAMP UNIT Q 2

Service digital identities

X509SubjectName

Subject CN: BE INVEST TIMESTAMP UNIT Q 2
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Subject OU:
Subject 2.5.4.97:
Subject O:
Subject C:

X509SKI

X509 SK |
Service Status

Status Starting Time

3.7 - Service (granted):

TIMESTAMPING SERVICES

VATLU-LU29222134

BE INVEST International S.A.

LU

R527n82x7pA=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

2024-04-05T06:00:27Z

BE INVEST TIMESTAMP UNIT Q 3

Service Type ldentifier

Service type description [en]

[fr]
[de]
Service Name
Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.
Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
Tokens.

BE INVEST TIMESTAMP UNIT Q 3

90717526965990533231918092602739950848

MlthDCCBWygAw/BAgIORD+PZxGfZWBIfAPslZaFADANngqhleQWOBADSFADCBhDELMAkGAlUE
UxJTAJBgNVBAOTHEJFIEIOVKVTVCBJbnRIcy TKKJF
LV/T/FN/RUSEVFVSRSBETkOgQVVUSEVDVE/DOVR]TOdeOEngMgM/EZMECGAlUEYRMOVKFUTFL/[
TFUyOTlyMjEzNDAeFw0yNTA3MjMwODQxXNTVaFw0yODA3MjMwODQXNTVaMIGWMQswCQYDVQQGEwIM
VTEIMCMGA1UEChMcQkUgSU5WRVNUIEIudGVybmFOaW9uYWwgUy5BLIEZMBCcGAIUEYRMQVKFUTFUE
TFUyOTIyMj! zNDEeMBWGAlUECXMVVE/NRVNUOUIOSL/SH/FNFLI/Z/OOVTMSL/W/WYDVOODEXXCRSB]
TIZFU1QgVEINRVNUQU1QIFVOSVQgU.
pDIn992BIvsb6CyGIm3wpaBs3YXU: 19WNthPuK2R7EgHRuzXN08Dm47LY167WIm416Y3qH5/+Wr
VMYxXzuZHw8QB7nuS1 yKMT(BCRqNGYKN4xnmrPLZxLAoyP2r+szmj/cg/EfRE5+cXVTbg/ ZdV
Sj+02VUe1mDqqHWXRB6MehTUh5wrAIOOFWghy. tDKkihYZp3owQro
BNHGITMarqQ8hpaeWNDxAy2Wij/awPNDAVAYDVSpdK T/WrTooGLN/Lgy4PTlwzmyuzoAAthsom
YFpMZ/VTcr5cdxod/shDE4C/PCCbFfXRNRW93XPlhdHKORH67463]yUyK/5L7Srq/TpZB+7Esz
dCCCLO/NRaYDDEJOECORKSIETaTknTkNtht8KquQKPz+M50mXyn EEBILymEd7ngr4kaBGZHKlL
PAKFB6Nq5qUYAfeCa3GvqZ2JjjHWz2jZmeQYLqrovTSRsEIYJIN7snFvAgMBAAGjgg/cMIl
EgNVHSUEAfSEDDAKﬂggrBgEFBOcDCDAfBgNVHSMEGDAWgBRAOTOUNsZL/#/UeCYOlBL/h/gHCszCE
vgYIKwYBBQUHAQMEgbEwga4 CAYGBACORgEBM/GMBgYEAISGAOUWQYEW (Z5aHROcDovL3BraS5h
bG1lcnlzLmNvbS9p bancmllZGIth
meyLlEEUleZS15c3Np225hdHVyZWFuZGF1dGh/banYZFOaW9uY2FuYz/tUERTLanZhMCZW4w

EWYCBACORGEGMAKGEWOAIKYBEGIWGYACCCSCAQUFBWEBEHOWC/ABaar BOEFBQCWA Y YXaHROCDoV
L29jc3AuYWthXj5c IKwYBBQUI 1A6LY9wazkuYWxEZX|5Cy5jb2

YXR W My mN/c/AcEgNVHSAEFTATMBEGDysGAOOE
gv! tsKDEHAwIFATCB/ YD! WOIBVCGtpLMFSbWVyeXMuY29tL2j!

IXIzc2InbmFOdXJIYW5KYXV0aGVudG Y XRpb2 5 YWSjMisjcmwwQ6BBoD+ GPWhOAHAGL y9w52ku
YmUteXMu Y29tL2}lLX/zc2!nbmFOde!YWSkYXVOaGVudGIJ YXRpb25j YWS/M/S/Cm wwEQYDVROO
BAOECEUgfoGjGziaMA4GA1UdDWEB/wQEAwIHgDANBgkqhkiG9wOBAQSF; CogEA GIF+tXIK3NE
wqcc1TIgnRYdK2ailNTUA7 TFsGOQyrtxISAw4Hd5n) o DNKkeaEe/IjKRBjn43uF Vv

9HKXbNYUWE +glyOhOOTMxas7vCpKM3A|5gvZhh12Vx3ISKCOXKYB+LziHUch. ZuyOk/'HnnM67pYY/
sZXVvV5aL/zfUmX 7pxQu+h1. GQXoEwa3C/EXy0XXT1 F73H02bonvabex9MghP20 ZOTF YH
CzDCJXuiNNI1jBGE1jezEsLw: 3YdileB8DeFLhCDhmwI50iR3p64 W

LgmORT5 VsTfSNBdXGBWMsYsZkZdBlsjUjkIZU+HUZWUSXDF[dgEXGZD/beKOOlFIENJOE/VCVhN
SrG6sltzCl4 )XPBLIUKGqCYQpABDUIe1CS6VeA
1rq4VmNOu/vncG79Uyr7HCERGCr+52FeLxs/MUg4yCZTDDGsoS4hDDI+ xnugZugEWEn+09LXwjO
JMwi QnMyuKxap/gWkFg DIJXmOD1rVkz/d80dj5rstTBsD2x
DR/IDCaasugDQBXp 7iZ+ T+mEUePOyUk4anZ/7ZrCSX00kEnKmGWMDYX/d laMw=

————— END CERTIFICATE-----

SHA256withRSA
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Issuer 2.5.4.97:
Issuer CN:
Issuer O:
Issuer C:
Subject CN:
Subject OU:
Subject 2.5.4.97:
Subject O:
Subject C:
Valid from:
Valid to:

Public Key:

Extended Key Usage
Authority Key Identifier
QCStatements - crit. = false

Authority Info Access

Certificate Policies

CRL Distribution Points

Subject Key Identifier
Key Usage:
Thumbprint algorithm:

Thumbprint:

X509SubjectName

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

BE INVEST International S.A.

LU

BE INVEST TIMESTAMP UNIT Q 3

TIMESTAMPING SERVICES

VATLU-LU29222134

BE INVEST International S.A.

LU

Wed Jul 23 10:41:55 CEST 2025

Sun Jul 23 10:41:55 CEST 2028

30'82'01 'A2'30'0D:06.'09:2A:86:48.‘86.'F7:OD:01 :01 :01.'05.'00:03:82:01.'2F:DD:3U:82:01.'8A:02:82:01.'F81:DD:A4:32.‘27.'F7:DD.'81:22:FB:1B:ES:2C:86:22.‘6D.’F0:A5:A0.'EC:DD.'85.'D4.'DF.'5F

id_kp_timeStamping

40:D1:33:94:36:C6:54:FF:25:1E:09:83:B5:05:48:48:80:70:92:BF

id_etsi_qcs_QcCompliance

http://ocsp.almerys.com

http://pki.almerys.com/be-yssignatureandauthenticationcanc2.cer

Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.2.5.1

http://pki.almerys.com/be-yssignatureandauthenticationcanc2.crl

http://pki.be-ys.com/be-yssignatureandauthenticationcanc2.crl

45:20:7E:81:A3:1B:38:9A

digitalSignature

SHA-256

1E:94:5A:01:28:96:D7:02:02:C1:08:08:FE:DB:14:94:14:E2:79:70:8D:2B:C2:AE:E
2:8C:2B:33:DE:66:67:B5
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Subject CN: BE INVEST TIMESTAMP UNIT Q 3

Subject OU: TIMESTAMPING SERVICES
Subject 2.5.4.97: VATLU-LU29222134
Subject O: BE INVEST International S.A.
Subject C: LU
X509SKI
X509 5K RSB+gaMbOjo=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2026-03-11T14:00:00Z

3.8 - Service (granted): BE INVEST TIMESTAMP UNIT Q 4

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description len] A time-stamping generation service creating and signing qualified time-stamps tokens.
[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] EinkZeit-StempeIn Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
Tokens.
Service Name
Name [en] BE INVEST TIMESTAMP UNIT Q 4

Service digital identities

Certificate fields details

Version: 3

Serial Number: 91159814912110307935358626131745992290
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X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject 2.5.4.97:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

----- BEGIN CERTIFICATE-----

MlthDCCBMQ/%AW/BAQIOR/594C£D]UB/2C+OLWnABuYANngqhkrGEWﬂBAOSFADCBhDELMAkGAIUE
BhMCTFUX/T/ gNVEAoTHE/F/E/ VKVTVCB| MuQ:
LV/TIFN/ROSE'VF\/ /SRS USEVOVEIDOVR]TOngOEngMgM/EZMBCGAl UEYRMOVkFUTFU[
TFU OTIyM/EZNDAEFW y TA3M jMwOT! g/ ‘MzVaFw0yODA3MMwOTEyMzVaMIGWMQsw( GEw/M
VT /MCMGA1UEChMCOkUg5L/5WRVNUI udGVybmFDaW9uYWWgLIySEL/EZMBcGA1UEYRMOV1<FUTFL/(
TFUyOTIyMjEzZNDEeMBwWGA1 UECXMVVE/NRVNUOUlOSU5HIFNFU/Z/OUVTMSUW/WYDVOODEXXCRSB]
TIZFU1 DgVE/NRVNUOUlOIFVOSVOgL OCA CAYEA
Xpgq+2mB2rFCSdUIHoBJitLHzwoWsV87doFyGiji chZudol/an/’ WjF9TfWCNBS 71nguu9d’MxHMLEu
XS31HnXKC/YdBdl/oVeYey61a3rqexcMTCM602/(}6quqCuOs 1J10825KtkN1vfOnK9zhlJFG
X9vJHKuyP3Jkx /y/kmqTtozi)ZxnT1SXnH+VhoQIQ! SvnRgGng/XXvZ.?ZdMR B/PZK
SjObNb wozxifcoMZSQZxE.?qU/j’ 7jpspGF w4KxDB8VGn 70lkrraLNm/ 4CnTukmZTZn4AAyQJclY
7nw9jEa. ggqUsgKIes, 'H1wNOnpjsvTaCnf50PPMO0GIOCI7pBR66UQ+
9UqXDEYjPE+ MwbijqfllZYeN7thNex WqukwMFNIngCqMQvCGFNq42GM bzDOHVSCYAXGjfnB
0IGOULnMoigPY; EYS75NX] QJ1BAgMBAAGjgg)cMIICWDAW
EgN\/HSUEAfSEDDAKEggngEFBOCDCDAfBgNVHSMEGDA WgBRAOTOUNsZU)/UeCYOl BUhIgHCSvzCB
vgYIKwYBBQUHAQMEgGDEw( a4WCAYGBACORgEBM/GMBgYEAISGADUWgYEW (Z5aHROcDovL3BraS5h
bGI/cnlszvaS9pbnR/cm1/ZG/thU vYm!
bmM; LlBEUyQIZ$l5C3NpZZ5hdHVyZWFuZGFldGthanYZFOaWQUVZFUYZ/tUERTLr)BI(ZhMCZWdW
EwYGBACDRgEGMAkGBWOA/kYBBgIWgYAGCCSGAOUFBWEBBHDWC]A]Bgyg gEFBQcwAYYXaHROcDov
L29/c3AuYWthX15 IA6LY 9w WxtzX)5cy5jb20vYmUt

W My mNIc/AngNVHSAEFTA TMBEGDysGAOOE
f;tsKDEHAW/FATCE wYDVROfBI

0i8vcGtpLmFsbWVyeXMuY29tL2J!
1zc2InbmFOdX|IYW5kYXV0aGVudGlj’ YXpr?gS/ YWS5jl :/S/r:m wwOEEBnD+GPWhDdHA6L y9wazku
YmUteXMu YZQ[LZ]/LX/ZCZ/nbmFOde/YW5kYXVOBGVudGLYXpr25/ YWS5jMi5jcmwwEQYD!
BADECEyZlBH HUINM, UdDWEB/wQEAWIHgDANBgkqhkiG9 WOBA05FAAOCAgEAL12VgS7IVy+ t
kO30ysjAKvWsLYtbqug4QbZ4TYf6l+0BUxk2XX[ueYYTWNeUSq7HCUw+90R7EZR W/E/qubGVFM/
E65bEV65hY/SOSCGAd]UqbquY NIvXykWe lE/ldGSsBQWWO/CORGI/tO]+H!1rKDTmXCkGVSY
n21+1bRVgZESZQOD3/BI CINkt5BH. IRGZUCBZTCK
+EcLAROCPVTYEVIjzgVLjBI170R0a924yAn3. 7)’<Roahafmbpo WMSfe557:1 OgGMﬂFESdpxuMVd
dQBDbNrC2Vr4LqgiXsNOg6TMv2YLzwYwa4NiTU dy2 WY7A+Ek1rpaqffZcGsp4 TYarPCtI55ZYa b2
IKGEN60cnEv1 fisz}égEHRFm/tD I85TIR0sVFdd 7fv/M8ti/NcC8iD5PeRfk5CGeOfelYeRjc
2Tqrl4Veo3SP60pHZDSvOUCHIn 6Kutvs/GothmkyEP68 71 cp3 +NzZ7IH1FporOA: 9krdORuW56!
QL7HbuDCMQmJfz30Vq58UdPUYUFjqVclFelOqwR899PrBzF6f9bMOudYDAUy2nUVFnOUHA0ZXnVF
Ad+808x9aLjhjROF1PjRRYtWBDPIiiDRyxz9BA3027Pble1h7FPQXIICRI31Gk1g=

SHA256withRSA

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

BE INVEST International S.A.

LU

BE INVEST TIMESTAMP UNIT Q 4

TIMESTAMPING SERVICES

VATLU-LU29222134

BE INVEST International S.A.

LU

Wed Jul 23 11:12:35 CEST 2025

Sun Jul 23 11:12:35 CEST 2028

30 82'01 ‘A2:30:0D:06:09:2A 7:0D:01:01 '01 05:00:03:82:01:8F:00:30:82:01:8A:02:82: 01 81 '00'C6'9A'BE'DA 50 76 :AC.. 50'92'75'49'47/10 12:62:84:B1 'F3'(,‘2‘85'AC57 CE:
86:8F:07:0E:DA: SEg 28:52:79:99:8D: 5:37:D6:08:1 gg 79. 44:82:EB:BD:74:CC:4

: [F5. C1 :C
T B B AD S0 oA 5 A A S L P RS DG 9T A5 3 A OO 0800010001 - 0C/CBi05 CO:8D:F9/CLLDO:BLBE:BEB CCAZ 2A:BF63:87:95:32:
id_kp_timeStamping
40:D1:33:94:36:C6:54:FF:25:1E:09:83:B5:05:48:48:80:70:92:BF

id_etsi_qcs_QcCompliance

http://ocsp.almerys.com

http://pki.almerys.com/be-yssignatureandauthenticationcanc2.cer

Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.2.5.1
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CRL Distribution Points http://pki.almerys.com/be-yssignatureandauthenticationcanc2.crl

http://pki.be-ys.com/be-yssignatureandauthenticationcanc2.crl

Key Usage: digitalSignature
Thumbprint algorithm: SHA-256
Thumbprint: 89:CC:31:03:79:89:13:BC:74:BB:2B:AD:D2:89:64:3F:FC:00:A3:EE:96:19:E2:A9:5

A:F2:46:BE:7E:07:FD:59

X509SubjectName
Subject CN: BE INVEST TIMESTAMP UNIT Q 4
Subject OU: TIMESTAMPING SERVICES
Subject 2.5.4.97: VATLU-LU29222134
Subject O: BE INVEST International S.A.
Subject C: LU
X509SKI
X509 SK TLOIEfAdSUO=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [eng undefined.
[fr] undefined.
[de] undefined,
Status Starting Time 2026-03-11T14:00:00Z
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4 - TSP: IgniSign S.A.

TSP Name

Name

TSP Trade Name

Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

ElectronicAddress

URI

URI

URI

TSP Information URI

URI

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[fr]

[en]

IgniSign S.A.

VATLU-33812514

9, rue du Laboratoire

Luxembourg

1911

LU

https://ignisign.io/

mailto:info@ignisign.io

mailto:info@ignisign.io

https://ignisign.io/ca/repository

4.1 - Service (withdrawn): IgniSign Global Qualified CA 2

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

len]

[fr]

[de]

[en]

Certificate fields details

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity
and other attributes verified by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitat und andere Attribute, die von den jeweiligen Registrierungsdienste (berprtift.

IgniSign Global Qualified CA 2
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Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer C:

Issuer O:

Issuer CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject CN:

Valid from:

Valid to:

Public Key:

CRL Distribution Points

Basic Constraints

Authority Key Identifier

Subject Key Identifier

Certificate Policies

Authority Info Access

Key Usage:

Thumbprint algorithm:

MIIEfTCC/ i QsFADI wYDVQQDDBBJZ25pU2InbiBSb290

/ENEMRYWFAY’DVOOKEAI/ZZSpCZ/nb/BTLkEuMOsWCOYD OOGEW/MVTASFWD NDAOMTkxMDEOMDBa
Fw0zNTAOMTkxMDEO) MDBa r/ INVBAMMHKIn bm/TaWdUlEdstjthBRdWFsaWZ ZWQgQOEg
M]EWMBOGAI ly5BLJEXMBUGA1UEYQwOVKI FUTFUtMZM4MTIlMTOXCZA/BQNV

WNSW(
BA VTAkXVMFkWEWYHKoZ/Z/OCACFY/KD;/Z/CIDAOcDOgAESVXXyZBZm//EHZTl MT7yLE/muHy12hwi
IFVEGfeGUypYYleylZT+bv4V2jB72jhocHeTEoJKEA85yAuyNBMzeqOCASQwggEGMCBGAIUAH) o
MCYW/KAIOCCGHthdHA6L)/9‘]Y51yb290LWNerC5p225pC2/nbrSprASBgNVHRMBAfSECDAGAO 1/
1Udl WBBQSU8OxxI+FeETg

fIEXhB7iQaE+2j /BMB NVHSAERTEDMEEGDCSGAQOBQB;JWAOEKAZAXMCBGCC GAOUFEWIEFIMIaHRU
CHM6Ly9pZ25pc2Inbi5pb y9]Y59yZXBchIDb3]5I/AOBgNVH(JBBAfSEBAMCAOYWOWYIK WYBBQUH
AOEELZAtMCSGCCsGA UFBZA 'NydC9,

13DQEBCWUAA4ICA OBWVXZ_?LI anGwrﬂSQVCuan +W8w/LCGel WyWerWANzSNGecOy/FEkACo
AaOUGTW4HXXWIq7/quqVRK rOkX1 pLkQerNbkBgNXMPZ/ZBXZGPXCM/g/RBCVRanWDjF7 [2ew
kjG4YTpnz59312r2E9X0adfxZco80p50SZQ6EDXIp5ulxCZI+: 6U+/e2 buxs9jdylAWRCFKY
yDOFySmwu9q' VK2X8fnZZUBjUUgyfc}kojTNhSZZIMX ‘mxY8USd8+HDRwcgwQfrZwoXUb9jPOOBupfw
1tblAndGQeeaXIU62N+ekIDgOnMVfczalU11vHehHoKjK4o WPYITAPP+ddekX]I/AFCCZj wjo)y
akFMj1 FVdRKv3p5/cbW/go9R[p52Wqu5Nf456AZ7X0n VtSqOVn Yrc/dM6g9C+/ZdOhG +Di b31 IN

x+9uosimHaKzybRnRNIIfjurDiiiB: Ig/
kalBoSae{AlLl DDhpGQ4Riz4 YbLSVSFBS VF32VSEéDRZOYYKPme54KD WW OXZZHSLb 7W/EZMM8
QZxVB8/L4 aeW/qo+m WX1ESWvvZVf+tea8CELgGBv2G+Dv/8te2DrFAKmW1a7fyGlj9TvbuNF2a
5y8Z4XDOh+UF6zkslQ==

=
Sy

rrrrr END CERTIFICATE—-

SHA256withRSA

LU

Ignisign S.A.

IgniSign Root CA

LU

VATLU-33812514

IgniSign S.A.

IgniSign Global Qualified CA 2

Fri Apr 19 12:14:00 CEST 2024

Thu Apr 19 12:14:00 CEST 2035

30:59:30:13:06:07:2A:86:48:CE:3D:02:01:06:08:2A:86:48:CE:3D:03:01:07:03:42:00:04:F1:5C:71:CB:60:73:98:88:84:1F:64:F5:31:3E:F2:2C:4F:E6:88:7C:B5:DA:1C:2B:20:55:44:19:F7:

86:53:2A:58:62:57:82:21:94:FE.6E:FE:15:DA:30:7B:D8:98:68:70:77:93:12:82:4A:10:0F:39:C8:0B:82:34:13:33:7A

http://ca-root-crl.ignisign.io

IsCA: true - Path length: 0

F3:39:32:67:A7:E9:50:08:BA:55:BA:B6:6E:28:B7:92:74:9F:A9:89

12:53:C3:B1:C4:8F:85:78:44:E0:7E:5B:57:84:1E:E2:41:A1:3E:CE

Policy OID: 1.3.6.1.4.1.58710.1.1.10.3

CPS pointer: "https://ignisign.io/ca/repository"

https://ca.ignisign.io/crt/root

keyCertSign - cRLSign

SHA-256

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1

Page 114



Thumbprint: D2:3D:D3:A2:19:31:95:EE:0E:DB:07:58:95:17:90:84:37:02:64:55:21:07:4B:DB:B
6:92:AC:E1:A6:0D:F9:68

X509SubjectName
Subject C: LU
Subject 2.5.4.97: VATLU-33812514
Subject O: IgniSign S.A.
Subject CN: IgniSign Global Qualified CA 2
X5095KI
X509 SK| EIPDscSPhXhE4H5bV4Qe4kGhPsd=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2025-06-10T06:00:00Z

4.1.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

4.1.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [en] IgniSign Global Qualified CA 2

Service digital identities

X509SubjectName
Subject C: LU
Subject O:

IgniSign S.A.
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Subject CN: IgniSign Global Qualified CA 2

X509SKi
X509 5K EIPDscSPhXhE4H5bVA4QedkGhPsd=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2024-05-08T05:21:547

4.1.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

4.2 - Service (withdrawn): IgniSign TSA Qualified CA 2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description len] A time-stamping generation service creating and signing qualified time-stamps tokens.
[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] EinkZeit-StempeIn Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
Tokens.
Service Name
Name [en] IgniSign TSA Qualified CA 2

Service digital identities

Certificate fields details

Version: 3
Serial Number: 9
X509 Certificate rrrrr BEGIN CERTIFICATE-—-
MIIE€jCC wYDVQQDDBBJZ25pU2InbiBSb290

IENBMRYWFAYDVQOKDA1/225pC2/nbrBTLkEuMOSWCOYDVOOGEWJMVTAEFWOyNDAOMTkXMDEONDVa
Fw0zNDAOMTkxMDEONDVaMG OX]D IFRTQSB PZWQg Qi
MBQGA1UECgwNSWduaV/ g ySBL/EXMBUGAl UEYDWOVkFUTFUIMZMdMTIlMTOXCZA]BQNVBAYT
AkXVMFkWEWYHKOZ/Z]OCAngIKDZIZjGDAOC DQAE6QVPnUIhxII04RXu59PINdcOs +S/7X/a0.
8melHp06x+6eu0qaSkWrAwHb+TiIWWIBiyPE8r]IoxEW6xqoxqOCASQWggEGMCEGAL UdeOoMCYW
jKAmCCGHthdHASLyQ/YSl yb290L WNybCSpZZ5pEZInb15prASB NVHRMBA f8ECDAGAQH/A:
IDgQWBBQxY6KRyI5Z/! FNgOX X
Y//MMC9FY/BMEgNVHSAERTBDMEEGDCSGAOOEgBDWAOEKB/AXMCSGCCSGAOUFBW/BFIMIEHROCHME
Ly9pZ25pC2Inbispby9)YS9y ZXBuc2I0b3/5/AOBINVHQEBAFEEBAMCAQYwOW VIKwYBBQUHA O
LzAtMCsGCCsGAQUFBzAChh9odHRwczovL2NhL mIvL2Nyc
DQEBCWUAA4/CAOCLbODWVZUreXEMpZquD/a7VaNVBN+T0b4tTdALbTukZhKNatXGOZl 7&‘4eDMt
N(F[rNY+3]qer(GH3xlmnFmvg CalU0/Whwi FGEVkSpZCXX/rdS VrBdY7YhDSe5mpYUSZA/ruQ5E+
OvG3hSMEHmrWcxSk64azvyrwlbScrtOU5wYEZBOVIY 9RK 54GiKBjGhW7vXx/twPc+DvdnDIvAep
TXXr3Z4LthoOV50bCyTUhIQJfKVuEb/jeaGrtfﬁ FFNLUH+, k5qK3p3 tMtDbqW+k3LNn8srvd7
JfZ2NRjj82360bM7ECqeFnYaCjtgglZ4F3poakNgItF1TS) oo 5{/5}( VWIm/sthZW+ABth0
Tn72kZksQNpn6+sEYufsvpal9veL1tz)3Lc90jwjPJOP8hoRcOeWbFK32ELwd2gPICyGOPTYcYjn
8xi4gBXs+nU+DuvYiUIrxFXXWtGUADJJiDInWi. ZFe/LEbtA4CTukkj4Dk0/c Yzhudp/qy/lZAB r7
jAdB20571g3wzDuWQe4Dsqg 7FWNOGEyFQLosmusiiLjBkcnKeKzQ8AbLHY9pOiFmjn1+6m2XyYUbv
+703039BHd40NN1376GeVqNDz/eBMk+U+6Ex/oFbiBFihBybRSF7ARUUSIDDoNopjoDLCgd89Zwt

Signature algorithm: SHA256withRSA
Issuer C: LU
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Issuer O:

Issuer CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject CN:

Valid from:

Valid to:

Public Key:

CRL Distribution Points

Basic Constraints

Authority Key Identifier

Subject Key Identifier

Certificate Policies

Authority Info Access

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject C:

Subject 2.5.4.97:

Subject O:

Subject CN:

X509SKI

X509 SK |

Ignisign S.A.

IgniSign Root CA

LU

VATLU-33812514

IgniSign S.A.

IgniSign TSA Qualified CA 2

Fri Apr 19 12:14:45 CEST 2024

Wed Apr 19 12:14:45 CEST 2034

30:59:30:13:06:07:2A:86:48:CE:3D:02:01:06:08:2A:86:48:CE:3D:03:01:07:03:42:00:04:£9:05:4F:9D:42:21:C6:52:0E:E1:15:EE:E6:03:FD:35:D7:0E:B3:E4:BF:ED:7F:DA:39:7F:2A:F2:67:

A5:1E:9D:3A:C7:EE:9E:BB:4A:9A:4A:45:AB:03:01:DB:F9:38:96:59:F9:41:8B:23:C4:F2:B2:48:A3:11:16:EB:1A:A8:C6

http://ca-root-crl.ignisign.io

IsCA: true - Path length: 0

F3:39:32:67:A7:E9:50:08:BA:55:BA:B6:6E:28:B7:92:74:9F:A9:89

31:63:A2:91:C8:8E:59:FC:53:60:43:19:17:62:58:8C:31:CF:45:62

Policy OID: 1.3.6.1.4.1.58710.1.1.10.6
CPS pointer: "https://ignisign.io/ca/repository"

https://ca.ignisign.io/crt/root

keyCertSign - cRLSign

SHA-256

E4:68:BD:96:C1:46:FB:23:4E:9E:FA:93:CD:C4:74:50:89:A2:7F:E8:FC:C9:66:E8:B5
:34:0A:AD:A8:14:E4:B3

LU

VATLU-33812514

IgniSign S.A.

IgniSign TSA Qualified CA 2

MWOIikciOWIXTYEMZF2]YjDHPRWI=
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Service Status
Service status description [enj

[fr]
[de]

Status Starting Time

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.
undefined.

undefined.

2025-06-10T06:00:00Z

4.2.1 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject C:

Subject 2.5.4.97:

Subject O:

Subject CN:

X509S5KI

X509 SK |

Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

IgniSign TSA Qualified CA 2

LU

VATLU-33812514

IgniSign S.A.

IgniSign TSA Qualified CA 2

MWOIikciOWIXTYEMZF2]YjDHPRWI=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

2024-05-08T05:30:08Z
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5 - TSP: InCert

TSP Name

Name [en] InCert
TSP Trade Name

Name [en] VATLU-25655759

Name [en] INCERT public agency

PostalAddress

Street Address [en] 15, rue Léon Laval
Locality [en] Leudelange

Postal Code [en] 3372

Country Name [en] LU

ElectronicAddress

URI [en] mailto:security@incert.lu

URI [en] https.//www.incert.lu/

TSP Information URI

URI [en] https://repository.incert.lu/

5.1 - Service (granted): INCERT Qualified Timestamping

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.
[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] I;_inkZeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
okens.
Service Name
Name [en] INCERT Qualified Timestamping

Service digital identities

Certificate fields details
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Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer C:

Issuer O:

Issuer 2.5.4.97:

Issuer CN:

Subject C:

Subject O:

Subject 2.5.4.97:

Subject CN:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

Certificate Policies

CRL Distribution Points

Subject Key Identifier

Key Usage:

238925627986572222810024208148121781064150711014

----- BEGIN CERTIFICATE-----

MIIDXjCCAuOgAwIBAgIUKdnLsumGcb. 7&:/1(WSOhPEQddzleuYWCgYIKDZIZ/OEA wMwejEzMDEGA1UE

A WWqRE/hmegRH\/jaHkgbZ YgTHV4Z 1 IbEVyZyBUa WI1IIFNOYW1waW5nIENBM, CWFOYDVORhDAS w
QVRMVSOyNTYINTc1O0TEdMBs GA jUIHBl YmxpYyBhZ2VuY3kxCzA|BgNVBAYTAK;
MB4XDTI1 MDUg(MzEyNTMWM/cX wMVowejEzZMDEGA1UEAwWWQGR 3/hbmQ: Rflig]{?Hkg

VjUIHBl mepYth22VuY3kXCZA]BgNVBAYTAkX\/MHYWEAYHKoZ/ JOCAQYF
K4EEACIDYgGAEGOBEOCYYbYM6/m: anir\/dbzvhuz PSP8G) g bRTajpSWww4WVw3M3MI05viq55+L
/X/+ZF]€VFW[BPNVdeL‘SCs}ZkWJCCbnR HETK/K]LBYgXCH NLrYCgeE+/Z30rﬂD4IBKDCCASO
EgYDVROTAQ EB/wi ZC/L5CEDBBBggr
B EFBDCBADOIMDMWMOYIKWYBBOUHMAKG]WhOdHAGLEQyZXBVCZIOb_?/SLquY2VydC55d590C3Fj
Y55jZXIh WOWYDVRDQEDWWO]A4ngrgSSFA wICAOA wKzApBggrBgEFBQcCARYdIGhOdHBzOi8vemVw

b3NpdG9yeS5pbmNIcnQubHUWN C8wL TAroCmgj4YlaHROCD avL3]/chzaXvankua W5j
ZX/OmelL3chWNhLml\ﬁ£’vbDAngNVHD4EF QUEUrrp4lowP/zPG6/3Dd ry+ OhAWDGYDVROP, Aok
BAQDAGEGMAOGCCAGSMA9BAMDAZKAMGYCHQDHM WoWhpnburyIKRKGOCS gL 0201dWFLIXUWCORX
ONUSWOGCAUBI 4 ug5 LMCMOCKN 05 QwLg )+ GgIYs5IKHTXURGOBIXOX 0S4l + dbemal
68Ay6agr2ccPLyU=

rrrrr END CERTIFICATE-—--

SHA384withECDSA

INCERT public agency

VATLU-25655759

Grand Duchy of Luxembourg Time Stamping CA
LU

INCERT public agency

VATLU-25655759

Grand Duchy of Luxembourg Time Stamping CA
Tue May 13 14:53:02 CEST 2025

Wed May 08 14:53:01 CEST 2047

4:96.’C3,‘0E.’16:57.‘(7D:CC.'DC.‘C2 34 E6 FSAA 5. ZF SB 95: 7F FE CC 58 DE: BC 5C ZD 04 F3 55 51 F7 GD E5 CB 23 CE 45! 89 08 26 E7 45 414 C4 4C A8 CA 8C EF 58 83 10 87 04 DZ EB
:60:28:1E:07:£9:59:DD:0A:E8

IsCA: true - Path length: 0

05:47:2B:A7:89:68:C0O:FF:F3:3C:6E:A3:DC:E7:76:42:FC:BE:42:10

http://repository.incert.lu/tsqca.cer

Policy OID: 1.3.171.5.3.2.2.1.0
CPS pointer: https://repository.incert.lu

http://repository.incert.lu/tsqca.crl

05:47:2B:A7:89:68:C0O:FF:F3:3C:6E:A3:DC:E7:76:42:FC:BE:42:10

keyCertSign - cRLSign
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Thumbprint algorithm: SHA-256

Thumbprint: OC:5E:69:12:1F:4F:57:E1:DB:37:7E:BD:F3:5C:AB:3E:F4:AB:D5:9C:38:1F:17:06:7B
:41:6F:A4:43:2A:FC:0E
X509SubjectName
Subject C: LU
Subject O: INCERT public agency
Subject 2.5.4.97: VATLU-25655759
Subject CN: Grand Duchy of Luxembourg Time Stamping CA
X5095K
X509 5K BUcrp4lowP/zPG6j30d2Quy+QhA=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2025-07-04T08:00:00Z

Scheme Service Definition URI

URI [en] https://portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-

confiance/liste-confiance/incert/additional-information-incert-qualified-
timestamping.html
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6 - Sighature node - Id: id-a038d1c255cd0e507f33278034400648

Signing Time

2026-05-20T06:03:34Z

TSL Scheme Operator certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer OU:

Issuer O:

Issuer L:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject OU:

Subject O:

Subject L:

Subject C:

Valid from:

436585934309824696085415802453634045322681947766

M/IGODCCA++gAleAg/UTHKW\//LQAhchCWGL/+IGdk/o/nYWPgY/KoZ/hVCNAOEKMDGgDTALEg/g
hkgBZQMEAGOhGjAYBgkqhkiGIwOBAQgwCwY] / W IDBAID0gQCAgG+MHsxCzAJBGNVBAYTAKXV
MRAwDgYDVQQHDAJCZWx2YXV4MQ4wDAYDVQQKDAVITE5BUZEhRMB8GA1UECwwYRGInaXRhbCBUcnVz
dCBEZ, EhcnRtZW50M04WDAYDVOODDAV/TESEUZEXMBUGA]LIEVOWOVkFUTFUtM//SNTkDN/MWHhCN
MjQWMTE1MDg1MzlyWhcNMjcwMTEOMDgIMz IyW/B7MOswCOYD\/OO wMVTEQMA4GAIUEBWWHQMVs
deIeDEDMAWGAIUEC%WFSUXDOVMXITAB gV VH]1c3Qg| GV YX]DbWVudDEU
MAWGAIUEAWWFSUXOO MXFzAVEgNVBGEMD/ZEVEXVLT/yOTUSNDVZMI/C//ANEgkqhleQWOBAOEF
AAOCAg8AMIICCgK EA1VVZPcOvIOp/mai GlOZZT7MfSE]+VCdfdPyZh+melI6T17R20p229n7
bxGXYBEOfCDSUYﬁ)ﬂ:]SrTPSXdUtEgMUFIUtaR/UGS/Cy]gTSDveBIYXZBPSpr/FWRDUEde m/xM
JVPBTfBERIMGOeEFH2pl+Zo/hOi Y5aN4a5P/Z3Hhaa/Bko4b7NLZ+y+/d7pz/c/0XYOKaoarGng
35{7UYYYO0U5 /gAXq/l/rAWESYXY!SSQAGZHUS}/]BZFRJ7IaBOmFAIPCV+0XZ rS4192H+2+A
MWvioGz04fT g+PUOZm3nLKO5FCZerUK/1PGZSBg/7 FSET5XBEOEOjMVonUHVg2f5ep8ib
1/+wquryRG/RZS 7jSIN8MSWaMdtm1appszRV5oLiezyll D+/mWmanb/lcqvchoSEsz’ongW

Y 45D8YE 3 mer /acloytd] J7RIWYVp N8g
'G4dL| KABth/PLF

/Ng//POVEAYijSV/YZFSSPCZKE3khVSL/ZHchzTVEFVb/2Fb/ededZEAjWK83h5/60v20x6+us
8PA OBBYEFM5+p55aL TkRMEdNDTbgx0B/JKIhMAWG
AIUdEwEE/wQCMAAW gYDVRDPAOH/BAQDAgZAMBEGAIUd/DOKMAFGBgQAkTCDADA+B k(LthGQWOB
AOOWM&ANMASGCWCG AF/AWOCAGE&MEQG SqGS/b.?DOEBCDALngghkgE QMEAGOIBAICA 4Dgg/B
AAj7¢ ZU! VKrhXg570USJDFAJMICbJzIAnueOL7YpWcZ:
NHDNIZElVKka7528H UGDWFmef/DS/uuBCZa/ETP g/V?JQBlS gHWjCE8+6 GthCghelS 7KB
wYBOXmTIQP8Y5yzorNFqOmivP|1CkRnyKBfIH/rEIWEPS V. wRSRf/’ (
u1Epfy]RCtSnZEYdPIeOWOShSG 8SYil P/OPVZWqUuoc5slCz.?5n/X1HUh2/5A76d IsB+IfUgCm1a9
Y75VzuWuVIICO! rYOrTM56A 1l 2AKQP9706djicOUQa4T7u
Opvrq/qusde/yVKfSBC/O/HPgvBs/EOR789P//X<7L/CEBq/sEXSSve69+OSnDW5v+R ’bLFI7Dz
OXXXN/MrQHZ2EOQrNadXUlordtfvhgViTvSHZRmM9cQvFXu700zYsXaFA5XIhOQd/8blilg8cwoa63
mgphTGk31rATRFSXg50sDyCGaPgnVY3IR+4PcufEYMinbS5x5x2R81FX1xLGKpsG1aOdXZN6S+wH
AVVDsr!anqCZbFY/qvg/DDGVLs/aUkvagn15q5XnBQrHijCCIK/V/O/‘351r'zkaVSpkKssyE

----- END CERTIFICATE-----

RSASSA-PSS

VATLU-22959463

ILNAS

Digital Trust Department

ILNAS

Belvaux

LU

VATLU-22959463

ILNAS

Digital Trust Department

ILNAS

Belvaux

LU

Mon Jan 15 09:53:22 CET 2024
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Valid to: Thu Jan 14 09:53:22 CET 2027

Public Key:
Subject Key Identifier CE:7E:A7:94:9A:2D:39:11:30:47:4D:0D:36:EA:C7:40:7F:24:A2:21
Basic Constraints IsCA: false

Extended Key Usage id-tsl-kp-tsISigning

Key Usage: nonRepudiation
Thumbprint algorithm: SHA-256
Thumbprint: 5B:45:AA:A7:EA:B3:11:B5:8A:9B:5D:09:A3:28:6E:A3:B5:4B:4C:B8:A5:67:7B:D2:2

1:C7:E9:D4:DD:DD:AA:4F
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	TSL Scheme Information
	Pointer to other TSL - EUROPEAN UNION


	1.EU TSL - MimeType: application/vnd.etsi.tsl+xml




	1 - TSP: LuxTrust S.A.


	1.1 - Service  (withdrawn): LuxTrust Qualified Certification Authority


	1.1.1 - Extension (critical): additionalServiceInformation


	1.1.2 - History instance n.1 - Status: granted


	1.1.2.1 - Extension (critical): additionalServiceInformation



	1.1.3 - History instance n.2 - Status: undersupervision


	1.1.4 - History instance n.3 - Status: accreditationceased


	1.1.5 - History instance n.4 - Status: accredited


	1.1.6 - History instance n.5 - Status: undersupervision



	1.2 - Service  (deprecatedatnationallevel): LuxTrust Time Stamping Authority


	1.2.1 - History instance n.1 - Status: recognisedatnationallevel


	1.2.2 - History instance n.2 - Status: undersupervision


	1.2.3 - History instance n.3 - Status: accreditationceased


	1.2.4 - History instance n.4 - Status: accredited



	1.3 - Service  (withdrawn): LuxTrust Global Qualified Certification Authority


	1.3.1 - Extension (critical): additionalServiceInformation


	1.3.2 - History instance n.1 - Status: granted


	1.3.2.1 - Extension (critical): additionalServiceInformation



	1.3.3 - History instance n.2 - Status: undersupervision


	1.3.4 - History instance n.3 - Status: accreditationceased


	1.3.5 - History instance n.4 - Status: accredited


	1.3.6 - History instance n.5 - Status: undersupervision



	1.4 - Service  (deprecatedatnationallevel): LuxTrust Global Time Stamping Authority


	1.4.1 - History instance n.1 - Status: recognisedatnationallevel


	1.4.2 - History instance n.2 - Status: undersupervision


	1.4.3 - History instance n.3 - Status: accreditationceased


	1.4.4 - History instance n.4 - Status: accredited


	1.4.5 - History instance n.5 - Status: undersupervision



	1.5 - Service  (withdrawn): LuxTrust Global Qualified Certification Authority 2


	1.5.1 - Extension (critical): additionalServiceInformation


	1.5.2 - History instance n.1 - Status: granted


	1.5.2.1 - Extension (critical): additionalServiceInformation



	1.5.3 - History instance n.2 - Status: undersupervision



	1.6 - Service  (granted): LuxTrust Global Qualified Certification Authority 3


	1.6.1 - Extension (critical): additionalServiceInformation


	1.6.2 - Extension (critical): additionalServiceInformation


	1.6.3 - Extension (not critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESig]


	1.6.4 - Extension (not critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESeal]


	1.6.5 - Extension (not critical): Qualifiers [NotQualified]


	1.6.6 - History instance n.1 - Status: granted


	1.6.6.1 - Extension (critical): additionalServiceInformation


	1.6.6.2 - Extension (critical): additionalServiceInformation


	1.6.6.3 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESig]


	1.6.6.4 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESeal]


	1.6.6.5 - Extension (critical): Qualifiers [NotQualified]



	1.6.7 - History instance n.2 - Status: granted


	1.6.7.6 - Extension (critical): additionalServiceInformation



	1.6.8 - History instance n.3 - Status: undersupervision



	1.7 - Service  (withdrawn): LuxTrust Global Time Stamping Authority


	1.7.1 - History instance n.1 - Status: granted



	1.8 - Service  (granted): LuxTrust Qualified Time Stamping


	1.9 - Service  (withdrawn): LuxTrust SSL Certification Authority 5


	1.9.1 - Extension (critical): additionalServiceInformation


	1.9.2 - History instance n.1 - Status: granted


	1.9.2.1 - Extension (critical): additionalServiceInformation




	1.10 - Service  (withdrawn): LuxTrust Seal and Signature Validation Service


	1.10.1 - Extension (critical): additionalServiceInformation


	1.10.2 - Extension (critical): additionalServiceInformation


	1.10.3 - History instance n.1 - Status: granted


	1.10.3.1 - Extension (critical): additionalServiceInformation


	1.10.3.2 - Extension (critical): additionalServiceInformation




	1.11 - Service  (withdrawn): LuxTrust Seal and Signature Validation Service


	1.11.1 - Extension (not critical): additionalServiceInformation


	1.11.2 - Extension (not critical): additionalServiceInformation


	1.11.3 - History instance n.1 - Status: granted


	1.11.3.1 - Extension (not critical): additionalServiceInformation


	1.11.3.2 - Extension (not critical): additionalServiceInformation




	1.12 - Service  (granted): LuxTrust Qualified Electronic Registered Delivery Service


	1.13 - Service  (withdrawn): LuxTrust Seal and Signature Validation Service


	1.13.1 - Extension (not critical): additionalServiceInformation


	1.13.2 - Extension (not critical): additionalServiceInformation


	1.13.3 - History instance n.1 - Status: granted


	1.13.3.1 - Extension (not critical): additionalServiceInformation


	1.13.3.2 - Extension (not critical): additionalServiceInformation




	1.14 - Service  (granted): LuxTrust Seal and Signature Validation Service


	1.14.1 - Extension (not critical): additionalServiceInformation


	1.14.2 - Extension (not critical): additionalServiceInformation



	1.15 - Service  (granted): LuxTrust Qualified Time Stamping – LTQTSCA-RSA


	1.16 - Service  (granted): LuxTrust Qualified Time Stamping – LTQTSCA-EC


	1.17 - Service  (granted): LuxTrust Global Qualified Certification Authority 4 - LTGQCA4-EC


	1.17.1 - Extension (not critical): additionalServiceInformation


	1.17.2 - Extension (not critical): additionalServiceInformation


	1.17.3 - Extension (not critical): Qualifiers [QCQSCDManagedOnBehalf]


	1.17.4 - History instance n.1 - Status: granted


	1.17.4.1 - Extension (not critical): additionalServiceInformation


	1.17.4.2 - Extension (not critical): additionalServiceInformation


	1.17.4.3 - Extension (not critical): Qualifiers [QCQSCDManagedOnBehalf]


	1.17.4.4 - Extension (not critical): Qualifiers [QCQSCDManagedOnBehalf]




	1.18 - Service  (granted): LuxTrust Global Qualified Certification Authority 4 - LTGQCA4-RSA


	1.18.1 - Extension (not critical): additionalServiceInformation


	1.18.2 - Extension (not critical): additionalServiceInformation


	1.18.3 - Extension (not critical): Qualifiers [QCQSCDManagedOnBehalf]


	1.18.4 - History instance n.1 - Status: granted


	1.18.4.1 - Extension (not critical): additionalServiceInformation


	1.18.4.2 - Extension (not critical): additionalServiceInformation


	1.18.4.3 - Extension (not critical): Qualifiers [QCQSCDManagedOnBehalf]


	1.18.4.4 - Extension (not critical): Qualifiers [QCQSCDManagedOnBehalf]




	1.19 - Service  (granted): LuxTrust Seal and Signature Validation Service


	1.19.1 - Extension (not critical): additionalServiceInformation


	1.19.2 - Extension (not critical): additionalServiceInformation



	1.20 - Service  (granted): LuxTrust Qualified Electronic Registered Delivery Service


	1.21 - Service  (granted): LuxTrust Qualified Remote Signing Server - QES


	1.22 - Service  (granted): LuxTrust Qualified Remote Signing Server - QSeal



	2 - TSP: SeMarket Certification Authority S.A. 


	2.1 - Service  (withdrawn): SeMarket Qualified Certification Authority


	2.1.1 - Extension (critical): Qualifiers [QCWithQSCD]


	2.1.2 - Extension (critical): additionalServiceInformation


	2.1.3 - History instance n.1 - Status: supervisionrevoked


	2.1.3.1 - Extension (critical): Qualifiers [QCWithSSCD]



	2.1.4 - History instance n.2 - Status: undersupervision


	2.1.4.2 - Extension (critical): Qualifiers [QCWithSSCD]





	3 - TSP: BE INVEST International S.A.


	3.1 - Service  (withdrawn): BE-YS SIGNATURE AND AUTHENTICATION CA NC


	3.1.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]


	3.1.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]


	3.1.3 - Extension (critical): Qualifiers [NotQualified]


	3.1.4 - Extension (critical): additionalServiceInformation


	3.1.5 - Extension (critical): additionalServiceInformation


	3.1.6 - History instance n.1 - Status: granted


	3.1.6.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]


	3.1.6.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]


	3.1.6.3 - Extension (critical): Qualifiers [NotQualified]


	3.1.6.4 - Extension (critical): additionalServiceInformation


	3.1.6.5 - Extension (critical): additionalServiceInformation




	3.2 - Service  (granted): BE-YS SIGNATURE AND AUTHENTICATION CA NC 2


	3.2.1 - Extension (critical): additionalServiceInformation


	3.2.2 - Extension (critical): additionalServiceInformation


	3.2.3 - Extension (not critical): Qualifiers [NotQualified]


	3.2.4 - History instance n.1 - Status: granted


	3.2.4.1 - Extension (critical): additionalServiceInformation


	3.2.4.2 - Extension (critical): additionalServiceInformation




	3.3 - Service  (withdrawn): BE INVEST TIMESTAMP UNIT 9


	3.3.1 - History instance n.1 - Status: granted



	3.4 - Service  (withdrawn): BE INVEST TIMESTAMP UNIT 10


	3.4.1 - History instance n.1 - Status: granted



	3.5 - Service  (withdrawn): BE INVEST TIMESTAMP UNIT Q 1


	3.5.1 - History instance n.1 - Status: granted



	3.6 - Service  (withdrawn): BE INVEST TIMESTAMP UNIT Q 2


	3.6.1 - History instance n.1 - Status: granted



	3.7 - Service  (granted): BE INVEST TIMESTAMP UNIT Q 3


	3.8 - Service  (granted): BE INVEST TIMESTAMP UNIT Q 4



	4 - TSP: IgniSign S.A.


	4.1 - Service  (withdrawn): IgniSign Global Qualified CA 2


	4.1.1 - Extension (critical): additionalServiceInformation


	4.1.2 - History instance n.1 - Status: granted


	4.1.2.1 - Extension (critical): additionalServiceInformation




	4.2 - Service  (withdrawn): IgniSign TSA Qualified CA 2


	4.2.1 - History instance n.1 - Status: granted




	5 - TSP: InCert


	5.1 - Service  (granted): INCERT Qualified Timestamping



	6 - Signature node - Id: id-a038d1c255cd0e507f33278034400648
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