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1. Introduction

Trust in the digital world is essential for making individuals and organizations use
and adopt electronic services. Such services allow their users, for instance, to sign
electronic documents with the help of electronic signatures, or to authenticate the
website they are connecting to. Moreover, users may want to make sure that the
integrity of electronic data that they store (e.g., electronically signed contracts, logging
events) is preserved and that the data can be traced back to a particular point in time
establishing evidence that the data existed at that time.

In this document we focus on the Regulation (EU) No 910/2014 of the European Par-
liament and of the Council of 23 July 2014 on electronic identification and trust services
for electronic transactions in the internal market and repealing Directive 1999/93/EC
(the eIDAS Regulation) [18], which introduces a range of “trust services” that can
increase trust in electronic transactions.

The eIDAS Regulation [18] entered into force on 17 September 2014 and became
applicable on 1 July 2016 (except for certain articles). The eIDAS Regulation replaces
the Directive 1999/93/EC of the European Parliament and of the Council of 13 De-
cember 1999 on a Community framework for electronic signatures [37] (the eSignature
Directive). As a Regulation of the European Union, it is directly applicable in all the
EU Member States and hence also in Luxembourg.

The eIDAS Regulation mainly covers the following topics:

• Electronic identification: The eIDAS Regulation sets out conditions for EU
Member States under which electronic identification means1, issued in a EU
Member State, have to be recognised in another EU Member State to access
public online services and how to notify electronic identification schemes.

• Trust services: The eIDAS Regulation provides a legal framework for a range
of trust services, including certificates for electronic signatures, certificates for
electronic seals, certificates for website authentication, time stamp services, elec-
tronic registered delivery services, preservation services for electronic signatures/
seals, and validation services for electronic signatures/seals. In particular, it
specifies security requirements applicable to trust service providers, requirements
for qualified trust services providers, as well as the missions of the supervisory
body.

• Electronic documents: The eIDAS Regulation dedicates a chapter to elec-
tronic documents, that is, any content stored in electronic form [18]. The chap-

1Under Article 3 (2) of the eIDAS Regulation, “electronic identification means” is defined as “a
material and/or immaterial unit containing person identification data and which is used for au-
thentication for an online service” [18].
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ter on electronic documents consists of one article which states that electronic
documents benefit from the principle of non-discrimination as evidence in legal
proceedings. This principle ensures that an electronic document is not denied le-
gal effect and admissibility as evidence in legal proceedings solely on the grounds
that it is in electronic form [18, Article 46]. Hence, in the European Union, a
judge cannot reject an electronic document as evidence solely on the grounds
that it is in electronic form. He may however reject the document on other
grounds such as the lack of authenticity or the lack of integrity of the document.

This document focuses on trust services. Electronic identification and electronic
documents are out of scope of this document.

The goal of the eIDAS Regulation in relation to trust services is to strengthen the
trust of individuals as well as organizations in electronic transactions:

“This Regulation seeks to enhance trust in electronic transactions in the
internal market by providing a common foundation for secure electronic
interaction between citizens, businesses and public authorities, thereby in-
creasing the effectiveness of public and private online services, electronic
business and electronic commerce in the Union”. [18, Recital 2]

To enhance consumers’ trust in electronic transactions, the eIDAS Regulation intro-
duces the notions of “qualified” trust services (e.g., qualified electronic time stamps
services, qualified electronic registered delivery services) which can be provided by
“qualified” trust service providers. Compared to trust service providers who provide
non-qualified trust services, “qualified” trust service providers need to meet further
and stricter requirements. For example, qualified trust service providers have to be
audited at their own expense at least every two years by a conformity assessment
body. The supervision mechanism for qualified trust service providers introduced by
the eIDAS Regulation guarantees a high level of security of the supervised qualified
trust service providers and the qualified trust services that they provide, which in turn
strengthens consumer trust in these qualified trust services.

In this document we provide incentives to the market to use trust services, and, in
particular, qualified trust services.

The Institut Luxembourgeois de la Normalisation, de l’Accréditation, de la Sécurité
et qualité des produits et services (ILNAS), a public administration under the super-
vision of the Minister of the Economy of Luxembourg, is Luxembourg’s supervisory
body for trust service providers that are established in Luxembourg (see, [33]). In this
context, ILNAS is in charge of the supervision of trust service providers and the trust
services that they provide with respect to the requirements of the eIDAS Regulation.
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2. Trust Services

The goal of this chapter is to inform the reader about the different trust services
introduced by the Regulation (EU) No 910/2014 of the European Parliament and of
the Council of 23 July 2014 on electronic identification and trust services for electronic
transactions in the internal market and repealing Directive 1999/93/EC (the eIDAS
Regulation) [18], to present the supervision scheme for qualified trust service providers
that is applied by the Digital Trust Department of ILNAS, and to indicate incentives
for using trust services.

This chapter is organized as follows. In Section 2.1 we highlight the main differences
between the Directive 1999/93/EC of the European Parliament and of the Council
of 13 December 1999 on a Community framework for electronic signatures [37] (the
eSignature Directive) and the eIDAS Regulation. We present the different classes of
electronic signatures and electronic seals in Section 2.2. In the latter section we also
cover legal aspects of electronic signatures and seals. Then, in Section 2.3, we present
the non-qualified and qualified trust services introduced by the eIDAS Regulation and
indicate incentives for using them. In particular, we discuss in Section 2.3.3 remote
signature services which provide a convenient way for users to electronically sign or
seal documents. The supervision scheme of the Digital Trust Department of ILNAS is
described in Section 2.4. Finally, in Section 2.5, we provide information on national
trusted lists and on the European List of Trusted Lists, which includes pointers to the
different national trusted lists.

2.1. Comparison between the eSignature Directive and
the eIDAS Regulation

The eSignature Directive established a legal framework for electronic signatures. As a
Directive, it had to be transposed into national law by the 28 Member States of the
European Union, which led to differences in national legislation (e.g., regarding the
supervision of the certification authorities who issue certificates for electronic signa-
tures). In addition, the eSignature Directive had the following limitations:

• It only established a legal framework for electronic signatures, while other trust
services emerged in certain EU Member States (e.g., the provision of electronic
time stamps) and were non-regulated at EU level;

• Qualified electronic signatures were not recognized as such across borders within
the European Union;
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• In most EU Member States, including Luxembourg, advanced electronic signa-
tures (and hence also qualified electronic signatures) could only be created if the
user was under the sole control of his private signature key; the private signature
key being stored locally on a physical device (e.g., a smart card, a USB stick)
in possession of the user. This excluded the possibility of creating remote qual-
ified signatures where the private signature key is managed by a trust service
provider.

The eIDAS Regulation harmonizes the requirements for qualified trust service providers
established in the European Union and the qualified trust services they can provide
and promotes the adoption and use of such services, in particular, due to the cross-
border recognition of qualified electronic signatures, seals, and time stamps in all the
EU Member States. Compared to the eSignature Directive, the eIDAS Regulation is
directly applicable in all the 28 EU Member States and does not need to be transposed
into national law.

The eIDAS Regulation addresses the above limitations as follows:

• Legal framework for several trust services. Whereas the eSignature Direc-
tive only provided a legal framework for electronic signatures, the eIDAS Regula-
tion provides a legal framework for additional trust services including electronic
signatures, seals, timestamps, registered delivery services, preservation services
for electronic signatures/seals, validation services for electronic signatures/seals,
and certificates for website authentication.

• Cross-border recognition of qualified electronic signatures, seals, and
timestamps. The eIDAS Regulation regulates the cross-border recognition of
qualified electronic signatures, seals, and timestamps within the European Union.
For instance, a qualified electronic signature, based on a qualified certificate for
electronic signatures that has been issued by a qualified trust service provider
in one Member State is recognized as a qualified electronic signature in all other
Member States.

• Relaxation of a requirement for advanced electronic signatures. One
of the requirements for “advanced electronic signatures” has been relaxed as it
now states that “it is created using electronic signature creation data that the
signatory can, with a high level of confidence, use under his sole control” [18,
Article 26]. This allows for advanced electronic signatures (and hence also qual-
ified electronic signatures) to be created using remote signature services, where
a trust service provider holds the private signature key of the user and only the
user can activate his private signature key, for example, via his mobile phone.

Certificates for electronic signatures can only be issued to natural persons. Under
the eSignature Directive, certificates for electronic signatures were issued to natural
or legal persons. However, under the eIDAS Regulation, certificates for electronic
signatures can only be issued to natural persons. The Regulation introduces the new
concept of “certificates for electronic seals” which can be issued to legal persons. A
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legal person can use an electronic seal to ensure the origin and integrity of data such
as electronic documents.

Implementing acts related to trust services. The European Commission has adopted
the following implementing acts in relation to trust services:

• Commission Implementing Regulation (EU) 2015/806 of 22 May 2015 laying
down specifications relating to the form of the EU trust mark for qualified trust
services [10],

• Commission Implementing Decision (EU) 2015/1505 of 8 September 2015 lay-
ing down technical specifications and formats relating to trusted lists pursuant
to Article 22(5) of Regulation (EU) No 910/2014 of the European Parliament
and of the Council on electronic identification and trust services for electronic
transactions in the internal market [8],

• Commission Implementing Decision (EU) 2015/1506 of 8 September 2015 laying
down specifications relating to formats of advanced electronic signatures and
advanced seals to be recognised by public sector bodies pursuant to Articles
27(5) and 37(5) of Regulation (EU) No 910/2014 of the European Parliament
and of the Council on electronic identification and trust services for electronic
transactions in the internal market [9],

• Commission Implementing Decision (EU) 2016/650 of 25 April 2016 laying down
standards for the security assessment of qualified signature and seal creation
devices pursuant to Articles 30(3) and 39(2) of Regulation (EU) No 910/2014
of the European Parliament and of the Council on electronic identification and
trust services for electronic transactions in the internal market [11].

2.2. Electronic signatures and seals

2.2.1. Electronic signatures

The eIDAS Regulation distinguishes between three different classes of electronic sig-
natures, namely the class of electronic signatures, the class of advanced electronic
signatures, and the class of qualified electronic signatures.

An electronic signature is defined in the eIDAS Regulation as “data in electronic
form which is attached to or logically associated with other data in electronic form and
which is used by the signatory to sign” [18], where the signatory is a natural person
who creates electronic signatures.

The broad class of electronic signatures includes, for example,

• scanned signatures, and

• email signatures, that is, content that is added at the end of an email and which
typically includes the name of a person, contact details, and a company logo.
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Figure 2.1.: Venn diagram of electronic signature
classes and examples.

A subclass of the class of elec-
tronic signatures is the class of
advanced electronic signatures.
According to Article 3(11) of
the eIDAS Regulation, an ad-
vanced electronic signature is an
electronic signature that meets
the requirements of Article 26
of the eIDAS Regulation [18],
that is: “(a) it is uniquely linked
to the signatory; (b) it is ca-
pable of identifying the signa-
tory; (c) it is created using elec-
tronic signature creation data
that the signatory can, with a
high level of confidence, use un-
der his sole control; and (d) it is
linked to the data signed there-
with in such a way that any subsequent change in the data is detectable”.

Digital signatures1, which are based on public-key cryptography, can satisfy the
requirements on advanced electronic signatures given in the eIDAS Regulation.

A user U with private/public key pair (sk, pk) can digitally sign data (e.g., an
electronic document) using his private key sk. Any other party can verify that a given
digital signature of user U on certain data is a valid signature using the corresponding
public key pk.

The private signature key that the user uses to create a digital signature corresponds
to the electronic signature creation data; it can be stored, for example, on a smart card
or on a USB stick, under the control of the user. The private signature key can also
be managed and stored by a trust service provider who offers remote signing services;
the private key can be activated by the user to create digital signatures via a secure
authentication process between the user and the remote signing service.

Digital signatures are used to ensure the authenticity and integrity of data (e.g.,
electronic documents, emails, software). Moreover, it is difficult for a natural person
who created a digital signature on data to subsequently deny having created the sig-
nature (non-repudiation). In that sense, they provide higher security guarantees than
simple electronic signatures that do not belong to the class of advanced electronic sig-
natures.
The following types of signatures are examples of advanced electronic signatures:

• digital signatures created by using a private key for which a certificate for elec-
tronic signatures on the corresponding public key has been issued by a trust
service provider,

1A digital signature is “data appended to, or a cryptographic transformation of, a data unit that
allows the recipient of the data unit to prove the source and integrity of the data unit and protect
against forgery, e.g. by the recipient” [29].
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• digital signatures created by using a private key stored on a smart card which
also contains a qualified certificate for electronic signatures on the corresponding
public key,

• digital signatures created remotely by a user whose private key and corresponding
certificate for electronic signatures are managed by a trust service provider (this
type of service is often called “remote signing service”).

• digital signatures created by using a PGP private key (web of trust model).

The class of qualified electronic signatures contains all advanced electronic signatures
that have been created by a qualified electronic signature creation device (QSigCD),
and which are based on qualified certificates for electronic signatures that have been
issued by a qualified trust service provider [18]. Qualified electronic signatures provide
even stronger security guarantees than advanced electronic signatures as they (a) have
to be created by a device that has been certified to satisfy the requirements in Annex II
of the eIDAS Regulation, (b) are based on qualified certificates for electronic signatures
and (c) those qualified certificates are issued by a qualified trust service provider. The
European Commission maintains a list containing QSigCDs (see [15]).

A concrete example of a qualified electronic signature is

• a digital signature created by using the private key associated to the qualified
certificate for electronic signatures contained in the Luxembourgish identity card
issued under the law of 19th of June 2013 on the identification of natural persons,
as amended [32] 2.

A qualified electronic signature cannot only be created via the use of smart cards
that have been certified as QSigCDs, but also remotely via a hardware security module
(HSM) that has been certified as remote QSigCD and under the control of a qualified
trust service provider. Standards with requirements for systems that offer remote dig-
ital signatures as a service are currently being developed by the European Committee
for Standardization (CEN). We refer the reader to Section 2.3.3 for details on remote
signature services.

2.2.2. Electronic seals

As already mentioned in Section 2.1, electronic signatures can only be created by
natural persons. Legal persons have the possibility to create electronic seals on data
(e.g., electronic documents, software code) to ensure its integrity and authenticity.

Similar to the classification of electronic signatures, the eIDAS Regulation distin-
guishes between three different classes of electronic seals, namely the class of electronic
seals, the class of advanced electronic seals, and the class of qualified electronic seals
(see also Figure 2.2).

2Note that the Luxembourgish identity card contains two public-key certificates, one qualified cer-
tificate for electronic signatures and one certificate for authentication purposes (see, [32]).
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An electronic seal is defined in the eIDAS Regulation as “data in electronic form,
which is attached to or logically associated with other data in electronic form to ensure
the latter’s origin and integrity” [18]. Compared to electronic signatures, electronic
seals can only be created by legal persons, not by natural persons.

Seal created by
using a QCertSeal
on a QSealCD

Seal using CertSeal
Remote seal

Electronic seals

Advanced
electronic seals

Qualified electronic
seals

Figure 2.2.: Venn diagram of electronic seal classes
and examples.

A subclass of the class of elec-
tronic seals is the class of ad-
vanced electronic seals. Accord-
ing to Article 3(26) of the eI-
DAS Regulation, an advanced
electronic seal is an electronic
seal that meets the requirements
of Article 36 of the eIDAS Reg-
ulation [18], that is: “(a) it is
uniquely linked to the creator of
the seal; (b) it is capable of iden-
tifying the creator of the seal;
(c) it is created using electronic
seal creation data that the cre-
ator of the seal can, with a high
level of confidence under its con-
trol, use for electronic seal cre-
ation; and (d) it is linked to the
data to which it relates in such a way that any subsequent change in the data is de-
tectable”, where the “creator of a seal” is defined in the eIDAS Regulation as the legal
person who creates the seal.

Digital signatures can satisfy the requirements above. The following types of seals
are examples of advanced electronic seals:

• digital signatures created by using a private key for which a certificate for elec-
tronic seals (CertSeal) on the corresponding public key has been issued by a trust
service provider,

• digital signatures created remotely by a legal person whose private key and cor-
responding certificate for electronic seals are managed by a trust service provider
(this type of service is often called “remote sealing service”).

The class of qualified electronic seals contains all advanced electronic seals that have
been created by a qualified electronic seal creation device (QSealCD), and which are
based on qualified certificates for electronic seals (QCertSeal) that have been issued by
a qualified trust service provider [18]. Qualified electronic seals provide even stronger
security guarantees than advanced electronic seals as they (a) have to be created by
a device that has been certified to satisfy the requirements in Annex II of the eIDAS
Regulation, (b) are based on qualified certificates for electronic seals and (c) those
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qualified certificates are issued by a qualified trust service provider. Note that the list
published by the European Commission also contains QSealCDs (see [15]).

2.2.2.1. Applications

Electronic seals can be used by legal persons for various applications.

• Universities can use electronic seals to guarantee the origin and integrity of elec-
tronic versions of the diplomas of their students [40]. Future employers of the
students can hence readily verify the authenticity of the diplomas.

• Companies can use electronic seals to guarantee the authenticity of invoices that
they send to their clients electronically. The verification of the electronic seal on
the invoice allows the client to have certainty that the invoice indeed originates
from the company and has not been modified.

• Software companies can create advanced electronic seals on software before they
release it. This allows users to verify the software’s integrity and the source
where it originates from. Any modification to the software by a malicious party
would result in an invalid signature on the malicious software.

• Laws and regulations that are published online can be protected against acciden-
tal or malicious tampering by using electronic seals. For example, the Ministère
d’Etat of Luxembourg created an advanced electronic seal on the Grand-Ducal
Regulation of 22 May 2017, published in the Journal officiel du Grand-Duché
de Luxembourg and available electronically on the Legilux website3. We show in
Figure 2.3 some information about the certificate for electronic seals associated
with the private key that has been used to create the seal on the Grand-Ducal
Regulation; this information is obtained when validating the electronic seal on
the PDF document with Adobe R© Acrobat R© Reader R© software.

• Supervisory bodies of the EU Member States who are responsible for the su-
pervision of qualified trust service providers may use electronic seals instead of
electronic signatures to guarantee the integrity and authenticity of their respec-
tive national trusted lists (see Article 22 paragraph (2) of the eIDAS Regulation).

2.2.2.2. Technical aspects

We illustrate the similarities and differences between advanced electronic signatures
and advanced electronic seals through an example. Suppose that, to ensure the in-
tegrity of a document, a company generates a digital signature on the document by
using the private key for which a certificate for electronic seals on the corresponding
public key has been issued by a trust service provider. Then this digital signature can
be considered as an advanced electronic seal on the document (under the assumption
that the private key has not been compromised).

3http://legilux.public.lu/eli/etat/leg/rgd/2017/05/22/a563/jo
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Figure 2.3.: Advanced electronic seal on Grand-Ducal Regulation of 22 May 2017.
Screenshot. 29/11/2017

Similarity to advanced electronic signatures. Similar to advanced electronic sig-
natures, advanced electronic seals can be realized through digital signatures as they
satisfy the requirements on advanced electronic seals given in the eIDAS Regulation.
Recall that digital signatures are based on public-key cryptography; a private key is
used to digitally sign data and a corresponding public key is used to verify that a given
signature is a valid signature on certain data.

Differences to advanced electronic signatures. Whereas certificates for electronic
signatures can only be issued to natural persons, certificates for electronic seals can
only be issued to legal persons. Thus, a certificate for electronic seals binds the identity
of a legal person (e.g., name of a company and its registration number as stated in the
official records) to a public key.
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The action of creating an electronic seal on behalf of a legal person can be triggered,
for example, by a natural person. In this case, as it might be more difficult to relate
a physical person to an electronic seal created on data, it may be necessary for the
legal person to implement technical or organizational measures to be able to identify
the natural person who created the electronic seal on certain data. In particular,
companies may want to keep track of the mapping between certificates for electronic
seals (uniquely identifiable through a serial number) issued by a trust service provider
and the natural persons to whom the company has assigned these certificates in order
to actually create electronic seals on data.

2.2.3. Legal effects

Non-discrimination as evidence in legal proceedings. The eIDAS Regulation applies
the principle of non-discrimination to electronic signatures, electronic seals, electronic
time stamps, data sent and received using electronic registered delivery services, and
electronic documents. Thus, in particular, electronic signatures and seals cannot be de-
nied legal effect and admissibility as evidence in legal proceedings only on the grounds
that they are in electronic form or that they do not meet the requirements for qualified
electronic signatures or seals, respectively. Thus, for example, a judge cannot reject an
electronic signature in a legal proceeding on the grounds that it is in electronic form;
he may however reject the signature on other grounds (e.g., if there is evidence that
the signature is not authentic or if there is a national law which mandates the use of
qualified electronic signatures on a specific type of document).

Legal effect of qualified electronic signatures. As qualified trust service providers
who issue qualified certificates for electronic signatures on qualified electronic signa-
ture creation devices (QSigCDs) have to meet all the applicable requirements in the
eIDAS Regulation4, qualified electronic signatures that have been created by these
QSigCDs provide stronger security guarantees and higher legal certainty than non-
qualified electronic signatures. Therefore, the eIDAS Regulation grants to qualified
electronic signatures the equivalent legal effect of handwritten signatures [18, Article
25(2)].

Legal effect of qualified electronic seals. According to Article 35 paragraph (2)
of the eIDAS Regulation [18], qualified electronic seals enjoy “the presumption of
integrity of the data and of correctness of the origin of that data to which the qualified
electronic seal is linked”.

Recognition in all EU Member States of qualified electronic signatures and seals.
The eIDAS Regulation regulates the cross-border recognition of qualified electronic
signatures and seals on an EU level, which is particularly interesting for companies
that carry out digital transactions in more than one EU Member State:

4In particular, the qualified trust service provider has to verify the identity of the natural person to
whom the qualified certificate for electronic signatures is issued.
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• Qualified electronic signatures based on qualified certificates for electronic sig-
natures issued in one EU Member State are recognised as qualified electronic
signatures in all other EU Member States [18, Article 25(3)].

• Qualified electronic seals based on qualified certificates for electronic seals issued
in one EU Member State are recognised as qualified electronic seals in all other
EU Member States [18, Article 35(3)].

2.3. Trust services under eIDAS

The scope of the eIDAS Regulation is larger than the one of the eSignature Directive
as it not only covers the provision of certificates for electronic signatures, but also
a variety of other trust services including the provision of certificates for electronic
seals, the provision of certificates for website authentication, the creation of electronic
timestamps, electronic registered delivery services, and the preservation of electronic
signatures or seals.

2.3.1. Definition and description of trust services

Under Article 3 (16) of the eIDAS Regulation, a “trust service” is defined as “an
electronic service normally provided for remuneration which consists of:

• the creation, verification, and validation of electronic signatures, electronic seals
or electronic time stamps, electronic registered delivery services and certificates
related to those services, or

• the creation, verification and validation of certificates for website authentication;
or

• the preservation of electronic signatures, seals or certificates related to those
services” [18].

For a subset of these trust services, there are specific requirements in the eIDAS
Regulation for them to be considered as “qualified trust services”. Compared to trust
service providers who only provide non-qualified trust services, trust service providers
who intend to provide qualified trust services need to meet further and stricter re-
quirements which are specified in the eIDAS Regulation (see Section 2.3.2).

In the following we describe some of the trust services in more detail. Qualified trust
services and the requirements of those services will be addressed in Section 2.3.2.

2.3.1.1. Provision of certificates for electronic signatures

A certificate for electronic signature is an “electronic attestation which links electronic
signature validation data to a natural person and confirms at least the name or the
pseudonym of that person” [18, Article 3(14)]. In more technical terms, a certificate
for electronic signature binds the identity of a natural person to a public key.
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Certificates for electronic signature can be used by natural persons to sign data.
More precisely, a natural person can create an electronic signature on data using the
private key corresponding to the public key contained in the certificate, “mainly to
express consent on the data the electronic signature is put” [12].5

2.3.1.2. Provision of certificates for electronic seals

A certificate for electronic seal is “an electronic attestation that links electronic seal
validation data to a legal person and confirms the name of that person” [18, Article
3(29)]. Compared to a certificate for electronic signature, a certificate for electronic
seal binds the identity of a legal person to a public key.

Certificates for electronic seals can be used by legal persons to ensure:

• the authenticity of data (i.e., the data originates from the legal person to whom
the certificate has been issued), and

• the integrity of data (i.e., the data has not been modified),

while transmitted over a network or stored on some hardware. Furthermore, a legal
person who creates an electronic seal based on a certificate for electronic seal on data
cannot later on deny having created the seal (non-repudiation).

As a concrete example, suppose that a company would like to use certificates for
electronic seals to ensure the authenticity and integrity of invoices that they send to
their clients via email. The company can create electronic seals on the invoices using
the private key which corresponds to the public key contained in the certificate; and
the company’s clients to whom the invoices are sent can verify whether the invoices
indeed originate from the claimed company and that they have not been modified
during the transmission using the public key included in the certificate. Note however
that electronic seals on data do not ensure the data’s confidentiality. Different crypto-
graphic mechanisms need to be used to protect the confidentiality of the data during
the transmission. Further applications where certificates for electronic seal can be used
are provided in Section 2.2.2.1 and in Recital (65) of the eIDAS Regulation [18].

As recommended by the European Commission, when a legal person uses several
certificates for electronic seals, it should set up an “internal control mechanism ensuring
that only the natural persons entitled to act on behalf of the legal entity can make use
of the electronic seals (push the button on behalf of the legal entity)” [12]. Internal
control mechanisms may include adapting existing information security policies and
procedures, requiring employees to sign a policy regarding the use of certificates for
electronic seals, maintaining an internal table which maps the identity of the natural
person entitled to act on behalf of the legal entity to a certificate (e.g., via its serial
number), and organizing specific awareness training for those employees to whom the
certificates for electronic seals have been distributed.

5Recall that under the eSignature Directive “the electronic signature, which could also be used by
legal persons, was defined as a means for authentication” [12].
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2.3.1.3. Provision of certificates for website authentication

A certificate for website authentication is “an attestation that makes it possible to
authenticate a website and links the website to the natural or legal person to whom
the certificate is issued” [18, Article 3 (38)].

Certificates for website authentication can be used to authenticate a website (i.e., to
confirm that the entity behind the website is who it claims to be). These certificates
can be used in the TLS protocol to secure the communication between a web server
and a web browser. If a certificate for website authentication is used on the server side,
the TLS protocol provides authentication of the server, integrity and confidentiality of
the information transmitted between the web server and the browser.

2.3.1.4. Creation of electronic timestamps

According to Article 3(33) of the eIDAS Regulation, an electronic timestamp is “data
in electronic form which binds other data in electronic form to a particular time es-
tablishing evidence that the latter data existed at that time” [18]. Time stamps are
usually used to bind data to a particular point in time in order to be able to prove later
on that the data (e.g., scientific publications, electronically signed contracts, electronic
files, intellectual property) existed at that point in time and is bound to a certain iden-
tity.

Time stamps can be created by a central Time Stamping Authority (TSA) who acts
as a trusted third party. The Time Stamping Authority creates time stamps on some
data to establish evidence indicating that the data existed at that point in time. The
document RFC 3161 “Time-Stamp Protocol” (2001) provides requirements for Time
Stamping Authorities and describes a time-stamp protocol between an entity who
requests a time stamp and a Time Stamping Authority. These requirements include,
for example, that Time Stamping Authorities have to use a trustworthy source of time
and that they only time-stamp a hash of the data to be timestamped. TSA’s describe
the practices that they employ to generate time stamps in their policies.

Under Article 41 (1) of the eIDAS Regulation, electronic time stamps benefit from
a non-discrimination clause as evidence in legal proceedings, meaning that a judge
cannot reject them as evidence only on the grounds that they are in electronic form
or that they do not meet the requirements of qualified electronic time stamps.

2.3.1.5. Validation of electronic signatures/seals

According to Article 3(41), the validation of an electronic signature/seal refers to the
process of verifying and confirming that an electronic signature or a seal is valid [18].

In Figure 2.4 we illustrate a signature validation process between a user and a trust
service provider (TSP) who provides a signature validation service. We assume a
secure channel between the user and the TSP in order to ensure the confidentiality
and integrity of the transmitted messages as well as entity authentication of the TSP’s
server. The signature validation works as follows:
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1. The user first sends a signature validation request to the TSP via the signature
validation client. This request typically includes an electronic document as well
as a signature on an electronic document.

2. Upon receipt of the request, the TSP executes the signature validation applica-
tion, which may require accessing information from external sources (e.g., other
TSPs, the EU LOTL (see Section 2.5.2)). The signature validation application
may perform different checks, such as:

• Revocation check: the check whether the certificate was not revoked at
the time of signing,

• Expiration check: the check whether the certificate was not expired at
the time of signing,

• Digital signature check: the cryptographic verification whether the dig-
ital signature is a valid signature on the electronic document.

3. The TSP returns the signature validation result, via the signature validation
application, to the user. The validation result typically contains an indication
as to whether or not the signature is a valid signature on the document and may
contain additional information such as information about the type of signature
(advanced or qualified) or the reasons why the signature is invalid.

Figure 2.4.: Signature validation process (see also [22])

21



Standards. To date there are only very few standards on signature validation (e.g., [21]
(currently under revision)). In addition, none of the existing standards covers all of the
requirements for qualified validation services of qualified electronic signatures/seals,
which we discuss in Section 2.3.2.5. The standardization organisation ETSI is cur-
rently developing further standards and technical specifications for signature valida-
tion services. In Table 2.1 we provide a list of documents to be developed by the
Specialist Task Force 524:

TS 119 102-2 Procedures for creation and validation of AdES Digital Signatures.
Part 2 - Signature Validation Report

TS 119 441 Policy requirements for TSPs providing signature validation services

TS 119 442 Protocol for TSPs providing signature validation services

Table 2.1.: Standards to be developed by STF 524 [2]
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2.3.1.6. Preservation of electronic signatures/seals

The eIDAS Regulation addresses the need for long-term preservation of electronic
signatures and seals in its Recital (61):

“This Regulation should ensure the long-term preservation of information,
in order to ensure the legal validity of electronic signatures and electronic
seals over extended periods of time and guarantee that they can be vali-
dated irrespective of future technological changes” [18].

Long-term preservation of electronic signatures/seals aims to ensure the legal veri-
fiability of electronic signatures/seals over time. A preservation service for electronic
signatures/seals preserves the result of a signature or seal validation, at a certain point
in time, over long periods of time during which the technological state of the art might
evolve; for example, attacks on cryptographic hash functions or algorithms might be
found [41], vulnerabilities in cryptographic libraries might be discovered [35], physical
storage media, hardware or software might become obsolete [36].

Furthermore, if an electronic signature/seal is created by using a private key for
which a certificate for electronic signatures/seals on the corresponding public key has
been issued by a trust service provider, then the validity of the electronic signature/seal
depends on the status of the certificate. A certificate is only valid during a limited
time frame (e.g., two years) after which it will expire. During this time frame the
issuing trust service provider may revoke the certificate due to some event such as
the compromise of the associated private key. Hence, the validation of an electronic
signature based on a certificate for electronic signatures may yield “valid” today, but
may yield “invalid” at some point in the future due to the change of status of the
certificate.

Comparison between preservation of electronic signatures/seals and electronic
archiving:

• Preservation of electronic signatures/seals is a trust service under the eIDAS
Regulation, whereas electronic archiving is not a trust service under the eIDAS
Regulation. Note however that EU Member States may define electronic archiv-
ing as a trust service at the national level (see also Recital (25) of the eIDAS
Regulation [18]).

• In contrast to preservation services for electronic signatures/seals, electronic
archiving targets electronic documents and aims at ensuring their long-term
availability and integrity. Electronic documents may or may not be signed or
sealed.

In 2017 ETSI published a special report on a framework for standardization of
long-term data preservation services, including preservation of digital signatures [43].
Topics covered in the report include models for long-term data preservation services,
basic preservation techniques (e.g., time stamps, AdES digital signatures, Evidence
Record Syntax), and a proposal for a framework of standards for data preservation. In
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particular, the report provides an overview of preservation mechanisms for preserving
the validity status of digital signatures.

2.3.1.7. Electronic registered delivery services (ERDS)

According to Article 3(36) of the eIDAS Regulation, an electronic registered delivery
service is “a service that makes it possible to transmit data between third parties by
electronic means and provides evidence relating to the handling of the transmitted
data, including proof of sending and receiving the data, and that protects transmitted
data against the risk of loss, theft, damage or any unauthorised alterations” [18].

Registered electronic mail. A Registered Electronic Mail (REM) service can be con-
sidered as a specific type of Electronic Registered Delivery service. A registered elec-
tronic mail service is defined in the ETSI Special Report 019 050 on a framework of
Standards for Electronic Registered Delivery Services Applying Electronic Signatures
as an “electronic registered delivery service based on electronic mail as the underlying
technology” [20]. In contrast to traditional email services, registered email services pro-
vide to their users a set of evidences, which may include a proof of sending the email,
a proof of delivering the email to the intended recipient, and a proof of receiving the
email.

Legal effect of an electronic registered delivery service. The eIDAS Regulation
applies the principle of non-discrimination to data sent and received using an electronic
registered delivery service. Thus, data sent and received using such a service cannot
be denied legal effect and admissibility as evidence in legal proceedings on the grounds
that it is in electronic form or that it does not meet the requirements for qualified
electronic registered delivery services [18, Article 43(1)]. Thus, for example, a judge
cannot reject an email, sent with a REM service, in a legal proceeding on the grounds
that it is in electronic form; he may however reject the email on other grounds.

Upcoming ETSI standards. ETSI is currently working on standards for Electronic
Registered Delivery and Registered Electronic Mail, which specify, among others, pol-
icy and security requirements for Electronic Registered Delivery service providers as
well as for Registered Electronic Mail service providers. In Table 2.2 we provide a list
of the standards to be developed by the Specialist Task Force 523.

2.3.2. Qualified trust services

In this chapter, the different qualified trust services will be presented. In particular,
the legal implications of the qualified trust services will be discussed. Furthermore, we
describe incentives to the market for using qualified trust services.

The eIDAS Regulation regulates the following nine qualified trust services for which
there are applicable requirements in the eIDAS Regulation:

1. Provision of qualified certificates for electronic signatures
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ETSI EN 319 522 Electronic Registered Delivery Services

ETSI EN 319 532 Registered Electronic Mail (REM) Services

ETSI EN 319 521 Policy and Security Requirements for Electronic
Registered Delivery Service Providers

ETSI EN 319 531 Policy and Security Requirements for Registered
Electronic Mail Service Providers

ETSI EN 319 524 Testing Conformance and Interoperability of
Electronic Registered Delivery Services

ETSI EN 319 524 Testing Conformance and Interoperability of
Registered Electronic Mail Services

ETSI EN 319 500 Guidance on the use of standards for Trust
Application Service Providers

Table 2.2.: Standards to be developed by STF 523 [1]

2. Provision of qualified certificates for electronic seals

3. Provision of qualified certificates for website authentication

4. Qualified electronic time stamps services

5. Qualified validation service for qualified electronic signatures

6. Qualified validation service for qualified electronic seals

7. Qualified preservation service for qualified electronic signatures

8. Qualified preservation service for qualified electronic seals

9. Qualified electronic registered delivery services

Note that qualified trust services can only be provided by “qualified trust service
providers”. According to the eIDAS Regulation, a “qualified trust service provider”
is “a trust service provider who provides one or more qualified trust services and is
granted the qualified status by the supervisory body” [18, Article 3(20)].

2.3.2.1. Provision of qualified certificates for electronic signatures

According to the eIDAS Regulation, a qualified certificate for electronic signature is a
“certificate for electronic signatures that is issued by a qualified trust service provider
and meets the requirements laid down in Annex I” [18, Article 3(15)]. Recall that
certificates for electronic signatures can only be issued to natural persons.

Annex I of the eIDAS Regulation contains requirements on the certificate profile of
qualified certificates for electronic signatures. In particular, they have to contain the
identity of the trust service provider, the identity of the signatory (either a name or
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a pseudonym), a public key, and an indication that the certificate has been issued as
a qualified certificate for electronic signature. The indication that the certificate has
been issued as a qualified certificate for electronic signatures is commonly included in
the certificate extension field “Qualified Certificate Statements” via the object iden-
tifier (OID) 0.4.0.1862.1.1 (id-etsi-qcs-QcCompliance) (QcCompliance statement) in
combination with the OID 0.4.0.1862.1.6.1 (id-etsi-qct-esign) (QcType statement) [23].

Compared to non-qualified certificates for electronic signatures, qualified certificates
for electronic signatures can only be issued by qualified trust service providers that
have been granted the qualified status for this trust service by the national supervisory
body, which is indicated on the national trusted list. Under the eIDAS Regulation,
national trusted lists have a constitutive value as they present the only reliable source
to verify whether a given trust service provider and its trust service have the “quali-
fied” status (see, Section 2.5.1). We refer the reader to Section 2.4.1 for the procedure
to be followed by trust service providers established in Luxembourg who would like to
offer qualified trust services.

As explained in Section 2.2.1, qualified certificates for electronic signatures can be
used to create advanced electronic signatures or qualified electronic signatures (if the
private key related to the certified public key resides in a QSigCD).

Incentives. Qualified certificates for electronic signatures where the private key re-
lated to the certified public key resides in a QSigCD include can be used, for example,
in the following cases:

• The creation of qualified electronic signatures on electronic documents (e.g.,
contracts) where high legal or financial risks are involved.

• The creation of qualified electronic signatures on electronic documents where
cross-border recognition of the electronic signature in other EU Member States
is relevant.

• The creation of qualified electronic signatures on electronic transactions to en-
hance their security. In this context, the European Commission states in their
Communication “Consumer Financial Services Action Plan: Better Products,
More Choice” [24] that “The legal certainty and validity of qualified eSigna-
tures, as provided for under eIDAS, could also enhance the security of electronic
transactions. This should work across borders and across sectors, and it should
have the same legal effect as traditional paper based processes” [24, Section 4.2.1
on remote identification].

• Legal and regulatory requirements: For example, the measure 10.1.6 of the
Grand-Ducal Regulation of September 21st 2017 related to electronic archiv-
ing [34] recommends users of the dematerialisation or conservation system to use
a qualified signature or mechanisms providing equivalent guaranties to validate
the internal documents that are necessary for proving correct the functioning of
the electronic archiving management system [34, Annex II Section 10.1.6].
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• Standards that require or recommend the use of qualified certificates for elec-
tronic signatures.

2.3.2.2. Provision of qualified certificates for electronic seals

According to the eIDAS Regulation, a qualified certificate for electronic seal is a “cer-
tificate for an electronic seal that is issued by a qualified trust service provider and
meets the requirements laid down in Annex III” [18, Article 3(30)]. Recall that cer-
tificates for electronic seals can only be issued to legal persons.

Annex III of the eIDAS Regulation contains requirements on the certificate profile of
qualified certificates for electronic seals. In particular, they have to contain the identity
of the trust service provider, the identity of the creator of the seal (name and registra-
tion number as stated in the official records), a public key, and an indication that the
certificate has been issued as a qualified certificate for electronic seal. The indication
that the certificate has been issued as a qualified certificate for electronic seal is com-
monly included in the certificate extension field “Qualified Certificate Statements” via
the object identifier (OID) 0.4.0.1862.1.1 (id-etsi-qcs-QcCompliance) (QcCompliance
statement) in combination with the OID 0.4.0.1862.1.6.2 (id-etsi-qct-eseal) (QcType
statement) [23].

As explained in Section 2.2.1, qualified certificates for electronic seals can be used to
create advanced electronic seals or qualified electronic seals (if the private key related
to the certified public key resides in a QSealCD).

Incentives. Incentives for using qualified certificates for electronic seals include, for
example:

• Legal and regulatory requirements: for example, requirements in the Direc-
tive (EU) 2015/2366 of the European Parliament and of the Council of 25
November 2015 on payment services in the internal market, amending Directives
2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010,
and repealing Directive 2007/64/EC [38] (commonly called PSD2) and associ-
ated Regulatory Technical Standards on authentication and communication. In
particular, Commission Delegated Regulation (EU) 2018/389 of 27 November
2017 supplementing PSD2 with regard to regulatory technical standards (RTS)
for strong customer authentication and common and secure open standards of
communication [14] requires that “For the purpose of identification, as referred
to in Article 30(1)(a), payment service providers shall rely on qualified certifi-
cates for electronic seals as referred to in Article 3(30) of Regulation (EU) No
910/2014 of the European Parliament and of the Council or for website authen-
tication as referred to in Article 3(39) of that Regulation [14, Article 34(1)]. For
further information, we refer the reader to Appendix A.1.

• Tallinn declaration on eGovernment (signed by the EU Member States and the
EFTA countries): The signatories of the Tallinn declaration on eGovernment
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committed themselves to undertaking a set of policy action lines in their respec-
tive countries. In particular, they committed themselves to securing the digital
public services they provide, in particular by integrating the use of qualified
certificates for electronic seals [3].

• Standards that require or recommend the use of qualified certificates for elec-
tronic seals.

In particular, qualified certificates for electronic seals where the private key related
to the certified public key resides in a QSealCD can be used, for example, in the
following cases:

• The creation of qualified electronic seals on data where high legal, financial, or
strategic risks are involved.

• The creation of qualified electronic seals on data where cross-border recognition
of the electronic seal in other EU Member States is relevant.

• The creation of qualified electronic seals on electronic transactions to enhance
their security.

• Legal and regulatory requirements.

• Standards.

2.3.2.3. Provision of qualified certificates for website authentication

According to the eIDAS Regulation, a qualified website authentication certificate
(QWAC) is “a certificate for website authentication, which is issued by a qualified
trust service provider and meets the requirements laid down in Annex IV” [18, Article
3(39)]. Under the eIDAS Regulation, qualified certificates for website authentication
can be issued to both natural and legal persons.

Annex IV of the eIDAS Regulation contains requirements on the certificate profile
of qualified certificates for website authentication. In particular, they have to contain
the identity of the trust service provider, the identity of the natural or legal person
to whom the certificate is issued, an indication that the certificate has been issued
as a qualified certificate for website authentication, and the domain name(s) operated
by the person to whom the certificate is issued. The indication that the certificate
is issued as a qualified certificate for website authentication is commonly included in
the certificate extension field “Qualified Certificate Statements” via the object iden-
tifier (OID) 0.4.0.1862.1.1 (id-etsi-qcs-QcCompliance) (QcCompliance statement) in
combination with the OID 0.4.0.1862.1.6.3 (id-etsi-qct-web) (QcType statement) [23].
Astonishingly, compared to the requirements in Annex I and Annex III, there is no re-
quirement in Annex IV that the qualified certificate for website authentication contains
a public key (in other words, website authentication validation data); it is however im-
plicitly clear that website authentication certificates also include a public key.

We refer the reader to Appendix A.2 for a comparison between qualified certificates
for website authentication and extended validation (EV) certificates.
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Incentives. Incentives for using qualified certificates for website authentication in-
clude, for example:

• Legal and regulatory requirements: for example, requirements in the Direc-
tive (EU) 2015/2366 of the European Parliament and of the Council of 25
November 2015 on payment services in the internal market, amending Directives
2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010,
and repealing Directive 2007/64/EC [38] (commonly called PSD2) and associated
Regulatory Technical Standards on authentication and communication. In par-
ticular, Commission Delegated Regulation (EU) 2018/389 of 27 November 2017
supplementing PSD2 with regard to regulatory technical standards for strong
customer authentication and common and secure open standards of communica-
tion [14] requires that “For the purpose of identification, as referred to in Article
30(1)(a), payment service providers shall rely on qualified certificates for elec-
tronic seals as referred to in Article 3(30) of Regulation (EU) No 910/2014 of
the European Parliament and of the Council or for website authentication as
referred to in Article 3(39) of that Regulation [14, Article 34(1)]. For further
information, we refer the reader to Appendix A.1.

• Tallinn declaration on eGovernment (signed by the EU Member States and the
EFTA countries): The signatories of the Tallinn declaration on eGovernment
committed themselves to undertaking a set of policy action lines in their respec-
tive countries. In particular, they committed themselves to securing the digital
public services they provide, in particular by integrating the use of qualified
certificates for website authentication [3].

• The appearance of a special symbol in the address bar of widely-used web
browsers that clearly indicates that the certificate used by the visited website is a
qualified certificate for website authentication. At the time of writing browsers do
not indicate a special symbol for such certificates. They only display a green lock
symbol in the address bar to indicate the trust status according to the browser.
Thus, qualified trust service providers who offer qualified or non-qualified cer-
tificates for website authentication need to follow the procedures of the browsers
(in addition to eIDAS-specific requirements) if they want their root certificate
to appear in the trust list of the browser.

• Standards that require or recommend the use of qualified certificates for website
authentication.

The availability and use of browser plugins that enable the visitor of a website to
detect whether the website uses a qualified certificate for website authentication (that
would otherwise require the manual inspection of the certificate) might also become
an incentive for using qualified certificates for website authentication.6

6The A-SIT recently developed an addon for Mozilla Firefox that enables the user to verify whether a
website uses a certificate for website authentication (indicated by a blue EU flag in the address bar
of the browser) [6]. Further inspection of the icon allows the user to check whether the certificate
has been issued as a qualified or as a non-qualified certificate for website authentication. The
plugin is intended for demonstration purposes.
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2.3.2.4. Qualified electronic time stamps services

Article 42 (1) of the eIDAS Regulation specifies the requirements for a time stamp to
be considered as a qualified electronic time stamp: “A qualified electronic time stamp
shall meet the following requirements: (a) it binds the date and time to data in such
a manner as to reasonably preclude the possibility of the data being changed unde-
tectably; (b) it is based on an accurate time source linked to Coordinated Universal
Time; and (c) it is signed using an advanced electronic signature or sealed with an
advanced electronic seal of the qualified trust service provider, or by some equivalent
method” [18].

The requirements above can be met by a timestamping service offered by a qualified
trust service provider (QTSP), where the time stamps contain a digital signature of a
Time Stamping Authority managed by the QTSP.

The legal effects of qualified electronic time stamps are that:

• they enjoy the presumption of accuracy of the date and the time they indicate
and integrity of the data to which the date and time are bound [18, Article
41(2)], and that

• they are recognised as qualified electronic time stamps in all EU Member States,
even though they are issued in one Member State [18, Article 41(3)].

Incentives. Incentives for using qualified time stamping services include, for example:

• The creation of qualified electronic time stamps on data where high legal, finan-
cial, or strategic risks are involved with regards to the existence of that data at
some particular point in time (e.g., transactions, trade secrets, inventions).

• The creation of qualified electronic time stamps on data for which cross-border
recognition of the time stamps in other EU Member States is relevant.

• The creation of qualified electronic time stamps on archived data in order to
protect their integrity. Note however that the validity of the time stamps should
be preserved over time (as technological changes may invalidate them).

• Regulatory Requirements: For example, in the context of electronic archiving,
the Grand-Ducal Regulation of 21 September 2017 recommends to protect the
integrity of internal documents (in particular, logging events) using qualified time
stamping [34, Annex II Section 10.1.5].

2.3.2.5. Qualified validation service for qualified electronic signatures or seals

“To ensure legal certainty as regards the validity of the signature, it is es-
sential to specify the components of a qualified electronic signature, which
should be assessed by the relying party carrying out the validation. More-
over, specifying the requirements for qualified trust service providers that
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can provide a qualified validation service to relying parties unwilling or un-
able to carry out the validation of qualified electronic signatures themselves,
should stimulate the private and public sector to invest in such services.
Both elements should make qualified electronic signature validation easy
and convenient for all parties at Union level.” [18, Recital (57)]

The objective of a validation service for qualified electronic signatures/seals is to
confirm or deny that a given electronic signature/seal on data was a qualified elec-
tronic signature/seal on that data at the time of signing.

The eIDAS Regulation specifies requirements for:

• the qualified validation services for qualified electronic signatures/seals, and

• the validation process of qualified electronic signatures/seals.

In the following, we present both sets of requirements.

Requirements for qualified validation services for qualified electronic signatures/seals.
According to Article 33(1) of the eIDAS Regulation [18], a qualified validation service
for qualified electronic signatures has to satisfy the following requirements:

1. It may only be provided by a qualified trust service provider (QTSP);

2. The QTSP performs signature validation as specified in Article 32(1) of the
eIDAS Regulation (see below);

3. The QTSP allows users of its service to receive the result of the validation process
in an automated manner, which is reliable and efficient;

4. The validation result is electronically signed or sealed by the QTSP;

5. The electronic signature or seal on the validation result by the QTSP is an
advanced electronic signature, respectively, an advanced electronic seal.

Similar requirements apply to qualified validation services for qualified electronic seals
(see [18, Article 40]).

Requirements for the validation process of qualified electronic signatures/seals.
Article 32(1) enumerates the conditions that have to be verified by the QTSP to
determine whether or not a given electronic signature is a valid qualified electronic
signature on a given document7:

7It is an interesting open question whether these requirements are sufficient from a security per-
spective. Would it be possible for an attacker to generate a valid qualified electronic signature on
behalf of the legitimate signatory (e.g., by exploiting vulnerabilities (e.g., [35]) and backdating the
time of signing of a document of the attacker’s choice before revocation of the associated qualified
certificate)? In the latter case, even though the requirements on advanced electronic signatures
were met at the time of signing, they were not met at a later point in time when the attacker
created a valid signature (backdated).
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(a) “the certificate that supports the signature was, at the time of signing, a qualified
certificate for electronic signature complying with Annex I;

(b) the qualified certificate was issued by a qualified trust service provider and was
valid at the time of signing;

(c) the signature validation data corresponds to the data provided to the relying party;

(d) the unique set of data representing the signatory in the certificate is correctly
provided to the relying party;

(e) the use of any pseudonym is clearly indicated to the relying party if a pseudonym
was used at the time of signing;

(f) the electronic signature was created by a qualified electronic signature creation
device;

(g) the integrity of the signed data has not been compromised;

(h) the requirements provided for in Article 268 were met at the time of signing” [18,
Article 32(1)].

According to the eIDAS Regulation, an electronic signature on data is a valid qual-
ified electronic signature on that data if and only if all of the above conditions are
satisfied.

In addition to the above requirements, Article 32(2) requires that “The system used
for validating the qualified electronic signature shall provide to the relying party the
correct result of the validation process and shall allow the relying party to detect any
security relevant issues” [18].

Similar requirements apply to the validation process of qualified electronic seals
(see [18, Article 40]).

Incentives. Incentives for using a qualified validation service for qualified electronic
signatures or seals include, for example:

• The validation of qualified electronic signatures/seals by lawyers, notaries, judges,
or insurance companies to verify whether or not a given signature/seal is a valid
qualified electronic signature/seal on a specific electronic document.

• Legal and regulatory requirements.

• Standards.

8Recall that Article 26 of the eIDAS Regulation specifies the requirements for advanced electronic
signatures.
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2.3.2.6. Qualified preservation service for qualified electronic signatures or seals

Article 34 (1) of the eIDAS Regulation specifies the requirements for qualified preser-
vation services for qualified electronic signatures: “A qualified preservation service
for qualified electronic signatures may only be provided by a qualified trust service
provider that uses procedures and technologies capable of extending the trustworthi-
ness of the qualified electronic signature beyond the technological validity period” [18].
Similar requirements also hold for qualified preservation services for qualified electronic
seals [18, Article 40].

Incentives. Incentives for using a qualified preservation service for qualified electronic
signatures or seals include, for example:

• The preservation of signed or sealed electronic documents (e.g., contracts, agree-
ments) where high legal or financial risks are involved.

• The preservation of signed or sealed electronic documents which remain relevant
over long periods of time (e.g., notarial acts).

• Legal and regulatory requirements.

• Standards.

At the time of writing there are no standards yet for qualified preservation services
for qualified electronic signatures or seals.

2.3.2.7. Qualified electronic registered delivery services

According to Article 3(37) of the eIDAS Regulation, a qualified electronic registered de-
livery service is “an electronic registered delivery service which meets the requirements
laid down in Article 44” [18].

Legal effects of a qualified electronic registered delivery service. The principle of
non-discrimination of data sent and received using an electronic registered delivery
service as evidence in legal proceedings also applies to data sent and received using a
qualified electronic registered delivery services. Compared to non-qualified electronic
registered delivery services, data sent and received using a qualified electronic regis-
tered delivery service enjoys “the presumption of:

• the integrity of the data,

• the sending of that data by the identified sender,

• its receipt by the identified addressee and

• the accuracy of the date and time of sending and receipt indicated by the qualified
electronic registered delivery service” [18, Article 43(2)].
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Requirements for qualified electronic registered delivery services. Article 44(1)
of the eIDAS Regulation specifies the following requirements for qualified electronic
registered delivery services:

1. “they are provided by one or more qualified trust service provider(s);

2. they ensure with a high level of confidence the identification of the sender;

3. they ensure the identification of the addressee before the delivery of the data;

4. the sending and receiving of data is secured by an advanced electronic signature
or an advanced electronic seal of a qualified trust service provider in such a
manner as to preclude the possibility of the data being changed undetectably;

5. any change of the data needed for the purpose of sending or receiving the data
is clearly indicated to the sender and addressee of the data;

6. the date and time of sending, receiving and any change of data are indicated
by a qualified electronic time stamp. In the event of the data being transferred
between two or more qualified trust service providers, the requirements in points
(a) to (f) shall apply to all the qualified trust service providers” [18, Article
44(1)].

Relation to registered postal mail. The eIDAS Regulation does not define an equiv-
alence between qualified electronic registered delivery services and registered postal
mail. However, Member States can establish this equivalence at the national level.

Incentives. Incentives for using a qualified electronic registered delivery service or a
qualified registered electronic mail service include, for example:

• The equivalence with registered postal mail at the national level. This equiv-
alence would imply that a qualified electronic registered delivery service (or a
qualified registered electronic mail service) can be used whenever certain data are
required to be sent via registered postal mail (unless there are specific national
requirements which require the use of registered postal mail only).

• E-government and administrative simplification: Qualified electronic registered
delivery services could be used by citizens and companies to interact with public
administrations. For example, such a service could be used to submit tax declara-
tions; the advantages would be a faster transmission to the public administration
as well as the legal effects associated with the qualified registered delivery ser-
vice (in particular, the presumption of the sending of the tax declaration by the
identified sender and its receipt by the identified addressee).

• Legal and regulatory requirements.

• Standards.
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2.3.3. Remote signing services

A remote signature service allows users to create remote electronic signatures, where
the private signature keys of the users as well as the signature creation device are
managed by a trust service provider on behalf of the signatory.

As explained in Section 2.1, the eSignature Directive did not allow the creation of
remote advanced electronic signatures (and hence also qualified electronic signatures)
where the users’ private keys are managed by a trust service provider. The eIDAS Reg-
ulation addresses this issue by allowing the creation of remote advanced and qualified
electronic signatures:

“The creation of remote electronic signatures, where the electronic signa-
ture creation environment is managed by a trust service provider on behalf
of the signatory, is set to increase in the light of its multiple economic bene-
fits. However, in order to ensure that such electronic signatures receive the
same legal recognition as electronic signatures created in an entirely user-
managed environment, remote electronic signature service providers should
apply specific management and administrative security procedures and use
trustworthy systems and products, including secure electronic communica-
tion channels, in order to guarantee that the electronic signature creation
environment is reliable and is used under the sole control of the signatory.
Where a qualified electronic signature has been created using a remote
electronic signature creation device, the requirements applicable to quali-
fied trust service providers set out in this Regulation should apply.” [18,
Recital (52)].

Hence, under the eIDAS Regulation, qualified trust service providers can provide
remote signing services to create qualified electronic signatures as long as the qualified
trust service provider and the associated qualified trust service (namely, the provision
of qualified certificates for electronic signatures) meet the applicable requirements in
the eIDAS Regulation.

2.3.3.1. Remote qualified electronic signatures

Description of a remote signature creation process. In Figure 2.5 we illustrate a
remote signature creation process between a user and a qualified trust service provider
(QTSP) who provides a remote signing service.

Prior to using the remote signing service, the user needs to request a qualified certifi-
cate for electronic signature from the QTSP. The QTSP generates a new private/public
key pair (sk, pk) for the user and creates a qualified certificate for electronic signature
which binds the user’s identity to the public key pk. The user’s private key (sk) and
the associated certificate are stored and managed by the QTSP on behalf of the user.

In the following we describe a signature creation process between a user and a
qualified trust service provider who provides a remote signing service for the creation
of qualified electronic signatures. We assume a secure channel between the user and the
QTSP in order to ensure the confidentiality and integrity of the transmitted messages
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as well as entity authentication of the QTSP. We denote by D an electronic document
that a user wants to sign and by H(D), where H is a hash function, the result of
applying the hash function H to D. The creation of the remote qualified electronic
signature on H(D) works as follows:

1. The user first authenticates himself to the qualified trust service provider. Strong
authentication (e.g., password and OTP generated by an authenticator app on
the user’s smartphone) is required in order to protect the electronic signature cre-
ation data used for electronic signature creation against accidental or malicious
use by others.

2. Upon receipt of the authentication request, the QTSP verifies the request and
sends its response (either “accepted” or “failed”) to the user.

3. The user sends a signature request to the QTSP. This request includes the hash
of the document H(D) that the user would like to sign electronically.

4. The QTSP processes the signature request, and creates a qualified electronic sig-
nature on H(D) on behalf of the user. The signature is created inside a hardware
security module (HSM). The QTSP returns the signature creation result, re-
turned by the signature creation application, to the user. The signature creation
result contains the signature of the user on H(D), denoted by signUser(H(D)),
and may contain additional data.

Figure 2.5.: Remote signature creation process

We would like to stress that there are many variants of remote signature creation
processes. The remote signature creation process illustrated in Figure 2.5 is only one of
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these variants. Another possible variant would be that the user, in Step 3 of the remote
signature creation process, sends a signature request to the QTSP which includes the
entire document D (and not only the hash of the document H(D)).

Requirements for qualified trust service providers. Qualified trust service providers
who issue qualified certificates for electronic signature in the case where the electronic
signature creation data (that is, private keys) are managed by the qualified trust service
provider on behalf of the signatory have to meet the following requirements:

1. The QTSP complies with the applicable requirements of the eIDAS Regulation.

2. The conformity of the qualified electronic signature creation device shall be cer-
tified in accordance with Article 30 of the eIDAS Regulation.

3. The QTSP implements the qualified electronic signature creation device in ac-
cordance with the conditions of use specified in the Certificate of Conformity
of the qualified signature creation device and in the corresponding certification
report.

4. The QTSP maintains an up-to-date risk analysis that covers the risks associated
with the use of the qualified electronic signature creation device.

Standards. To date there are only very few standards and technical specifications on
remote signing services (e.g., CEN/TS 419241:2014 “Security Requirements for Trust-
worthy Systems Supporting Server Signing”). The European Committee for Stan-
dardization (CEN), a European Standardization Organization, is currently developing
further standards for remote signing services.

2.3.3.2. Relation between remote signing services and qualified trust services

First, only qualified trust service providers can offer remote signing services to create
remote qualified electronic signatures where the management, including the generation
and storage, of the user’s private key is done by the qualified trust service provider [18,
Annex II(3)].

Second, the associated qualified trust service to remote signing services to create
qualified electronic signatures is the “provision of qualified certificates for electronic
signatures”. The creation of qualified electronic signatures via a remote signing service
is not a qualified trust service.

Identification in the trusted list. The indication that a qualified trust service provider
who provides the service “provision of qualified certificates for electronic signatures”
(service type = “CA/QC”) and manages the private keys on behalf of the users is done
in the trusted list via the qualifier “QCQSCDManagedOnBehalf (“http://uri.etsi.org/
TrstSvc/TrustedList/SvcInfoExt/QCQSCDManagedOnBehalf”)” [42], which indicates
that the private keys associated with the certificates that are issued under this service
are residing in a QSigCD “for which the generation and management of that private
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key is done by the qualified TSP on behalf of the entity whose identity is certified in
the certificate” [42].

2.3.3.3. Advantages and disadvantages of remote signing services.

Compared to the creation of qualified electronic signatures via smart cards or other
devices (where the user’s private key is stored locally in the device and the signa-
ture is created in the device), the creation of remote qualified electronic signatures is
convenient and user-friendly, as

• no specific hardware (e.g., smart card, smart card reader, USB stick) is required
to create signatures,

• no installation of additional software (e.g., smart card reader driver, middleware)
is needed, and

• the creation of electronic signatures is not limited to specific devices or web
browsers; the user can typically connect to the remote signing service via any
web browser on his laptop, desktop, tablet, or mobile phone.

A disadvantage is that the user has less control over his private key as the key is
stored in the QTSP’s environment and not locally on a device under the direct control
of the user.

Similar to the creation of signatures via smart cards or other devices where the user
is responsible for the protection of the device that stores the user’s private key and the
associated authentication codes (e.g., PIN codes, passwords), the user is responsible
for the security of the authentication means (e.g., smart phone, hardware token) and
codes (e.g., PIN to unlock the smart phone, passwords) that he uses to authenticate
himself to the remote signing server.

2.4. ILNAS Supervision Scheme for qualified trust
service providers

In this section, we describe the supervision scheme of ILNAS for qualified trust service
providers. In particular, the relationship between the different actors in the supervision
scheme will be explained.

Figure 2.6 shows the supervision scheme for qualified trust service providers ap-
plied by the ILNAS Digital Trust Department. The supervision scheme relies on the
following actors:

• The national accreditation body of a Member state (e.g., the Comité français
d’accréditation (COFRAC) in France) that has signed the European cooperation
for Accreditation multilateral agreement (EA MLA), accredits the competence of
conformity assessment bodies to carry out conformity assessment of a qualified
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Figure 2.6.: National supervision scheme

trust service provider and the qualified trust services it provides against the
requirements of the eIDAS Regulation.9

• A conformity assessment body (CAB) is “a body defined in point 13 of Article
2 of Regulation (EC) No 765/2008, which is accredited in accordance with that
Regulation as competent to carry out conformity assessment of a qualified trust
service provider and the qualified trust services it provides” [18, Article 3(18)].
Recall that Regulation (EC) No 765/2008 defines a conformity assessment body
as a “body that performs conformity assessment activities including calibration,
testing, certification and inspection”. ILNAS requires that the conformity as-
sessment body is accredited by the national accreditation body of a Member
state in accordance with Article 3 (18) of the eIDAS Regulation [18] and recom-
mends that the conformity assessment body is also accredited according to the
requirements of the ISO standard ISO/IEC 17065:2012 [28] as well as those in
ETSI EN 319403 [19].10

• The Digital Trust Department of ILNAS is the supervisory body in Luxem-
bourg, responsible for the supervision of trust service providers, and is also

9Note that the national accreditation body in Luxembourg (OLAS) does not perform accreditation
regarding the conformity assessment activities related to the eIDAS Regulation.

10The European Commission published a list of conformity assessment bodies accredited against the
requirements of the eIDAS Regulation (see, [16]).
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the body responsible for establishing, maintaining and publishing the national
trusted list [33].

• A trust service provider, without qualified status, who intends to start providing
qualified trust services, has to submit to the Digital Trust Department of ILNAS
a notification of its intention together with a conformity assessment report issued
by a conformity assessment body. Further details on the initiation process of a
qualified trust service are given in Section 2.4.1.

The national trusted list is a list which includes information about the qualified
trust service providers established in Luxembourg and supervised by ILNAS as well
as information about the qualified trust services they provide.

2.4.1. Initiation of the Supervision

A trust service provider established in Luxembourg, without qualified status, who in-
tends to start providing qualified trust services, has to submit to the Digital Trust
Department of ILNAS a notification of its intention together with a conformity assess-
ment report issued by a conformity assessment body. The notification has to include
the completed notification form as well as several documents such as the trust ser-
vice policies that apply to the trust services for which a qualified status is requested,
the termination plan of the TSP and the certificate from the conformity assessment
body that demonstrates compliance with the applicable requirements of the eIDAS
Regulation. For further details, we refer the reader to the ILNAS procedure for the
supervision of QTSPs [27].

The following elements are notably reviewed by the ILNAS upon receipt of a noti-
fication by a trust service provider:

• Accreditation of the conformity assessment body;

• Certification and scope of the conformity assessment of the QTSP;

• Coverage of the applicable requirements in the eIDAS Regulation in the confor-
mity assessment report;

• The provided documentation;

• If applicable, the resolution of nonconformities (including corrective actions)
detected during the conformity assessment.

If the applicable requirements in the eIDAS Regulation are met by the TSP and the
notified trust services, then the qualified status is granted to the TSP and the notified
trust services are included in the national trusted list.

If the applicable requirements in the eIDAS Regulation are not met by the TSP
or the qualified trust services it intends to provide and if the QTSP fails to resolve
non-conformities as requested by the Digital Trust Department of ILNAS, then ILNAS
does not grant the qualified status to the TSP. In this case the TSP needs to start the
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supervision process again via a new notification to the Digital Trust Department of
ILNAS.

It is important to note that, according to Article 21 paragraph (3) of
the eIDAS Regulation, qualified trust service providers may only start to
provide the trust service for which the qualified status has been requested in
the notification after the qualified status has been indicated in the national
trusted list.

Tools to support compliance. The conformity assessments shall be carried out against
the requirements of the eIDAS Regulation. However, standards and technical specifi-
cations can be used as a tool to support the demonstration of compliance to eIDAS
requirements. Table 2.3 provides a non-exhaustive list of standards and technical spec-
ifications that can be used to demonstrate compliance with requirements in the eIDAS
Regulation. References in Table 2.3 are non-specific, meaning that the latest version
of the referenced document (including any amendments) applies.

Note however that for some eIDAS requirements there may not (yet) be correspond-
ing requirements in standards. Similarly, for some qualified trust services defined in
the eIDAS Regulation (e.g., qualified preservation service for qualified electronic sig-
natures/seals, qualified electronic registered delivery service) there may not (yet) be
standards with applicable requirements.

2.4.2. During the Supervision

The supervision shall ensure that the QTSP and its qualified trust services meet the
applicable requirements laid down in the eIDAS Regulation. In this regard the certifi-
cation shall be renewed every two years (via a reassessment audit) and a surveillance
audit shall be conducted yearly. Furthermore, an Electronic Data Processing (EDP)
audit shall be conducted every two years. ILNAS recommends to conduct the EDP
audit with respect to the requirements in the technical specification CEN/TS 419
261:2015 “Security requirements for trustworthy systems managing certificates and
time-stamps” [17].

Supervision meetings. During the supervision phase, the Digital Trust Department
of ILNAS organises a supervision meeting with each QTSP at least every 6 months,
which allows the department to review the recent activities of the QTSP. In particu-
lar, the QTSPs that are supervised by ILNAS shall inform ILNAS of any change in
the provision of its qualified trust services (e.g., change of subcontractor, change of
hardware/software, change of algorithms, intention to cease activities).

Notification of security incidents. According to Article 19 paragraph (2) of the
eIDAS Regulation, qualified trust service providers shall, “without undue delay but in
any event within 24 hours after having become aware of it, notify the supervisory body
and, where applicable, other relevant bodies, such as the competent national body for
information security or the data protection authority, of any breach of security or loss
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Standard/
Techn. Spec.

Scope of TSP activity

ETSI EN 319 401 General policy requirements for trust service providers
supporting electronic signatures

ETSI EN 319 411-1 Policy and security requirements for Trust Service Providers
issuing certificates - Part 1: General requirements

ETSI EN 319 411-2 Policy and security requirements for Trust Service Providers
issuing certificates - Part 2: Requirements for Trust service
service providers issuing EU qualified certificates

ETSI EN 319 412 Certificate Profiles

ETSI EN 319 421 Policy and Security Requirements for Trust Service Providers
issuing Time-Stamps

ETSI EN 319 422 Time-stamping protocol and time-stamp token profiles

ETSI TS 119 312 Cryptographic Suites

CEN/TS 419 241 Security Requirements for Trustworthy Systems Supporting
Server Signing

CEN/TS 419 261 Security requirements for trustworthy systems managing
certificates and time-stamps

IETF RFC 3647 Internet X.509 Public Key Infrastructure
Certificate Policy and Certification Practices Framework

IETF RFC 3161 Internet X.509 Public Key Infrastructure
Time-Stamp Protocol

IETF RFC 2630 Cryptographic Message Syntax

Table 2.3.: Standards and technical specifications to support the demonstration of
compliance

of integrity that has a significant impact on the trust service provided or on the per-
sonal data maintained therein”11. In certain cases, the QTSP also has to notify the
customers who are affected by the breach of security or loss of integrity without undue
delay.

Ad hoc conformity assessments. Besides the yearly surveillance audit and the
two-yearly re-assessment audit, the supervisory body may, according to Article 20 (2)
of the eIDAS Regulation, at any time audit or request a conformity assessment body
to perform a conformity assessment of a qualified trust service provider at the expense
of the trust service provider. The aim of such ad hoc audits is to confirm that the

11Note that this requirement encompasses qualified as well as non-qualified trust services provided
by the QTSP and that it also applies to non-qualified trust service providers and the non-qualified
trust services they provide.
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qualified trust service provider and its qualified trust services fulfill the requirements
laid down in this eIDAS Regulation. Ad hoc audits can be triggered by the occurrence
of events such as:

• Events detected by ILNAS, or

• Events notified by the QTSP to ILNAS, e.g.:

– Termination of one or more qualified trust services,

– Changes of policies or procedures of the QTSP,

– Major changes in the documentation of the QTSP,

– Change in the provision of one or more qualified trust services,

– Provision of a new trust service of the same type as trust services already
provided but under significantly different policies,

– Security incidents,

– Personal data breaches,

– Complaints.

Depending on the outcome of the ad hoc conformity assessment, ILNAS may update
the status of the QTSP or its qualified trust service(s) in the national trusted list.

2.4.3. Termination of the Supervision

The QTSP has to inform ILNAS of its intention to cease one or more of its qualified
trust services. In this case, the Digital Trust Department of ILNAS verifies the correct
application of the provisions contained in the trust service provider’s termination plan,
including as to how information is kept accessible in accordance with point (h) of
Article 24 paragraph (2) of the eIDAS Regulation. This verification is necessary to
maintain the trust and confidence of the affected users in the continuity of the qualified
trust services (e.g., the availability of the certificate revocation list) as well as for the
purpose of providing evidence in legal proceedings. As an example, suppose that a
QTSP ceases all of its activities including the provision of qualified certificates for
electronic signatures. If a user wants to validate an electronic signature based on a
qualified certificate issued by the trust service provider, where the signature has been
created before the cessation of the qualified trust service, then the user must be able
to check the status of the certificate at the time of the creation of the signature and,
in particular, whether or not the certificate was revoked.

In case of the cessation of some of the qualified trust service provider’s qualified
trust services, the scope of the supervision by ILNAS changes and the status of the
concerned qualified trust services on the national trusted list is updated by ILNAS.

In case of the cessation of all of the qualified trust service provider’s qualified trust
services, the supervision by ILNAS according to the ILNAS supervision procedure for
QTSPs ceases and the status of the trust service provider and of the trust services on
the national trusted list is updated by ILNAS.
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2.5. Trusted lists

“Trusted lists are essential elements in the building of trust among market
operators as they indicate the qualified status of the service provider at the
time of supervision.” [18, Recital (46)]

Each EU Member State manages a national trusted list which contains information
about the qualified trust service providers under its supervision and their qualified
trust services. Details on national trusted lists are provided in Section 2.5.1. The
national trusted lists contain a pointer to the European List of Trusted Lists (LOTL)
which is managed by the European Commission. We provide information on the LOTL
and the Trusted List Browser in Section 2.5.2.

2.5.1. National trusted list

The eIDAS Regulation requires EU Member States to establish, maintain and publish
trusted lists, which include information about the qualified trust service providers
supervised by the supervisory body of the Member State as well as information about
the qualified trust services that they provide. Trusted lists not only contain information
on currently active qualified trust service providers and the qualified trust services that
they currently provide, but also historical information on the trust services that they
provide (or that they provided in the past) such as their prior statuses. The lists
also include information on trust service providers that have been supervised by the
supervisory body in the past as well as information on the trust services that they
provided.

Optionally, EU Member States can include in their respective national trusted list
information about non-qualified trust service providers and the non-qualified trust
services that they provide, provided that this is clearly indicated in the list (see Article
2 of the Commission Implementing Decision (EU) 2015/1505 [8]).

Each national trusted list is digitally signed by the Trusted List Scheme Operator
(TLSO), the legal entity in charge of managing the trusted list, to ensure origin au-
thentication of the trusted list. Thus, users are able to verify that a given trusted list
was indeed issued by a certain entity.

Under the eIDAS Regulation, national trusted lists have a constitutive value as they
present the only reliable source to verify whether a given trust service provider and its
trust service had the “qualified” status at a given point in time. A necessary condition
for a qualified trust service to benefit from the legal effects associated to it is that the
trust service has the “qualified” status in the national trusted list.

As indicated before, trusted lists are mainly used to validate objects (e.g., quali-
fied electronic signatures or qualified timestamps) that have been created by using a
qualified trust service. For example, to verify that an electronic signature on a docu-
ment, created with a public-key certificate, can be considered as a “qualified electronic
signature” in the sense of the eIDAS Regulation, one would need to first verify that

• Qualified status check: the trust service under which the certificate was issued
had the “qualified” status in the trusted list at the time when the signature was
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created.12

Additional checks include:

• Suspension and revocation check: the verification whether the certificate
was neither suspended nor revoked at the time of the signature (Certificate Re-
vocation List (CRL) distribution points are included in the certificate),

• Expiration check: the verification whether the certificate was not expired at
the time of the signature (the expiration date of the certificate is included in the
certificate),

• Cryptographic verification of the digital signature: the cryptographic
verification whether the digital signature is a valid signature on the document,
and

• QSigCD check: the verification whether the private key corresponding to the
certified public key resided in a qualified signature creation device (this informa-
tion may be included in the trusted list or in the certificate).

The trusted list of Luxembourg includes information about the qualified trust service
providers established in Luxembourg and supervised by ILNAS as well as information
about the qualified trust services they provide. The Digital Trust Department of
ILNAS is Luxembourg’s Trusted List Scheme Operator, responsible for maintaining
and publishing Luxembourg’s trusted list. It is available in three formats HTML,
XML, and PDF, and can be accessed on the ILNAS website.13

Figure 2.7 shows an extract of the Trusted List Luxembourg when accessed via the
Trusted List Browser, a web application made available by the European Commission
(see also Section 2.5.2). As shown in Figure 2.7, at the time of writing, LuxTrust
S.A. is the only active qualified trust service provider in Luxembourg providing the
following qualified trust services (indicated in yellow):

• Qualified certificates for electronic signatures,

• Qualified certificates for website authentication,

• Qualified time stamping service.

The trusted list not only contains information on currently active qualified trust
service providers supervised by ILNAS and the qualified trust services that they cur-
rently offer, but also historical information on trust service providers that have been
supervised by ILNAS in the past.

The trusted list also contains a link to the European List of Trusted Lists (in XML
format), information on the trusted list itself such as the date and time when it was

12If PKI technology is used, then a trust service is identified on the trusted list via an X.509 certificate
in the “Service Digital Identity” field.

13URL: https://portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-
confiance/liste-confiance.html
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Figure 2.7.: “Trusted List Luxembourg”, European Commission, 25th August, 2017.
Author’s screenshot, 20th February 2018.

issued, the date and time by which an updated trusted list will be issued, as well as a
digital signature by the head of the Digital Trust Department of the ILNAS.

Trusted lists have to comply with the technical specifications given in Annex I of the
Commission Implementing Decision (EU) 2015/1505 [8]. These technical specifications
rely on the requirements in the ETSI Technical Specification 119 612 v2.1.1 [42]. Due
to the constitutive value of the trusted lists on which users and applications rely to
verify the status of trust services, the trusted lists have to be highly available. More
precisely, national trusted lists have to be available 24 hours a day and 7 days a week
with a minimum availability of 99,9% over one year, as required by Clause 6.4 of
the ETSI Technical Specification 119 612 [42] which is referenced in the Commission
Implementing Decision (EU) 2015/1505 [8].

2.5.2. European List of Trusted Lists (LOTL)

According to Article 22 paragraph (4) of the eIDAS Regulation the European Commis-
sion makes available information to the public about national trusted lists published by
the EU Member States. This information is included in a list, called the European List
of Trusted Lists (LOTL). In particular, the LOTL contains pointers to the locations
where the national trusted lists of the EU Member States are published. It is available
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in a machine-readable format (XML) on the website of the European Commission. 14

Figure 2.8.: ”Trusted List Browser”, European Commission, 6th July, 2017. Author’s
screenshot. 14th November 2017.

In 2017, the European Commission launched the Trusted List Browser [13]. The
trusted list browser is a user-friendly web application (see Figure 2.8) that allows users
to browse national trusted lists and verify the status of trust services offered by trust
service providers established in the European Union or in Norway, Liechtenstein, or
Iceland. In particular, users can verify whether a specific trust service offered by some
trust service provider had the qualified status at a given point in time.

The European List of Trusted Lists, made available by the European Commission,
can be used by users, businesses, and public administrations to validate trust in the
objects that were created with the help of qualified trust services (e.g., electronic sig-
natures, electronic seals, electronic timestamps).

In the following section, we illustrate how the software vendor Adobe R© integrated
information from the European List of Trusted Lists (LOTL) into its software products

14https://ec.europa.eu/information_society/policy/esignature/trusted-list/tl-mp.xml
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Adobe R© Acrobat R© and Acrobat R© Reader R© [44, 30] and show how a digital signature
based on a qualified certificate for electronic signatures can be validated with Adobe R©

Acrobat R© Reader R© software.

2.5.2.1. Application: Adobe European Union Trust List

The “Adobe European Union Trust List” (Adobe R© EUTL) is a reduced version of
the European List of Trusted Lists (LOTL) as it only includes information on the
qualified trust service providers present on the LOTL and information on the qualified
trust services provided by them [5]. Non-qualified trust services are excluded from the
Adobe R© EUTL.

Figure 2.9.: Signature verification for a PDF document with Adobe R© software. Au-
thor’s screenshot, 20th November 2017.

Acrobat R© and Acrobat R© Reader R© software both need to take into account updated
information on qualified trust services (such as a change of status or a new quali-
fied trust service) on the European List of Trusted Lists. This is done via an Adobe R©

server: “Acrobat and Acrobat Reader have been programmed to reach out to an online
service run by Adobe to periodically download the list of trusted digital certificates
from EU Qualified Trust Service Providers that meet the requirements specified in
Article 1 of the Implementing Decision (EU) 2015/1505” [5]. In other words, both of
Adobe R©’s software products periodically download the trust anchors that correspond
to qualified trust services on the LOTL from a server. As a consequence, users can
validate digital signatures on electronic documents that have been created using qual-
ified certificates issued under one of these trust anchors. Note that Acrobat R© also
recognizes whether a digital signature is a qualified electronic signature or a qualified
electronic seal according to the eIDAS Regulation and displays this information under
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Signature Properties [30].
If a PDF document is digitally signed using a qualified certificate for electronic sig-

natures or electronic seals issued by a qualified trust service provider, then this digital
signature can be verified by Adobe R© Acrobat R© Reader R© software. In Figure 2.9 we
show how the digital signature on the ILNAS procedure for the supervision of QTSPs
can be validated via Adobe R© Acrobat R© Reader R©. Note that Adobe R© also indicates
that the signature is a qualified electronic signature according to the eIDAS Regulation
(which means that the private key corresponding to the certified public key resides in
a QSigCD).

We would like to mention that Adobe R© Acrobat R© and Acrobat R© Reader R© software
not only use the Adobe R© EUTL as a source of trust, but also the Adobe Approved
Trust List (AATL) which includes certification authorities established outside of the
EU (e.g., DigiCert in the US or SwissSign in Switzerland) [4]. Hence, digital signatures
based on a certificate that has been issued under one of the certification authorities on
the AATL can be validated as well with Adobe R© Acrobat R© and Acrobat R© Reader R©

software.
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3. Conclusion

In this document we presented the different trust services and qualified trust services
introduced by the eIDAS Regulation. Compared to non-qualified trust services, quali-
fied trust services can only be provided by qualified trust service providers. In addition,
qualified trust services have to meet stricter requirements than non-qualified trust ser-
vices. In particular, when a trust service provider established in Luxembourg intends
to start providing a qualified trust service, it has to submit to ILNAS (Digital Trust
Department) a notification of its intention, a conformity assessment report issued by
a conformity assessment body, as well as additional information required by ILNAS.
Furthermore, for each of the qualified trust services, we provided a range of use cases
where the qualified trust service can be used in practice.

Then, in Section 2.4, we described the ILNAS Supervision Scheme for qualified trust
service providers. As explained before, qualified trust service providers may only start
to provide the trust service for which the qualified status has been requested in the
notification after the qualified status has been granted by ILNAS and after this status
has been indicated in the national trusted list.

Finally, in Section 2.5, we provided information on the national trusted list. The
national trusted list (as well as the list of trusted lists) can be used to validate trust
in electronic signatures or seals, for instance.

We hope that industry will use trust services and, in particular, qualified trust
services to improve the security of their applications and to strengthen user trust and
confidence in their digital transactions. We encourage individuals to use trust services,
in particular, qualified certificates for electronic signatures and qualified electronic time
stamping to sign, respectively, time stamp electronic documents, especially in a cross-
border context within the European Union.

It will be interesting to see how the market of trust services, and more generally, the
provision of services that confer or improve trust in digital transactions, will evolve in
the future. In the following we highlight some developments in this area:

• Alternative identification methods: Before a qualified trust service provider
issues a qualified certificate to a user, he first verifies the identity of this user.
Traditionally, this verification of the user’s identity (via its identity card or pass-
port) is done by the physical presence of the user at a registration authority.
The eIDAS Regulation permits various other identification methods to be used
by the qualified trust service provider; for example:

– an identification method based on the use of a qualified certificate for elec-
tronic signatures that has been issued after identity verification by physical
presence (see Article 24(1) letter (c) of the eIDAS Regulation), or
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– an identification method that is recognised at national level and provides an
equivalent assurance in terms of reliability to physical presence (see Article
24(1) letter (d) of the eIDAS Regulation). The equivalent assurance has to
be confirmed by a conformity assessment body.

The use of these alternative identification methods would allow a qualified trust
service provider to not only provide its qualified trust services in the country
where it is established and where its registration authorities are located, but
also in other EU countries.

• New technologies: Trust in electronic transactions can also be conferred using
new technologies. For example, time stamps can be created in a decentralized
way using blockchain [26, 45]. The authors of [26] have implemented their times-
tamping concept in the timestamping web service OriginStamp1, which uses the
decentralized Bitcoin blockchain to store time stamps. We refer the reader to [31]
for a comparison between traditional timestamping methods and timestamping
methods based on blockchain.

Certificates for website authentication and (qualified) time stamps may be used
in the context of TLS-N [39]. TLS-N is an extension of TLS which allows the
generation of non-repudiable proofs of the conversation contents of a TLS ses-
sion. These proofs can afterwards be verified by third parties. The certificate
chain is one element that is included in the proof; in case a qualified certificate
for website authentication is used, the verification of this element could be done
using the list of trusted lists (LOTL). As mentioned in [39], “in order to retro-
spectively understand the time of validity of a proof, either the generator or the
validator could make use of a timestamping service attesting the existence of the
proof”. Here either a non-qualified or a qualified timestamping service provided
by a (qualified) trust service provider could be used to establish that the proof
existed at that time.
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document.
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A. Appendix

A.1. Background on qualified certificates in the context
of the PSD2 Directive

A major objective of the PSD2 Directive is to introduce enhanced security standards
for online transactions. The adoption and implementation of these standards by pay-
ment service providers will strengthen the security of online transactions and hence
enhance consumer confidence and trust.

The PSD2 Directive states in its Article 98 paragraph 1 that the European Banking
Authority (EBA) shall, in close cooperation with the ECB and after consulting all
relevant stakeholders, develop draft regulatory technical standards on authentication
and communication addressed to payment service providers [38]. More precisely, it
states that the “EBA (European Banking Authority) shall, in close cooperation with
the ECB and after consulting all relevant stakeholders, including those in the payment
services market, reflecting all interests involved, develop draft regulatory technical
standards addressed to payment service providers as set out in Article 1(1) of this
Directive in accordance with Article 10 of Regulation (EU) No 1093/2010 specifying:

(a) the requirements of the strong customer authentication referred to in Article 97(1)
and (2);

(b) the exemptions from the application of Article 97(1), (2) and (3), based on the
criteria established in paragraph 3 of this Article;

(c) the requirements with which security measures have to comply, in accordance
with Article 97(3) in order to protect the confidentiality and the integrity of the
payment service users’ personalised security credentials; and

(d) the requirements for common and secure open standards of communication for the
purpose of identification, authentication, notification, and information, as well as
for the implementation of security measures, between account servicing payment
service providers, payment initiation service providers, account information ser-
vice providers, payers, payees and other payment service providers.” [38, Article
98(1)]

Article 98 paragraph 2 of the PSD2 Directive enumerates the objectives of the draft
regulatory technical standards: “The draft regulatory technical standards referred to
in paragraph 1 shall be developed by EBA in order to:
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(a) ensure an appropriate level of security for payment service users and payment
service providers, through the adoption of effective and risk-based requirements;

(b) ensure the safety of payment service users’ funds and personal data;

(c) secure and maintain fair competition among all payment service providers;

(d) ensure technology and business-model neutrality;

(e) allow for the development of user-friendly, accessible and innovative means of pay-
ment.” [38]

In accordance with Article 98 paragraph 1 of the PSD2 Directive, the EBA has
developed, in close cooperation with the European Central Bank (ECB), draft Reg-
ulatory Technical Standards on Strong Customer Authentication and common and
secure communication [7]. The European Commission can adopt regulatory technical
standards based on the draft developed by the EBA in accordance with Articles 10 to
14 of Regulation (EU) No 1093/2010 [38, Article 98(4)].

In November 2017 the European Commission has published Commission Delegated
Regulation (EU) 2018/389 of 27 November 2017 supplementing PSD2 with regard
to regulatory technical standards for strong customer authentication and common
and secure open standards of communication [14]. This Regulation integrates the
regulatory technical standards developed by the EBA with some amendments.

One of the requirements in [14] is that “For the purpose of identification, as referred
to in Article 30(1)(a), payment service providers shall rely on qualified certificates for
electronic seals as referred to in Article 3(30) of Regulation (EU) No 910/2014 of the
European Parliament and of the Council or for website authentication as referred to
in Article 3(39) of that Regulation [14, Article 34(1)].

The rules in the PSD2 Directive apply from 13 January 2018. Regulation (EU)
2018/389 of 27 November 2017 supplementing PSD2 with regard to regulatory techni-
cal standards for strong customer authentication and common and secure open stan-
dards of communication [14] will become applicable in September 2019.

A.2. Comparison between qualified certificates for
website authentication and extended validation
certificates

Qualified certificates for website authentication (QWACs) are similar to extended val-
idation (EV) certificates in terms of security guarantees provided with respect to the
identity of the entity who controls a certain website.

The purposes of both types of certificates are to:

• identify the entity that controls a website so that a visitor of the website can be
sure that he is accessing the intended website,
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• enable encrypted communication between the visitor of the website and the web-
site (e.g., via TLS),

• strengthen the security of electronic transactions with the website.

The main differences between the two types of certificates are the following:

• Certificate issuance: Whereas EV certificates can only be issued to legal per-
sons (see [25])1, QWACs can be issued to natural or legal persons (see [18, Annex
IV]).

• Identity verification: The requirements on the verification of the legal ex-
istence and identity of the entity who requests a certificate are different. The
EV guidelines require that “A Principal Individual2 associated with the Busi-
ness Entity MUST be validated in a face-to-face setting” [25] by the certificate
authority or the registration agency. In contrast, the eIDAS Regulation requires
the qualified trust service provider to use one of the four methods specified in its
Article 24 paragraph 1 to verify the identity of the entity to whom the certificate
is to be issued. These methods include the physical presence of the entity as well
as other identification means such as certain electronic identification means or
methods that are recognised at national level and provide equivalent assurance
in terms of reliability to physical presence [18].

• Requirements: The EV guidelines require that “The CA MAY issue EV Cer-
tificates, provided that the CA and its Root CA satisfy the requirements in these
Guidelines and the Baseline Requirements”. In contrast, a trust service provider
who would like to issue QWACs has to meet all the applicable requirements in
the eIDAS Regulation; these requirements include, for example, the obligation to
notify security incidents to the supervisory body and to undergo regular audits
(at least every 24 months) by a conformity assessment body with respect to the
applicable requirements in the eIDAS Regulation.

• Supervision: In contrast to CAs who provide EV certificates, a trust service
provider who would like to issue QWACs falls under the supervision of a su-
pervisory body. We refer the reader to Section 2.4 for details on the ILNAS
supervision scheme for qualified trust service providers. Recall that a trust ser-
vice provider may only start to provide QWACs after the qualified status has
been attributed to the trust service provider and the notified QWAC trust service
is indicated in a national trusted list.

1According to CA/Browser Forum EV guidelines, “The CA MAY only issue EV Certificates to
Applicants that meet the Private Organization, Government Entity, Business Entity and Non-
Commercial Entity requirements specified below” [25].

2A Principal Individual is defined as “An individual of a Private Organization, Government Entity,
or Business Entity that is either an owner, partner, managing member, director, or officer, as iden-
tified by their title of employment, or an employee, contractor or agent authorized by such entity or
organization to conduct business related to the request, issuance, and use of EV Certificates” [25].
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• Maximum validity period: Whereas the eIDAS Regulation does not contain
specific requirements on the validity period for QWACs, the EV Guidelines re-
quire that “The validity period for an EV Certificate SHALL NOT exceed 825
days. It is RECOMMENDED that EV Subscriber Certificates have a maximum
validity period of twelve months.” [25].

If a qualified trust service provider satisfies the requirements in the eIDAS Regulation
and, in addition, those in the EV Guidelines, he may issue both types of certificates.
He may also issue certificates to legal persons that are EV certificates as well as QWAC
certificates as long as these certificates satisfy the applicable requirements in the eIDAS
Regulation and the EV Guidelines.
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