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Technical standardization

Data protection and privacy in Smart ICT
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Why technical standardization?

• Technical standardization has the ability to provide technical or qualitative 

referential for products, services or processes

• Technical standards

• Provide an effective tool for achieving various objectives

(e.g., mutual understanding, costs reduction, eliminating waste, convenience of 

use etc.)

• Developed on the fundamental principles stated by the WTO – transparency, 

openness, impartiality, consensus, effectiveness and relevance, coherence, to 

name a few

• Play a role in innovation

Chapter FOUR
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Standards developing organizations (SDOs)

• Standardization committees/groups working on data protection and privacy 

aspects

• ISO/IEC JTC 1/SC 27 – IT Security techniques

• ISO/PC 317 – Consumer protection: privacy by design for consumer goods and 

services (created in 2018)

• ITU-T SG 17 - Security

• CEN/CLC JTC 13 – Cybersecurity and data protection

• CEN/CLC JTC 8 – Privacy management in products and services

• ETSI/TC CYBER – Cybersecurity
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ISO/IEC JTC 1/SC 27 – IT Security techniques

• Structure of the SC:

• WG 1 – Information Security Management Systems (ISMS)

• WG 2 – Cryptography and security mechanisms

• WG 3 – Security evaluation testing and specification

• WG 4 – Security controls and services

• WG 5 – Identity management and privacy technologies

• ISO/IEC 27001:2013 – ISMS Requirements

• ISO/IEC 27002:2013 – Code of practice for information security controls

• The Secretariat as well as the Convenor of JTC 1/SC 27/WG 4 

(Mr. Johann Amsenga) is a Luxembourg delegate
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JTC 1/SC 27 projects related to privacy

• Published standards (related to privacy and data protection)

• ISO/IEC 29100 – Privacy framework

• ISO/IEC 29101 – Privacy architecture framework

• ISO/IEC 29134 – Guidelines for privacy impact assessment

• ISO/IEC 29151 / ITU-T X.1058 – Code of practice for PII protection

• ISO/IEC 29190 – Privacy capability assessment model

• ISO/IEC 29146 – A framework for access management

• ISO/IEC 29191 – Requirements for partially anonymous, partially unlinkable

authentication

• ISO/IEC 27018 – Code of practice for protection of PII in public Clouds acting as 

PII processors
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ETSI TC on Cybersecurity

• Relevant ETSI standards developed by TC CYBER

• ETSI TS 103 532 – Attribute based encryption for attribute based access control

• ETSI TS 103 458 – Application of attribute based encryption for PII and personal 

data protection on IoT devices, WLAN, Cloud and mobile services – High-level 

requirements

• ETSI TR 103 304 – PII protection in mobile and Cloud services

• ETSI TR 103 456 – Implementation of the Network and Information Security 

(NIS) Directive

• ETSI TR 103 306 – Global cyber security ecosystem

• Basic data protection and privacy terms from different ISO standards
(e.g., anonymity, PII, privacy controls, privacy-enhancing technology)
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Smart ICT standardization (Internet of Things)

• Given that IoT is a combination of several technologies, standardization 

efforts could also be viewed as a culmination of diverse initiatives

• Automatic identification and data capture (AIDC) technologies

• ISO/IEC JTC 1/SC 31 – AIDC techniques

• CEN/TC 225 – AIDC technologies

• IoT related standardization

• ISO/IEC JTC 1/SC 41 – Internet of Things and related technologies

• ITU-T SG 20 – IoT and its applications including smart cities and communities
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Smart ICT standardization (Internet of Things)
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Smart ICT standardization (Internet of Things)
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Smart ICT standardization (Big data)

• In 2014, ISO/IEC JTC 1/WG 9 Big data was established; later it was 

disbanded in 2018 with the creation of ISO/IEC JTC 1/SC 42 Artificial 

Intelligence

• JTC 1/SC 42 has one WG and three SGs

• WG 1 – Foundational standards

• SG 1 – Computational approaches and characteristics of AI systems

• SG 2 – Trustworthiness

• SG 3 – Use cases and applications
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Smart ICT standardization (Big data)
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Smart ICT standardization (Big data)
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Smart ICT standardization (Cloud computing)

• ISO/IEC 27018 provides privacy controls in the context of Cloud computing

• ISO/IEC 29151 establishes the code of practice for PII protection that could 

be enhanced for Cloud computing users

• ISO/IEC JTC 1/SC 38 Cloud computing and distributed platforms

• 13 published standards so far and 9 currently under development
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Smart ICT standardization (Cloud computing)
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Smart ICT standardization (Cloud computing)
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Conclusions
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Conclusions

• Security, privacy and data 

protection are becoming essential 

elements for building trust in ICT

• Identification of potential risks and 

development of innovative solutions

to protect data and privacy in Smart 

ICT has attracted significant 

attention of the scientific community

• Development of technical standards 

in Smart ICT domains has become 

necessary

• Luxembourg is creating ecosystems 

to address challenges concerning 

security, privacy and data protection

Chapter SIX
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Conclusions

• University of Luxembourg and SnT are performing cutting-edge research to 

improve security, privacy and data protection capabilities of several emerging 

paradigms

• ILNAS – with the support of ANEC G.I.E. – is strengthening national ICT 

sector’s participation in standardization work

• Developing market interest and involvement

• Promoting and reinforcing market participation

• Supporting and building education about standardization and relevant research

activities

• This white paper is available online

• Become a delegate!
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