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About oneM2M \— YV

A global partnership among SDOs and Industry Associations/Fora

Main goal: create consistency in how devices, servers and applications
communicate through a standardized M2M Service Layer
* Interoperability

« Cost-effectiveness / economies of scale /
* Reduced fragmentation - e
* Larger market .. . ¥
Open and transparent: all working documents are public. -~

All deliverables available free of charge. f{ 4 \

Detailed scope at http://www.onem2m.org/



http://www.onem2m.org/
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Breaking barriers: cross-domain interoperability

Security Building Security

Common service platform
 —

Converged ICT infra

S DD

Existing Existing Existing

ICT infra ICT infra ICT infra

Dedicated Dedicated Dedicated
devices devices devices

¥ Highly fragmented market with small ¥ End-to-end platform: common service
vendor-specific applications. capabilities layer.

¥ Reinventing the wheel: Same services ¥ Interoperability at the level of
developed again and again. communications and data.

¥ Each silo with its own technologies ¥ Seamless interaction between
without interoperability. heterogeneous applications and

devices. 4



Global Participants, Global Footprint
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Over 200 member organizations in ]
oneM2M
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Membership: where the IoT industry meets. Get involved!
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Structure

SC - STEERING COMMITTEE

Chairman: Fran O’Brien, Cisco
Vice-chairs: R. Farhoumand, Huawei - E. Scarrone, Telecom Italia - N. Yamasaki, KDDI

Finance Committee Marketing & Communication Committee

Legal Committee Methods & Processes Committee

TP - TECHNICAL PLENARY

Chairman: Omar Elloumi, Alcatel-Lucent
Vice-chairs: J. Blanz, Qualcomm - R. Hechwartner, Deutsche Telekom — Hyoung Jun Kim, ETRI

Work Programme Management Group
Methods of Work Group

Coordination Team

WG1 - REQ WG2 - ARC WG3 - PRO WG4 - SEC WG5 - MAS WG6 - TST

Requirements Architecture Protocols Security Mgt Abst. & Sem. Test
S. Kiewel (iconectiv) D. Seed (Convida Wireless) P. Niblett (IBM) F. Ennesser (Gemalto) Y. Zhang (Huawei) J. Song (KETI)
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Choice and interoperability
Industry-driven Open source implementations
_— s e
LAASCNRS 7 Fraunhofer KETI cisco.
9"}5‘: N/ OCEAN - OPEN
Ly OMZM ﬁ open mtc d I0tDM
Examples of Commercial implementations /demos
W o lm SqduiT ATH celrifeqy
% §Vl| REEFEQQ QUALCOM |NTERDIGIT@ LG oo ?f'()ﬂ;e@liw w:m?jﬂ;ﬁ o
‘ . —
gg F MODACOM SK lecom sensinov @ LG ut I(t HewlettPackard
HUAWeEI e Global IoT Platform nterprise

An ongoing series of successful interop events held since 2015

With 30 participating organizations and 130+ engineers
Next interop event: Washington DC, 9 -13 July 2018
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oneM2M timeline
Release 3
Basi f dards f :
oneM2M S onstructing auntied  aNNING Interop #4 Interon #6
Partnershi p Project and horizontal 10T platform (Q4-2016) (Q3 2818)
launch (Q3-2012) Release 1 Issued Interop #5
\ (Q1-2015) (Q4-2016)
—2012— 2013— 2014— 2015——2016,—— 2017— 2018 — 2019 —
Interop #1 Interop #Ha Release 4 work:
(Q3-2015) (Q2-2017)
+ 3GPP V2X
m . E(_jge computing
Interop #2 Release 3 Issued + Disaster alert
WM (Q2-2016) (Q3-2018) + And others
Focus on:
Release 2 Issued « 3GPP interworking with a
3-2016 focu§ on ce.llular IoT
Industrial domain and home dorggn enableme)nt, ‘ghe |n.(tjustr|al domain
interworking framework for different systems (e.g. . ngr?;ni/ics
AllJoyn, Lightweight M2M), security enhancements, . And others 9

and semantic interoperability
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Role of the M2M Service Layer

[ NetworkiLayer J

R R R R

Software/Middleware

Sits between applications and
data processing & communication HW

Integrated into devices/gateways/servers
e.g. sensors, actors, things, routers, cloud

Connects data producers and consumers
in secure manner

Hides complexity of NW usage from apps
Controls when communication happens
Increases efficiency of data transport
Stores and shares data
Supports access control
Notifies about events

Talks to groups of things
Manages devices on large scale
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Principles

¥ Distributed architecture

V¥ Request / Response model

A request-message triggers a response message

V¥ Resource oriented approach
RESTful approach

simple and uniform interfaces is used to access resources

Create, Retrieve, Update, Delete (+ notifications)

¥ All services offered accessed via addressable resources

URI to identify each resource

V' Base ontology and semantic interoperability

12
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Common Service Functions

Functions provided by a Common Service Entity (CSE)

Group

Registration Discovery Security Management

D) o . Applicati
ata Subscription & Device L |ca'F|on &
Management & Service
Repository Management

Notification Management

Communication Network Service . Service Charging
Location .
Management Exposure & Accounting

13
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Transport layer abstraction

Transport layer agnostic

* Currently using IP-based protocols

Service Layer

Core Protocols
TS-0004

| |
CoAP Binding HTTP Binding MQTT Binding Websocket Binding
TS-0008 TS-0009 TS-0010 TS-0020

* Modular approach

« Further bindings under consideration/specification

14



Security

In today’s Internet age
V' Data acquired about our environment

V' help us adapt our behaviour
> Indirect privacy threat
» Security does not directly affect our safety

ETSI7Z__ Y\
‘X\\,_ ///

In tomorrow’s loT age
V¥ Data acquired about our behaviour

V¥ are used to adapt our environment
» Privacy directly impacted!
» Security breaches directly impact our safety

Strong focus on security in oneM2M
Dedicated group of experts
Security in focus from Day #1

15



ETSIFC O\

Security (cont.)

Protecting critical infrastructures
V¥ Connected healthcare environments (with wearable devices)
VIntelligent transport, roadways, smart connected cars

V' Smart utilities: Metering, Power production and distribution, water,
food, waste

V Critical infrastructures cannot afford weak security

V Furthermore, many critical infrastructure equipments are physically
accessible to potential attackers

VoneM2M provides mechanisms for authentication, authorization

(through access control mechanism), secure communications and
more. ‘ '



ETSI7___\\

Architecture

© ETSI 2018
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Conceptual Architecture View

) 4 )
Appllcatlon Infrastructure
Dedicated r \ Node
Node Middle Node
AE AE
Thi - AE
INngs:\ ) } AP Apps
Sensors ™\ Cloud
Devices, App"cat'on AP CSE ] _
MEMS Service Services,
Node CSE ] BSS
)| )
API - g
CSE Gateways Network
) —————— | f ™ = == = = == = -~ = = = = == == -
1 NSE , ' NSE ' ' NSE '
S s I ‘s I
Sensor Area AE: Application Entity Cloud
Networks CSE: Common Services Entity

NSE: Network Services Entity 18
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Harmonised interfaces

|
Application
Layer
Service
Layer
————————— L Ry - ¥ ---M !-
Network Underlying Underlying
Layer Network Network
Other
Device Gateway Server Server
Entities AE (Application Entity), CSE (Common Services Entity) and NSE (Network Services Entity)
Reference Point One or more interfaces - Mca, Mcn, Mcc and Mcc’

19
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Topology
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Know more about oneM2M

oneM2M webinars:
Vv  Taking a look inside oneM2M

¥ Future proof |IoT based smart cities using oneM2M

Vv oneM2M Release 2 overview

oneM2M presentations on SlideShare

White papers:

Vv Smart Cities Done Smarter

Vv The Interoperability Enabler

Developers guides



https://www.brighttalk.com/webcast/11949/129553
https://www.brighttalk.com/webcast/11949/216231
https://www.brighttalk.com/webcast/11949/226333
https://www.slideshare.net/onem2m
http://www.onem2m.org/images/files/oneM2M_WhitePaper_SmartCitiesDoneSmarter.pdf
http://www.onem2m.org/images/files/oneM2M-whitepaper-January-2015.pdf
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Upcoming events

Technical Plenary 36 — Washington DC, USA , 16 — 20 July 2018 :“"" ‘H
-

Technical Plenary 37 — Seoul, Korea, 17 — 21 September 2018
¥ Expected to ratify Rel-3

¥ Industry Day held on Friday 14 September Y

¥ Korea loT week held 9-12 September in Seoul. oneM2M members invited to attend

Technical Plenary 38 — Japan, 3 —7 December 2018

Interop #6 — Washington DC, USA, 9 — 13 July 2018
¥ Organised by ETSI and TTA, supported by EC

Meetings and events in Europe in 2019 and 2020
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Contact Details:

Xavier Piednoir - ETSI External Relations

Ultan Mulligan - oneM2M Marketing/Communications

-

General oneM2M enquiries

CGETSI 2018


mailto:xavier.piednoir@etsi.org
mailto:ultan.mulligan@etsi.org
mailto:oneM2M_Secretariat@list.onem2m.org

