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Pillar 1: Information and communication 
technologies (ICT)

• https://portail-qualite.public.lu/fr/publications/normes-normalisation/avis-officiels/strategie-normative-2014-2020.html
• https://portail-qualite.public.lu/fr/publications/normes-normalisation/avis-officiels/politique-luxembourgeoise-pour-la-normalisation-technique-des-TIC-2015-2020.html

Developing the interest and the 
involvement of the market1

Promoting and reinforcing market 
participation2

Supporting and strengthening the EaS and 
related research activities3

I. Context and objectives of the Standards Analysis Smart Secure ICT  

A. Context

https://portail-qualite.public.lu/fr/publications/normes-normalisation/avis-officiels/strategie-normative-2014-2020.html
https://portail-qualite.public.lu/fr/publications/normes-normalisation/avis-officiels/politique-luxembourgeoise-pour-la-normalisation-technique-des-TIC-2015-2020.html


• https://hcpn.gouvernement.lu/dam-assets/fr/publications/brochure-livre/national-cybersecurity-strategy-3/national-cybersecurity-strategy-iii-en-.pdf

I. Context and objectives of the Standards Analysis Smart Secure ICT  

A. Context
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https://hcpn.gouvernement.lu/dam-assets/fr/publications/brochure-livre/national-cybersecurity-strategy-3/national-cybersecurity-strategy-iii-en-.pdf
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I. Context and objectives of the Standards Analysis Smart Secure ICT

A. Context

DIGITAL TRUST

Internet of 
Things

Cloud 
Computing

Artificial 
Intelligence & 

Big Data
Blockchain

→ Relies on previous ILNAS Smart ICT publications

→ Focuses on four Smart ICT areas, considering related Digital Trust
challenges and developments from a standardization perspective

→ Provides a monitoring of relevant technical committees and 
standards

→ Introduces Fora and Consortia identified as relevant in the 
cybersecurity context
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B. Objectives

I. Context and objectives of the Standards Analysis Smart Secure ICT

INFORM

about Smart ICT 
standardization 
developments

IDENTIFY

standardization 
opportunities for the 

national market

ENCOURAGE

the involvement 
in the standardization 

process

DEVELOP

“standards-related” 
skills and 

collaborations

For the benefit of all national stakeholders



- Introduction of Smart ICT technologies main characteristics 

- Identification and presentation of relevant standardization technical committees as well as identified Fora 
and Consortia in the context of cybersecurity

- Introduction of basic components of Digital Trust for Smart ICT

- Identification and presentation of standards published or in development in the selected Smart ICT areas
as well as Digital Trust standards developments related to these areas

- Identification and presentation of standardization opportunities offered to the national stakeholders in
Luxembourg
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I. Context and objectives of the Standards Analysis Smart Secure ICT

C. Scope of the Standards Analysis
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- Smart ICT definition

- Introduction of fundamental concepts of Smart ICT and related Digital Trust aspects based on standards

o Internet of Things: 

▪ ISO/IEC 20924:2018, Definitions and vocabulary (new) 

▪ ITU-T Y.4000/Y.2060 (06/2012), Overview of the Internet of things

o Cloud Computing: 

▪ ISO/IEC 17788:2014 | ITU-T Y.3500, Overview and vocabulary

o Artificial Intelligence and Big Data: 

▪ ISO/IEC 20546:2019, Big Data -- Definition and Vocabulary (new)

▪ ISO/IEC 22989, Artificial Intelligence Concepts and Terminology (under development)

o Blockchain and Distributed Ledger Technologies: ISO 22739, Terminology and concepts (under
development)

o Basic Components of Digital Trust

A. Smart (Secure) ICT overview

II. Results of the Standards Analysis 

Smart ICT corresponds to a holistic approach of ICT development, integration and implementation, where a range of emerging
or innovative tools and techniques are used to maintain, improve or develop products, services or processes with the global
objective to strengthen different societal, social, environmental and economic needs. It includes, through related interconnected
ecosystems, advanced ICT such as Cloud Computing, Big Data and Analytics, Internet of Things, Artificial Intelligence, Robotics,
and new ways of gathering data, such as social media and crowdsourcing.
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B. Internet of Things

- TECHNICAL COMMITTEES (6)

o ISO/IEC JTC 1/SC 41 “Internet of Things and related technologies”

o ISO/IEC JTC 1/SC 31 “Automatic identification and data capture techniques”

o ISO/IEC JTC 1/SC 25 “Interconnection of information technology equipment”

o CEN/TC 225 “AIDC Technologies”

o ETSI/TC SmartM2M “Smart Machine-to-Machine Communication”

o ITU-T/SG 20 “Internet of Things, smart cities and communities”

- PUBLISHED STANDARDS (65)

o ISO/IEC 30141:2018, Internet of Things Reference Architecture (IoT RA)

o ISO/IEC TR 22417:2017, IoT use cases

o ISO/IEC 21823-1:2019, Interoperability for Internet of things systems -- Part 1:
Framework (new)

o …

- STANDARDS UNDER DEVELOPMENT (66)

o ISO/IEC CD 30161, Requirements of IoT data exchange platform for various IoT
services

o ISO/IEC CD 30165, Real-time IoT framework

o ISO/IEC CD 30166, Industrial IoT (new)

o …

II. Results of the Standards Analysis 
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C. Cloud Computing

- TECHNICAL COMMITTEES (2)

o ISO/IEC JTC 1/SC 38 “Cloud Computing and Distributed Platforms”

o ITU-T/SG 13 “Future networks, with focus on IMT-2020, cloud computing and
trusted network infrastructures”

- PUBLISHED STANDARDS (62)

o ISO/IEC 19941:2017, Interoperability and portability

o ISO/IEC 19944:2017, Cloud services and devices: Data flow, data categories and
data use

o ISO/IEC TR 22678:2019, Guidance for Policy Development (new)

o …

- STANDARDS UNDER DEVELOPMENT (23)

o ISO/IEC CD 22123, Concepts and terminology

o ISO/IEC AWI 23751, Data sharing agreement (DSA) framework (new)

o ISO/IEC NP TR 23951, Best practices for cloud SLA metrics (new)

o …

II. Results of the Standards Analysis 
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D. Artificial Intelligence and Big Data

- TECHNICAL COMMITTEES (3)

o ISO/IEC JTC 1/SC 42 “Artificial Intelligence”

o ISO/IEC JTC 1/SC 32 “Data management and interchange”

o ITU-T/SG 16 “Multimedia coding, systems and applications” (new)

- PUBLISHED STANDARDS (35)

o ISO/IEC 20546:2019, Big Data -- Overview and Vocabulary (new)

o ISO/IEC TR 20547-2:2018, Big Data Reference Architecture -- Part 2: Use Cases
and Derived Requirements

o ISO/IEC TR 20547-5:2018, Big data reference architecture -- Part 5: Standards
roadmap

o …

- STANDARDS UNDER DEVELOPMENT (43)

o ISO/IEC WD 22989, Artificial Intelligence -- Concepts and Terminology

o ISO/IEC WD 23053, Framework for Artificial Intelligence (AI) Systems Using
Machine Learning (ML)

o ISO/IEC NP TR 24030, Information technology -- Artificial Intelligence (AI) -- Use
cases (new)

o …

II. Results of the Standards Analysis 



14

E. Blockchain and Distributed Ledger Technologies

- TECHNICAL COMMITTEES (1)

o ISO/TC 307 “Blockchain and distributed ledger technologies”

- PUBLISHED STANDARDS (1)

o ISO/TR 23455:2019, Overview of and interactions between smart contracts in 
blockchain and distributed ledger technology systems (new)

- STANDARDS UNDER DEVELOPMENT (10)

o ISO/DIS 22739, Terminology

o ISO/DTR 23245, Security risks, threats and vulnerabilities

o ISO/NP TR 23246, Overview of identity management using blockchain and
distributed ledger technologies

o ISO/CD 23257, Reference architecture

o ISO/NP TS 23635, Guidelines for governance

o …

II. Results of the Standards Analysis 
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F. Digital Trust in Smart ICT

- TECHNICAL COMMITTEES (8)

o ISO/IEC JTC 1/SC 27 “Information Security, cybersecurity and privacy 
protection”

o CEN/CLC/JTC 13 “Cybersecurity and Data Protection”

o ETSI/TC CYBER “Cyber Security”

o …

- PUBLISHED STANDARDS (32) → Digital Trust aspects of Smart ICT

o IoT: ETSI TS 103 645 V1.1.1 (2019-02), CYBER; Cyber Security for Consumer
Internet of Things (new)

o Cloud Computing: ISO/IEC 27018:2019, Guidance for the assessment of 
information security controls (new)

o AI/Big Data: ISO/IEC 20889:2018, Privacy enhancing data de-identification 
terminology and classification of techniques

o …

- STANDARDS UNDER DEVELOPMENT (39)

o IoT: ISO/IEC 30149, Trustworthiness framework

o Cloud Computing: ITU-T Draft X.sgmc, Security guidelines for multi-cloud (new)

o AI/Big Data: ISO/IEC NP TR 24028, Overview of trustworthiness in Artificial
Intelligence (new)

o …

II. Results of the Standards Analysis 
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G. Presentation of the results

II. Results of the Standards Analysis 

- Presentation of the technical committees using 
ID-Cards
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G. Presentation of the results

II. Results of the Standards Analysis 

- Published standards and 
standards projects listed in the 
Appendix

o Areas concerned: IoT, 
Cloud Computing, Artificial 
Intelligence and Big Data

o Information provided:

▪ Standards (published 
/ under development)

▪ Digital Trust related 
standards (published 
/ under 
development)

e.g.: Digital Trust for Cloud Computing standards

SDO Reference Title

ISO/IEC 

JTC 1 / 

ITU-T

ISO/IEC 27017:2015 / 

ITU-T X.1631 (07/2015)

Information technology -- Security techniques -- Code of practice for

information security controls based on ISO/IEC 27002 for cloud

services

ISO/IEC 

JTC 1

ISO/IEC 27018:2019 Information technology -- Security techniques – Guidance for the

assessment of information security controls

ISO/IEC 

JTC 1

ISO/IEC 27036-4:2016 Information technology -- Security techniques -- Information security

for supplier relationships -- Part 4: Guidelines for security of cloud

services

ISO/IEC 

JTC 1

ISO/IEC 21878:2018 Information technology — Security techniques — Security guidelines

for design and implementation of virtualized servers

ISO/IEC 

JTC 1

ISO/IEC 19086-4:2019 Information technology -- Cloud computing – agreement (SLA)

framework – Part 4: Components of security and protection of PII

ISO/IEC 

JTC 1

ISO/IEC TR 23186:2018 Information technology -- Cloud computing -- Framework of trust for

processing of multi-sourced data

ETSI ETSI TR 103 304 V1.1.1 

(07/2016)

CYBER; Personally Identifiable Information (PII) Protection in mobile

and cloud services

ETSI ETSI SR 003 391 V2.1.1 

(02/2016)

Cloud Standards Coordination Phase 2; Interoperability and Security

in Cloud Computing

ETSI ETSI TS 103 532 V1.1.1 

(03/2018)

Attribute Based Encryption for Attribute Based Access Control

ETSI ETSI TS 103 458 v1.1.1 

(06/2018)

Application of Attribute Based Encryption for PII and personal data

protection on IoT devices, WLAN, Cloud and mobile services – High-

level requirements

ITU-T ITU-T X.1601 (10/2015) Security framework for cloud computing (edition 2 under

development)

ITU-T ITU-T X.1602 (03/2016) Security requirements for software as a service application

environments

ITU-T ITU-T X.1603 (03/2018) Data security requirements for the monitoring service of cloud

computing
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G. Presentation of the results

II. Results of the Standards Analysis 

- A list of relevant Fora and Consortia working in the Digital Trust area (and notably in relation with 
Smart ICT technologies) is provided (23 Fora and Consortia identified)
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Overview

III. Opportunities for the national market

INFORMATION ABOUT STANDARDIZATION

• Smart ICT workshops

• Awareness sessions

• Smart ICT standards watch

• Publications and disseminations

• Free consultation of the standards

• Smart ICT standardization research results

TRAININGS IN STANDARDIZATION

• Trainings on Smart ICT Standardization

• Future professional “Master in Technopreneurship: mastering smart ICT, 
standardisation and digital trust for enabling next generation of ICT 
solutions” (forecast in September 2020)

INVOLVEMENT IN STANDARDIZATION

• Become national delegate in standardization

• Comment standards under public enquiry

• Propose new standards projects

• Monitor the standardization work performed by the European Multi-
Stakeholder Platform on ICT Standardization (MSP)
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