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JIRVEYY National Standardization Commission “Cybersecurity”

Cybersecurity technical standardization — Current situation

® More and more technical committees dealing with similar or complementary projects
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o Fragmentation of the work at national level
o Lackof national participation in European standards projects
o Added complexity for national experts to participate in multiple technical committees



JIRVEYY National Standardization Commission “Cybersecurity”

Cybersecurity standardization —Most relevant technical committeesidentified

® International

0 | CBERSEEIAITY e : jon secur ity and pri | =
”e o ISO/IECITC1/SC 27 - Information security, cybersecurity and privacy protection I@O JTC11l3®

= |SO/IEC 15408 series - Evaluation criteria for IT security (Common Criteria) N errerr e

= |SO/IEC 270xx series - Information security management systems

o ISO/IECIJTC1/WG 13 —Trustworthiness
= |SO/IECTS5723 - Trustworthiness Vocabulary
= |SO/IECTS 24462 - Ontology for ICT Trustworthiness Assessment
o ISO/PC 317 - Consumer protection: privacy by design for consumer goods and services

RN
ISO
N4

= |SO 31700 - Consumer protection - Privacy by design for consumer goods and service

® Europe
o CEN/CLCJTC13 - Cybersecurity and Data Protection -
= Adoption of INT standards (fromJTC1/SC 27) ‘
= Specific projects, mainly in support of EU legislation (e.g.: GDPR, CSA, RED, ...)
CENELEC



http://www.cenelec.eu/
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JIRVEYY National Standardization Commission “Cybersecurity”

Creation of a National Standardization Commission (NSC) “Cybersecurity”

Creation of a one-stop shop for Cybersecurity Standardization

o National experts canregister within a single NSC in order to follow and participate in all the most relevant standardization
committees and projects in cybersecurity

= Administrative simplification (one form allows access to all the relevant entities)

» Pooling of efforts (all national delegates are made aware of the global context)

= Strengthening of the participationin EU standards projects

National Commission

structure

EU entity mirrored

INT entity mirrored

NSC 001

NSC 001/WG 6
NSC 001/WG 7

CEN/CLC/JTC 13 “Cybersecurity and Data Protection”

CEN/CLC/JTC 13/WG 2 “Management systems and controls sets”

/

CEN/CLC/JTC 13/WG 3 “Security evaluation and assessment”

CEN/CLC/JTC 13/WG 4 “Cybersecurity services”

CEN/CLC/JTC 13/WG 5 “Data Protection, Privacy and ldentity

Management”
CEN/CLC/JTC 13/WG 6 “Product security”

/

- ISO/IEC JTC 1/SC 27 “Information security, cybersecurity and
privacy protection”

- ISO/PC 317 “Consumer protection: privacy by design for
consumer goods and services”

ISO/IEC JTC 1/SC 27/WG 1 “Information security management
systems”

ISO/IEC JTC 1/SC 27/WG 2
mechanisms”

ISO/IEC JTC 1/SC 27/WG 3 “Security evaluation, testing and
specification”

“Cryptography and security

ISO/IECJTC 1/SC 27/WG 4 “Security controls and services”

ISO/IEC JTC 1/SC 27/WG 5 “Identity management and privacy
technologies”

/
ISO/IECJTC 1/WG 13 “Trustworthiness”
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Structure of the National Standardization Commission (NSC) “Cybersecurity”

® National Standardization Commission (NSC) “Cybersecurity”

‘ WG 1 — Cybersecurity management systems
‘ WG 2 — Cryptography and security mechanisms
;‘ WG 3 — Security evaluation, testing and specification
‘ WG 4 — Cybersecurity controls and services

WG 5 — Data protection, privacy and identity management

' WG 7 - Trustworthiness
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NSC 001
“Cybersecurity”

WG 6 — Product security
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Objectives of the National Standardization Commission (NSC) “Cybersecurity”

® ILNAS’ objectives
:.: | CYBERSECURITY WEEK

18//28 OCTOBER 2021

o Bettergovernance of the standardization work related to cybersecurity

o Improvement of national delegates experience

o Simplified access to cybersecurity standards projects

o Strengthening of the national community involved in cybersecurity standardization

® With the creation of this new structure, ILNAS intends to better address needs of the national market for its participation in
cybersecurity technical standardization and aims at giving Luxembourg the opportunity to defend its interests in international
and European cybersecurity standards projects
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Participationinthe National Standardization Commission (NSC) “Cybersecurity”

® Participation in standardization activities

CYBERSECURITY WEEK . . . .
18//28 OCTOBER 2021 o ILNAS ensures the management of the participation of national experts who represent

Luxembourgin European and international technical committees
= QOpen to everybody

* Freeof charge

Registre national des délégués en normalisation - Septembre 2021

® National register of delegates —
o 288 experts registered (September 2021) s
o 1056 registrations in technical committees -

o Link: https://gd.lu/cCN7qg S

More information available on: https://portail-qualite.public.lu/fr/normes-
normalisation/participer-normalisation.html



https://gd.lu/cCN7qg
https://portail-qualite.public.lu/fr/normes-normalisation/participer-normalisation.html
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Participationinthe National Standardization Commission (NSC) “Cybersecurity”

® Onlinetrainings to facilitate the appropriation of technical standardization

CYBERSECURITY WEEK .. . . o
el et o Training modules have been developed to allow national stakeholders to understand technical standardization and to

familiarize themselves with the role of national delegate

Module 1 : Présentation de I'ILNAS et de 'Organisme luxembourgeois de
normalisation

Duree 117 min.

Description : Dans ce module, vous obtenez des informations utiles sur INLNAS en sa gualite d'organisme luxembourgeois de
normalisation. Parmi les sujets traites se trouvent la stratégie normative nationale et les politiques ad-hoc, la collaboration
avec le GIE ANEC, les activités normatives au niveau national et international, la présentation de 'LNAS e-shop et des stations
de lectures, ainsi que les possibilites de participation active au sein du processus de normalisation

N
@..ﬁg@seniaﬁon of ILNAS and the National Standards Body D

Copierle li...

Module: Presentation of ILNAS and the
National Standards Body

Regarder sur £ Youlube
June 2021

Module 2: Organismes de normalisation

Durée -7 min

Description : Dans ce module, vous obtenez des informations sur les différents organismes de normalisation au niveau
national, européen et international

N > . rD
-Standards Development Organizations

Copier le li...

o All the training modules are available on our YouTube channel:
https://www.youtube.com/channel/UCiGeFq_POHPdBcgohXjEpkA/playlists



https://www.youtube.com/channel/UCiGeFq_P0HPdBcqohXjEpkA/playlists
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