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Presentation of ILNAS

- ILNAS

o Public administration under the authority of the Minister of the Economy
Creation: Law of May 20, 2008
Legislation in force: amended Law of July 4, 2014 reorganizing ILNAS
Total staff: 62 (November 2023)

ISO 9001:2015 certification (Budget and administration department, OLN, Digital Trust
department, Market surveillance department, BLM, OEC)

u PORTAIL-QUALITE.LU
QUALITE-SECURITE - CONFORMITE

UNEINITATWEDEL‘I V'\.g
- National Standards Body (OLN)

o Composed of 8 persons METROLOGY
o Close collaboration with the

E.l.G. ANEC-N

o O O O

STANDARDIZATION

ACCREDITATION

MARKET

SURVEILLANCE DIGITAL TRUST



https://portail-qualite.public.lu/fr.html

ANEC — Agency for standardization and knowledge-based

economy

Creation: October 4, 2010 < ANEC

Status: Economic Interest Group (EIG)

Objectives: Promotion, awareness raising and training, applied research in the field
of standardization and metrology in order to support companies’ competitiveness in
Luxembourg

Human resources: 9 persons, including 4 employees in the standardization
department (November 2023)

Partners :

3 N I CHAMBRE
% LDEUGGORLLVNE;-’\;E&;NETDE LUXEMBOURG I {g DES METIERS E gﬁqTﬂBERRECDE
Ministére de I'Economie LUXEMBOURG




Luxembourg standardization strategy 2020-2030

Technical standardization
"Inclusive tool for performance and excellence to serve the
economy”

STRATEGIE

NORMATIVE

LUXEMBOURGEOISE
2020-2030 ‘

Outil inclusif de performance et
d'excellence au service de I'économie

N Pillar 1 — Use of relevant technical standards

Pillar 2 — Involvement in the standardization process

d Pillar 3 — Active participation of the NSB in the
European and international standardization
organizations

[INAS

—-> Strategy signed by the
Minister of the Economy of
Luxembourg

d Pillar 4 — Development of research and education about
standardization

L B
4

https://portail-qualite.public.lu/content/dam/qualite/publications/normalisation/2020/strateqgie -normative-luxembourgeoise-2020-
2030.pdf



https://portail-qualite.public.lu/content/dam/qualite/publications/normalisation/2020/strategie-normative-luxembourgeoise-2020-2030.pdf

Luxembourg standardization strategy 2020-2030

Technical standardization
"Inclusive tool for performance and excellence to serve the
STRATEGIE economy"

NORMATIVE

LUXEMBOURGEOISE

‘ 3 growth sectors identified

IINAS

& 5 B\ ) = A
i K - : "
INFORMATION AND
COMMUNICATION AEROSPACE
TECHNOLOGIES

\/ \/
Computer Aided Design (CAD)
Building Information Modelling
(BIM)

3D printing

Space data processing
Space traffic management
Smart Mobility

Identification of
trans-sectoral
standardization

interactions



https://portail-qualite.public.lu/content/dam/qualite/publications/normalisation/2022/policy-on-ict-technical-standardization-2022-2025.pdf
https://portail-qualite.public.lu/content/dam/qualite/publications/normalisation/2020/politique-pour-la-nornalisation-technique-du-secteur-de-la-construction-2020-2025.pdf
https://portail-qualite.public.lu/content/dam/qualite/publications/normalisation/2021/Policy-on-aerospace-technical-standardization-2021-2025.pdf
https://portail-qualite.public.lu/content/dam/qualite/publications/normalisation/2020/strategie-normative-luxembourgeoise-2020-2030.pdf

Luxembourg’s policy on ICT technical standardization

“Foster and strengthen the national ICT sector involvement in
standardization work”

\ -> Three lead projects

Poli ICT Technical . . . .
S:aIr::ga‘::;izationefzonzlg-aZOZS) Promoting the ICT technical standardization

/ to the market

Reinforcing the valorization and the involvement
regarding ICT technical standardization

Supporting and strengthening the EaS and
the related research activities

[INAS
S — Policies for the Construction and Aerospace
A 4 ﬂ[ > sectors, as well as for the “Conformity” domain are
4 based on similar lead projects
‘ TINAS ’ X ’ r

IINAS


https://portail-qualite.public.lu/content/dam/qualite/publications/normalisation/2022/policy-on-ict-technical-standardization-2022-2025.pdf
https://portail-qualite.public.lu/dam-assets/publications/normalisation/2022/politique-normative-nationale-iso-casco-2022-2030.pdf
https://portail-qualite.public.lu/content/dam/qualite/publications/normalisation/2020/politique-pour-la-nornalisation-technique-du-secteur-de-la-construction-2020-2025.pdf
https://portail-qualite.public.lu/content/dam/qualite/publications/normalisation/2021/Policy-on-aerospace-technical-standardization-2021-2025.pdf

Promoting the ICT technical standardization to the market

Standards Analysis

STANDARDS ANALYSIS

LUXEMBOURG
ﬁ & a [ ]

- ANEC

2023 - Standards Analysis

Content

Standardization context of the
related sectors

Presentation of European
(CEN,CLC, ETSI) and international
(1ISO, IEC) technical committees
active in the related sectors
(distributed among subsectors
relevant for the national economy)

Offer guidance to national
stakeholders for a potential future
involvement in the standardization
development process

Updated annually (twice a year for

STANDARDS ANALYSIS

LUXEMBOURG

ensg.

oo ANEC



https://portail-qualite.public.lu/dam-assets/publications/normalisation/2023/ilnas-ans-aerospace-sector-2023.pdf
https://portail-qualite.public.lu/dam-assets/publications/normalisation/2023/ans-construction-en-march-2023.pdf
https://portail-qualite.public.lu/dam-assets/publications/normalisation/2023/standards-analysis-ict-sector-luxembourg-v13-0.pdf

Reinforcing the valorization and the involvement regarding ICT

technical standardization

ISO/IEC JTC 1

Legend:

. Luxembourg’s participation

. No participation of Luxembourg I?b J TC 1 @
I ]

[ Presidency by ILNAS ]

N

INFORMATION TECHNOLOGY STANDARDS

WG 11
Smart

WG 13
Trustworthiness

AGs

WG 14
SGCs Quantum Computing

Infrastructur

AG 21— JTC 1 Strategic
ction

5C27 5C31
Information Automatic Data management
security, identification and and interchange
cybersecurity and data captures
privacy protection techniques

User interfaces

5C6 5C7 5C17
Telecommunica- Software and Cards and security
-tions and Systems devices for
information Engineering personal
exchange between identification
systems

S5C39 SC40
Cloud Computing Sustainability, IT & IT Service Internet of things Artificial
and Distributed Data Centres Management and digital twin Intelligence

Platforms and IT
Governance




Reinforcing the valorization and the involvement regarding ICT

technical standardization
ISO/IEC JTC 1

Quantum
Computing

Cybersecurity

Artificial

Trustworthiness Intelligence

Cloud
Computing

Internet of Things

- 63 national delegates registered in ISO/IEC JTC 1 (77 in total for the ICT sector)

mJTC 1/SC 27
mJTC 1/SC 42
mJTC 1/SC 41
mJTC 1/SC7
mJTC 1/SC 40
mJTC1
mJTC 1/SC 38
mJTC 1/WG 13
mJTC 1/SC 31
mJTC 1/AG 2
mJTC 1/SC 39
mJTC 1/SC 32
mJTC /WG 14
mJTC 1/SC 17
JTC 1/AG 1
EJTC /WG 11
mJTC 1/SC 6
JTC 1/AG 14
mJTC 1/SC 35



Reinforcing the valorization and the involvement regarding ICT

technical standardization

ETSI
. 14 ETSI members in Luxembourg SESA
= Rank 15 of the countries with the most members worldwide (out of 61 countries) your sareite compony
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Supporting and strengthening the EaS and the related research

Research program “Technical Standardisation for Trustworthy ICT, Aerospace, and Construction”
(2021-2024)

Research program “Technical Standardisation for Trustworthy ICT, Aerospace, and
Construction” (2021-2024) in collaboration with the University of Luxembourg

Building Information Modelling (BIM) and its

Trustworthiness

integration with Artificial Intelligence (Al)

Security

3 PhD
students

Data
Privacy

QoANEC  SIT

TINAS | i ln | ST S &

securityandtrustiu


https://gd.lu/8WJHCk
https://ilnas-snt.uni.lu/

Supporting and strengthening the EaS and the related research

Research project CORAL - cybersecurity Certification based On Risk evALuation and treatment

\\ 1/
CORAL
|
' Ly )
O | e CORAL - cybersecurity
I -\T _\g Certification based On
Risk evALuation and

( ANEC treatment

Co-financed by the
Connecting Europe Facility
of the European Union

based On R|sk gvALuation

I TINAS §ravie

https://youtu.be/kmMHJ-
lJ4FY

Overview

CORAL is a European Union-funded project under CEF
Telecom Call, that aims to elaborate a toolkit and
methodology to speed up the certification process in
line with the EU Cybersecurity Act or CSA (Regulation EU
2019/881). The project aims to address challenges
concerning self-certification and the basic level of
assurance, as well as to enhance the exchange of good
practices, collaboration and information sharing related to
performing evaluations in line with the CSA.

The CORAL project is being developed in a Luxembourgish
context, but it aims to become known and used beyond the
Luxembourg market and borders. Its target audience is
primarily small and medium enterprises who have a product
or service for which, they wish to assess the basic
cybersecurity requirements.

Fit4CSA tool: https://fit4dcsa.nc3.lu/
CORAL website: https://coral-project.orqg/

12


https://coral-project.org/
https://fit4csa.nc3.lu/
https://youtu.be/kmMHJ-lj4FY

White Papers & Technical Reports ILNAS

2020-2023 - ILNAS Research activities

1 White Paper

published

ARTIFICIAL
INTELLIGENCE

Technology
review

Economic
overview

Challenges

Technical ——

Standardization &0 v P80 4 National Technical

Standardization Reports
s jitig published

New Technical
Standardization Report
on Quantum
Technologies

13



Supporting and strengthening the EaS and the related research

Master MTECH (second promotion)

STANDARDISATION

Smart Secure ICT and Innovation

Technical Standardisation

TOTAL

SMART ICT

Smart ICT Technologies |

Smart ICT Technologies 11
TOTAL

= ERENY - ERE

DIGITAL TRUST FOR SMART ICT  J=ais
Security for SmartICT |
Security for SmarcICT I
Trust Architectures for Smart ICT

TOTAL

TECHNOPRENEURSHIP

Management of Business and Technical

m
wa |

Innovation

Digital Intelligence

Legal Aspects
TOTAL

| m
oa SN

Master Thesis
TOTAL

With the support of: ‘ﬁ
c ETSI7T__)
B2 CENELEC s

THE GOVERMMENT
OF THE GRAN UCHY OF LUXEMBOURG
Ministry of the Ecanamy

PROGRAMME i

Master MTECH (2023-2024) — ILNAS in collaboration with the
University of Luxembourg and the Chamber of Employees

332 hours
of teaching

Internship
(+/- 750
hours)

Started in
February 2023

2 years
lifelong-
learning

|' 10
| students

Next promotion in
September 2024

%
B oag me

14



Master MTECH — Profile of the students enrolled in the Master MTECH

WOMEN : MEN
30% 70%

ECONOMIC SECTORS

1
1

1

1

1

1

1

m [T & Telecom :
= Financial sector :
= Public sector (EU) :
= Industry :
1

Education 1

1

1

1

1

1

1

1

Average: 40

m Auditing & Consulting

NATIONALITIES

0 .

|
|
|
|
:
28 > 56 |
|
|
|
|
|
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STAY INFORMED ABOUT ILNAS ACTIVITIES

Portail qualité:
www.portail-qualite.lu

ILNAS e-shop:
https://ilnas.services-publics.lu/

PORTAIL-QUALITE.LU
JUALITE S| AT

B 1INAS

Sécurité et Santé Métrologe Accréditation et
Notfication

La normalisation en vidéo : quelles sont les
narmes qui contribuent & limiter la
prolifération des débris spatiaux ?

at elements de ceus-
), stuks £n orbae terresire au rents atmasahére et qui

Nt pius dutee, tels ue des satellies antfieiels ayant aceve leur
misSion, cu des Gtages superseurs de lance i

Informez-vous auprés du
Point de Contact Produits

Achetez des normes

Formez-vous 4 la
normalisation et a la
métrologie

Trouvez un organisme
accrédité

Commenter une norme
en enquéte publigue

meraloge

AKCraaaian et Nol)

Confla Hoemes Cybersecurity Act Libre circulation et

numénque Normalisation

Mise & 'honneur de deux étudiants du
programme de recherche ILNAS-Université
du Luxembourg 2017-2020

programme de recherche » Hormalisation techalque por
unlisation iable dans le amane "Smar ICT* & (2017.20
e 55 doctorants mis & Maonneur en 2021

Informez-vous sur
Iarchivage électronigue

survelllance du

marché

i A M

La normalisation en v
commun pour le BIM

La digitalisation falt d4sormais part
dans e secteur de & canstruction o
aus egences dun marcne de pius|
contexte, la modelation das infu
{Bullding Informatian Madellngl,

qui se presente aux peofessionnels

Wous sauhaite: consulter toutes nos actualités 7

Inscription & notre Newsletter

Participez 4 la

normalisation Vous sauhaites S1re Lenu Informe des dermitres

lités ou te nas nouvelies format

Consultez les services
d'étalonnages

Informez-vous sur la
conformité des produits

Apropos de ILNAS

FORMA

PUBLICATIONS

de sécurité et rappel
our bébis

DOCUMENTATION

Qe Qo Ak stes

1EC) 500 & votre portée |
pdanras ot Incermacnles Ssborsas &t adopedes par i
alague on lgre vous donns accés au normes.

U ks e ecture sewi est offert sratutement 8 phusieurs sdots ma Liverboure.

[ secescen e vone |
Jo

Etomes mites | |Projemdenorme || Mormes avubdes | |Nermes en enuine pubiaue:
BECHERCHE MUAMCEE

Cormenent rechershes s normes T Comiment acheter des nanmes 1 Comment recevir des normes T

PORTAIL-QUALITELU

IINAS

Newsletters: https://portail-
qualite.public.lu/fr/support/newsletter.html

Social Networks:

inf >
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Presentation of the
National Standards Body
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1. Standardization activities

1.1 At national level

> Coordinate and supervise the creation of national standards

— National annexes of the Eurocodes (2011 and 2019)

— National annex concerning the Winter Diesel (EN 590:2013+A1:2017/AN-LU:2019)

— Creation of a national standards office in the construction domain (2015)

— National standard on the calculation of the living surface (ILNAS 101:2016) Ej ‘ CRT' B

— National standard related to the information security in the context of accreditation of laboratories (ILNAS 107:2020)
— National standard related to the technical controls of buildings (ILNAS 105-1:2021)

— National standard on building acoustics (ILNAS 103-1:2022)

— National standard on e-archiving (ILNAS 106:2022)

— National annexes on concrete (ILNAS-EN 206:2013+A2:2021+CN-LU:2023)

— National standard on telecommunication cabling techniques in residential buildings (ongoing work)

— National standard on soil classification (ongoing work)

> Create a normative culture in Luxembourg

— Master « Technopreneuship », in collaboration with the University of Luxembourg and the Chambre
des salariés (support provided by GIE ANEC-N) II lli Il'
L ]

Research program in collaboration with the University of Luxembourg :
UNIVERSITE DU

Promote technical standardization at national level (Newsletter, portail-qualite.lu, Linkedin, events, ... LUXEMBOURG

Continuous training in the field of technical standardization and awareness raisins sessions in high schools

&~
|

18



1. Standardization activities

1.2 European and international level

National
level

oo | TITNAS
[INAS
IINAS

Electrotechnical
Standardization

Telecommunication
Standardization

ITU-T

European International
level level

- Vienna I/?b
" agreement NS

Francfort
c ENE I-Ec Agreement

ETSI___ )\
N\ ¥

19


http://www.cenelec.eu/

1. Standardization activities

1.2 European and international level

» Participate in the creation of European and international standards

— Open to all national stakeholders
— Free of charge

— Free trainings offered to registered experts

» Represent Luxembourqg at European and international level

— Participate in the « Committee on Standards » and the « High-Level Forum on European
Standardisation » of the European Commission

— Participate in general assemblies, technical boards and other specific working groups of CEN,
CENELEC, ETSI, ISO et IEC

* Xk

/TR

g. ETSI(__ )\
European ‘ c EN E I. E c ‘x\ //// I\égg/p

Commission
e

20



2. Participate in technical standardization

2.1 How to get involved ?
» How can | participate in the elaboration process of national, European or
international standards ?
1) Public enquiry of a draft standard

2) Active participation in a technical committee

21



2. Participate in technical standardization

2.2 Public enquiry

» Navigate to the ILNAS e-shop (https://iinas.services-publics.lu) in order to be
able to comment on draft standards which are currently in the “public enquiry”
stage

IINAS
e-shop |

BIENVENUE SUR L'E-SHOP DE LILNAS !

Les normes nationales (ILNAS, DIN), européennes (EN) et internationales (ISO, IEC) sont 3 votre portée |

ILNAS vous offre |a possibilité de rechercher et d'acheter des normes nationales, européennes et internationales élaborées et adoptées par
les organisations de normalisation, & savoir : ILNAS, DIN, CEN, CENELEC, ETSI, 15O et IEC, Le catalogue en ligne vous donne accés aux normes
publiées et aux projets de norme ainsi qu'aux versions antérieures.

Un accés en lecture seule est offert gratuitement 3 plusieurs endroits au Luxembourg, AIDE
7 ENQUETE DE SATISFACTION
RECHERCHER UNE NORME

p NEWSLETTER
MNaormes ratifiées Projets de norme Normes arrul‘s Normes en enquéte publique ’ OFFRE DE FORMATION CONTINUE

GRATUITE "NORMALISATION"

RECHERCHE AVANCEE
PARTICIPEZ A LA MALISATION

Comment rechercher des normes ? Comment acheter des normes ? Comment recevoir des normes ?

COMMENTER UNE NORME EN
Deux possibilités vous sont offertes ENQUETE PUBLIQUE
s Recherche simple : il vous suffit d'entrer le numeéro de référence ou un mot-clé contenu dans le titre des normes
& Recherche avancée : elle vous permet délargir votre recherche par différents critdres: NISMES DE NORMALISATI
o Libelld

@ Organisme de normalisation

o Comité technigue

@ Domaine (code ICS : Classification internationale pour les normes)
o

o

Diractive
Date d'édition

22


https://ilnas.services-publics.lu/

2. Participate in technical standardization

2.3 National delegate in technical standardization

Why should | participate ?
» Join a network of experts
» Anticipate future standards and developments in a specific sector

» Possibility to vote while representing Luxembourg

Who can participate?

» [Every socio-economic actor in Luxembourg with a certain expertise

Costs related to an active participation ? Registre national des délégués en normalisation - Novembre 2023
+ Free of charge “

National register of standardization delegates (Link)

» 291 experts registered E

> 1010 registrations in technical committees IINAS

23


https://portail-qualite.public.lu/fr/publications/normes-normalisation/documentations/ilnas-oln-registre-national-delegues-normalisation.html

3. Availability of standards

3.1 Standardization catalogue — ILNAS e-shop

85 national standards I V‘\g

I ((l rnb g dl rmll
é et qualité
d pd

+81.000 European Standards from CEN | ‘3 l N ETSI‘/ 7\
CENELEC and ETSI v'l. CENELEC ¥

+74.000 International Standards from ISO and IEC ISO

+49.000 DIN Standards

» More than 200.000 normative documents TINAS
at your disposal at competitive prices

24



3. Availability of standards

3.2 Free consultation

» Free consultation of European (CEN,CENELEC

& ETSI

), international (ISO & IEC) and national

(ILNAS) standards

> Locations:

1)

2)
3)

4)
5)
6)
7)
8)

9)

University of Luxembourg (Campus
Kirchberg)

Chambre des métiers

LHC - Luxembourg House of
Cybersecurity (on appointment)

Lycee des Arts et Métiers
Lifelong Learning Center
ILNAS (on appointment)
LIST (Belvaux)

Administration communale de la ville
d’Echternach

Atert-Lycée Redange

25



4. Products and services

In order to best exploit the advantages linked to
technical standardization, ILNAS offers, in collaboration
with the GIE ANEC-N, the following products and
services to national socio-economic actors:

>

>

Diffusion of normative information

Continuous training in the field of technical
standardization

Standards watch

National standards analysis (limited to the « priority »
sectors defined in the national standardization
strategy)

1INAS |

CATALOGUE

sssssssssssssss

26



For more information

Portail qualité ILNAS e-shop
www.portail-qualite.lu ilnas.services-publics.lu

IINAS
e-shop

PORTAIL-QUALITE.LU
JUALITE-SECURITE-CONFORMITE

s RN
e
Sécurité et Santé Mérrologie Accréditation et Confiance Propriété Libre circulation et BIENVENUE SUR SHOP DE L'ILNAS |
intellectuelle surveillance du

Norification numérique

marché
Les (ILNAS, DIN), ales (150, IEC) sont & votre portée |

ILNAS vous offre la possibilité de rechercher et d'acheter des normes nationales, suropéennes & internationales élaborées et adoptées par
|65 organisations dé norMalisation, & savair : ILNAS. DIN, CEN, CENELEC, ETSL, 150 81 IEC. Lé Catalogue en ligne vous donne accés aux normes
5 &t aux projets de Narme aiNs| QUL versians antérieures

Un accés en lecture seule est offert gratuitement 3 plusieurs endroits au Luxembourg,

RECHERCHER UNE NORME

Répondez a I'enquéte de I'LNAS sur les TIC Internet of Things : retour sur la septiéme [Update 25/06/2020] I

émergentes et les besoins normatifs réunion pléniere du sous-comité technique gratuite des normes e

associés ISO/IEC JTC 1/SC 41 aux dispositifs de prot Narmes nnuiées

Le comite technique international de normalisation ISO/IECTC 1, Le sous-comite technique ISO/IEC JTC 1/5C 41, dedie ala pour aider a combattr

dedie a la normalisation des TIC, organise chaque annee une normalisation dans e domaine de fnternet des objets (1oT) et des COVID-19

enquete sur les TIC emergentes afin didentifier les besoins normatifs technologies connexes, a tenu sa septieme reunion pleniere (de

qui y sont associes et dinitier les travaux normatifs requis par le maniere virtuelle) du 24 au 29 mai 2020, Retour sur les principales La propagation rapide de COVID-18 el | I e e e—
marche au plus tot. Dans ce cadre, ILNAS organise une consuitation decisions prises lors de cette reunion mondial, appelle a des mesures urg

nationale pour obtenir avis des parties prenantes nationales. ‘gouvernements, du monde des aff:

Informez-vous sur Vous souhaitez consulter toutes nos actualites ?

l'archivage électronique

Informez-vous auprés du
Point de Contact Produits

VOIR TOUTES LES.

Organisme luxembourgeois de normalisation

Tel. : (+352) 247 743 40
Fax : (+352) 247 943 40
E-mail : normalisation@ilnas.etat.lu

27
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What is this document?

oo ANEC

TECHNICAL STANDARDIZATION

‘@ © P

‘ ANEC

standardization activities that can contribute to
development and acceptance

E CENELEC

This report aims to support the national stakeholders by
describing the field of quantum technologies and relevant

its

==

To help you identify :

- Relevant technical committees related to
SO '“iU) i

gquantum technologies
- Relevant standards and projects helping
ETSIT__)) the progress of quantum technologies
//

W

Sources of technical standards that might impact you
Understand the importance of technical
standardization in quantum technologies

Identify standards development connected to your
business in which participating in their development
could be of interest

29



IINAS

Content

oo ANEC

. Introduction to quantum technologies
. Main subfields of quantum technologies

. Global investments in quantum technologies development
. Focus on European investments in quantum technologies

. Main challenges of quantum technologies
. Stating the role of technical standardization for quantum technologies

. Introduction to technical standardization

. Benefits of standardization

. How standards are fostering the development of new technologies and innovation?
. Standardization activities related to quantum technologies

. Relevant standards and ongoing projects relates to quantum technologies

Standardization opportunities in Luxembourg

Part 5

. How to access the standards

. Why and how to get involved in standards development

30



Content part 1

o ANEC

Part 1

Quantum technologies overview
. Introduction to quantum technologies
. Main subfields of quantum technologies

Quantum technologies overview

* Introduction to quantum technologies
* Main subfields of quantum technologies:
Quantum computing

Quantum communication

Quantum sensing

Quantum simulation

31



1/NAS Content part 2

Global investments in quantum technologies development
Focus on European investments in quantum technologies

Global overview s

European union
United Kingdom
US National Quantum Initiative
South Korea
Russia
Canada
India
Japan
Israel
Taiwan
Australia
Singapore
Austria
MNew Zealand
Philippines
Brazil
Switzerland
Qatar
Thailand
South Africa

8,338
4,308
3758
2,358
1.45B
1.10B
735,00M
700,00M
390,00M
282,00M

155,00M
138,00M
127,00M
36,75M
17.20M
12,00M
11,00M
10,00M
6,00M
3,00M

1,00M 5,008 10,00B

15.00B

15,008



Content part 2

Focus on the European Union

350B 33p
3,008

2,50B
228

2,00B

1,50B

1,00B 904.0M

. 160.0M 127.0Mm 67.0M 27.0m 1.0M
.. .

é\ {
&8 S
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1/NAS Content part 3

Part 3

Challenges of quantum technologies

Main challenges of quantum technologies
Stating the role of technical standardization for quantum technologies

Qubit Scalability

Building large-scale quantum
computers with a sufficient
number of qubits remains a

Main challenges of quantum technologies daunting challenge. Increasing

the number of qubits while

maintaining low error rates
remains a major challenge [16].

Integration with
Classical Systems

Integrating quantum technologies
with existing classical computing
&nd communication infrastructure
can lead to technical challenges.

Regulatory and
Ethical Concerns

As quantum technologies
advance, regulatory and ethical
considerations will be necessary,
particularly in areas like

cryptography and national security.

Noise and Decoherence

Quantum systems are extremely
sensitive to their environment,
which can cause unwanted
interactions and lead to
decoherence.

Skilled Workforce

The number of experts in
quantum techmologies, including
guantum physicists, engineers and
software developers, is still limited.
Developing a skilled workforce is
crucial to advancing the field.

34



IINAS

Content part 4

Introduction to technical standardization
Benefits of standardization

How standards are fostering the development of new technologies and innovation?
Standardization activities related to quantum technologies
Relevant standards and ongoing projects relates to quantum technologies

Benefits of standardization

Facilitate trade
Improve
quality
Allow mutual WHY
understanding
and consensus STANDARDIZATION?

/

Encourage / \

collaboration
of different
stakeholders
Promote the
development of new
services, products
and technologies

Foster

transparency
and ethics

-

Increase
competitiveness

™~

Provide a
commean
language
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Content part 4

Standards fostering the development of new
technologies and innovation

(extract)

® Benchmarking: Creating benchmark tests and performance metrics can enable researchers and engineers
to assess and compare the capabilities and limitations of different quantum systems objectively. This can
help identify areas for improvement.

® Quality Control: Standardization can help ensure the quality and reliability of quantum devices and
systems. This is important to build trust among users and investors and prevent the unsafe quantum
systems from entering the market.

® Security Guidelines: Even in early stages, it is important to establish guidelines to secure the communica-
tions in quantum systems. This includes protocols for handling quantum hardware and data encryption.

® Education and Training: Standardized curricula and training materials for QT can be created to ensure
that individuals entering this field have a fundamental understanding of the technology.

® Interoperability: As QT advance, it will become increasingly necessary to integrate various quantum
components, systems, and software from different manufacturers and research groups. Standardized
interfaces and protocols will facilitate this integration and enable more transparent development and
deployment of quantum applications.

® International Collaboration: International collaboration in standardization is essential for the
development of QT, as it brings together knowledge and expertise from experts around the world.
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Standardization organizations ‘

General Electrotechnical Telecommunications
Standardization Standardization Standardization

- European level
= National level ‘ ‘
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1/NAS Content part 4

Technical committees — International level

JTC1

ISO/IEC JTC 1/WG 14 “Quantum information technology”

ISO/IEC JTC 1/SC 27 “Information security, cybersecurity and privacy
protection”

IEC SEG 14 “Quantum technologies”

ITU-T/SG 13 “Future networks and emerging network technologies”
ITU-T/SG 17 “Security”

ITU-T FG-QIT4N “Quantum Information Technology for Networks”
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1/NAS Content part 4

Technical committees — European level

ETSI77___\\

\ ¥

ETSI ISG “Quantum Key Distribution”

ETSI TC CYBER WG “Quantum-Safe Cryptography”

=

CENELEC

CEN/CLC JTC 13 “Cybersecurity and Data Protection”

CEN/CLC JTC 22 “Quantum Technologies”

CEN/CLC FGQT (2020-2023) “Quantum Technologies”
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1/NAS Content part 4

Relevant standards in quantum technologies (extract)

. Document . Date of
Committees Title . .
reference publication

Information security - Security requirements, test and
ISO/IEC 238371 evaluation methods for quantum key distribution - 08/2023
150/1EC JTC 1/ Part 1: REq uirements
5C27

Information security - Security requirements, test and
ISO/IEC 23837-2 evaluation methods for guantum key distribution - 05/2023
Part 2: Bvaluation and testing methods

Ongoing projects in quantum technologies

Document
reference

ISO/IECJTC 1/ ISO/IEC DIS 4879 Quantum computing - Terminology and vocabulary

WG 14 ISO/IECAWITR 18157  Information technology - Introduction to quantum computing
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1/NAS Content part 5

Part 5

Standardization opportunities in Luxembourg
How to access ICT standards?

*  Why and how to get involved in standards’ development

» Reading stations
= e-Shop

Open to all socio-economic actors in Luxembourg

Registration is free-of-charge

Registration is done using ILNAS/OLN/F001a form (Initial registration) or
ILNAS/OLN/F001b form (Additional registration).
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https://portail-qualite.public.lu/content/dam/qualite/fr/documentations/normes-normalisation/delegue-normalisation/ilnas-oln-F001/ilnas-oln-F001a-demande-inscription-comite-technique-de-normalisation-EN.docx
https://portail-qualite.public.lu/content/dam/qualite/fr/documentations/normes-normalisation/delegue-normalisation/ilnas-oln-F001/ilnas-oln-F001b-demande-inscription-supplementaire-comite-technique-de-normalisation-EN.docx

Content part 5

oo ANEC

Collaborate to defend common interests
Learn about your competitors and their positions in meetings

Promote your organization and your skills at national, European and
international levels

Access drafts standards and influence their content based on your know-how
Propose new standards projects

Increase your knowledge regarding the state of the art in standardization of
your core business

Anticipate the evolution of your activity sector’s good practices
Integrate strategic network of national, European or international experts
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oo ANEC

To conclude...

Main takeaways of the quantum technologies report

© O O O

Know some existing standards
Know who is developing standards in quantum technologies
Follow their work, their evolution
Join them as delegate to
= Shape new standards that are in project form
= Rework published standards that are under revision
» Propose new standards and lead projects

Coach you as a delegate
Serve as an interface to submit comments

DON’T HESITATE TO:

THE DOCUMENT!

- CONTACT THE ANEC GIE
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What is this document?

Poli ICT Technical ; . . .
S;)alr::ga(r)c?izationeZ:ZOnZKZ:-aZOZS) Promoting the ICT technical standardization

/ to the market

y) Reinforcing the valorization and the involvement
regarding ICT technical standardization

3 Supporting and strengthening the EaS and
the related research activities

IINAS

A main outcome of
“Drawing up a yearly national standards analysis for the Smart Secure ICT sector”

resource
information

< online
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What is this document?

A single-document resource of
technical standardization committees »
covering the overall ICT sector

~

EcENELEc ETSI([C)
e o efficiently those SDOs and
ticr;ui ) committees relevant to your business

Verion 130Dwcenbec 03

To help you identify quickly and

3
{
:
i

l/ e What aims? L
* Sources of technical standards -O-
that might impact you &' B
» ldentify committees connected to

your business within which |£,

participating might by of interest
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What is this document?

An overview of ICT standardization overall

Digital Trust
Green ICT
Financial
Cloud technology
Computing
..and

- Budding technologies (and their security) = Budding committees in
standardization... BUT ALSO
- Maintenance of standards, and contributions to standards projects, in “classic”

topics



Content - Chapter 1: Technical Standardization and Standards

;I-! CENELEC E5/(C—)) « Quick overviews of 1ISO, IEC, ITU-T, CEN,
— CENELEC, ETS|

l{\?@,  Definitions and purpose of standardization
=1 = (World Trade Organization, European

legislation)

A presentation of the main national
actors

« ILNAS, your national standards body

* ANEC GIE, in support of ILNAS for the
promotion and standardization...
...and the delivery of services!

ANEC
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Content - Chapter 2: ICT Subsectors definition

== Technical committees of interest broken down by

ROLLING PLAN |
FOR ICT STANDARDISATION
2023 —

m==) SUb-sectors inspired by the

and actions supporting EU policies

defines the most important standardization initiatives
o ) «®

=== The Rolling Plan 2023 identifies around

grouped into =

. . . https://joinup.ec.europa.eu/collecti
under . foundational drivers, key on/rolling-blan-ict-
enablers, societal challenges, innovation for the single standardisation/rolling-plan-2023

market and sustainable growth
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Content Chapter 2:

/_

DRIVERS

Data
Economy

Governance
of IT

V-

SOCIETAL
CHALLENGES

E-Health,
Healthy
Living and
Aging

Education,

Digital Skills
and Digital
Learning

FOUNDATIONAL

Subsectors

-

KEY ENABLERS

Cybersecurity,
Network and
Information
security,
Trustworthiness,

and Privacy

Telecommunication
s and Networking,
and Emergency
Telecommunication
S

Accessibility of
ICT Products
and Services

Software and
Programming
Languages

INNOVATION
AND DIGITAL

SINGLE MARKET

Identification
and Trust
Services

Including e-

Robotics and
Autonomous
Systems

Cloud and
Edge
Computing

Intelligence,
Big Data and

Internet of
Things

Fintech

Quantum
Technologies

SUSTAINABLE GROWTH

Smart Grids
and Smart
Metering,

Efficient

Energy Use

Digitisation of

European

Industry:
Smart
Manufacturing

Smart Cities
and
Communities

Intelligent
Transport
Systems

ICT
Environment
al Impact:
Green ICT




Content - Chapter 3: ICT Sector Standards Watch — Technical

Committee’s ID-cards

4 Drotection

ISO/IEC JTC 1/WG 13 — Trustworthiness
ISO/IEC JTC 1/SC 27 — Information security,
cybersecurity and privacy protection

ISO/PC 317 — Consumer protection: privacy by
design for consumer goods and services
CEN/CLC JTC 13 — Cybersecurity and data
protection

ETSI/TC CYBER - Cybersecurity

ISOMEC JTC AISC 27

INFORMATION SECURITY, CYBEERSECURITY AND PRIVACY PROTECTION

GENERAL mmnmmuu
1988 DIN (Germany)

Mr. Dr. Andreas Wolf Mr. Sobhi Mahmoud

The development of standards for the prntemmn of informatien and |CT. This includes
generic methods, techniques and guidelines to address both security and privacy aspects,
such as:

Security requiremsnts capture methodology;
Management of information and ICT security; in particular, information security
management systems, security processes, and security conirols and senvices;
Cryptographic and other security mechanisms, including but not lmited to
mechanisms for protecting the asccountability, awsilability, integrity and
confidentiality of information;
Security management support documentation including terminology, guidelines as
well as procedures for the registration of security components;
Security aspects of identity management, kiometrics and privacy;
Conformance assessment, accreditation and suditing reguirements in the area of
information security management systems;
Security evaluation criteria and methodology.
SC 2? engages in active ligison and collaberation with approgriate bodies to ensure the
proper development and application of SC 27 standards and technical reports in relevant
areas.
AG 2  Trustworthiness
AG S  Sirategy
AGHE  Operations
AGT Communicstion and cutreach (AG-CO)
AGE  Advisory Group on Conformity Assessment
AHG 1 Resolution Drafting
AHG 2 Security and privacy in loT and Digital Twin
AHG 3 Security and privacy in Al and Big Data {BO)
CAG  Chair's Advisory Group
JWG B Joint ISOMEC JTCASC 2T - ISQITC Z2/5C 32 WG: Cybersecurity requirements
and evaluation actvities for connected vehicle devices
W& 1  Information security management systems
W& 2 Cryptography and security mechanisms
W& 3  Security evaluation, testing and specification
WG4 Security contrels and sernvices
WG5S Identity managemsnt and privacy technologies
Joint working groups under the responsibility of another committee:
ISOVTC 307IIWG 4 Joint ISOTC 307 - ISQVIEC JTC 175G 2T WG: Security, privacy
and identity for Blockchain and DLT

P ETETE  hitps:/iveer.iso_or/committee45 306, tml

[ .

Siandares ™

53 participating members {including Luxembourg)
34 observing members
26 national delegates

Note: National partizipation in ISQIEC JTC 145C 27 is done wia ILNAS” Nabional Standardization

Commissian n “Cybersecurty”, which cenfralizes and coordinates Luxembourg experts” wark in
ISOMEC JTC 145C 27, ISOAEC JTC 1WG 13, CENTGLGATE 13, and 1SQWPC 317
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Content - Chapter 3: ICT Sector Standards Watch — Technical

Committee’s ID-cards

ISONEC JTC 1/5C 42

ARTIFICIAL INTELLIGENCE -

2017 GENERALIN ANSI (United States) K EY ENAB L ERS

Mr. Wael William Diab Ms. Heather Benko

Standardization in the area of Arificial Inteligehl:e

Telecommunication

. Identification
s and Networking,

Robotics and and Trust
Autonomous Services
Systems Including e-

Serve as the focus and tfor JTC 1's
Scope Intelligence;
- Provide guidance to JTC 1, IEC, and IS0 committees developing Arificial

on Arfificial

Intelligence applications.

and Emergency
AG3 Al standardization roadmapping
AHG 4 Liaison with SC 27

Telecommunication
AHG T JTCA1 joint development review

JWG 2 Joint Working Group ISONEC JTC1/SC 42 - ISONEC JTC1/SC T: Tesfing of Al- S
based systems

JWG 3 Joint Working Group ISOMIEC JTC1/SC42 - ISOITC 215 WG: Al enabled health A
informafics I’ | ICIa

JWG 4 Joint Working Group ISOAEC JTC1/SC 42 - |[EC TC 65/SC 65A: Functional safety
and Al systems

JWG 5 Joint Working Group ISOAEC JTC1/SC 42 - ISOITC 37 WG: Matural language

Accessibility of Intelligence, Cloud and
processing systems

WG 1 Foundational standards ICT PI"OdFICtS Blg Data and Edge
WG2 Data and Services Virtual Computing

WG 3 Trustworthiness
WG 4 Use cases and applications -
WG5S Computational approaches and computational characteristics of Al systems = ea' |t
| Webpage [ NN ittee/6794475 himl .
2 ss Software and

7 Perhcwating mombers (incuing Luxeenbiourg) Programming Internet of
Languages : Things

Quantum
Technologies

23 observing members
22 national delegates

= |SO/IEC JTC 1/SC 24 — Computer graphics, image processing and
environmental data representation

: = |SO/IEC JTC 1/SC 42 — Artificial Intelligence

: = CEN/CLC JTC 21 - Artificial Intelligence

: = ETSI/TC SAI — Securing Atrtificial Intelligence



ICT Sector Standards Watch - Other

Content - Chapter

information

“ TITLE AND LINK RELATED SUBSECTOR(S)

m Operational aspects
Economic & policy issues
Environment, EMF & circular economy ICT Environmental Impact: Green ICT
Broadband cable & TV

Protecols, testing & combating Tele: ications and Metworking, and
counterfeifin Emergency Telecommunication

Performance, Qo5 & QoE

Telecommunications and Metworking, and
Emergency Telecommunication

Also, some information on:
ITU-T Study Groups
ETSI Industry Specification

O

O

Cloud and Edge Computing

Future networks: Tel ications and Metworking, and
G rO U p S Emengency Telecommunication
Transport, access & home Tel T and Metworking, and

g,

MNACNIICCNICI C\WIAviiAlkhAanwA

“ TITLE AND LINK RELATED SUBSECTOR(S)

Emergency Telecommunication
Digital Trust: Cybersecurity, Network and

Multimedia & digital technologies

Digital Trust: Cybersecurity, G117 Securi Information security, Trustworthiness, and
CENICLCAWS [P ) Metwork and Information security, Privacy Protection
DS0 Digitel saversignty Trustworthiness, and Privacy m 10T, smart cities & communifies Internet of Things

protection

Internet of Things
Telecommunications and

~ Tabie 1: ITU study groups
Industry Best Practices and an Indusiry Code of
CENICLCIWS Industry Best Praclices and an Industry Code of

SEP2 Conduct for Licensing of Standard Essential Networking. and EMergenc
Patents in the field of 5G and Internet of Things 9. L gency LE AND K RELATED SUBSECTOR(S)
Telecommunication
CENICLC/WS B ) Accessibility of ICT Products and m Augmented Reality Framewiork
Age Appropriate Digital Services Framework _ - - - i " :
AADSF Services European Common information sharing Artificial Intelligence and (Big) Data
== el 0 Urban search and rescue (USaR) robofic platform  Robofics and Autonomous environment service and Data Model
INACHUS technical and procedural inferoperability Syste ) ; iti ities,
echnical and procedural interoperabil ys _rns . ) Gross.culing Contextin ST n1 Srrluarlt Cities and Communities, and
- . 5 Artificial Intelligence and (Big) Data fross oling Lonext inlomna ion Management Buildings
(e = e e B Predictive management of data intensive R K — =
industial Digitisation of European Industry: Experiential Networked Intelligence Telecommunications and Networking,
Monsoon INCusinal processes B Expenential Networked Intelligence -
TR T e Smart Manufacturing and Emergency Telecommunication

Workshop on Best Practices and a Code of Internet of Things
= e Bel 0 Conduct for Licensing Industry Standard Essential Telecommunications and
SEP-loT Patents in 5G and the Internet of Things {loT ]}, Metworking, and Emergency
including the Industrial Intemet Telecommunication
Digital Trust: Cybersecurity,
Metwork and Information security,

Digital Trust: Cybersecurity, Network
and Information secunty,
Trustworthiness, and Privacy protection
Telecommunications and Metworking,
and Emergency Telecommunication

Internet of Things

m

ﬂ ncrypted Traffic integration

5" Generafion Fixed MNetwork

(w= e Bel L AT Interoperability of security systems for the Mulfi-access Edge Computing

ZONeSEC surveillance of widezones Trustworthiness, and Privacy Millimetar Wave ransmission

protection . - Telecommunications and Metworking,
(=W eI Reference model for distribution application for Smart Grids and Smart Metering, Netwerk Functions Virtualisation I B R TR LT
WiseGRID microgrids Efficient Energy Use Non-IP Metworking

CEIHCI_CMS European Connected Factory Platform for Agile
Manufaciuring Interoperability

[llll CMS Zero Defects in Digital Manufacturing Terminology Digitisation of European Industry:

Smart Manufacturing
SIM-CE- Smart CE marking for the consfruction indus
Marking

ICT Environmental Impact Green ICT
Blockchain and Distributed Ledger
Technologies

Digital Trust: Cybersecurity, Network
and Information security,
Trustworthiness, and Privacy protection
Telecommunications and Metworking,
and Emergency Telecommunication

Operational energy Efficiency for Users

ermissioned Distribufed L

Quantum Key Distribution

Reconfigurable Inteligent Surfaces

tn
i
2
]

Digital Trust: Cybersecurity,
== BN R Trusted Data Transaction

Trustworthiness, and Privacy
protection

ing Arfificial Intelligence'

:
+
?
=)

Arfificial Intelligence and (Big) Data

Telecommunications and Metworking,

o

Zero-touch network and Service Management and Emergency Telecommunication

Metwork and Information security,

Table 3: CEN and CENACLC Workshops (W3S)
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Content - Chapter 4: Opportunities for the National Market

Details on ILNAS and ANEC GIE products and services,

» Market meetings
= News items in standardization
= Standards watch service

» Reading stations
= e-Shop

= Public enquiry commenting

= Becoming a delegate in standardization
o Research and education

= White papers and technical reports

= General and technical training sessions
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Participation of ILNAS to the
(13-17/11/2023 - Berlin)

Main takeaways:

v

The , proposed by BSI (UK) should be

The should be
when the new JTC will be created

IS gaining more and more attention from the standardization point of view —
different technical committees have started working on the topic but no dedicated TC

Is a topic considered by most of the JTC 1/SCs with the creation of
new projects
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How to participate concretely

STANDARDIZATION
ORGANIZATION (150, | 37> | NSB(LNAS) | 35» | STAKEHOLDERS
CEN, ..

& Chairman &

NMC (TC 1)
= @:i]j = &&&. A
Z> — & Chairman &
REED = a0 nan

Experts

> BIAAIAAGIA

M

NSB: National Standards Body

TC: Technical Committee
SC: Subcommittee - Entity established within a TC responsible for a large work program (focuses on an area of

interest of the TC)
WG: Working Group - Group established by a TC or SC that develops standards project(s) within the scope of activity

of the TC/SC
NMC: National Mirror Committee o6



Thank you for your attention!
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