
Secure Internet of Things

Major “ISO/IEC JTC1/SC 27” standards
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ISO/IEC 30187:2026 Internet of Things (IoT) — Evaluation indicators for IoT systems

ISO/IEC 27404:2025 Cybersecurity — IoT security and privacy — Cybersecurity labelling framework for consumer IoT

ISO/IEC 27403:2024 Cybersecurity – IoT security and privacy – Guidelines for IoT-domotics

ISO/IEC 27400:2022 Cybersecurity — IoT security and privacy — Guidelines
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t ISO/IEC 27004 Information security management — Monitoring, measurement, analysis and evaluation

ISO/IEC TS 27008.3
Information technology — Security techniques — Guidelines for the assessment of information 
security controls

ISO/IEC 27014 Information security, cybersecurity and privacy protection — Governance of information security

- International level -

ISO/IEC JTC 1/SC 27 Information security, cybersecurity and privacy protection

Scope
The development of standards for the protection of information and ICT. This includes generic methods, 
techniques and guidelines to address both security and privacy aspects.

Committee 
information

Published standards 257

Standards under development 71

National delegates 20

Major “ISO/IEC JTC1/SC 41” standards

P
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s ISO/IEC 30187:2026 Internet of Things (IoT) — Evaluation indicators for IoT systems

ISO/IEC TS 30149:2024 Internet of Things (IoT) — Trustworthiness principles

ISO/IEC 30147:2021
Information technology — Internet of things — Methodology for trustworthiness of IoT 

system/service

ISO/IEC JTC1/SC 41 – Internet of Things and Digital Twin

Scope Standardization in the area of Internet of Things and Digital Twin, including their related technologies.

Committee 
information

Published standards 54

Standards under development 42

National delegates 9

Access the  e-shop to 
buy relevant standards

Participate in 
Standardization
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t ISO/IEC 30147 ED2
Internet of Things (IoT) - Integration of IoT trustworthiness activities in ISO/IEC/IEEE 15288 system 
engineering processes

PWI TR JTC1-SC41-40
Internet of Things (IoT) and Digital Twin — Analysis of conformity assessment and quality assurance 
issues

ISO/IEC 21823-5 ED1 Internet of Things – Interoperability for IoT systems – Part 5: Behavioural and policy interoperability

https://ilnas.services-publics.lu/ecnor/facetSearch.action?textSearch=ISO/IEC%2030187:2026&published=true&project=false&cancelled=false&enquiry=false
https://ilnas.services-publics.lu/ecnor/facetSearch.action?textSearch=ISO/IEC%2027404:2025&published=true&project=false&cancelled=false&enquiry=false
https://ilnas.services-publics.lu/ecnor/facetSearch.action?textSearch=ISO/IEC%2027403:2024&published=true&project=false&cancelled=false&enquiry=false
https://ilnas.services-publics.lu/ecnor/facetSearch.action?textSearch=ISO/IEC%2027400:2022&published=true&project=false&cancelled=false&enquiry=false
https://www.iso.org/standard/85920.html?browse=tc
https://www.iso.org/standard/84242.html?browse=tc
https://www.iso.org/standard/94270.html?browse=tc
https://www.iso.org/committee/45306.html
https://ilnas.services-publics.lu/ecnor/facetSearch.action?textSearch=ISO/IEC%2030187:2026&published=true&project=false&cancelled=false&enquiry=false
https://ilnas.services-publics.lu/ecnor/facetSearch.action?textSearch=ISO/IEC%20TS%2030149:2024&published=true&project=false&cancelled=false&enquiry=false
https://ilnas.services-publics.lu/ecnor/facetSearch.action?textSearch=ISO/IEC%2030147:2021&published=true&project=false&cancelled=false&enquiry=false
https://www.iec.ch/dyn/www/f?p=103:7:311007234456907::::FSP_ORG_ID,FSP_LANG_ID:20486,25
https://portail-qualite.public.lu/fr.html
https://portail-qualite.public.lu/fr.html
https://ilnas.services-publics.lu/ecnor/home.action
https://portail-qualite.public.lu/fr/normes-normalisation/participer-normalisation.html
https://www.iec.ch/dyn/www/f?p=103:38:311007234456907::::FSP_ORG_ID,FSP_APEX_PAGE,FSP_PROJECT_ID:20486,23,134048
https://www.iec.ch/dyn/www/f?p=103:38:311007234456907::::FSP_ORG_ID,FSP_APEX_PAGE,FSP_PROJECT_ID:20486,23,138187
https://www.iec.ch/dyn/www/f?p=103:38:311007234456907::::FSP_ORG_ID,FSP_APEX_PAGE,FSP_PROJECT_ID:20486,23,138187
https://www.iec.ch/dyn/www/f?p=103:38:311007234456907::::FSP_ORG_ID,FSP_APEX_PAGE,FSP_PROJECT_ID:20486,23,138187
https://www.iec.ch/dyn/www/f?p=103:38:311007234456907::::FSP_ORG_ID,FSP_APEX_PAGE,FSP_PROJECT_ID:20486,23,138187
https://www.iec.ch/dyn/www/f?p=103:38:311007234456907::::FSP_ORG_ID,FSP_APEX_PAGE,FSP_PROJECT_ID:20486,23,138187
https://www.iec.ch/dyn/www/f?p=103:38:311007234456907::::FSP_ORG_ID,FSP_APEX_PAGE,FSP_PROJECT_ID:20486,23,108353
https://www.iec.ch/dyn/www/f?p=103:38:311007234456907::::FSP_ORG_ID,FSP_APEX_PAGE,FSP_PROJECT_ID:20486,23,108353
https://www.iec.ch/dyn/www/f?p=103:38:311007234456907::::FSP_ORG_ID,FSP_APEX_PAGE,FSP_PROJECT_ID:20486,23,108353
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- European level -

CEN/TC xx – Name of the main committee

Major “CEN/CLC/JTC 13” standards

CEN/CLC/JTC 13 – Cybersecurity and Data Protection

Scope
Development of standards for cybersecurity and data protection covering all aspects of the evolving 
information society.

Major “ETSI/TC CYBER” standards
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Security Evaluation Standard for IoT Platforms (SESIP). An effective methodology for applying 

cybersecurity assessment and re-use for connected products.

CEN/CLC/TS 17880:2022 Protection Profile for Smart Meter - Minimum Security requirements

EN 17640:2022+A1:2026 Fixed-time cybersecurity evaluation methodology for ICT products
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EN 18037:2025/prAC Guidelines on a sectoral cybersecurity assessment

prEN 18037-2 
Guidelines on a sectoral cybersecurity assessment - Part 2: Application of sectoral cybersecurity 
assessment results by ICT product manufacturers

prCEN/TR 18031-4
Common Security Requirements for Radio Equipment – Part 4: Guidance for the Assessment of 
Smart Meter Products

prCEN/CLC/TS 18072 rev Requirements for Conformity Assessment Bodies certifying ICT Services

Scope
To develop and maintain the Standards, Specifications and other deliverables to support the development and 

implementation of Cyber Security standardization

ETSI/TC CYBER – Cyber Security

Committee 
information

Published standards 57

Standards under development 26

Committee 
information

Published standards 115

Standards under development 14
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ETSI EN 303 645 Cyber Security for Consumer Internet of Things: Baseline Requirements

ETSI TR 103 936 Implementing Design practices to mitigate consumer IoT-enabled coercive control

ETSI TS 103 645 Cyber Security for Consumer Internet of Things: Conformance Assessment of Baseline Requirements

ETSI TR 103 621 Guide to Cyber Security for Consumer Internet of Things
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t DTS/CYBER-00147
Cyber Security for Consumer Internet of Things; Requirements for internet-connected radio 
equipment

RTR/CYBER-00185 Implementing Design practices to mitigate consumer IoT-enabled coercive control

RTS/CYBER-00179 Cyber Security for Consumer Internet of Things; Requirements for Smart Voice-Controlled Devices
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https://portail-qualite.public.lu/fr.html
https://portail-qualite.public.lu/fr.html
https://ilnas.services-publics.lu/ecnor/home.action
https://portail-qualite.public.lu/fr/normes-normalisation/participer-normalisation.html
https://standards.cencenelec.eu/ords/f?p=205:7:::::FSP_ORG_ID:2307986&cs=1D4D157660E8B6ADEE322C0B9CADD3F70
https://ilnas.services-publics.lu/ecnor/facetSearch.action?textSearch=EN%2017927:2023&published=true&project=false&cancelled=false&enquiry=false
https://ilnas.services-publics.lu/ecnor/facetSearch.action?textSearch=CEN/CLC/TS%2017880:2022&published=true&project=false&cancelled=false&enquiry=false
https://ilnas.services-publics.lu/ecnor/facetSearch.action?textSearch=EN%2017640:2022&published=true&project=false&cancelled=false&enquiry=false
https://standards.cencenelec.eu/ords/f?p=205:110:::::FSP_PROJECT,FSP_LANG_ID:83566,25&cs=1F5773E45BED6ADA211D91598688B202A
https://standards.cencenelec.eu/ords/f?p=205:110:::::FSP_PROJECT,FSP_LANG_ID:83566,25&cs=1F5773E45BED6ADA211D91598688B202A
https://standards.cencenelec.eu/ords/f?p=205:110:::::FSP_PROJECT,FSP_LANG_ID:83564,25&cs=1B13D00901EE249B4F29FF0310E36A41E
https://standards.cencenelec.eu/ords/f?p=205:110:::::FSP_PROJECT,FSP_LANG_ID:83564,25&cs=1B13D00901EE249B4F29FF0310E36A41E
https://standards.cencenelec.eu/ords/f?p=205:110:::::FSP_PROJECT,FSP_LANG_ID:83564,25&cs=1B13D00901EE249B4F29FF0310E36A41E
https://standards.cencenelec.eu/ords/f?p=205:110:::::FSP_PROJECT,FSP_LANG_ID:83289,25&cs=1CEE79524D4A99E10863DE8F7D9E17409
https://standards.cencenelec.eu/ords/f?p=205:110:::::FSP_PROJECT,FSP_LANG_ID:83289,25&cs=1CEE79524D4A99E10863DE8F7D9E17409
https://standards.cencenelec.eu/ords/f?p=205:110:::::FSP_PROJECT,FSP_LANG_ID:83289,25&cs=1CEE79524D4A99E10863DE8F7D9E17409
https://standards.cencenelec.eu/ords/f?p=205:110:::::FSP_PROJECT,FSP_LANG_ID:82551,25&cs=1D6B96E70D8B1D9F9A3B029101DA4AC1B
https://portal.etsi.org/tb.aspx?tbid=824&SubTB=824,856,919#/
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=69970&curItemNr=1&totalNrItems=164&optDisplay=100&qSORT=HIGHVERSION&qETSI_ALL=&SearchPage=TRUE&qTB_ID=824%3BCYBER&qINCLUDE_SUB_TB=True&qINCLUDE_MOVED_ON=&qMILESTONE=4&qSTOP_FLG=&qKEYWORD_BOOLEAN=&qCLUSTER_BOOLEAN=&qFREQUENCIES_BOOLEAN=&qSTOPPING_OUTDATED=&butSimple=Search&includeNonActiveTB=FALSE&includeSubProjectCode=&qREPORT_TYPE=SUMMARY
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=67349&curItemNr=1&totalNrItems=2&optDisplay=100&titleType=all&qSORT=HIGHVERSION&qETSI_ALL=&SearchPage=TRUE&qINCLUDE_SUB_TB=True&qINCLUDE_MOVED_ON=&qSTOP_FLG=N&qKEYWORD_BOOLEAN=OR&qCLUSTER_BOOLEAN=OR&qFREQUENCIES_BOOLEAN=OR&qTITLE=Implementing+Design+practices+to+mitigate+consumer+IoT%2Denabled+coercive+control&qSTOPPING_OUTDATED=&butExpertSearch=Search&includeNonActiveTB=FALSE&includeSubProjectCode=FALSE&qREPORT_TYPE=SUMMARY
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=58019&curItemNr=94&totalNrItems=164&optDisplay=100&qSORT=HIGHVERSION&qETSI_ALL=&SearchPage=TRUE&qTB_ID=824%3BCYBER&qINCLUDE_SUB_TB=True&qINCLUDE_MOVED_ON=&qMILESTONE=4&qSTOP_FLG=&qKEYWORD_BOOLEAN=&qCLUSTER_BOOLEAN=&qFREQUENCIES_BOOLEAN=&qSTOPPING_OUTDATED=&butSimple=Search&includeNonActiveTB=FALSE&includeSubProjectCode=&qREPORT_TYPE=SUMMARY
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=59473&curItemNr=103&totalNrItems=164&optDisplay=100&qSORT=HIGHVERSION&qETSI_ALL=&SearchPage=TRUE&qTB_ID=824%3BCYBER&qINCLUDE_SUB_TB=True&qINCLUDE_MOVED_ON=&qMILESTONE=4&qSTOP_FLG=&qKEYWORD_BOOLEAN=&qCLUSTER_BOOLEAN=&qFREQUENCIES_BOOLEAN=&qSTOPPING_OUTDATED=&butSimple=Search&includeNonActiveTB=FALSE&includeSubProjectCode=&qREPORT_TYPE=SUMMARY
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=73751
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=73751
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=73751
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=77470
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=77470
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=77470
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=75444
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