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TSL Scheme Information

TSL1d

TSLTag

TSL Version Identifier

TSL Sequence Number

TSL Type

Scheme Operator Name
Name [en]
Name [fr]
Name [fr]
Name [de]

PostalAddress
Street Address [en]
Locality [en]
Postal Code [en]
Country Name [en]

PostalAddress
Street Address [fr]
Locality [fr]
Postal Code [fr]
Country Name [fr]

PostalAddress
Street Address [de]
Locality [de]
Postal Code [de]

TrustServiceStatusList-1

http://uri.etsi.org/19612/TSL Tag

44

http://uri.etsi.org/TrstSve/TrustedList/TSL Type/EUgeneric

ILNAS

ILNAS

Institut Luxembourgeois de la Normalisation, de I'’Accréditation, de la Sécurité et qualité des

produits et services

ILNAS

1, Avenue du Swing

Belvaux

L-4367

LU

1, Avenue du Swing

Belvaux

L-4367

LU

1, Avenue du Swing

Belvaux

L-4367
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Country Name [de]
ElectronicAddress

URI [en]

URI [fr]

URI [de]

URI [fr]

URI [en]
Scheme Name

Name [en]
Scheme Information URI

URI [en]

URI [fr]

URI [de]
Status Determination Approach
Scheme Type Community Rules

URI [en]

URI [en]
Scheme Territory
Policy Or Legal Notice

TSL Legal Notice [en]

Historical Information Period

LU

mailto:confiance-numerique@ilnas.etat.lu

mailto:confiance-numerique@ilnas.etat.lu

mailto:confiance-numerique@ilnas.etat.lu

https://portail-qualite.public.lu/fi/index.html

https://portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-confiance/liste-
confiance/scheme-information/index.html

LU:Trusted list including information related to the qualitied trust service providers which are
supervised by the issuing Member State, together with information related to the qualified trust
services provided by them, in accordance with the relevant provisions laid down in Regulation
(EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic
identitication and trust services for electronic transactions in the internal market and repealing
Directive 1999/93/EC.

https://portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-confiance/liste-
confiance/scheme-information/index.html

https://portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-confiance/liste-
contiance/scheme-information-fr/index.html

https://portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-confiance/liste-
confiance/scheme-information-de/index.html

http://uri.etsi.org/TrstSve/TrustedList/StatusDetn/EUappropriate

LU

http://uri.etsi.org/TrstSve/TrustedList/schemerules/EUcommon

http://uri.etsi.org/TrstSve/TrustedList/schemerules/LU

The applicable legal framework for the present trusted list is Regulation (EU) No 910/2014 of
the European Parliament and of the Council of 23 July 2014 on electronic identification and

trust services for electronic transactions in the internal market and repealing Directive
1999/93/EC.

65535
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Pointer to other TSL - EUROPEAN UNION

1.EU TSL - MimeType: application/vnd.etsi.tsl+xml

TSL Location

EU TSL digital identities

https://ec.europa.eu/tools/lotl/eu-lotl. xml

TSL Scheme Operator certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN

Issuer OU:

Issuer OU:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject GIVEN NAME:

Subject SURNAME:

Subject SERTAL NUMBER:

64037456976330196525118800257398185671

----- BEGIN CERTIFICATE--

MIIIBTCCBu2gAwIBAZIQMC0qZHRS9I6hQhJIbK ¢ WexzANBgkqhkiGIwOBAQSFADCBuzELMAKGA I UE
BhMCUFQxLDAGBgNVBAoTIORpZ210Y Wx Ta WdulC02Q2VydGlma WNhZGy Y SBEaWdpdGFsMRSWHQYD
VOQLEXZTeW 1hbnR1YyBUcnVzdCBOZXR3b3JtMTUwMwYDVQQLEyxDbGFzey AylE L hbmFnZWQgUEL
IEIZGI2aWR1Y WwgU3Vic2NyaWJlciBDQTEmMCQGA | UEAXMARGinaXRhbFNpZ24gUX VhbGlma W Vk
IENBICOgRzMwHheNMTkxMiA2MDAwMDAwWheNMiIXMA IMMIOTUSWiCCAZ0xCzAIBgNVBA YTAKdS
MRwwGgYDVQQKFBNFVVIPUEVBTiBDTOINS VNTSUIOMRKwFwYDVQRhFBBWQVRCRSOWOTQSMzgzMzQy
MTOwOwYDVQQLEZRDZX10aWZpY 2F0ZSBQcm9maWxlICOgUX VhbGlma WVKIENIcnRpZmlj Y XRIICOg
TWVtYmVyMUUwQwYDVQQLEzxUZXItcyBvZiB1c2UgYXQgaHROcHMG6Ly93d3cuZGlnaXRhbHNpZ24u
CHOVRUNESUAIVEFMUOIHT SycGEXTAIBEN VBASUHE VudGi0bG VIZWSOICOgREIHS VOETOZGSUNY

Uw) WOBC( ixhZGF2QGVILmV Icm9wYSSIATEYMBYGA IUE

SRMPUERTRIT I(JVAZMTQXVIDQy‘/IRAWDgYDVQQ SFAJBUEXBREFTMRIw LAymoo AIBUEOTVEIMTIMx
HTAbBgNVBASUFFIIbW90ZVFTQORNY W5hZ2ViZW50MRowGA Y DVQQDFBFBUE9TVEIMTIMgQVBMQURB
UzCCASIwDQYJKoZIhveNAQEBBQADegEPADCCAQoCeEBAOGKZVfwwUkPOnGVLZIzXBbznMQSIW!
cfuAIOdmdI6MoF Y+iiXLwINZpLi/EQ4Hhcx3i2HOPARCSIKDtPn3SuCn+tkZPNmavpJ+-UMKQ3SRK
MErQ9uQGHelqCsvnQsE+20plIT2aLaGt/A29FkFGuugrq] EEY47KMYheBn68IUGSteE/eGg7s Yh
WVApFILIDTULL LemugVSIFiZmViAMKcqp3GMj5VXzRjNw YJINTApSkid4VBxvLIkoBeunclsS;7
CZXNWiHISUNAGASU+IxGSt7Bdlq9riEj9Wxq6jbcOXakf4HmfW T 2IngPsdDIEgstBKIK GofiMqt]
ZpSIDISCAWEAASOCAN4wgEMaMAKGAIUIEWQUMAAWew YDVROBGwwajBooCagZIZiaHROcDovL 29
DI0ZWNybCS0cnVadHdpeaUnY 29ULORDZ2I0Y WATaWduQ2VydGimaWNHZ Gy Y URpE2I0YWxRAWFs
aWZpZWRDZX10aWZpY2F0ZUczL0xhdGVzdENSTCSjemwwDg YDVROPAQH/BAQDAg. PAMGAA TUdIARn
MGUWSQYLYIZIAYb4RQEHFwlwOjA4BegrBgEFBQCCAR Y saHROCHMG6Ly93d3cuZGlnaXRhbHNpZ24u
CcHQVRUNESUAIVEFMUOIHTi9jcHMwDQYL YIZIAYb4RQEHLAIWCQYHBACL7EABAJAdBENVHQ4EFgQU
9XRISOH2TDSLIbkA9y WDZwVh01gwHwYDVROBBgwFoAU+160QpwjgH30G4xctDs Yq9nZ90AwKQYD
VRORBCIwlIEeYXBve3RvbG9zLmFwbGFkYXNAZWMuZX Vyb3BhLmVIMIHmBggrBgEFBQcBAWSB2TCB
1jAVBggrBgEFBQCLAJAIBgcEAIvsSQEBMBUGCCSGAQUFBwsCMAKGBWQAi+xJAQIWCA YGBACOREEB
MAgGBgQAjkYBBDATBgYEAISGAQYwCQYHBACORZEGATBIBgY EAISGAQUwczA2FjBodHRwezovL3d3
dySkaWdpdGFsc2InbiswdCOFQURIROIUQUxTSUAOL 2Nwey9kZHA TAIBUMDKWM2h0AHBZOi8vd3d3
LmRpZ210Y WazaWiiLuB0LOVDREIISVRETF) IR{M»V3E|‘/L’Rk«.FthhM(“RIMWHQYDVR{HBBYWFAYI
KAYBBOUHAWIGCCSGAQUF cBAQSBIZCBID. QcwA YYdaHROcDov
INOZCTA Ny ,v(IX‘vWZIZZSﬁbZOwaYIKwYBBQL‘IIMAKGWZhOdHAbL yOvbn. \vaJcmwuduu
¢3R3aXNILmN s GFSUXVhbGlmaW VkQ2VydGlm
aWNhdGVHMy9) YSUmeDQYIKoZlhchAQLLBQADggLBAl “RKyVFYQIs$kXxsuyQ47BeoyK J0IZEP
qeglWyUg3pISeKdS50q3fePonl4NIBwFrYQAK6dO 1 2nFgbcuu Y +SVDaflpGti VS TEetvRK S4Bk
Wab2RdaaGh3MIdeSVOshxanSrmkn WIS 7qUKDL10rgL A3 TRT6/g/OTGASXEMQApSS VwGKoV6P9z

Ibevey YI7IE/IAEMKA30zwaAc6p)270v6 Y LEnDK9Rgfs XSMKOvb2Axd+eUGCVSTFFA
A3FGLphsTQIMKDAztZwaS TmaUzvY 2M5K65111iLpKbzdUulHbQGDhX 79G TsmDKsA YdK Ze + UacNFI
5TxTko=

SHA256withRSA

DigitalSign Qualified CA - G3

Class 2 Managed PKI Individual Subscriber CA

Symantec Trust Network

DigitalSign - Certiticadora Digital

PT

APOSTOLOS APLADAS

RemoteQSCDManagement

APOSTOLOS

APLADAS

PASGR-AP3141042
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Subject E:

Subject OU:

Subject OU:

Subject OU:

Subject 2.5.4.97:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

CRL Distribution Points

Certificate Policies

Subject Key Identifier

Authority Key Identifier

Subject Alternative Name

QCStatements - crit. = false

Extended Key Usage

Authority Info Access

Key Usage:

Thumbprint algorithm:

Thumbprint;

apostolos.apladas@ec.europa.cu

Entitlement - DIGIT OFFICIAL

Terms of use at https://www.digitalsign.pt/ECDIGITALSIGN/rpa

Certiticate Profile - Qualified Certiticate - Member

VATBE-0949383342

EUROPEAN COMMISSION

GR

Fri Dec 06 01:00:00 CET 2019

Tue Dec 06 00:59:59 CET 2022

30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:EE:B1:65:5E:9F:C3:05:24:3F:49:FA:54:B6:49:CD: 70:5B:CE:73:10:F0:95:AD: 79:FB:80:20:E 7:66:74:9E:8C:A0:56:3E
:8A:25:CB:C2:53:59:A4:BA:FF:11:0E:07:85:CC:77:8B:61:F4:3F:84:42:49:F2:83:B4:F9:F7:4A:E0:A7:FA:D9: 1 :50:C9:10:DF:C4:4A:30:4A:D0: 'A:0A:CB:EB:9D:0B:04:FB:63:A9:22:5
4:F6:68:B6:86: 7F:F0:36:F4:59:05: | A:EB:AO:AE:AD:44:11:8E:3B:28:C6:21:70: 19:FA:F2:55:06:E6:D7:84:FD:E: 29:16:52:DF: 7F:D4:D4:2C:B2:DC:9A. :4A:51:63:66:65:6B:00:C2:9C:AA:9E46:32

(EB. AAO:EE:C6:21:C1:5E:29: 9A:,
:3E:55:5F: :A5:29:22:E3:85: :B1:28:FB:09:9C4D:5A:21:C8:B1:43:40:19:DF: 14:FA:5C:46:4A:BE:C1:76:5A:BD:AE:3

5F:34:63:3 D4:C0:A 41:C6:F2:E5:92:80:5C:BA:77:08; :F5:6C:6A:EA:36:DC:DI:76:A4:7F:81:E6:7
D:64:F6:96:78:0F:B1:D0:C8:12:0B:2D:04:A9:4A:1A:87:E3:32:AB:49:66:94:B6:0E:5B:02:03:01:00:01

IsCA: false

http://onsitecrl.trustwise.com/DigitalSignCertiticadoraDigitalQualifiedCertificateG3/LatestCRL.crl

Policy OID: 2.16.840.1.113733.1.7.23.2
CPS pointer: https://www.digitalsign.pt/ECDIGITALSIGN/cps
Policy OID: 2.16.840.1.113733.1.7.44.2

Policy OID: 0.4.0.194112.1.2

F5:74:48:F4:E1:F6:4C:3F:0B:21:B9:00:F7:25:83:67:05:61:D3:58

FB:5E:8E:42:9C:23:A8:7D:F4:1B:8C:5C:7C:3B:18:AB:D9:D9:F7:40

apostolos.apladas@ec.europa.cu

id_etsi_qcs_QcCompliance

id_etsi_qcs QcSSCD

id_kp_clientAuth

http://std-ocsp.trustwise.com

http://onsitecrl.trustwise.com/DigitalSignCertificadoraDigitalQualifiedCertificate G3/ca.crt

nonRepudiation

SHA-256

1E:34:FF:80:C0:3E:03:F8:98:21:8C:5E:99:04:1C:5C:5E:83:14:AC:62:72:2E:07:11:B3:7F:A1:B0O:F9
:67:43
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EU TSL digital identities

TSL Scheme Operator certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer OU:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject GIVEN NAME:

Subject SURNAME:

Subject SERIAL NUMBER:

Subject E:

Subject OU:

Subject OU:

Subject OU:

36460128017033885539727405715891686545

rrrrr BEGIN CERTIFICATE---—

MIIBTCCBu2gAwIBAZIQG233GXjLSUvTel T2PvwMKTANBgkqhkiG9wOBAQsFADCBuzELMAKGA 1UE
BhMCUFQxLDAGBgNVBAOTIORpZ210Y Wx Ta WdulC02Q2VydGlmaWNhZGy Y SBEaWdpdGFsMRSWHQYD
VOQLEXZTeW 1hbnR1YyBUcnVzdCBOZXR3b3JIMTUwMwYDVQQLEyxDbGFzey AylE L hbmFnZWQgUE
[EIZGI2aWR1Y WwgU3Vic2NyaWllciBDQTEmMCQGA | UEAXMAR GinaXRhbFNpZ24gUX VhbGlma W Vk

IENBIC NDA4MDAWMD, IDA4MMIOTUSWCCAalxCzAJBgNVBAY TAKIF
MRwwGgYDVQQKFBNFVVIPUEVBTiBDTOINS VNTSUIOMRKwFwYDVQRhFBBWQVRCRSOWOTQ5MzgzMzQy
MTOwOwYDVQQLERDZX0aWZpY 2FOZSBQemSina WAlICOSUX VIoGlmay VKIENIenRpZmij YXRIICOg

TWViYmVyMUUwQwYDVQQLEZUZXJicyBvZiB1c2UgYXQ; Y93d3cuZGlnaXRhbHNpZ24u
CHOVRUNESUAIVEF ML/OIII T 19ycGLleAgHg'\ VBASUGUYVudGIObGViZWSOICOERUMETOZGSUNIQUwx
9wOBC YXRoZUBIYy5dXJvcGEuZXUxHTAbBgNVBAUTFFBOTOJF

KR 'VDQ(WZUWLTU MQ4wDA VYDVQOEFA V_SOVRIRTEY'\/IBY(:AIUEKhQPSkVSTﬂV()IEFs TkOMRCBM
MROWGWYDVQQLFBRSZW1vdGVRUONETWFuY WdlbW VudDEeMBWGA 1UEAXQVSkVSTOVOIEFSTkOMRCBM
IFIBVERFMIIBIANBgkqhkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAGXu4L2ZrEOheHhDAhufSMTgi
MilyYIovEMV61b96MPAYELPRhaBIVHHE 7w082rUdleHZ4zvmDV Wtb0b9QGv +kx2KzXQMkOvSH7Sv
CUVIKZzzmwYFNynPMqEmO3XuCEbDY09FvISvaGjwn1 USSST/CFA 1354GpatenSKifOFy TL thiMw
HPVOQOEdgmx07w W 2CHwxiZPVIPmDIsCAZakUNwEMCbG3igKRuS oMV Womil3ki SSBLZ4g Te
KErFESQyP6jC LIFKLIeX 11/Lgnv3quQmaXKill

ngHSHIYaFPPISWIDAQABodIDGTCCAXUwC wa«) TBAIWADBzBZN \/lIR8LbDBqu:gquikhmjodlll(u
0i8vb25zaXRIY3ISLnRydXNO0d21zZS5jb20vR GlnaXRhbFNpZ25DZX10aW ZpY 2Fkb3JhRGlnaXRh
bFFIYWxpZmlIZENIcnRpZmljYXRIRzMyTGFOZXNOQ1IMLmNybDAOBgNVHQSBAISEBAMCBkAwbg YD
VROgBGewZTBIBgtghkgBhvhFAQeXAJAGMDEGCCsGAQUFBwIBFixodHRwezovL3d3dySka WdpdGFs
2InbiswdCOFQURIROIUQUX TSUJOL 2NwezANBgtghkgBhvhFAQcsAjAJBgcEAIVsQAECMBOGA 1 Ud
DgQWBBQEFGe Tbat3ndlp+9HT8+pk182baTABgNVHSMEGDA WeBT7X03CnCOOlfQbjFx8Oxir2dn3
QDAKBgNVHREEHTAbgRIGZXJvZWucmF0aGVAZ WMuZX Vyb3BhLmVIMIHmBegrBgEFBQcBAWSB2TCB
1jAVBggrBgEFBQCLAjAIBgcEAIvsSQEBMBUGCCsGAQUFBwsCMAKGBwQAI+xJAQIwCAYGBACORGEB
MAgGBgQAjkYBBDATBgYEAISGAQYwCQYHBACORZEGATBIBg YEAISGAQUwczA2FjBodHRwezovL3d3
dySkaWapdGFsc2lnbiSwdCOF QDRJKUIUQUX s deOLZNu ey9kZHATAIBUMDIWMZHOdHB0i8vd3d3
LmRpZ210Y WxzaWduLnBOLOVDREIHS VI 04vY3BzL2RkeFIIbhMCRU4wHQYDVROIBBYwFA Y1
KwYBBQUHAWIGCCSGAQUFBwi MEMI(;kngngEFBl)L BAQSBIzCBIDApBegrBEFBQCWAY YdaHROcDov
L3NOZCIvY3NwLnR ,vdXN()dZIzASijZ()wAwYIK o YBBQUHMAKGWZHOGHAGLyOvbnNpdGVjmwudtil1
¢3R3aXNILmNy FsU /dpdGFsUX VhbGlmaW VkQ2VydGlm
aWNhdGVHMy9) Y551meD()YIKDZIhuNAQELBUADggEBAHHS\ 7PIgFPONhSE] S03NUSTTinL HF2f
2ZEfJOXF14dpQ/90Shbn3F 1/D7rwX6lyvRPIXvNmb0aNOxQ+y 11jB44znnL dGLFND9gx3 YSBRAedA
Re2Ixtan/6du0g2BRIOmIP ALI6SCyOmizSqelizxXIoY WAFUy2mlxQued b dMiD2 Yq/f_'g\

aa85M- fjws2zDi0g]
JIIIXchQjIBG&?]nMﬂpOI SRERL Inaido ¥Dp62Y $s6KNIHFHONS YoofsCGR3cOSCUSHeDIPuBO
010Qus:

SHA256withRSA

DigitalSign Qualified CA - G3
Class 2 Managed PKI Individual Subscriber CA
Symantec Trust Network
DigitalSign - Certificadora Digital
PT

JEROEN ARNOLD L RATHE
RemoteQSCDManagement
JEROEN ARNOLD L

RATHE
PNOBE-592-5444750-27
Jjeroen.rathe@ec.europa.eu

Entitlement - EC OFFICIAL

Terms of use at https://www.digitalsign.pt/ECDIGITALSIGN/rpa

Certiticate Profile - Qualified Certiticate - Member

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1
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Subject 2.5.4.97:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

CRL Distribution Points

Certificate Policies

Subject Key Identifier

Authority Key Identifier

Subject Alternative Name

QCStatements - crit. = false

Extended Key Usage

Authority Info Access

Key Usage:

Thumbprint algorithm:

Thumbprint;

EU TSL digital identities

Version:

Serial Number:

VATBE-0949383342

EUROPEAN COMMISSION

BE

Wed Apr 08 02:00:00 CEST 2020

Sun Apr 09 01:59:59 CEST 2023

30:82:01:22:30:0D:06:09:2A:86:48:86:F 7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:E9: 7B:B8:2F:66:6B:13:48:5E: 1 E: 10:F8:86:E7:FC:31:38:22:32:59:72:60:8A:2F:14:C5:7A:D5:BF:7A:30:F0:18:10:B3:
D1:85:A0:48:54:71:C5:EF.0l B:EG: D:6F:46:FD:40:6B:FE: D:8 74:0C:90:EB:EC: F:09. B:06. 9:CF:32:A 46 45:BE:
12:E: :

&

E:6F:68:68:F0:9F:55:12: D 0:35:DF:9E: :AE:9C: 7E: TF:0A:89:F3:85:C9:32:ED:86:33:30:1C:FB:DB:40:E1:38:82:6C: 74:EF:05: :7C:31:B7:63:D5:FC:93:E6:0F:56: :96:A4:91:43:70:80:C0:9B:1B:78
:A0:29:1B:BC:FA:93:15:C1:6A:6( :5D:E4:D5:2: :C4:12:D9:E2:04:DC:84:4A:C5:13:94:32:3F:A8:C2:D6:21:64:2C:97:17:D6:BF:CB:82: 7B:F7:AA:E4:2B:99:A5:CA:8A:52:E0:61: TE:97:9C: 76:A3: 1 E:9D:C0:CB:E5:6D:
SE:78:8C:46:9F:66:12:33:C0:75:80:CC:96:B1:59:9E:A 1:F9:1E:D6:1A: 14:F3:C8:F3:02:03:01:00:01

IsCA: false

http://onsitecrl.trustwise.com/DigitalSignCertiticadoraDigitalQualifiedCertificateG3/LatestCRL.crl

Policy OID: 2.16.840.1.113733.1.7.23.2
CPS pointer: https://www.digitalsign.pt/ECDIGITALSIGN/cps
Policy OID: 2.16.840.1.113733.1.7.44.2

Policy OID: 0.4.0.194112.1.2

04:14:67:3B:6D:AB:77:9D:D2:29:FB:D1:D3:F3:EA:64:D7:CC:DB:69

FB:5E:8E:42:9C:23:A8:7D:F4:1B:8C:5C:7C:3B:18:AB:D9:D9:F7:40

Jjeroen.rathe@ec.europa.eu

id_etsi_qcs_QcCompliance

id_etsi_qcs QcSSCD

id_kp_clientAuth

http://std-ocsp.trustwise.com

http://onsitecrl.trustwise.com/DigitalSignCertificadoraDigitalQualifiedCertificateG3/ca.crt

nonRepudiation

SHA-256

B5:F7:9F:E7:98:AA:FF:B5:06:E7:EF:62:FA:F0:E2:6E:E4:73:E8:2F:04:CF:1F:A1:AD:71:F9:A5:94:
7A:7F:90

TSL Scheme Operator certificate fields details

152703152656524884086473193861611914911
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X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer OU:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject GIVEN NAME:

Subject SURNAME:

Subject E:

Subject OU:

Subject OU:

Subject OU:

Subject 2.5.4.97:

Subject O:

Subject C:

Valid from:

Valid to:

----BEGIN CERTIFICATE----

MITHADCCBsigAwIBAgIQcuGOsSFyv7YDW 12y Z14GnzANBgkqhkiG9wOBAQSFADCBuzELMAKGA IUE
BRMCUF QxLDAquNVBAolmkpzzmyw;uawumnng 'ydGilma WNMc,QyYSBLa WdpdGF: skauuo YD
VOQLExZTeW 1 hbnR1YyBUcnVzdCBOZXR3b3JMTUwMwYDVQQLEyxDbGFzcyAylE L hbmFnZWQgUE:!
IEWZGI2AWRI Y WavgU3) Vic2NyaWIIeiBDQTEmMCQGAIUEAX) MdR(:lnaXRhbFNpZngUXVhb[zhm e
IENBIC 2MjMI1OTUSWiCCAXoxCzAJBZNVBA Y TAkdS
MRwagYnVOOKFBNFVVJPUFVRT:BI?TOINSVNTSUDOMRkawYDVQRhFBBWOVRCRSGM0T05M7g7M7Oy
MT0wOWYDVQOLEZRDZXJ0:WZpY 2F0ZSBQernda lel(_ 0 UXVhbGlmaWVKIENIcaRpZmljYXRIICOg
TWVIYmVyMUUwQwYDVQQ! X. 93d3cuZGliaXRhbHNpZ 240
LHOLRUNFS‘Ud]VFFMbﬂIHT:QyLGFxl/AgHgNVBAaUGUVudGIObGVﬂWS{/IC{/gRUMgTU7GSUNVQwa
YySldXJveGEuZXUxDzANBgNVBAQUBKxB
U BuUzLRMAsoAIULKhomo VPUKIITIMXHTAGBENVBASUFFILWO0ZVETQURNY WShZ2ViZWSOMRg
FaYDVQQDFAIHRU9SROIPUyBMQVBQQVMwegEiMAOGCSqGSTb3DQEBAQUAA4IBDWAwggFKAolBAQDL
mkGUsomW+QoxIwY +nHSXRW6DDvVXoDYin ,\mam(,mm Qgosfa8yrGm VS WxDRoXxUAINKzXdlyGm
TydOfML7E+R5gTUTa02kRuwg08ZzwQ7B
5rvOoljVBCZMS; 0L 5X60wSgok+WgH2981S
EVuBSHINIBicBeyicp VyZmewq)rEzkYEcUoval THXdeVOqu‘)yI(MHngxb\ 14LGES5veUvid
Swk3D5wb/RaVOSk kb/mdAgMBAAG IBgNVHRMEAJAAMHMGA 1Ud
HwRsMGowaKBmoGSGYmhOdHAGLyovbnNpdG ViemwudHI1c3R3 uxw mNvbS9EaWdpdGFsU2InbkNI
cnRpZmi}YWRyemFEa WapdGEsUXVhbGIma VA2V ydGlmaWNhGVHMyOMYXRIcSRDURWa Y USMAG
AIUGDWEB/wQEAWIGODBUBENVHS AEZZBIMEKGC2COSAGGEUBBXeCMDoWOA YIKwYBBQUHASEWL GO
dHBz0i8vd3d3LmRpZ210Y WxzaWduLnBOLOVDREIHSVRBTFNIR04vY3BzMAOGC2CGSAGG+EUBBywC
MAKGBWOATXAAGIWHQYDVROOBBYEFISV/EIXhRESHESIMSwoiP 2FowMMBSGA | UdivQ ABaAFPe
JkKel6h99BuMXHw7GKvZ2fdAMCeGA 1 UdEQQgMB6BHGIb3 InaW9zLmxhcHBheOBIYyS1dXJveGEu
ZXUwgeYGCCsGAQUFBWEDBIHZMIHWMBUGCCSGAQUFBwsCMAKGBwQAi+xJAQEWFQYIKwYBBQUHCwIw
CQYHBACL7EKBAJAIBgYEAISGAQEWCAYGBACORgEEMBMGBgQAjkY BBAIBcEAISGAQYBMHOGBZQA
JkYBBTBZMDY WMGhOGHBZOi8vd3d3LmRpZ210Y WxzaWduLnBOLOVDREIHS VRBTFNIRO4vY3BzL 2Rk
cBMCUFQwORYzaHROcHM6Ly93d3cuZGlnaXRhbHNpZ24ucHQVRUNESUAIVEFMUOIHTi9jcHMvZGRw
XZVuEuIFTyAngNVHSUEF]AUngngEFBOcDAgYIKWYBBQLHAququ(;(_(_~(;AIJUFBWEBB[(1XMI(:L/
MCKGCCSsGAQUFBZA )i8veIRKL 1c3R3aXNILmNvbT! QcwAoZb
aHROCDoVL29uc210Z WNybC50cnVzdHdpe2UuY 29tLORpZ210Y Wi Ta wuwwdmm WNhZG9y YURp
zz/ovkadwrmwz,;ZWRszmawz,:yzrazuchzM:LmNydDANngqhkmywoBAQsFAAULAQEAdyKF
wXgDLoLNjXxhovrQ7KnzzwN lywPINZqQ+TxS W-+aHGsttR6/MI6 TpULKiQEKm 7mKo3RdiGS +Mn
HTSeWbOMagSIpbAXSbRBAITSSSPXsK G3qoEd2szbIOUCPm Lvl0+COPITISD Hy Otz q 1 SqvMpdiO.
BLCmn1k/eeTZC3hgK90b96HIDECXhhpzGIeHOA IR3Scql 7UKKIUyt4x YuBAAbCSLUZI S9tn0mAEX
YUrYafjdgWTILe7MEWIBwPNVeMK 2MnvScuzibED99IK GevHn Y 6GrE +4vmqnd Y ONyrNuSMbPO12Xw
eDACPzZQIzUbmJsy21LpjVbC WeFNIPFIA==

SHA256withRSA

DigitalSign Qualified CA - G3

Class 2 Managed PKI Individual Subscriber CA

Symantec Trust Network

DigitalSign - Certificadora Digital

PT

GEORGIOS LAPPAS

RemoteQSCDManagement

GEORGIOS

LAPPAS

georgios.lappas@ec.europa.cu

Entitlement - EC OFFICIAL

Terms of use at https://www.digitalsign.pt/ECDIGITALSIGN/rpa

Certiticate Profile - Qualified Certiticate - Member

VATBE-0949383342

EUROPEAN COMMISSION

GR

Mon Jul 06 02:00:00 CEST 2020

Fri Jul 07 01:59:59 CEST 2023

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1
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Public Key:

Basic Constraints

CRL Distribution Points

Certificate Policies

Subject Key Identifier

Authority Key Identifier

Subject Alternative Name

QCStatements - crit. = false

Extended Key Usage

Authority Info Access

Key Usage:

Thumbprint algorithm:

Thumbprint;

EU TSL digital identities

30:82:01:22:30:0D:06:09:2A:86:48:86:F 7:0D:01: 010/" :00:03:82:0. 003082010/\0782010/00('[!9/14 JA:31:23:06:3E. GC 7E:57:45:6E:83.0F: ’557AUJ6D99CCL1ADI 1F. LC1A694042
0A:2C:7D:AF:32:AC:6 C:43:46:85:F :35:DD:D7:21:A6:3] 'C:48:95:D3:40:BD. D2:83:09:21:91:7D:27:22: K6 4}? 7 2FR
1:35:13:6B:4D:A4:46:E :A0:88:D5:04:26:4C:. E '57 84:1F:FC:A9:91:C8:35:B7:CC:10:1C:8F:6F: {)F}Q 89:AE:F4:10:F5:

SESAOLF6:F7:C:52:1 1:5B:81:F4:72:4D:D4: 1 B:5C:06:CC:A2- 1A:95:63:66:64:69:C2:CA:6B: 13 39181/(‘5 :28:2F:1B:F5:4C:75:D5:77:05:50:22:8A:BD:CA:B1:B8: I E. 35LD C5BHI5LOHI 8415 0ELD521978!5 09
37:0F:9C:1B:FD:16:95:3B:C9:34: 57 D8:25:7B:86:9A:D2:BE:2D:38:77-Ad:6F:F9:9D:02:03:01:00:0.

IsCA: talse

http://onsitecrl.trustwise.com/DigitalSignCertiticadoraDigitalQualifiedCertificateG3/LatestCRL.crl

Policy OID: 2.16.840.1.113733.1.7.23.2
CPS pointer: https://www.digitalsign.pt/ECDIGITALSIGN/cps
Policy OID: 2.16.840.1.113733.1.7.44.2

Policy OID: 0.4.0.194112.1.2

8F:15:FC:42:57:85:11:52:1C:4D:E5:31:2C:28:88:5F:F6:17:6C:0C

FB:5E:8E:42:9C:23:A8:7D:F4:1B:8C:5C:7C:3B:18:AB:D9:D9:F7:40

georgios.lappas@ec.europa.cu

id_etsi_qcs_QcCompliance

id_etsi_qcs QcSSCD

id_kp_clientAuth

http://std-ocsp.trustwise.com

http://onsitecrl.trustwise.com/DigitalSignCertitficadoraDigitalQualifiedCertificate G3/ca.crt

nonRepudiation

SHA-256

17:F7:71:1F:C9:CB:70:2A:35:CD:1D:DF:03:FF:13:0C:6D:D0:2A:4E:56:F7:CB:8C:D5:C9:AD:CF:
52:EA:3F:95

TSL Scheme Operator certificate fields details

Version:

Serial Number:

163467828690131502343104343442326302118

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 9



X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer OU:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject GIVEN NAME:

Subject SURNAME:

Subject E:

Subject OU:

Subject OU:

Subject OU:

Subject 2.5.4.97:

Subject O:

Subject C:

Valid from:

Valid to:

----BEGIN CERTIFICATE----

MITHYCCB6gAWIBAZIQevriCNQpIXiCh355eXjwipjANBgkqhkiG9wOBAQsFADCBuzELMAKGA 1UE
BhMCUF QxLquungqulmkpzzmywuawumngaw 'ydGilma WNI)AGQyYSBLa WdpdGF- SMR8VJIQ YD
VOQLExZTeW 1 hbnR1YyBUcnVzdCBOZXR3b3JMTUwMwYDVQQLEyxDbGFzcyAylE L hbmFnZWQgUE:!
IEWZGI2AWR] YWavgU3 VieINya WileiBDQTEmMCQGA 1UEAXMAR Gina XRbEN 224 UX VhbGims S
IENBICOgRzMwHheNMAwOTIIMDAWMDAwWheNMjMwOTIIMjMIOTUSWJCCAZAXCzAIJBZNVBAY TALIP
MRwwGgYDVQQKFBNFVVIPUEVBTiBDTOINSVNTSUIOMRKwFwYDVQRIFBBWQVRCRS0WOTQ3MzgzMzQy
MT0wOWYDVQOL E2RDZXI0aW ZpY 2F0ZSBQcnSinaWxlIC 0 UXVhbGlma WVKIENIcnRpZmljYXRIICOg
TWVIYmVyMUUwQwYDVQQ! X. 2y 93d3cuZGliaXRhbHNpZ 240
LHOLRllNFS‘LU]VFFMbOIHT:?yLGFxl/AgHgNVBAaUGUVudGIObGVﬂWS{/IC{/gRUMgTﬂ7GSUNVQwa
KzApBgkghkiGIwOBC oEWH(,chmmmgcmypduyydumYy5/dxjvc(;EuZXUxETAPBgN VBAQUCENS
TOIUTT]VMRowGA YDVQQqFBFDTOSTVEFOVEIOLUFEUKIBTIEAMBSGA 1UECXQUUMVib3RIUVNDRETh
bmFnZW 11bnQxIzAhBgNVBAMUGKNPTINUQUSUSU4tQUR SSUFOIENSTOIUT JVMIIBI/ANBgkghkiG
OWOBAQEFAAOCAQSAMITBCEKCAQEAuig6Re TrmbicPoxGSoMC105+15 1 zAdaw 2] AKIQORKEMK CSaa
Sd4utl3nfiQVIGRA6tFGuShbSosuxzY EbbyczSy/OiR VUK96Gi7LzEv/IIFdul AQMmr+FA Tvolw
+QBuld$WlJaVW04/h+ DrEPmbXmxSAoNirS TeJcQanm3gZy5jaDT/{D3clY pedkAE9XaiL mfv4Lnv
OvnAHulVeY+LXvrdL VFtSCn7Y37b0GwVWTUCKvhwY IxoJm1 fzM/OLX{NOSFBHFihRPD2qPHdnu/C
AHA/CLVEZMZIIAPSUNIWb Iy 2NuilodT ND/sQnKypeDH1Wi: IQIDAQAB0AID
HDCCAxgwCQYDVROTBAIwADBzBgNVHRSEbDBgMGigZqBkhmJodHRwOi8vb25zaXRIY3IsLnRydXNO
d212255jb20vRGlInaXRhbFNpZ25DZX10aWZpY 2Fkb3IhRGInaXRhbEF | YprZmHZENlcan Zmlj
YXRIRzMvTGFOZXNOQIIMLmNybDAOBgNVHQSBARSEBAMCBKAwbgYDVROgB chlll!jugrghkglfh\hl
AQcXAjA6MDgGCCsGAQUFBwIBFixodHRwezovL3d3dyska dedcmzmb.swdcom IUQUX
SUAOL2NwczANBgtehkgBhvhFAQesAjAIBgcEAIvSQAECMBOGA lUdDgOWBBRF‘)LchLhBKQAp/I7q
MeSz7Q3IDABENVHSMEGDA WeBT7X03CnCOoffQbjFx8Oxir2dn3QDAnBZNVI IIRLLIDAchKhAIUp
YW4uY3JvaXRvenVAZWMuZX Vyb3BhLm V1 QcBAWSB2TCBIjA QcL.
BcEAIvsSQEBMBUGCCSGAQUFBwsCMAKGBWQATXJAQIWCA Y(;BA(_ORgEBMAg(;Bg(]AJkYBBDA TBgYE
AISGAQYWCQYHBACORGEGATBIBgYEAISGAQUwezA2kBodHRwezovL 3d3dySka WdpdGFsc2Inbisw
dCIFQORIROIUQUXTSUJOL2Nwey9kZHATAIBUMDKWM2h0dHBZ0i8vd3d3LmRpZ210Y WizaWduLnB0
LOVDREIHS VRBTFN!RM\ YJBzLZchF‘)Ith(_RU4wH(]YDVR{}lBB YwFAYIKwYBBQUHAWIGCCSGAQUF
BwMEMIG QSBIZCBI QcwA Y YdaHR0cDovLINOZC1vY 3NwLnRydXNO
d212Z83jb20wZw VIKwVBRQUHMA KGW2h0dHAGLy9vbnNpdGVjcmwudHJ1¢3R3aXNILmNvbS9EaWdp
GESU 2 InbkNIenRpZml}Y WiRvemFEaWapdGESUXVRbGImaW VA Q2VydGimaWNBAGVHMy9] ¥ SsjenQw.
DQYJKoZIhveNAQELBQADggEBAF36+WqrFO9d+DnaWN6u+31+L3GzNZszQ70jgl BgECluuMS2D1 Yi
ubaSGIUmwVFQVSjalin7wFONKsldgxdsxcuW LanpaiQSL pitsZindi7e8/gxCw TqSuMote]
oV 2ZP;

2 Jluta6310SOK 54
uy4m X NIUVSTd9QpSBNSkecFzul T HZASOST /hfgbLCyulNOcSRuchSqw5@591 VgGILRBVZRg
qZ19fpzc+8q) QI = +VXKIqPjovESz7QKq0GOmPZw=
rrrrr END CERTIFICATE-——

SHA256withRSA

DigitalSign Qualified CA - G3

Class 2 Managed PKI Individual Subscriber CA

Symantec Trust Network

DigitalSign - Certificadora Digital

PT

CONSTANTIN-ADRIAN CROITORU

RemoteQSCDManagement

CONSTANTIN-ADRIAN

CROITORU

adrian.croitoru@ec.europa.cu

Entitlement - EC OFFICIAL

Terms of use at https://www.digitalsign.pt/ECDIGITALSIGN/rpa

Certiticate Profile - Qualified Certiticate - Member

VATBE-0949383342

EUROPEAN COMMISSION

RO

Fri Sep 25 02:00:00 CEST 2020

Tue Sep 26 01:59:59 CEST 2023

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1
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Public Key:

Basic Constraints

CRL Distribution Points

Certificate Policies

Subject Key Identifier

Authority Key Identifier

Subject Alternative Name

QCStatements - crit. = false

Extended Key Usage

Authority Info Access

Key Usage:

Thumbprint algorithm:

Thumbprint;

EU TSL digital identities

30:82:01:22:30:0D:06:09:2A:86:48:86:F 7:0D:01: 01'0/'/‘ :00:03:82:01:0F:00:30:82:01 OA :02:82:01:01:00:BA, DS JA :45:C4:EB:99: BH 5( :3E:8C:46:4A:83:02:D4:EE: 7E:D7:9D:73:01:D6:B0:DB:50:24:95:03:A7:90:43:0A:0B
:C6:9A:E5:DE:2E:B4:9D:E7: 7E:24:13 BB:C8:5B: F:AC:9 BF: (m A I 9:

4:96:95:. F:87:E0:EB:10:F
D:48:29:FB:63:7E:DB:D0:6C: 15:59:3

3 ):63:. 'D:D.
DA:75:30:1E:1D:AB:F3:34:CD:4D:0) (‘AQ 78:31:F 55426, J()Fl 02:03:01:00:01

IsCA: talse

http://onsitecrl.trustwise.com/DigitalSignCertiticadoraDigitalQualifiedCertificateG3/LatestCRL.crl

Policy OID: 2.16.840.1.113733.1.7.23.2
CPS pointer: https://www.digitalsign.pt/ECDIGITALSIGN/cps
Policy OID: 2.16.840.1.113733.1.7.44.2

Policy OID: 0.4.0.194112.1.2

45:F4:B8:36:70:B8:41:F1:00:29:8E:5D:AA:8C:C7:92:CF:B4:37:24

FB:5E:8E:42:9C:23:A8:7D:F4:1B:8C:5C:7C:3B:18:AB:D9:D9:F7:40

adrian.croitoru@ec.europa.cu

id_etsi_qcs_QcCompliance

id_etsi_qcs QcSSCD

id_kp_clientAuth

http://std-ocsp.trustwise.com

http://onsitecrl.trustwise.com/DigitalSignCertitficadoraDigitalQualifiedCertificate G3/ca.crt

nonRepudiation

SHA-256

56:F7:05:C2:E4:6C:B3:5A:78:B2:7A:7A:13:64:C7:33:FB:82:26:D9:6F:F0:1E:8E:2F:02:10:31:36:A
8:67:51

TSL Scheme Operator certificate fields details

Version:

Serial Number:

362671125803220245397713982254227056881701192273

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 11



X509 Certificate ~——-BEGIN CERTIFICATE—-

MIIHLjCCBRagAwIBAgIUP4a8 WPhZN++7VkfYyuAcDGmTgIEwDQYJKoZIhveNAQELBQAwczELMAKG
AIUEBIMCQKUXGTAXBENVBGEMEESUUKIFLTA IMzc20TzzM TexIDACBENVBAOMFIFIbI ZhZGlzlFRy
dXNObGluayBCVKIBMSewJQYDVQQDDBSRAW9WYWRpeyBCZWxnaX VilElze3VpbmcgQOEgRzIwHheN
MEwMTIXMDg0ODM4WhcNMjQwMTIxMDg 1 ODAw! WJ(_BWDELMAk()/\ 1UEBhMCQkUxLDAgBgNVBAsMIORp
emVjdG9y YXRILUdIbmVyYW YDVQRhDBBOVFICRSOWOTQ5Mzgz
MzQyMUowSAYDVQOKDEFDTOINSVNTSUIOIERFIEwnVUSITO4zRVVSTIBFRUSORSAUENPTUIIUINI
RSBWQU4gREUgRVVSTIBFUOUgVUSIRTEcMBoGA lUEAwwTRX Vyb3BIY W4gQ29tb Wizc2lvbjCCASIw
DQYIKuZIhchAQEBBQADggEPADC CAQoCagEBAMCq40SQWaqRkbeSnsdPiLKyxghYzBLICmeN3/nd

CoMD: 73DQ+sLOPlytinL zBIVhuCyzwKpDIFAhAutec/LTyVR
36+0Lh9h’!ZUcPD VXpL tGA3t6WSOpC WUZxiyVOACY Ge7LRaLv8OPCIOQ
ERL2B7V+mKb2(QylUphPPIShdOL GOEWCYSSXvOtbrK I C+ilexuYsui7dNyfvoUHDBul5452¢30
I8N5+GSI9uiEmOISs++fbubn6 ] RskePhk3ISURPGIACDK V9pCZezBGysqaSTINKCICAALY S2eKFeC
AWEAAaOCAmowggImMBSGA 1UdIwQYMBaAFIflvDGXEnpzu37APUVRIAEIVGrMHeGCCsGAQUFBWEB
BGswaTA4BggrBgEFBQcwAoYsaHROCDovL3RydXNOLNF 163ZhZGlzZ2xvYmFsLmNvbS9xdmJIY 2Fn
MisjenQuLOYIKw YBEOUHMAGGIWOIHAGLySldySvYSNwLuF b3 Zh2GloZ2xy YimFsLNybTBaBNY
HSAEUzBRMEQGCisGAQQBvIgBgxA 3QcCARY ROcDovL. YWRpc.
b2JhbCSjb20vem Vwb3NpdGOye TAIB2cEAIvsQAEDMCKGA Ud!QQ:MCAG ‘sGAQUFBwMCng:BgEF
BQcDBAYKKwYBBAGCNwoDDDCBiw YIKwYBBQUHAQMEfzBIMBUGCCsGAQUFBwsCMAKGBWQA+xJAQIw
CAYGBAC( URgEBMAg(:BgQAkaBBDA TBgYEAIS(JAQYW(_ 'QYHBACOREEGAJA7BgYEAISGAQUwMTAVFilo

5b20vemVwbINpdGIyeRMCZ WA Ow YDVROBDOu Midw

oCtgL1VgaHR0CDOVL2 7NybC5xdW92YWRpL 7dshZJthSjhZOw.XZ:ZWNIsz[uY?JsMBOGA 1UdDgQ!
BBQspnrB2Vq7SM99egtZxs2jZv1QOjAOBgNVHQSBASEBAMCBSAWEwWYKKoZIhvevAQEIA, OFMAML
AQEWNAYKKoZIhvevAQEIAQQmMC OCAQGGH7h0dHA6Ly900y5xdW92 VWRpEdsb2hBC3 5200 Y mUn
DQYJKoZIhveNAQELBQADggIBACGQDYsjrM3nsK SpiW 15qzBIZOkvuiphSLNhv505 VI W+ma YLXYH
/fMadrP0+K2X5XB5e+8yMw4Sbrvxv4LRR/CQ2WX03K)YGeqdcIUAH+A/8phwA 7eLyK d3ip8kSuk T
9KUKMJxbqVRSO8x2vOIAMOVFirOenOI+MufF DSaNKIIK t+PDhcSxDyzjs2MRKHATCTCs23T8B6+
QuduKUgniVEAMILFvWpl SbeMXX 7QUyvsScskUCso] SHHAAEH W XIFFluuculChIIRYbXZ
Q/8SAo0ecPyADnIw0C4uGNI/zc9/D pQl Qj4+vyhkCHKMD27¢
ak9buDO7cuSyhKEuL Cl ERTgaZvaGS::FAaéKuyPGYlAdOAOuz.fKPnyGOh 31FYNLOMnAiblIpZr
TmPOgWOSEXOIpgQXoE2RA LyydTiK wmy TTip/uMOJy*6UDO6ldgPkimanqakigzCusRKIHL g Y WXS
ghWXt0EatHQOY Y+92B03¢DTLMgjPHK Y+wN6qPfetz0oQNmort+G2HIXb9P+Q43sqMjXpQY/I3YmM
VMY WUon T 1B0RmGEOCVVBEOFKUGKETS91| A TKek 130 b5 Bup WUPG- -k FDSOT
6tmNH9ZDteyO3dSyOcl 1 IHes

Signature algorithm: SHA256withRSA

Issuer CN: QuoVadis Belgium Issuing CA G2
Issuer O: QuoVadis Trustlink BVBA

Issuer 2.5.4.97: NTRBE-0537698318

Issuer C: BE

Subject CN: European Commission

Subject O: COMMISSION DE L'UNION EUROPEENNE - COMMISSIE VAN DE EUROPESE UNIE
Subject 2.5.4.97: NTRBE-0949383342

Subject OU: Directorate-General for Informatics

Subject C: BE
Valid from: Thu Jan 21 09:48:38 CET 2021

Valid to: Sun Jan 21 09:58:00 CET 2024

Public Key:

Authority Key Identifier 87:C9:BC:31:97-12:7A:73:BB:7E:C0-3D:45:51:B4:01:25:95:51:AB
Authority Info Access http://trust.quovadisglobal.com/qvbecag?2.crt

http://uw.ocsp.quovadisglobal.com

Certificate Policies Policy OID: 1.3.6.1.4.1.8024.1.400
CPS pointer: http://www.quovadisglobal.com/repository
Policy OID: 0.4.0.194112.1.3

Extended Key Usage id kp clientAuth - Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12
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QCStatements - crit. = false

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint;

EU TSL digital identities

id_etsi_qcs_QcCompliance

id_etsi_qcs QcSSCD

http://crl.quovadisglobal.com/qvbecag?2.crl

2C:A6:7A:C1:D9:5A:BB:48:CF:7D:7A:0B:59:C6:CD:A3:66:FD:50:3A

digitalSignature - nonRepudiation

SHA-256

F7:E8:E4:E5:54:FB:7C:7A:8F:6F:36:0E:0C:A2:F5:9D:46:6C:8F:95:39:A2:59:63:F5:ED:37:E9:05:F
0:C7:97

TSL Scheme Operator certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer 2.5.4.97:

Issuer C:

Subject CN:

Subject O:

Subject 2.5.4.97:

Subject OU:

60213747836971875367469109022676830970210644486

MIHQTCCBSmgAwIBAgIUCowT7Q980PLpal FOFnUX3cobegYwDQYJIKoZIhveNAQELBQAwczELMAKG
A1UEBBMCQKUXGTAXBgNVBGEMEESUUKIFLTA Mzc20TgzMTexIDAeBgNVBAoMFIF1b1ZhZGlzIFRy
AXNObGluayBCVKIBMScwIQYDVQQDDBSRAWIWY WRpeyBCZ WxnaX VilElze3VpbmegQOEgRzIwHhN
MjEwMTIXMDg0ODIzWheNMjQwMTIxMDg1ODAw W/CBOZzELMAKGA1UEBAMCQKUxPZA9BZNVBASMNKRH
1GZveiBDb21tdW3pY2F0aW9ucyBOZXR3b3JrcyweQ29udGVudCBhbmQg VG VjaGiSvbGIne TEZMBeG
AIUEYQwQTIRSQkUMDK0OTMAMzMOMFKMEgGA I UECexBQUINTUITUOIPTIBERSBMJ 1 VOSU9OIEVY
UKIQRUVOTUal SBDTOINSVNTSUUsVKFOIERFIEVVUKIORVNFIFVOSUUXHDAGBENVBAMMEOY lemow
ZWFUIEN VW Ipe3Npb2Awgg EIMAOGCSqUSIbSDOEBAQUAAJIBDWAwggEK AoIBAQDIDIbnPa0vyi0g

AH=YeU FvuxITWmeT"S'jXRT(JoR?6)u+FvFIIYB7 7CGA2INUXKAOPgFi4MZxj9vOoMwqR I +¢

SOnO: chc*BY(JXL740WquTc*GTéb/YQMychyﬁl!

u4p(‘ +QLS3 7rcchi7dO5ElelAtLDp8HlLebmﬁ WAQA9+Pst3BT/OIHQZ IngnyM{iBntCBG6/Cj2nm

IMAVIGCKIR DGO TMTSIX T\ oI EASLupbdudsudHs T4OubSQshiSbHaP 7 -OSNSRXSX b
mIG33j7Yn+DfwCKwE4eKsZHAgMBAAGjgglqMIICZJATBgNVHSMEGDA WeBSHybwxIxJ6c7t+wDIF
UbQBJZVRqzB3BggrBgEFBQcBAQRIMGKwOAYIKwYBBQUHMAKGLGhOAHAGLy90cnVzdC5xdW92Y WRp
c2dsb2JhbC3jb20veXZiZ WNhZzlu Y 3J0MCOGCCSGAQUFBZABhiFodHRwOi8vdXcub2NzeC5xdWo2
YWRpc2dsh2JhbC5jb20wWg YDVROgBEMwUTBEBgorBgEEADSYAYMQMDYwNA YIKwYBBQUHAZEWKGhO
GHAGLy93d3cucX VvdmFkaXNnbGOiY Wwu Y 29(L 3J1cG9zaXRvenkwCQY HBACL 7EABAzApBgNVHSUE
JAgBErBEEFBOcDASVIK YBBOUHAWQGCISGAQQBgicKAwwwgYsCOCSGAQUFBWEDEHEWITA VBger
BgEFBQCLAJAIBgeEAIVsSQECMAZGBgQAjKYBATAIBZYEAISGAQQwEWYGBACOR, L(JMAk(;Bw(JAjkYB
BglwOwYGBACORgEFMDEWLxYpalROCHM6Ly93d3cucX VvdmFkaXNnbGiY Wyvu Y 29tL3/1cG9z:

ek TAMVuMDSGA T UdHwQOMDIWMK AuoCyGRmhOdHAGLy SjemwiicXVvdmPkaXNnbGrY Wy 9L F2
Yt/ Y Weyl mNybDAJBENVHOIEFeQUSIKIPWxZ VIS  U7SEAER:DIDS wDeYDVROPAQH/BAQDAEbA
MBMGCiqGSIb3LwEBCQIEBTADAGEBMDQGCigGSIb3LwEBCQ Vv
dmFkaXNnbG9iY Wwu Y 29(L2JIMAOGCSqGS ;lbsDoFBCWUAMIFAQCWL VCxzkKy/s+SkRvxCPVTIEx]
WKNGsthCO+PXsh1Ug WMdJCpe330zL 1 GegNMSLOf3 HwogqiX V+mlqt TmvrP1 ZvXCagv2LRLeyxSYA
IViwYkaraddydSSOrs60yfA0OIs1 UruPe0ICIb6rBK waqx 7LvXotk 7XvPYQo0HIPS 7pCalpdMIi
NEpGeW3gRwFq8IBQcecO3k009ad+uTSBSI+04y/ TkEd/6voViy 7d/EmIOgUZzXsI24NVApFAmy
C2FIKEVYOqw8 Y vESOV 2hluveG3wmkMEF/SY4X +kvpw+Ph7JQdWp WGlozzAFVppkIIrSM2Sxw2QXF
QZWwah210HiVY0Ax4VKQbRIQNYmFWVizixPONWic3PItMz3/TvDIZbEXFoQzV Y XZPmtK 2aQjG3C
Fi2blcelvS18YdR 169au8yNKsPvILaRalk 7Qv6HVSIE3GtQmszDwnQHIGrbxdfi30650F18/Udcty
1£2YkG6J/uTuYiiibeDoHK 6wB03BICIQ2X7/1ab3971k1wSCwe39wdx3Xw72HLIE czRkefpg +uT

xt5]8J7HL 7BRAMD34ysiQ4g0VShoNU4z+QQ3 WAsZTQkFgHGHK ZKt2d TrCjhE +11hULvo4274heBr
/5FODBAXRI9IHBCBUV3i/Dm90bxjHjKuvj893WLEFW3 WPk WIRw—

SHA256withRSA

QuoVadis Belgium Issuing CA G2

QuoVadis Trustlink BVBA

NTRBE-0537698318

BE

European Commission

COMMISSION DE L'UNION EUROPEENNE - COMMISSIE VAN DE EUROPESE UNIE

NTRBE-0949383342

DG for Communications Networks, Content and Technology
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Subject C:

Valid from:

Valid to:

Public Key:

Authority Key Identifier
Authority Info Access
Certificate Policies
Extended Key Usage

QCStatements - crit. = false

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint;

EU TSL digital identities

Version:

Serial Number:

BE

Thu Jan 21 09:48:23 CET 2021

Sun Jan 21 09:58:00 CET 2024

50 82 0/ 72 :30: OLT 06 00 2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F 0030 82 01. OA :02:82:01:01:00:ED:0F:56:E7:3F:3D:2F:C8:8D:20:C4:7F:98:7B:F5:04:CA:CB:31:D5:35:B2:5E:64:F6:4A:35:FC:4F:4A:11:DF:AC:AE

6: E:C2:18:0D:89:35:4C:4A: 74:E3:E0:16:2E:0C:67:18:FD: Bt ©C2:A4:75:F9:C6:CF:0C:DC:D’ C8:34:B6:42:0F:2D:E6:AC:FB: 77:85:FA:A6:8A:38:66:AA:6C:3( 7,
( 7 BE ib 97.:F BE 7x 5A:7A:89:4D:CF:86:4F:A4:A3:61:03:32:79:7B. 7D:FD 49 53:8A:42:F9:02:F9:DE:D7:29: 70:D EE:44:27:31:C0:7C:B0.L9:F0:72:0B: 79:BB:SA: TE:F5:80:40:0F
:74:19:D6:7A:A7:C8:C7:E3:06:7B:42:04:6E:BF:0A:3D:A6:B4:CE:38:BE:57:42:2A:D4:43: 74:69:E8:EC:C4:F9:97: 14:EF:C2:82:1C:10:0F: :DD:BB:DB:2E: 10B217J7(7L31LA31 :B9:F
B:AB:E3:AC:37:04:57:E5:TF:DB:98:81:B4:DF: 78:FB:62: 7F:83: TF-00:8A:COAE: | E:2A:C6:47:02:03:01:00:01

87:C9:BC:31:97:12:7A:73:BB:7E:C0:3D:45:51:B4:01:25:95:51:AB

http://trust.quovadisglobal.com/qvbecag?2.crt

http://uw.ocsp.quovadisglobal.com

Policy OID: 1.3.6.1.4.1.8024.1.400
CPS pointer: http://www.quovadisglobal.com/repository
Policy OID: 0.4.0.194112.1.3

id_kp clientAuth - Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12

id_etsi_qcs_QcCompliance

id_etsi_qcs QcSSCD

http://crl.quovadisglobal.com/qvbecag?2.crl

4A:22:89:3F:0C:59:BE:58:B9:D5:4E:F9:11:F8:5D:11:1A:C3:7F:DF

digitalSignature - nonRepudiation

SHA-256

91:27:BC:BD:E1:58:6E:02:DB:9D:71:49:88:13:9E:A2:80:5F:21:DC:08:83:48:A7:E4:FE:62:69:89:5
1:38:BD

TSL Scheme Operator certificate fields details

21267647932559404339035760224263512027
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X509 Certificate

Signature algorithm:

Issuer SERTAL NUMBER:

Subject SERTAL NUMBER:

Subject GIVEN NAME:

Subject SURNAME

Subject CN:

Subject C:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

Authority Info Access

----BEGIN CERTIFICATE---

MIGrCCE) IBAZIQEAAAAAAANuXHXUKITy2zANBgkgh awBAQ;pADBWU;WwyDVQQ(,
TERMABSGA [UEBXMION][c3NIbHMxHDASBENVBAOTEON cnRpoG92dCBOL VUL IMUQSAE
BgNVBAMT(‘kdiGlﬁ?deO()FxD7ANBgN BAUTBjlwMTgwMzAeFwOxODA2MDE) yM/AOMTIaFw{/yDnAI
MzAyMzUSNTIaMHAXCzAJBgNVBAY TAKIFMSMwIQYDVQQDExpQYXRyaWNEtyZW1lciAoU2lnbmF0
dXJIKTEPMAOGA UEBBMGS 31IbWVyMRUwEwWYDVQQqEWxQY XRya WNrlEpl Y WAXFDASBgNVBAUTCzcy
MDIwMzIS0TewMIIBIjANBgkqhkiGOwOBAQEFAAOCAQSAMIIBCEKCAQEAr7¢7VriDY4as3R4LPOg7
uPH5inHzaVMOWFb/SYOW-9IVMHz/V3dIAze TKvhL G5S4Pk6Kd2E +hISFIRonp 70Gv2+ijtkPk 72Q
Kfez0ycuAbLXiNx2S7fcSGGILGlafDIgBgTQuQm1aDVLDQ653mqRStAO+gEfovs4zRESLIMKYXAU
q+S/WocEaGplheNVAF3iPSkvEe3LvUjF/xXHWF4aMvqGK6kXGseaTcn9hg TbeeuW2PAiEr+eDTNe
ZkwGBDFXw. zmn(;FPMRLz]UNk/JIKhha.‘( TyIDSH/MX30D0dU3)vIEK PIfUJix BPehxMIMwWxTjFb
NuCK7SqT211S4VQIDAQABOAICIZCCAGSWHy YDYROBBEWFoAUZTONEIpCIWShu7++R0z4Ae3/
L1 QwewYIKwYBBQUHAQEEZ/BIMDKGCCGAQUFBZAChi 1odHRwOiSvY 3V ydHMuz WIKLm IbCpd Wou
YUY 210X plbjlw MTawiy 5ienQWKA YIKwY BBQUHMAGGHGHOGHAGL Y97 Y NwLmVpZCSiZ WanaX Vi
LmJILzlwggEjBgNVHSAEgeEaMIIBFICCAQeGB2A4DAEBAgEWgswLA Y IKwYBBQUHAgEWIGh0dHAG
Ly9yZXBve2I0b3J5LmVpZC5iZWxnaX VILmJIMIHK BggrBgEFBQeCAJCByQyBukdlYnl [a Wsgb25k
ZXIDIZWASY WHIGFhbuNwemFrZWxpantoZ WIke21eG Y ya2luZ2Vul CBGaWUgQIBTIC gt VXNh
Z2Uge291bWizIMOgIGRIcyBsaW IpdG: ZXNwb257Y WIpbGi
1C0gVmVyd2VuZHVuZyB1bnRlemxpZ WdOIERGZnR [bmdzYmVzY 2hyw6Rua3VuZ2Vul csﬂwan HNz
IENQUZABaeEAIVSOAECMDKGA UdHWOyMDAWL AsoCqGKGHOAHAGLy9jermwuz WKL mTibGApd W 0u
YmUvZWIKYzlwMTgwMySjcmwwDgYDVROPAQH/BAQDASZAMBMGA UAJQOMMAOGCCSGAQUFBWMEMGwG
sGAQUFBWEDBGAwXjAIBgYEAISGAQEWCA YGBACORZEEMDMGBgQAjK YBBTApMCcWIWhOdHBZOi8v
emVwb3INpdGOyeSlaWQuYmVsz211bS5iZRMCZWAwEwYGBACORgEGMAKGBWQAjkYBBgEWDQYIKoZI
IveNAQELBQADggIBACBY+OLhM7BryzX WkIDUROUK I+cDVboPg+IN1 Et1IAEox VAy9zuXUWLco9ts
M3WDeWFDxyhatLedku2GurST1180/knDwL LyoJE 1r2Db9VrdGi+tST+/ TmIHAX3yN Win/9dsj
iGQQuTJceeS6rizbGdUgiFTSmGMmAzy4l/wKy6XiDKiZTScFeOTevs|+/vxiLiDnghOwTzV.Zh
mWExeHG9ypgMFYmlucHQOSFZreSmv3c7Di+Vhq V/sY9xL ERKFk416B5qRPylmXqGzNS WiDISd
YeUf4XoZLXJBEP7/36r4mInP2NWQ+¢1ORjesuDAZStD/yhMyRADVGISEScipTYvIwOmVB2IQrWnE
tyeZIi60HXfozo8uOckBngWyDe kuizZs YRIVNIwhCu7RSOq4zN8gkaelOfejuSNtBI2J9A +cIL
QeubAcdPauWmbxt]V93HAGpFptsR8zXo+InSm2PIQPZ3myDkzIdNT GLG+ukhN7II 2CCeagt/WoV
ZLq3qKC35WVeqeoSMEE/XeStf3/ml]10yFQm+tsth TeeOFDXuUgl3ES6bR/fSUr/bapwXpWpFxGI
DXL GAIXZ0GS Ty NEYdENIN 1130 Y dw 3xmel 2B3:baWREOXi 2y W21y HGsloR IQKIKG
MFfzsT7WSU6ILetv

iND CERTIFICATE

SHA256withRSA

201803

Citizen CA

Certipost N.V./S.A.

Brussels

BE

72020329970

Patrick Jean

Kremer

Patrick Kremer (Signature)

BE

Sat Jun 02 00:04:19 CEST 2018

Wed May 31 01:59:59 CEST 2028

D9:34:21:3E:3A:42:25:6D:E1:BB:BF:BE:47:4C:F8:02:AD:E3:2F:54

http://certs.eid.belgium.be/citizen201803.crt

http://ocsp.eid.belgium.be/2
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Certificate Policies Policy OID: 2.16.56.12.1.1.2.1
CPS pointer: http://repository.eid.belgium.be
CPS text: [Gebruik onderworpen aan aansprakelijkheidsbeperkingen, zie CPS - Usage soumis a des

limitations de responsabilité, voir CPS - Verwendung unterliegt Haftungsbeschridnkungen, gemaéss
CPS]

Policy OID: 0.4.0.194112.1.2

CRL Distribution Points http:/erl.eid.belgium. be/eide201803.crl

Extended Key Usage id kp emailProtection

QCStatements - crit. = false id_etsi_gcs QcCompliance

id etsi_ges QcSSCD

Key Usage: nonRepudiation
Thumbprint algorithm: SHA-256
Thumbprint: D2:06:4F:DD:70:F6:98:2D:CC:51:6B:86:D9:D5:C5:6A:EA:93:94:17:C6:24:B2:E4:78:C0:B2:9D:E
5:4F:84:74
TSL Type http://uri.etsi.org/TrstSvc/TrustedList/TSL Type/EUlistofthelists
Scheme Territory EU
Mime Type application/vnd.etsi.tsl+xml
Scheme Operator Name
Name [en] European Commission
Scheme Type Community Rules
URI [en] http://uri.etsi.org/TrstSve/TrustedList/schemerules/EUlistofthelists
List Issue Date Time 2021-06-10T01:00:00Z
Next Update
date Time 2021-12-10T00:00:00Z
Distribution Points
URI

https://trusted-list.lu/tsl. xml
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1 - TSP: LuxTrust S.A.

TSP Name

Name

TSP Trade Name

Name

Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

ElectronicAddress

URI

[en]

[en]

[fr]

[en]

[en]

[en]

[en]

[fr]

[fr]

[fr]

[fr]

[de]

[de]

[de]

[de]

[en]

[fr]

[de]

LuxTrust S.A.

VATLU-20976985

TVALU-20976985

IVY Building - 13-15 Parc d'Activités

Capellen

L-8308

LU

IVY Building - 13-15 Parc d'Activités

Capellen

L-8308

LU

1VY Building - 13-15 Parc d'Activités

Capellen

L-8308

LU

mailto:info@luxtrust.lu

mailto:info@luxtrust.lu

mailto:info@luxtrust.lu
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TSP Information URI

URI

[en]

[fr]

[de]

[en]

[fr]

[de]

https://www.luxtrust.lu/en

https://www.luxtrust.lu/fr

https://www.luxtrust.lu/de

https://www.luxtrust.lu/en/repository

https://www.luxtrust.lu/ft/repository

https://www.luxtrust.lu/de/repository

1.1 - Service (withdrawn): LuxTrust Qualified Certification Authority

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres

attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitit und

andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

LuxTrust Qualified Certitication Authority

1003

MIIDSDCCAtigAwIBAgICA +swDQYJKoZIhveNAQEFBQAWQDELMAKGA IUEBhMCTFUXFjAUBgNVBAoT
DUx1eFRydXNOIHMuY S4xGTAXBgNVBAMTEEx 1eFRydXNOIHIvb3QgQOEwHhcNMDgwNjA IMDkyNTIO

4
WheNMTYXMDE4MTAOMDMOW BFMQswCQYDVQQGEWIMVTEWMBQGA IUEChMN' iV vHchJQgUyﬁEL;Lc

MBwGA IUEAXMVTHV4VHI1c3QgUXVhbGlmaW VKIENBMIIBIANBgkqhkiG9w0BAQEFAAOCAQSAMIIB
CEKCAQEAYbEXaA SRNVICHHZSBHEWOSL mal 419Y g9 VEYclwL mhr9KgAKFIudBATHeeSNLAX
vh/BIDUDUHS0GZ3P2Dwi7put VEVATvWSjzYq6CzarUthzb9ux-+K TdTT+ddy6tkgVegy9DBe+bz6
350Zm2PPQT9%z0R4SRBN730KA/M1a0Sa7ZDphL37WHSA4/TWhIF1/LBRVGCOF4MghU/u+kovFS
mTuUK+ncU7+FS0cQRhAD+CAWILY WuzuE+T6ZuZ6lqg6+vqgloiKwL6iV ZmwKkIPYV3+3 Wey3zq5
1pDvsIGj4kXd1riQGKsEeDINSy71DG30dBqF 1 Yd7ue7ziwlDAQABodHuMIHIMASGA 1UdEwQIMAYB
AfSCAQAWQgYDVR0gBDswOTA3BggraSsBAQEBADAIMCKGCCSGAQUFBwIBFh lodHRwOiSvem Vwb3Np
dG9yeS5sdXh0cnVzdC3sdTARBglghkeBhvhCAQEEBAMCAAcwDgYDVROPAQH/BAQDAZHGMBSGA 1Ud
IWQYMBaAFN2K 12Dx+ZFx6UdwDCXIrKGN34wIMDEGA 1 UdHwQqMCgwlqAkoCK GIGhOdHAGLy9jcmwu
bHVAdI1]1c3QubHUy TFRSQOEY3JsMBOGA 1UdD2QWBBSNKKMH3RoTdSINMkqiNQ94/zSIkBTANBgkq
hkiG9WOBAQUFAAOCAQEAapxOpigXTejGgHBWMAwDBMAZQHpPyoCmw3201j1qqez05nDnjGSglIni
/pSIFMpV/XmChigyOS2Py YOCHNSUpPIS/Clym! 0cipmzp XKOMbgVIFRIAASIXXTNDQT 76V

3675 VKQEmJzqoX Tecqdnul L9rLZ88 Y UlezMaWscE TIZCBdkecK VyqH + T0JucZgX 7zzipiVy'
2M+0G19giOmK wBGkzselt+MgY Wrsk]ADK DZMrdbQxkxnhzCSQoraX 7Dugx MOHATMitCe FAuZr W
1J69QjCLBIKzxUGy7B3pY OjLIThr7S64cd] 2yuR +NjHAFZ2DTXwxKg/FQg=—

--END CERTIFICATE----

SHA IwithRSA

LuxTrust root CA

LuxTrust s.a.

LU
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Subject CN: LuxTrust Qualified CA

Subject O: LuxTrust S.A.

Subject C: LU

Valid from: Thu Jun 05 11:25:24 CEST 2008

Valid to: Tue Oct 18 12:40:34 CEST 2016

Public Key: S e e e e e S

:56:08:32:F4:30:5E:F9:BC:FA:DF:9A:19:9B: 1:3F:64:CE:84:78:F1:10:4D:
9:90:33:94:2B:E9:DC:53:BF:85:4B:47:10:46:10:03:F$:2E:16:7C-B2:3F:SA:EC:E.
:45:DD:D6:B8:90:18:AB:04:78:37:CD:F3:2E:F5:0C:6D:CE: 74:1A:85:D5:87:7B;

A 03 092I'/\D‘12'6B'86'41 7:F2:C1:45:51:82:D0:5E:0C:83:58:54:FE:EF:A4:A2:F1:7
FA:66:E6:7A:22:A8:. XAIAIAA!HI A88A (ouLAzﬁquAAMl :BD:5D:FE:DD:68:32:DF:3A:B9:B6:90:EF:B0:81:A3:E2
CE:F3:8B:02:03:01:00:01

Basic Constraints IsCA: true - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.1.0

CPS pointer: http://repository.luxtrust.lu

Authority Key Identifier DD:8A:D7:30:F1:F9:91:71:E9:47:70:0C:25:E5:AC:A1:8D:DF:8C:25
CRL Distribution Points http://erl.luxtrust.lu/L TRCA.crl
Subject Key Identifier 8D:90:A3:07:DD:1A:13:77:99:4C:92:AB:4D:43:DE:3F:CD:29:64:05
Key Usage: digitalSignature - nonRepudiation - keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: FE:5D:1F:DE:82:82:0A:C6:9F:02:65:80:8C:4E:69:4A:CF:0A:FA:05:6B:56:A4:EA:84:98:4D:52:A8
:5B:F7:D7
X509SubjectName
Subject CN: LuxTrust Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn
Service status description [en] undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2017-02-23T00:00:00Z

1.1.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation
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URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.1.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svetype/CA/QC
Service Name

Name [en] LuxTrust Qualified Certification Authority
Service digital identities
X509SubjectName

Subject CN: LuxTrust Qualified CA

Subject O: LuxTrust S.A.

Subject C: LU
X509SK1

X509 SK 1 JZCjB90aE3eZTIKrTUPeP80pZAU=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.1.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.1.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svetype/CA/QC
Service Name

Name [en] LuxTrust Qualified Certification Authority
Service digital identities
X509SubjectName

Subject CN: LuxTrust Qualified CA
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Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

LuxTrust S.A.

LU

JZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2013-10-13T00:00:00Z

1.1.4 - History instance n.3 - Status: accreditationceased

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Qualified Certitication Authority

LuxTrust Qualitied CA
LuxTrust S.A.

LU

jZCjB90aE3eZTIKrTUPeP80pZAU=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accreditationceased

2013-10-12T23:59:59Z

1.1.5 - History instance n.4 - Status: accredited

Service Type Identifier

Service Name

Name

Service digital identities

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Qualified Certitication Authority
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X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

LuxTrust Qualified CA

LuxTrust S.A.

LU

JZCjB90aE3eZTIKrTUPeP80pZAU=

http://uri.etsi.org/TrstSve/TrustedList/Svcestatus/accredited

2009-10-13T00:00:00Z

1.1.6 - History instance n.5 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Qualified Certification Authority

LuxTrust Qualified CA
LuxTrust S.A.

LU

JZCjB90aE3eZTIKrTUPeP80pZAU=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2008-07-29T00:00:00Z

1.2 - Service (deprecatedatnationallevel): LuxTrust Time Stamping Authority

Service Type Identifier

Service type description

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] A time stamping service as part of a service from a trust service provider issuing qualified certificates that issues time-
stamp tokens (TST) that can be used in the validation process of qualified signature or advanced signatures supported by
qualified certificates to ascertain and extend the signature validity when the qualified certificate is (will be) revoked or
expired (will expire).
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[fr] Un service d'horodatage dans le cadre d'un service d'un prestataire de service de confiance délivrant des certificats qualifiés
qui émet des jetons d'horodatage (TST) qui peut étre utilisé dans le processus de validation de signature qualifiée ou
signatures avancées soutenues par des certificats qualifiés pour vérifier et étendre la signature validité lorsque le certificat
qualifié est (sera) la révocation ou d'expiration (expire).

[de] Ein Zeitstempeldienst als Teil eines Service aus einer Treuhandservice-Anbieter, die qualifizierte Zertifikate, die
Zeitstempel-Tokens (TST) gibt, die in der Validierung der qualifizierten Signatur oder fortgeschrittene Signaturen durch
qualifizierte Zertifikate unterstiitzt verwendet werden kénnen, um festzustellen und verlingern die Unterschrift Giiltigkeit,
wenn das qualitizierte Zertifikat wird (werden) widerrufen oder abgelaufen (verfallen).

Service Name

Name [en] LuxTrust Time Stamping Authority

Service digital identities

Certificate fields details

Version: 3
Serial Number: 1003
X5 09 Certlﬁcatﬁ rrrrr BEGIN CERTIFICATE-----

MIIDSDCCAtigAwIBAgICA +swDQYJIKoZIhveNAQEFBQAWQDELMAKGA 1UEBAMCTFUXFJAUBgNVBAoT
DUxleFRydXNOIHMy Y SixGTAXBENVEAMTEEX] eFRydXNOIHJvb3QzQOEWHhCNMDgwNjA IMDkyNTIO
WheNMTYxMDE4MTAOMDMOWjBFMQswCQYDVQQGEwIMVTEWMBQGA /ul.ch.wwuw wu/cwgwmul_e
MBWGA 1UEAXMVTHVAVH]1c3QgUX VhbGlma WVKIENBMIIBANBgkqhkiGIwOBAQEFA
CoKCAQEAYbFXzA+SRNnvICd+sZ8BnH6WO3LmaLi419Ygd9VBYclwLm) MWKgAKF]udBX7Hc¢5NL4X
vhm/BIDUDUHSOGZ3P2Dw7put VEVATvWSjzYq6CzarUthzb9ux+K TdTT+ddy6tkg VegyIDBe+bz6
350Zm2PPQT9%z0R4SRBN730KA/MI1a0Sa7ZDphL37WHSA4/TWhIF1/LBRVGCOF4Mg hU/u+kovES
mTuUK+ncU7+FS0cQRhAD+C4WILY WuzuE+T6ZuZ6lqg6+vqgfbiKwL6iV.ZmwKkIPYV3+3 Wey3zq5
(pDYSIGKXIQGKSECDINSy7DG30dBqF 1 Vd7uc7iwIDAQABOIHuMIHIMASGA UGEWQIMA YB

AfSCAQA Qg YDVROEBDSWOTASBegrgSsBAQEBADAMCKGOCSGAQUIBWIBFh odHRwOISvem Y wbiNp
4G9 EBAMCAAcwDgYDVROPAQH/BAQDAgHGMBSGA 1Ud
IWOYMBAAFN. N v GO ONG 4MMDLGAIL'dlle MCgwlgAkoCKGIGhOGHAGLyjcmwu
bHV4dHI1c3QubHUY TFRSQOEuY3IsMBOGA 1 UdDgQWBBSNKKMH3RoTdSIMkqiNQ94/zSIkBTANBgkq
hkiGOWOBAQUFAAOCAQEAapxOpigX TejGgHBWMAwDBMAZQHpPyoCmw3201j1qgez05nDnjG3glni
/pSIFMpV/xmCkjqy092Py YbcHNSUpP1SjCkyn10e6ipmzpXKOMbgFvIPglAgA SdXx TNIQ77eW
u36£z5VKQEmJzqoXTecqdnuL L9rLZ88 Y UlczMaWscETIZCBAkecK VyqHF+T0lucZqX 7zz6piVyT
2M+0G19giOmKwBGkzselt+Mg Y Wrsk]ADK DZMrdbQxkxuhzCSQoraX 7Dugx MOHATMitCe 74uZr W
116qQiCLBIKzxUGy 7B3pY OjLIThi7S64cd 1 2yuR+NjHAFZ2DTXwxKg/FQg—

Signature algorithm: SHA IwithRSA
Issuer CN: LuxTrust root CA
Issuer O:

LuxTrust s.a.

Issuer C: LU

Subject CN: LuxTrust Qualified CA

Subject O: LuxTrust S.A.

Subject C: LU

Valid from: Thu Jun 05 11:25:24 CEST 2008
Valid to: Tue Oct 18 12:40:34 CEST 2016
Public Key:

9:21:AD:12:6B:B6:43:A6:12:F 7:ED:61:D2:03:8F:D3:5A: 1 F:45:D7-F2:C I 45:51:82:D0:
7A:22:A8:3A:FA:FA:AQ: TF:A8:8A:C0:BE:A2:55:99:B0:2A:42:4F:BD:SD:FE:DD:68:
/B:02:03:01:00:01

0C:83:58:54; 2:F1:7
F:3A:B9:B6: 90 EFBU SI:A3E2

Basic Constraints IsCA: true - Path length: 0
Certificate Policies Policy OID: 1.3.171.1.1.1.1.0

CPS pointer: http://repository.luxtrust.lu
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Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

Service Status
Service status description [en]
[fr]
[de]

Status Starting Time

DD:8A:D7:30:F1:F9:91:71:E9:47:70:0C:25:E5:AC:A1:8D:DF:8C:25

http://crl.luxtrust.lu/LTRCA.crl

8D:90:A3:07:DD:1A:13:77:99:4C:92:AB:4D:43:DE:3F:CD:29:64:05

digitalSignature - nonRepudiation - keyCertSign - cRLSign

SHA-256

FE:5D:1F:DE:82:82:0A:C6:9F:02:65:80:8C:4E:69:4A:CF:0A:FA:05:6B:56:A4:EA:84:98:4D:52:A8
:5B:F7:D7

LuxTrust Qualitied CA

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/deprecatedatnationallevel

undefined.
undefined.

undefined.

2017-02-23T00:00:00Z

1.2.1 - History instance n.1 - Status: recognisedatnationallevel

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

LuxTrust Time Stamping Authority

LuxTrust Qualitied CA

LuxTrust S.A.

LU

JZCiB90aE3eZTIKrTUPePSOpZAU=
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Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/TrustedList/Svcestatus/recognisedatnationallevel

2016-06-30T22:00:00Z

1.2.2 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Time Stamping Authority

LuxTrust Qualitied CA
LuxTrust S.A.

LU

JZCjB90aE3eZTIKrTUPeP80pZAU=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2013-10-13T00:00:00Z

1.2.3 - History instance n.3 - Status: accreditationceased

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Time Stamping Authority

LuxTrust Qualitied CA

LuxTrust S.A.

LU
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X509SKI

X509 SK1

Service Status

Status Starting Time

JZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accreditationceased

2013-10-12T23:59:597

1.2.4 - History instance n.4 - Status: accredited

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

[en]

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

LuxTrust Time Stamping Authority

LuxTrust Qualitied CA

LuxTrust S.A.

LU

JZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accredited

2009-10-13T00:00:00Z

1.3 - Service (withdrawn): LuxTrust Global Qualified Certification Authority

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitit und
andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

LuxTrust Global Qualitied Certification Authority
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Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

3223

MIID52CCAs+gAWIBAZICDIewDQY IKoZIhveNAQELBQAWRDELMAKGA 1UEBAMCTFUXFIAUBENVBAoT
DUx1eFRydXNOIHMuY S4xHTAbBgNVBAMTFEx 1 eFRydXNOIEdsb2JhbCBSb290MB4XDTEXMTEyMjAS
MzQyNFoXDTE3MTEyMjASMzQyNFowTDELMAKGA 1UEBAMCTFUXFJAUBNVBA0TDUx [eFR XN My
QS4xJTA[BeNVBAMTHEx IeFRydXNOIEdsb2JhbC] PZWQeO! CSqGSIbIDQEB
AQUAANBDWAwggEKAOTBAQCo0CI9yek22xZh2PNZNOglzx 2620C hK T3a2/riqhAv/d] VB 7y>m
QVKRQFrvnLZp3gY 5RzrgleMyZxCwCitQ+MyLPiUY Z4mg/[UrHfOM WR} Yl Y4Dz+M69icdzAsKuV
rfsur)/UEmalkGygiBzeCd0gdSBX Ynnt6GAT9bAsI7VhSIDy Tho4D1mbudetmupBTRNg W Tqnuz
eJcoolSIAWKWZ0X4gGXzGOIZIC4irlIB/aaQiloo+SQVrS 11 T+zAISIv2CpPS68dpL 7AZBTw 7/
da WG BAnuuKUdYuuZyjoAHFnjj3AgMBAAGjgdowgdew
DwYDVROTBAgwB2EB/wIBADBDBNVHSAEPDAGMDeGCCuBKWEBAQoDMCwwKg YIKw YBBQUHAEWHmh0
dHBzO0i8vemViwb3NpdG9yeS5sdXhicnVzdC5sdTALBgN VHQSEBAMCAQY wHwYDVR0jBBgwFoAUFx WF
iQkvIldvPx0bSPK WeYNIES4wMgYDVROBCswK TAnoCWgl4 YhaHROcDovL2NybCSsdXh0cn VzdCSs
dSOMVEASQOEUY3JsMBOGA 1UdDgQWBBQOFhvx02RnYkyiNLwNs1OkfK HxFzANBgkqhkiGOwOBAQsF

AAOCAQEAGPCWTolSQy6Kmpwin+GaWVW9h2J03QwrqVwZAQHXPhZGQTD+ghIxN949SGyoMmkGTv]

JOSals8qISIGIDW Juy036rNSFCe2P+0q Y ofpGdNgSkyR Y3xtuKteEPcoi+eFBphY+dlilSPXm3j6

Vl6BRb70243501 ic95 ZUNCXDDVEaDOuNOYGIBK g ExipheEdZ TP ppVXpsBrCUUDIOASoSS
FOQewwKSMD/IKF32MIA2TIRAG. 4055 Ye2g02

o5tVsBxrSphph6liqIkALMOSbm9T2Xo2CSROTAprdhKw—

,,,,, END CERTIFICATE----

SHA256withRSA

LuxTrust Global Root

LuxTrust s.a.

LU

LuxTrust Global Qualitied CA

LuxTrust S.A.

LU

Tue Nov 22 10:34:24 CET 2011

Wed Nov 22 10:34:24 CET 2017

AG:90:88:9, B:C4
40: QEEB SASI DéZEBeJ 9C:A3A0:01:C

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.3

CPS pointer: https://repository.luxtrust.lu

17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

http://crl. luxtrust.lu/LTGRCA.crl

34:16:1B:F1:D3:64:67:62:4C:A3:34:BC:0D:B3:53:A4:7C:A1:F1:17

keyCertSign - cRLSign

SHA-256
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Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

Service Status
Service status description [en]
[fr]
[de]

Status Starting Time

DB:87:94:17:EC:14:24:E4:E5:7A:3C:91:EC:80:4C:5D:E4:C6:FD:E7:3C:C8:28:1C:D2:F5:BA:ED:7

6:DD:65:48

LuxTrust Global Qualified CA

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn

undefined.
undefined.

undefined.

2018-08-31T01:00:00Z

1.3.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SveInfoExt/ForeSignatures

1.3.2 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

http://uri.etsi.org/TrstSve/Svetype/CA/QC

LuxTrust Global Qualitied Certification Authority

LuxTrust Global Qualified CA

LuxTrust S.A.

LU

NBYb8ANKZ2IMozS8DbNTpHyh8Rc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted
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Status Starting Time

2016-06-30T22:00:00Z

1.3.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.3.3 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Global Qualified Certification Authority

LuxTrust Global Qualified CA
LuxTrust S.A.

LU

NBYb8dNkZ2JMozS8DbNTpHyh8Rc=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2013-10-13T00:00:00Z

1.3.4 - History instance n.3 - Status: accreditationceased

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Global Qualified Certification Authority

LuxTrust Global Qualified CA
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Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

LuxTrust S.A.

LU

NBYb8dNkZ2JMozSSDbNTpHyh8Rc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accreditationceased

2013-10-12T23:59:597

1.3.5 - History instance n.4 - Status: accredited

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Global Qualified Certification Authority

LuxTrust Global Qualitied CA
LuxTrust S.A.

LU

NBYb8dNkZ2IMozS8DbNTpHyh8Rc=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accredited

2012-11-30T00:00:00Z

1.3.6 - History instance n.5 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Global Qualified Certification Authority
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X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

LuxTrust Global Qualified CA

LuxTrust S.A.

LU

NBYb8dNkZ2IMozS8DbNTpHyh8Rc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2012-08-01T00:00:00Z

1.4 - Service (deprecatedatnationallevel): LuxTrust Global Time Stamping Authority

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

A time stamping service as part of a service from a trust service provider issuing qualified certificates that issues time-
stamp tokens (TST) that can be used in the validation process of qualified signature or advanced signatures supported by
qualified certificates to ascertain and extend the signature validity when the qualified certificate is (will be) revoked or
expired (will expire).

Un service d'horodatage dans le cadre d'un service d'un prestataire de service de confiance délivrant des certificats qualifiés
qui émet des Jetons d'horodatage (TST) qui peut étre utilisé dans le processus de validation de signature qualifiée ou
signatures avancées soutenues par des certificats qualifiés pour vérifier et étendre la signature validité lorsque le certificat
qualifié est (sera) la révocation ou d'expiration (expire).

Ein Zeitstempeldienst als Teil eines Service aus einer Treuhandservice-Anbieter, die qualifizierte Zertifikate, die
Zeitstempel-Tokens (TST) gibt, die in der Validierung der qualifizierten Signatur oder fortgeschrittene Signaturen durch
qualifizierte Zertifikate unterstiitzt verwendet werden konnen, um festzustellen und verldngern die Unterschrift Giiltigkeit,
wenn das qualitizierte Zertifikat wird (werden) widerrufen oder abgelaufen (vertallen).

LuxTrust Global Time Stamping Authority

3803

---BEGIN CERTIFICATE----

MIID6jCCAtKgAwIBAgICDIswDQYJKoZIhveNAQELBQAwRDELMAKGA 1UEBAMCTFUXFjAU Bgm EAnT
DUICERydXNOIHMuYS4xHTAbBGNVBAMTFEX 1 cFRydXNOIEdsb2IhbCBSb290MBAXDTEyMDayOD:

IN16XDTIXMDMxNzASNTEzN1owTzELMAKGA [ L/EBI)M(‘TFL/XF]ALBQ\ VBAoTDbxleFRvdXNUIFMu

QS4xKDAmBENVBAMTHOX [eFRydX] 'BUaW lc3RhbXBpbr AOGCSqGSIb3
DQEBAQUAA4IBDWAwWggEKA0IBAQC62E: 7rAuouLM}ch4b Npdb9+MeejLq91VPecvBSsVHI4SKMUT
lebWG13HIqGLKcn9paO650PehX WEbgm2aUKRN: Sm1M74pIVBh YBOwl)tQulKanbplx 511qu1Tkll
iFtV5bYrHShJ0QpX6udclUEmO9h/Ao/de X W YD6bEVFw0
PSLICIpGx82JU6/7+MI0vB6Y/IMcU6xH5u6XdUyayjIvBmK Y usBR( el 7YrJKnBs.ybL urHfSpmAIT
DAR481dYkIWgKY'Y6xq4V5IuDSICRcAH2WURQcjy, MBAAGjgdow

gdewl DwYDVR{lTBA Lgw BgFB/lel‘ADBDBgN VHSAEPDAGMDgGCCuBKWEBAGoIMCww KgYIK» YBBO( JHAGEW

DisvemVwb3N;
ExWEQkvIIdvPx0bSPK We) y NS
dC55dSIMVEISQOEuY3IsMBOGA
AQSFAAOCAQEAWRIoTrueyOuM:

Vz2dCSsd TALBgNVHQSEBAMCAQY wHwYDVRO/BBgwFoAU
YDVROBCswK TAnoCWel4YhatR0cDovL2NybCSsdXhenVz
2QWBBT I vyLGHI7yBoMjXV7CIZGUGROShzANBgkqhkiGow0B
0y T31efiTtU10fg0uyOmK8q3MUjm WhwX06CJIb WuTAQ6X40

)y
AEGS0AOTWVHgYuGZwSefMz/CAsDUtmIz9EgS6bsFVoF+ fTA68BGOT9vBIEndC3tK TjUnOR Ouk WkT
JX5gSXFPSOLIIPWPpBv4XPIIMMH4cpy Idl/ySORFZﬁxxyn JGbx1UfSuxlibp6S8 +PommKFalp0INM
xwFaRyE3g8KJOVIhAur0/8QrDUQI qsjcQUxkMgRKqPINZQSLC
hbGZyRxO6ltg+JH4CaOkBSmww VVZ.’NZEébAI h e(‘4.>Bﬂjbdj V==

SHA256withRSA
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Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

Service Status

Service status description [en]

[fi]
[de]

LuxTrust Global Root

LuxTrust s.a.

LU

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

Tue Aug 28 15:07:47 CEST 2012

Wed Mar 17 10:51:37 CET 2021

30:82:01:22: W 0D:06:09:2A:86:48:86:F7:0D:01. 0/'01.07 00:03:82:01:0F:00:30:82: 0/'UA:UZ 82:01:01:00:BA:D8:4E:ED:01:E2:06:A0:B3:37:C5:17:38:48:DA:5D:6F:DF:8C:79:E8:CB:AB:DD:55:3D:E7:2F:07:CB:15: 1E:2E: 1
A

2B:IF:C DI‘UA‘57‘EA‘EE‘ C:95:41:26:3B:DS: 07 SF:F8:79:75:B6:C1:2F:21:4; 3:81:CD: 1 E:36:EF:B8:49: LA:17:33:E:E0:3E:BA:99: 7A:D2:08:0F:A6:C4-54:5C:34- B:FS,
CO:74:BC: 1E:98:FC:93:1C:53:AC:47-E6 EE:97-75:4C:9A:CA:32:2F 0662081920 514 D9L21!367B74A 9C:1B:3C:84:2B:AB:1D:FF:29:98:09:53:0D:D4:78:F3:57:58:90:85:A0): 7986 YA CﬁAL 15L48E8548809/ 70
01:F6:59:44:50:72:3C:85:8B:FB:3A:93:12:4C:BF:3B:80:6C: 7F:28:C6:EC:BC:1C:5C:8D:02:03:01:00:01

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.8

CPS pointer: https://repository.luxtrust.lu

17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

http://crl.luxtrust. lu/LTGRCA.crl

F5:BF:22:C6:1D:FE:F2:06:83:23:5D:5E:C2:25:91:94:19:1D:3C:87

keyCertSign - cRLSign

SHA-256

53:0B:1D:74:9B:E7:AD:3A:7B:B7:83:26:B2:81:DB:CC:5D:F6:EA:5F:41:4A:7B:29:B9:70:B6:54:8
B:04:49:07

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/deprecatedatnationallevel
undefined.
undefined.

undefined.
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Status Starting Time

2021-06-10T06:23:57Z

1.4.1 - History instance n.1 - Status: recognisedatnationallevel

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA
LuxTrust S.A.

LU

9b8ixh3+8gaDI11ewi WRIBkdPIc=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/recognisedatnationallevel

2016-06-30T22:00:00Z

1.4.2 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU
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X509 SK 1

Service Status

Status Starting Time

9b8ixh3+8gaDI11ewi WRIBkdPIc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2013-10-13T00:00:00Z

1.4.3 - History instance n.3 - Status: accreditationceased

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA
LuxTrust S.A.

LU

9b8ixh3+8gaDI11ewi WRIBkdPIc=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accreditationceased

2013-10-12T23:59:59Z

1.4.4 - History instance n.4 - Status: accredited

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA

LuxTrust S.A.
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Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

LU

9b8ixh3+8gaDI11ewiWRIBkdPlc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accredited

2012-11-30T00:00:00Z

1.4.5 - History instance n.5 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

[en]

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

9b8ixh3+8gaDI11ewiWRIBkdPlc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2012-10-03T00:00:00Z

1.5 - Service (withdrawn): LuxTrust Global Qualified Certification Authority 2

Service Type Identifier

Service type description

Service Name

Name

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitit und
andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

LuxTrust Global Qualitied Certification Authority 2
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Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

4803

MIID6TCCAtGEAWIBAZICEsMwDQYJIKoZIhveNAQELBQAWRDELMAKGA I UEBRMCTFUXFJAUBENVBAOT
DUxIeFRydXNOIHMuYS4xHTAbBgNVBAMTFEx 1eFRydXNOIEdsb2/hbCBSb290MBAXDTEOMDUyODEZ
MDkxOFoXDTIwMDUyODEzMDKkxOFow TIELMAKGA TUEBhMCTFUXFJAUBZNVBAoTDUx eFRydXNOIFMu
QSAxizAIBENVEAMTHLI T RydXNOIEGsb2IbCBRAWFsa WZpZ3Y Qg QOEGMICCASIWDQYIKoZIveN
AQEBBQADggEPADCCAQoC: PID udGimFETERIM
§j9C6JeAgIH63AZ/IpPdGiV! WpRLA4ﬂoR29Y7YslSUky WOONEK wyDHm2iUbny ThnOhVNDDRAIDNNZ,
uf3Ulo3)7xaTac uSALIlhtgdaPeiY B4XZLIPGry3mmQ6020igQWEeCRVCI9IpI HLuboPZoxpw
y2qWzhzn7jo81Y8S2g D) (Ejul 1djQImYEL/R6I
7VeK+UKNXYy+vasXOqW K160eFIVWSI66vA/1dY 7IUSCAWEAAOB/CB
1zAPBgNVHRMECDAGA OH/AgFA MEMGA lUdlAOXMDuwDA VIKAEFAQEBCaMwLDABaurBeEFBOCCAR Ye
aHROCHMGLy9yZXBvc20b3J5Lmx 1eHRydXNOLmx IMAsGA 1UdDWQEAWIBBABgNVHSMEGDA WeBQX
FYWICSSkh28 HRvkSpZ5g0¢ TzjAyBeN VHRSEKzApMCeglaAjhiFodHRwOi8vY3JsLmx1eHRydXNO
DOXK4vMnBppSMAOGCSqGSIb3DQEB

LmxILOXUR1JDQSSjcmwwHQYDVROOBBYEFO+Wv31101W00nD4
CwUAAIBAQCBKOXIY(TOMbSS53+0q49NENBF Tcjqoh Y Lyve/wSgisbbeSOPAR ILam+PAk YK fyoy77
RISESYpeSROASKqPISIERFADED2? +lgsSGNpOVioit: WCICH 195Ky OvypaZZ ApEE 1 Vxadghins
sdIRTt+aVhultuUodGGNGTub+y/bs6IGUpNnu Wibrgeve2jaG9Y YQPGIuOWU15znQ+0VAH6wPXf
umhHagIplSaBhSkX Y EDFpaINdITbBNg3ULKHNdsdC 71512 VaxbW 1gC0BOIUD102KoiL QY9G SU
ErAQHx1BbVGA +eSbZe7Fpy1Va3K0z76usMSSOBF7Y117e0Hq

SHA256withRSA

LuxTrust Global Root

LuxTrust s.a.

LU

LuxTrust Global Qualified CA 2

LuxTrust S.A.

LU

Wed May 28 15:09:18 CEST 2014

Thu May 28 15:09:18 CEST 2020

90:5A:07:82:45:50; A:C6:9] 96:C
xB 6B:AC:9D:. 76-F€'76:34:ﬂx:99:81.08 FD:IE: xx ED 58:0A:F9:49:0D: 5D 8C EBD AB:17:3A:A.

E:30:B: 71
55:56:F0:9E:BA:BC:0] -l-.2/ Dé JB 21 4B 02:03:01:00:01

: FA:9E:9F:68:E9: 9E:]
1:E0:3A:88:CB:78:5A:48:C4:29:6B:0A:7F:AD:

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.3

CPS pointer: https://repository.luxtrust.lu

17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

http://crl. luxtrust.lu/L TGRCA.crl

EF:96:BF:7D:65:3A:55:B4:D2:70:F8:0C:EC:4A:E2:F3:27:06:9A:52

keyCertSign - cRLSign

SHA-256

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 36



Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

Service Status
Service status description [en]
[fr]
[de]

Status Starting Time

7E:76:DA:9E:A8:D0:E6:C5:C6:30:23:D0:D8:C0:6E:55:5A:EC:E4:FE:34:6C:0E:50:69:3D:F6:BD:5

4:68:E4:84

LuxTrust Global Qualified CA 2

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn

undefined.
undefined.

undefined.

2020-11-02T09:45:00Z

1.5.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SveInfoExt/ForeSignatures

1.5.2 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

http://uri.etsi.org/TrstSve/Svetype/CA/QC

LuxTrust Global Qualitied Certification Authority 2

LuxTrust Global Qualified CA 2

LuxTrust S.A.

LU

75a/tWU6VbTScPgM7Eri8ycGmll=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted
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Status Starting Time

2016-06-30T22:00:00Z

1.5.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.5.3 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Global Qualified Certification Authority 2

LuxTrust Global Qualified CA 2
LuxTrust S.A.

LU

75a/tWU6VbTScPgM7Eri8ycGmll=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2014-11-19T00:00:00Z

1.6 - Service (granted): LuxTrust Global Qualified Certification Authority 3

Service Type Identifier

Service type description

Service Name

Name

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de l'identité et d'autres

attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitét und

andere Attribute, die von den jeweiligen Registrierungsdienste iiberpriift.

[en] LuxTrust Global Qualified Certification Authority 3
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Service digital identities

Certificate fields details

Version: 3

Serial Number: 372465138737086689258246113329755871041849896622

X509 Certificate @ - BEGIN CERTIFICATE-—---

MIIGEICCBFqgAWIBAZIUQT3qGiCITHEV Y4Efz4qilubrqdwDQYIKoZIhveNAQELBOAWR/ELMAKG
AIUEBhMCTFUXFJAUBNVBAoMDUx1eFRydXNOIFMuQS4xH, VBAMMFkxIeFRydX|
bCBSb290IDIWHRENMTUwMZA2MTQXMEI WheNMzUwMzA IMTMyMTU3 WjBOMQswCQYDVQQGEWIMVTEW
MBQGA 1UECewNTHV4VHI1¢3QgUySBLIEAMCUGA I UEAwweTHVAVHI1c3QgR2xvYmFSIFFI Y WxpZmil
ZCBDQSAZMIICIIANBgkqhkiGIWOBAQEFAAOCAgSAMIICCEKCAEAUZSiXSmFbPS0g WhOkie Ysime
ylo ?QYg+XA3lelléQrIUPgZL(J 9dS08pM7VMIZESzq8ig) SOHRPY IvINKEK vA W2NuNXGhi/GHKCA
HmLA3GT93¢+ik LNGy Ok3J/VMc9CsSem
LmecZWl/xcholMSUIDZP(}DgVL VSKIK +b3AQ8iXbQIQyvymG6QyoQoIbuEP23iawRMWK:
+5j20kPAAQDIEEE VdggzzudLSMO4CSCleL IL YuXgliler9bK RkOw WSnkareL Zsn9uCDihGX GyC5m
9j5¢GY IKAnIVSusLiBFAIWS50CnzcOg+CPsVucoRhS6uvXc u7VrHan5,»1 SV TiocxSIMyOKAM
LiViskphZK YigVEAVEIpX Tpuny 2Gay VGTuOp imAIPKNeTgX MZTG
FN7ov7n01. yodNbOhIIADac»al(fZC2CWdCJquvlL/uCKWqudAnKm}LMX: hGhuQmGOTir 7VVC
10WZ}ViyHs2rpUeCQ6+D1 Wy YRee /Vp/9/GKi
MVxYAIrSAL/j7d4IT0ghPPU14ajxmC6dEHS4guVs0Lo/dwV TUzCAWEA AaOCA| L/'4wggFKMBl( GAIUd
EwEB/WQIMAYBAfSCAQAWQw YDVR0gBDwwOjA4BgergSsBAQEKAzAsMCoGCCSGAQUFBwIBFhSodHRw
cz0vL3J1cG9zaXRvenkubHVAdH1c3QubHUwagY IKwYBBOUHAQEEX{BecMCsGCCsGAQUFBzABhh90
dHRWOISvbHRnem9vdCSvY 3INwLmx |eHRydXNOLmx IMCOGCCSGAQUFBzAChiFodHRwOISvY 2EubHV4
dHJ1e3QubHUYTFRHUKNBMiS ﬂcnOngYDVRDPA()H/HAODAL'LG’VIHXGA 1UdIwQYMBaAF: PSYKIIbSSA Us
P4S3yzMDMGAIUGHWQsMCowKKAmoCSGlmbOdHAGLySjemwubV4dHJ c3QuHUVITRIT
WWHQYD VRUOBBYEF()()PWmDmUUZFNHIhZZqH}ZrKhIMAO(J(_Sq(;SIbJDQEBL WUAA4IC
AOADBEM/:dbOOQ:!COn VixayJ INBKOS/BVK IHwe7HBYAzT6Kmo3 ToMUwOpeGI2e/NBCR3F4wTzXOV
vFmvdBI7sdS6uMSLBTrav+SLChcFDBQj26X5VQDeXkASb/u6I4Ve CwoSesY 29HOI3v120rmGU
Uao9gbamKPI TFriO+XilaDL YectruusRkilke9qy8MCpNSarZgr3oD3c/+NSD3IDIGpaz  ILS Tph
ubl Loupcmjmmqs‘;okm 8vIVOOA Vxe7np50hlwmCkXdMOPQ/XOOuLA06bez+zllkAS)(64al7d)(
eBIQZL TS9QnIF28WJExvplknjS7TLhFMGXB
9\1«3X()q3XZOquPZpozchyUp!ngzV7[E5(]lokhnsDZ~l 7szBruchwl‘\luX}Lyth!VNﬂLun Vd+
NP2kGIB219WD2Y0CaKx Wx8snDdrSbAi46 Tpi ZekU9sCAWWS
VX HXJi6CZHA LMy E2gBvmpkACFetVIO2GOn nsxCQNprelsa/JuXmGiZ3OPCIRIfISg
y3pLRgnbgLyktWoOkmT/gxtWDLIVZwE(S2IL8d550K gttyRgX81LIWGSDdpnzeR VQEnzA6+Reb
AQ—

NWk

---=-END CERTIFICATE----

Signature algorithm: SHA256withRSA

Issuer CN: LuxTrust Global Root 2

Issuer O: LuxTrust S.A.

Issuer C: LU

Subject CN: LuxTrust Global Qualified CA 3

Subject O: LuxTrust S.A.

Subject C: LU

Valid from: Fri Mar 06 15:12:15 CET 2015

Valid to: Mon Mar 05 14:21:57 CET 2035

Publlc Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F 7:0D:01:01 - :02:0A:02:82:02:01
44:1B A3:CAACED:53:08:CC:AE: JAuCuenzwuowcnjx TESBDF: 864IUAIJC05H636L¥J
DAZBZB E31:CEAT.DS.64ALCDB2B.04:ICOAE2 7S D7, IEID: : AG:
A :EI:OF:D,

Basic Constraints IsCA: true - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.10.3

CPS pointer: https://repository.luxtrust.lu

Authority Info Access http://ltgroot.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGRCAZ2.crt

Authority Key Identifier FF:18:28:76:F9:48:05:2C-A 1:AE:F1:2B: 1B:2B:B2:53:F8-4B:7C-B3
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CRL Distribution Points http://crl. luxtrust.lu/L TGRCAZ.crl

Subject Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8: 7D:F6:AC:A8:75
Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: BE:DO0:F1:9E:D4:6D:94:90:0D:2A:9F:CD: 7C:6F:66:0B:61:FF:75:88:D8:B7:1C:F8:F2:79:D5:FA:A
3:02:1C:CF
X509SubjectName
Subject CN: LuxTrust Global Qualified CA 3
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI
X509 SK I Y4/CiwOxq47Y UOe WHZmoffasqHU=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted
Service status description [en] undefined.
[fi] undefined.
[de] undefined.
Status Starting Time 2018-04-06T13:00:00Z

1.6.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.6.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSeals

1.6.3 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESig]

Qualifier type description [en] undefined.
[fr] undefined.
[de] undefined.
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Criteria list assert=all

Policy Identifier:

Identifier 1.3.171.1.1.10.3.32

Description

1.6.4 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESeal]

Qualifier type description [en]

undefined.
[fi] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
Identifier 1.3.171.1.1.10.3.33
Description

1.6.5 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description [en] undefined.
[fi] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
Identifier 1.3.171.1.1.10.3.21
Description
1.6.6 - History instance n.1 - Status: granted
Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/CA/QC
Service Name
Name [en] LuxTrust Global Qualified Certification Authority 3
Service digital identities
X509SubjectName
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Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Y4/CiwOxq47YUOe WHZmoffasqHU=

http://uri.etsi.org/TrstSvc/TrustedList/Svestatus/granted

2016-06-30T22:00:00Z

1.6.6.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.6.7 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

LuxTrust Global Qualified Certification Authority 3

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Y4/CiwOxq47YUOe WHZmoffasqHU=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2015-08-12T00:00:00Z
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1.7 - Service (withdrawn): LuxTrust Global Time Stamping Authority

Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.
[f] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.
Service Name
Name [en]

LuxTrust Global Time Stamping Authority

Service digital identities

Certificate fields details
Version: 3
Serial Number: 3803

X509 Certificate @ BEGIN CERTIFICATE-

MIIDGCCAKgAwIBAICDswDQYIKoZIhveNAQELBQAWRDELMAKGA 1UEBhMCTFUXFJAUBENVBAoT
DUx1eFRydXNOIHMuY S4xHTAbBgNVBAMTFEX | eFRydXNOIEdsb2JhbCBSb290MB4XDTEyMDgyODEz
MDCONIoXDTIXMDMNZASNTEZN 10w TAELMAKGA TUEBRMCTFUSFAUBEN VBAOTDUx1 wmdxwmm
QS4xKDAmBgNVBAMTHOx 1eFRydXNOIEdsb2]hbCBUa W 1Ic3RhbXBpbr
DQEBAQUAA4IBDwAwggEKAoIBAQC62E 7tAelGoL. Mi'(Ru(SdibDﬂ'an[ q91VPecvBSs VH:4Sk m 7
IebWGI3HIqGLKcn9paO650PehX WEbgm2aUKRNSimM74pNBhYB0sa0r( SilDwqiTkJ1
iFtV5bYrHShJ0OpX6udclUEmOI/Ao/AeX W2wSShShwDgcOeNu+4SRoXM-+ngPrgZetK YDGDEVFw0
PSLfCIpGx82JU6/7+MI0vBG6Y/IMcU6xH5u6XdUyayjlvBmK YGSBRCeL 7YrJKuBsShCurHfSpmAIT
DAR481dYKIWgK Y Y6xq4VSIuDSICRCAH2WURQCjyFi/s6kxIMvzuAbHSoxuySHFyNAgMBAAGjgdow
gdewDwYDVROTBAgwBgEB/wIBADBDBgNVHSAEPDAGMDgGCCuBKwEBAQoIMCwwKgYIKwYBBQUHAZEW
Hmh0dHBZ0i§vemVwb3NpdGIyeS5sdXh0cnVzdC5sd TALBgNVHQSEBAMCAQY wHwYDVRO/BBgwFoAU
FxWFiQkviIdvPx0bSPK WeYNIES4wMg YDVROMBCswK TAnoC Wel4YhaHROcDovL2NybCSsdXh0cnVz
dC5sdSOMVEISQOEuY3IsMBOGA 1UdDgQWBBT IvyL GHi7yBoMjX V7CIZGUGROShzA, wgkan,o9wou
AQsFAAOCAQEA WRIoTruey0uMSs3+g0y T3IefiTtU10£gOuyOmK 8q3MUjm WhwX06CITb WuTAQ6X40
AEosmoTWVHgyuqusuMz/LA<Dunnlz9EgssbsFWFﬂTA6&3(;079v3/£nd(J:KTJLnaRmmMT
JX5gSXFPSOfIIPWPpBv4XPIMMHAcpy 1dUjSQRF26xxyn]Gbx 1 Uf3uxlIbp6S8+P2mmK FaUpOIN
xwFaRyE3g8KJOVIhAurO/SQrDUQHAS+HimIMVzxA VhZ/r 5ux(MuyNa/'q\_/LOUXkMgRKthN70§[ c
hbGZyRxO6ltg +IHACaOkBSmww VyzINzEgbArireC4sBajUdj Vv~

,,,,, END CERTIFICATE----

Signature algorithm: SHA256withRSA

Issuer CN: LuxTrust Global Root

Issuer O: LuxTrust s.a.

Issuer C: LU

Subject CN: LuxTrust Global Timestamping CA

Subject O: LuxTrust S.A.
Subject C: LU
Valid from: Tue Aug 28 15:07:47 CEST 2012

Valid to: Wed Mar 17 10:51:37 CET 2021

Public Key: S08201:2230-0D06:09.20:86,48 567001 010L05:00.03.82:01:0F 00.30:82:01 0A02:82:01.01-00:BA:DEAT D01 EZ0GAOD3:37.C5:17:38:48 DASDOF DF 8C. 7 EG.CBABDD:S:
75:84:6E:09:B6:69:42:9, B: BA7S AS:0F:0A:A2:4E:4.
g 03:81:CD:1 34:3D:22:DF:08:9A:4

C9:74:BC:1E:9: 153
01:F6:59:44:50:72:3C:85:8B:FB:3A:93:12:4C:BF: JB.X() 6(.7F x C6:EC:BC:1C:5C:8D:02:03:01:00:01

Basic Constraints IsCA: true - Path length: 0

D F7v2Fv07 (*Rv /5 IE: 2E !

:36; S' :98:01 :54.
E2:FB:62:B2:4A: 9(/8?(“84 7HARlnFF7993095?aDn478F3 5758‘7085/40298(; 3A:C6: AFI)F4BB8¥48809/ 7{2

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1

Page 43



Certificate Policies Policy OID: 1.3.171.1.1.1.10.8

CPS pointer: https://repository.luxtrust.lu

Authority Key Identifier 17:15:85:89:09:2F:24:87:6F:3F: 1D:1B:E4:F2:96:79:83:48:13:CE
CRL Distribution Points htp://erl.luxtrust. /L TGRCA.crl
Subject Key Identifier F5:BF:22:C6:1D:FE:F2:06:83:23:5D:5E-:C2:25:91:94:19: 1D:3C:87
Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: 53:0B:1D:74:9B:E7:AD:3A:7B:B7:83:26:B2:81:DB:CC:5D:F6:EA:5F:41:4A:7B:29:B9:70:B6:54:8
B:04:49:07
X509SubjectName
Subject CN: LuxTrust Global Timestamping CA
Subject O: LuxTrust S.A.
Subject C: LU
X509S8KI
X509 SK 1 9b8ixh3+8gaDI1 lewiWRIBkdPIc=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn
Service status description [en] undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2017-02-17T00:00:00Z

1.7.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/ TSA/QTST
Service Name

Name [en] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName

Subject CN: LuxTrust Global Timestamping CA
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Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

LuxTrust S.A.

LU

9b8ixh3+8gaDII1ewiWRIBkdPIc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

2016-11-30T00:00:00Z

1.8 - Service (granted): LuxTrust Qualified Time Stamping

Service Type Identifier

Service type description
Service Name
Name

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

[en]
[fr]
[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.

LuxTrust Qualified Time Stamping

372465138737086689258246113329755871041849896622

----- BEGIN CERTIFICATE-----

MIIGEICCBFqeAWIBAGIUQT3qGHCIThFV Y4Efz4qilubra4wDQYJKoZIhveNAQEL BOAWRIELMAKG
AIUEBhMCTFUXFJAUBENVBAoMDUx 1eFRydXNOIFMuQS4xHzAdBgNVBAMMFkx 1eFRydXNOIEdsb2Jh
BCBSb290IDIwHHNMTUwMZAIMTOXMIE ] WheNMUwMZA IMTMyMTUS WiBOMQswCQYDVQOGEWIMVTEW
MBOGA IUECawNTHVAVIT1 302Uy SBLIERMCUGATUEAwweTHVAVE [c30eR2xv YmFSIFFI Y WxpZmil
ZCBDOSAMIICANBkqhkiGIWIBAQEFAROCASSAMIICCEK CAZEAUZSXSmFbPSOZWhOKicYsime
Y103QYg+XA3NIWH6QUOPEZEGIdS08pM7VMIZES2q8tg] SOHnPdY lvhkEK vA W2NuNX6hi/6HK4
Nye+kB+NjpfAHmLA3ZGTO5e+ik/t7hINorK4dxzqt W ZKLNGysEHIriddcePWOK3J/VMc9CsSem
eZbmeZW 1/xXeqoIMS7IIDZ3+0DgVCYsKIK +b3sAQSigXbQIQyvymG6QyoQoJbuEP23iawRMWKNWk
+520kPAAQDIZEE VdggzzudL SMO4CSCleL IL YuXgljler9bKRkOw WSnkareL Zsu9uCDihGXGyC5m
OReGY1 KAalViusl /BEATWSOCazcOp CPs VucoRHSGuyXen7 VUHRGoSy LysiVy 75j6¢xSIMVQKAM
LviViskphZK YfqVLAVFIpXTpunY 2GayVG/uOpzNoiSRpexx YjmAIPKNeTgX VIsMc0zojg T/MZTG
EN7ov7h01 yudN60htTA DacvaK (2C2CwICMgviUuCKrvuXbdZRmIBZ X rghGhuQmGOTI TV VC
10WZjVjyHs2pUcCQ6+D1 Wym) Vp/9/GK1
MVxYAirSAL/ j7d4lethlr’UI4ajme6dLlIS4ﬂu Vsbt 0 TURCANEAGIOCA UdwegFKMBIGA1Ud
EwEB/wQIMA YBA{SCAQAwQwYDVR0gBDwwOjA4BggrgSsBAQEKAzAsMCoGCCsGAQUFBwIBFhSodHRw
c20vL3J1cG9zaXRvenkubHVAdHT1c3QubHUwag YIKwYBBQUHAQEEXjBeMCsGCCsGAQUFBZABhA90
dHRwOISvbHRnem9vdCSvY3NwLmx |eHRydXNOLmx IMCOGCCSGAQUFBZAChiFodHRwOISvY 2EubHV4
dHJ1c3QubHUy TFRHUKNBMisjcnQwDg YDVROPAQH/BAQDAZEGMBSGA 1UdlwQYMBaAFPSYKHbSSAUSs
o0a7xKxsrsIP4S3yzMDMGA 1UdHwQsMCowKKAmoCSGImhOdHAGLyjcmwubHV4dHI1c3QubHUVTFRH
UkNBMisjemwivHQYDVROOBBY EFGOPwosDsauO2FNHIh2ZgH32rKh MAOGCSqGSIbIDQEBCWUAAJIC
AQADBG6M/edb009iICOnVxay] INBK0S/BVKIHwe7HBY AzT6Kmo3 ToMUwOpcGI2e/NBCR3F4wTzXOV
vFmvdBI7sdS6uMSLBTrav+5LChcFDBQj26X5VQDeXKASb/u6 4 VeTCwoSes Y g9HORI3vI2QmGU
Uao9gbamKPI TFriO+XilaDL YectruusRkilke9qy8MCpNSarZqr3oD3c/+NSD3IDIGpaz ILS Tph
UbFEQHPCI6JiwR +SqGRIxv8vIvOOA Ve TnpSQhtwinCkXdMOPQ/XOOUEA6bez tzHKAS X64at7dX

I MA+1jbFZi200eBIQZL “9TS9QnIF28WIExvpIknjS7TLAFMGXB
9wvsoqjxzomjpzpuzrvEyUpfxgxzwruolokhusuzdz\BzumzlcmNux,vLymvfwvoz_unvm
NP2KGIB2OWD2Y0CaKx W 1467 181V BSJ/XZekU9sCAwwS

»anxJ.5LZHthxanmE7ngmpk4( Sl nsxCQNpnelsax/eJuXmGiZ3OPCIRIjlSg
¥3pLRgnbgLyktWoOkmT/gxtWDLIVZwEt52JL8d550K gttyRaX8ILIWGSDApnzcR VQENZAISReb
AQ=—=

SHA256withRSA

LuxTrust Global Root 2

LuxTrust S.A.

LU
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Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Info Access

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Service status description

[en]
[fr]

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Fri Mar 06 15:12:15 CET 2015

Mon Mar 05 14:21:57 CET 2035

30:82:02:22: W'ﬂD 0(7 09:2A:86:48:86:F7:0D:01:01:01

4DEES:BF:BI:F4:D7:2A :
AB:A5:47:02:43:AF:83: D56C A:D7: 3
“F5:35:E1AS:FI:98:2E:0D: 10 7F:38:82:E5:6C:D0: BA‘JF‘77175‘53‘U JB ﬂz 03:01:00:01

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.3

CPS pointer: https://repository.luxtrust.lu

http://Itgroot.ocsp.luxtrust.Iu

http://ca.luxtrust.lu/LTGRCAZ2.crt

FF:18:28:76:F9:48:05:2C:A1:AE:F1:2B:1B:2B:B2:53:F8:4B:7C:B3

http://crl. luxtrust. /L TGRCA2.crl

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

keyCertSign - cRLSign

SHA-256

BE:DO:F1:9E:D4:6D:94:90:0D:2A:9F:CD:7C:6F:66:0B:61:FF:75:88:D8:B7:1C:F8:F2:79:D5:FA:A
3:02:1C:CF

LuxTrust Global Qualitied CA 3

LuxTrust S.A.

LU

Y4/CiwOxq47YUOe WHZmoffasqHU=

http://uri.etsi.org/TrstSve/TrustedList/Svcstatus/granted

undefined.

undefined.
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Status Starting Time

[de]

undefined.

2017-02-17T00:00:00Z

1.9 - Service (granted): LuxTrust SSL Certification Authority 5

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres

attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitét und

andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

LuxTrust SSL Certification Authority 5

533964332515310132895107069031428386213137370244

---=-BEGIN CERTIFICATE-----

MIIGETCCBIWeAwIBASILXY 07QMCSIVCHMIW namX 2TIQUDQYIKoZIbYNAQELEQAWRIELMALG
AIUEBhMCTFUXFJAUBZNVBAoMDUx1eFRydXNOIFMuQs: VBAMMEFkx IcF
bCBSb290IDIwHRENMT Y wNDEZMDkwNTEy WheNMzUwMzA IMTMyMTU3Wj JBBMQma) Ym'oooEwlM VTEW
MBQGA | UECgwNTHVAVH]1c3QgUy3BLjEaMBgGA | UEAwwR THVAVHI 1c3QgUINMIENBIDUwggliMAOG
CSqGSIb3DQEBAQUAAICDWAWggIKAOICAQDerxSTRMciNtsqVVipJQOMGLSIWhA/fG1 VBeTStEO
VZ5yUgl5qDs6hg8ISBY Y WHZWkIb89GKY 6t0J2EEtdHGj46bRbdeMn/N9 7¢00IRIZECV2YIXDgn3w
PQrVPAIL2g/KFSBY 7q/4aGpTmDI5Xo10SQrBbuk fdwIf6OAOUyiO3e 116A11 Vk 1 fSBDhgdNI4gN
MamOKBWP/kbUzL VOw60vQb9gi HLkX69V+HIy21xdeX/L4s7a 1PTMOGQDAISOWXRANRHET2HIZE
SHMHY +dKE/AWCDlimdFwd$3UezX Y BSUAKDIZAqGd2GICH6RAWWIIC 00D D giphal pY Ip0mYG
JKWWHGNCRARKAL gZFMFCchldizY 9L58/OASy 16 oty 1iHonXIkOpaDY OtA lnaZu(T+F
850ddSgW2RasrCs3BgnwUBxvyNIxOgKS, vbQSyKhaFil7+vwyBZwZVV-+/zSbRljz]
90BwYOkfiwInZB5lyIMfosbUm BTSN GHCNDS M 01zip6cQCalllVFRDEIQSMO1g4Vu
93QmIATYyFOREDZCZSQEIIOKwwypSWSP/qXRSQIH I hj/DNwGGGQM/4n W33 Y 9¢fIByKUOpIvoQ2C
YRGgFefCOKDKAUJV9SHMLyR2jpV1z0kSDQIDAQABoAIBVCCA VIwEgYDVROTAQH/BAgwBEEB/wiB
ADBLBENVHSAERDBECMDEGCCUBKwEBAQoFMOwiK g YIKwYBBQUHASEWHIOdHBZOISvem Vwb3NpdGy
£S3sdXi0onVdCSAITAGELR VHSAAMGOGCLsGAQUIBWEBB 4w XDABerBgEFBQaA Y YRHROCD
L2x0Z31vb3Qub2NzcCSsdXh0cnVzdC3sd TAtBggrBgEFBQewAoYhalHR0cDovL 2NhLmx I cHRy
LmxILOXUR1IDQTIuY3JOMA4GA 1 UdDWEB/WQEAWIBBJAIBgNVHSMEGDA WeBT/GCh21 LgFLKGuXSab

“El BgNVHRSELDAGMCiglgA wOiSyY3JsLmx 1eHRydXNOLmx 1LOXUR LIDQTI:
YISMBOGA | UdDEQWBBQIOWOEGxgXGSROUz0Xs XBDMZv G TANBERhKIGOWOBAQSFAAOCAZEAZPwa
COTCIWpSE3dFjrcO4QSD2IRuuX 1KiFj2TPkadid TDIbFoPZl/nE7NETO36+0SrPNSbDPbck+ VA
CGwyMgky6ISBKhmvHPnDeDZW 135muWILjHYeSMHV3gdCvzIB3 7S xqdgbRSIGIQIv VsDitdd Vg
9/TWCYvX6yS/VRH6ADMINpzUSaDLHSAG I L2XR+SwzC3A[zNBISPRIvIlelIzHgi6+GScPMz0JaX
ViSLekucwYXRelmngOucKu72xoY xA Hlch 76 VFIX 1IMPSIpdd2TzKoensEITRIXeCyvdreOn
DVHDPSIOSRPYSUECI330lgSIs6FDITTDSIb 6bGKHIZS/GA3VaReSL WynXIKE4hAOSWK. s
pWphOcTPLa0dwIMCOBPskkBmc96bFZwQbd2i9ADvIXLzE Wh2EgSp9IfA SO OvEuTmas
ISEVOVUMKISAZcEpAJaV 1hJCpVNewQ1 WSR YZ3mCdmHjoAGhl4qj YoSNbY (Z(’blv‘)BNn}chDZ
X/71KOqA44++HR1Y+7i0XngBGIS Tmx Fw94ZSi9mIdEW(TiL CrZfu/kwTPcBXv62RwoK HTDed66n
Jy7b6jUpJeOVZ2ERK129kyR XzILcAOIPaSeel TWgWpdl 7FHeaQDEDWLEOLZIWsuFO984hw=

ND CERTIFICATE-----

SHA256withRSA

LuxTrust Global Root 2

LuxTrust S.A.

LU

LuxTrust SSL CA 5

LuxTrust S.A.

LU
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Valid from: Wed Apr 13 11:05:12 CEST 2016

Valid to: Mon Mar 05 14:21:57 CET 2035

PllbllC Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:0. 82:02:01:00:DE:AF:1E:53:7E:D3:. IC 8(' DB:6C:A9:55:6D:A4:94:0E:30:62:F9:97:08:40:FD:F1:B5:54:17:93:4A:B1:0E:55:9E:72:5

2:20:7C:55:3E:06:D3:F5:FA:B7:80:8D. 2 1D:C4:
15:24:09:1F:58:63:FC:33:70:18:61:90:33:FE:27:5B:9D:D§:

S5:6E:F7: 18:C8: 9:09:9)
H0142:6F-F7:91 (( 2F:24:76:8E-95:75-CC:E9:39:0D:02:03:01:00:01

Basic Constraints IsCA: true - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.10.5
CPS pointer: https://repository.luxtrust.lu
Policy OID: 2.5.29.32.0

Authority Info Access http://ltgroot.ocsp. luxtrust.lu
http://ca.luxtrust. lu/LTGRCAZ2.crt
Authority Key Identifier FF:18:28:76:F9:48:05:2C:A1:AE:F1:2B:1B:2B:B2:53:F8:4B:7C:B3
CRL Distribution Points http://crl. luxtrust. lu/LTGRCAZ2.crl
Subject Key Identifier 09:97:45:8E:13:AC:6A:5C:6F: 1F:41:4C:F4:5E:C5:C1:0C:C6:6F:19
Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: C0:68:A8:A7:CC:2F:08:BE:0E:9A:1D:DB:0D:F0: 1E:2F:7A:E7:9B:FE:50:31:22:C5:52:BB:7B:33:6
A:1F:D6:F4
X509SubjectName
Subject CN: LuxTrust SSL CA 5
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI
X509 SK 1 CZdFjhOsalxvHOFM9F 7FwQzGbxk=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svcestatus/granted
Service status description [en] undefined.
[fi] undefined.
[de] undefined.
Status Starting Time 2017-11-29T01:00:00Z
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1.9.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/For WebSiteAuthentication

1.10 - Service (granted): LuxTrust Seal and Signature Validation Service

Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/QES Validation/Q

Service type description [en] undefined.
[f] undefined.
[de] undefined.
Service Name
Name [en]

LuxTrust Seal and Signature Validation Service

Service digital identities

Certificate fields details
Version: 3
Serial Number: 4615819

X509 Certificate @ BEGIN CERTIFICATE-

MIIGxCCBK 6gAwIBAZIDRm6LMAOGCSqGSIb3DQEBCWUAME4XCZAJBENVBAY TAkx VMR YwFAYDVOQK
DAIMdXhUcnVzdCBTLKEuMScwJQYDVQQDDBSMdXhUen VzdCBHbGIY WwgUX VhbGlmaW VKIENBIDMw
HheNMAXMEXMTMI TMIMjEyWjCBijEAMBsGA 1UEBRMUMDAXNjUwNDg IMzU1
MDIZNTQyM]YxNzA 1BgNVBAS TLkx eFRydXNOIFNIY Wing Y WSKIFNpZ25hdHVyZSBWY WxpZGFoa Wou
IFNIenZpY 2UxFiAUBgNVBAOTDUx IeFRydXNOIFMuQS4xFzA VBgNVBGETDIZBVEX VL TIwOTc20Tg.
MOSWCQYDVOQGENIMVTEWMBQGA ] UEAXMNTHVAVHT1630UySBLICCAGIWDQ Y]KaZlh\'cNAQEBBQAD
2gGPADCCA YoCggGBAOVXBMPDI4DkhoStsSL Y dkQaws +R Wul1 BXz52RKDJI52dpbS2jSbSarYqgf
GuvyFioxHIseRpGBEWITDSRODSS|CeW XcIZIrASIBGSSUa3494S A SuftdFIQF Az »cr(m;m
RA9OATARIHHG YIdIkhJSSSAZM6ZF5H3sYRgoZSCvimgSHpZsAoSseUVD9za7h3lal cEbEs2Qe6/F
SMnsI5M24ds WHpeCalaRk/6fL E 1u7At1igLujFMSKddCZKIT WQMTpBhQGrMmIXExvHZITBS3hWN
vvwq8PPaMGKtdkv3LzQe/PbBTn/FXZ/FXxzE/WOL8GigxladVIOOKU+RgOPMpCSAbR W 1ajgb2T4B
0260U4UdSeli/GHP/ BILPARquvL’quAMagFPxDq1259v/SJZAL JIALUIco+zbX2wPSOJVSORTZ3

Z8B/VXyHYRjnv5gFgXNdHNe7tvHen TrTNMTrX] kl)u*l)(*al LPypV7ALeEI3 XLOKzJLJﬂxwz%zQ
AQAB04IByjCCACYwHWYD’ l, Y4/CiwOxq47YU q YEGCCsGAQUFBWED
BHUWCzAIBgYEAISGAQEWCA YGBACC ‘Ru(]/\_ jkYBBTA+MDw isvd3d3LmxleHRy

dXNOLmx1L3 VwbG9hZC9kYXRhL 31IcG9zaXRvenkvUER TLnBkZhMCRU4wEwYGBACORZEGMAKGBwWQA
JjkYBBglwZgYIKwYBBQUHAQEEWjBYMCcGCCsGAQUFBzABhhtod HRwOiSve WNhLm9je3AubHVAdHI T
c3QubHUWLQYIKwYBBQUHMAKGIWhOJHAGLy9; YSS5sdXh0cn VzdC5sdSOIMVEIRQOEzLmNydDBOBENY
HSAERZBFMDgGCCuBKwEBCeMhMCwwKgYIKwYBBQUHAZEWHmh0JHBZOiSvemVwb3NpdG! 9ycS§sth0
enVzdC3sdTAIBgcEAIVsQAEDMDYGA [ UdHwQuMCOWK 6ApoCeGIWhOdHAGLySjcmwubHVAdHI Ic.
bHUVTFRHUUNBMy0zMy3jemwwEQYDVROOBA0ECEOShas!+kyIMA4GA 1 UdDWEB/wi OEAlegDAMBgNV
HRMBATSEAJAAMAOGCSqGSIb3DQEBCWUAA4ICAQCn36/ErimC+6CFusbWfingHTbXIv67VPBIKhOII
[2¢2302Q50+ybwlwe8SrconYI2WUCE TyS+Rw3iSCY F/2q3xZLozceQBIIA TeMxHpJLOfTuthgh
aVMuDx4fdSZW4QdYb25wHmC T30atb WA VSe6mSrsZyzq/KdlyodKtKS I wbpOLXziO60xii5+0HDm
mzMACI98j+7fiwZLkM/oCBIF+ISFNCMQOGedLgAV3PY Y 55vyN/aklmhYbD 7qpx0a WrCAkyfTOSRE
eyNk84meoSLISZVwgweQWen+wUwODSN3BUSXBKKIZPVUI+g WX 21gASiQ2ccsHHS +gFU LffyMCzQ
uejfQnf7GRZY9sHserwZY ZiFmmrdruwGIGPOijlyjrtkSnKc2 Y hpfyMEc/wglg1D9z+uls84/bqy
6BliqUoGGUONSPK ANV Iy VEXGEELit4qH B WIG palzR Y ETM3 1qByAGKX7VbgedCYXpZ7BnFihzo
Nlvafb3YevjPuWLHijaWit390zuhdZ8tvn 70Di6oCbA 7uD1 vaeCldV0GybthemESDyLS Y YNecU3e
N(:PII)RwP{}9tV(:BnuXA(1h/<HS9(1(:1Fm/ HQMDXpiViUnB 7dia iV pf39a06HM Tktsmg 706 Yj

EXjt6yC

Signature algorithm: SHA256withRSA

Issuer CN: LuxTrust Global Qualitied CA 3
Issuer O: LuxTrust S.A.

Issuer C: LU

Subject CN: LuxTrust S.A.

Subject C: LU
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Subject 2.5.4.97:

Subject O:

Subject OU:

Subject SERTIAL NUMBER:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

CRL Distribution Points

Subject Key Identifier

Basic Constraints

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject C:

Subject 2.5.4.97:

Subject O:

VATLU-20976985

LuxTrust S.A.

LuxTrust Seal and Signature Validation Service

00165048535502354226

Fri Dec 11 14:52:12 CET 2020

Sun Dec 11 14:52:12 CET 2022

30:82:01:A2:30:0D:06:09:2A:86:48:86:F 7:0D:01:01:01:05:¢ 0003 SZ(JI 81-:003082 01 BA :02:82: DIXIDOLBD7U4 C3:C3:8B:80:E4:86.8F: ZDBI 22 DB 76:44:1A:C2:CF:A3:45:6B:94:D4:15:F3:E7:64:: 4A0C97JQDQDA
534868F96l726 S:1F:1B:0C:85:8A:8C:47:27: 2 D:(2:59:22:BE:3C:94: 7:E. B:9F:BS5:D. :37:

DD:98:94:88: F4:8
S2.CE-CAL95.78:00:B7.84.23:71-08-2B:38.CB:DDFS. B1.C3-3F-79:C D:02:03:01:00:

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

id etsi_gcs QcCompliance

id etsi_ges QcSSCD

http://qca.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGQCA3.crt

Policy OID: 1.3.171.1.1.10.3.33
CPS pointer: https://repository.luxtrust.lu

Policy OID: 0.4.0.194112.1.3

http://crl. luxtrust.lu/L TGQCA3-33.crl

43:B9:85:AE:65:FA:4C:B5

IsCA: false

digitalSignature

SHA-256

0:E3:CC:A4:2E:80:6D:15:B5:6A E:01:3B:3E:B4:53.85: :62:FC:61:Cl] 5:78:2F:50: 00:C6:
E755FUE45J( F7:67:C0: 7F:55:7C: 8761 le7BF9x0€XI 73: 5D 1C:D7:BB:B6:FI:DE:9D:3A:D3:34:C4-EB:SE-40-EE:F§-85-FE-68-
01

35:70:00:C0:80:1A:88:1B:19:A7:01:EF:29:46:9C:96:41:C3:9C:9E:CE:31:64:36:C3:FD:BE:6B:42:2

F:FF:3F

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust S.A.
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Subject OU: LuxTrust Seal and Signature Validation Service

Subject SERIAL NUMBER: 00165048535502354226
X509SKI
X509 SK1 Q7mFrmX6TLU=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svcstatus/granted
Service status description [en] undefined.
[fi] undefined.
[de] undefined.
Status Starting Time 2021-01-22T17:00:00Z

1.10.1 - Extension (critical): additionalServicelnformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.10.2 - Extension (critical): additionalServicelnformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSeals
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2 - TSP: SeMarket Certification Authority S.A.

TSP Name
Name [en] SeMarket Certitication Authority S.A.
TSP Trade Name
Name Len] NTRLU-B0132166
Name [en] SeMarket CA S.A.
PostalAddress
Street Address [en] Parc d'Activités "Syrdall", 6
Locality [en] Munsbach
Postal Code [en] L-5365
Country Name [en] LU
ElectronicAddress
URI [en] mailto:confiance-numerique@ilnas.etat.lu
URI [fr] mailto:confiance-numerique@ilnas.etat.lu
URI [de] mailto:confiance-numerique@ilnas.etat.lu
URI [en] http://www.portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-
confiance/liste-confiance/se-market/index.html
TSP Information URI
URI [en]

http://www.portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-
confiance/liste-confiance/se-market/index. html

2.1 - Service (withdrawn): SeMarket Qualified Certification Authority

Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitét und
andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

Service Name
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Name [en] SeMarket Qualified Certification Authority

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

1308924811451483386725277668209257424

MIIDUJCCAjqgAwIBAGIQAPwW-+ck6S1YDODOUWMrrODANBgkqhkiGOwOBAQUFADBDMQswCQYDVQQG
EwIMVTEZMBeGA 1UEChMQU2VNYXIrZXQgQUEgUySBLIEZMBeGA IUEAXMQU2VN Y XJrZXQeQUEgUm9v
dDAeFwOWODA3MMxMDAWMZNaFwOyNDA3MjMwOTUzMDhaMEMxCzAJBgNVBA Y TAkx VMRKwFwYDVQQK
ExBTZUlhemtldCBDQSBTLKEuMRkwFwYDVQQDEXBTZU IhemtldCBDQSBSb290MIIBIANBgkqhkiG
9WOBAQEFAAOCAQSAMIIBCKCAQEASIPRPOUGX VAFjWzDSCIKdSc9xZZk VIdNaynwBwuk2y6BL Ye
ImuIDIEQHMGMYVIu1b YulxeDDr4HmNNGGmyFVyvgEckuw YFShOAKP Y GolMBWISIR WeA2Le7
YdBJ7TCFat/Gk9kdsNOnuBHw3ZXI6£g8ejNBRK2FOHbIMp60D064bODHL SWRCOgztx X0iCoStZ
HReK YRDVDQIZIE SmeXkG 7atugls | GxbxqgIQ7VaZexdDUNSeFAIZLDUOB3d L Chac2ISTNM
KkBWiGHo*HxNgSBRwSWOfwZIc THGyQHYK Bdfx6qbkF 'gP+/aY gbxOX10unzMLyywIYDQIDAQABoOLw |
QDAPBgNVHRMBA{SEBTADAQH/MA4GA 1 UdDwEB/wQEA VVHQIEFgQUS »
42q6g4SMkOAWDQYJKoZIhveNAQEFBQADggEBAHa62 7PR3/cVpW8i7GpQfeNgQve 3GLWhRAITU
aIVIIECS YauxamKimzYKukKE+aWe VCOUVRVPWzyidweL qlSIzROKGZDAnIKA 18y Sposse
xb8be53nSMQzulviM+D2KA Vime+zigRmiRqXOjjKoOsO5VmCV2WOfed6u07Sp6BF ifbzpg4AICD
HLDeQmpkQm Y 7GzXSxa\ 38ufNKF+gPGzsLqYoxL/MmeAUUDFeA WKb4WdghbBsOd1 VOLSMBIMDIu-
21QqM3DalRGi i0afD516+k=

SHA IwithRSA

SeMarket CA Root

SeMarket CA S.A.

LU

SeMarket CA Root

SeMarket CA S.A.

LU

Wed Jul 23 12:00:33 CEST 2008

Tue Jul 23 11:53:08 CEST 2024

:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B7:CA:CF:44:FF:54: lBli4l)lﬁ}€B]0F9ﬂ/\579D4
8C:55:F :96:C5:1 :/ g

‘E1:BD:IF:-0C:72:
:DD:F8:B0:8F:81:CD:

7:16:59:91:59:5D:35:AC:A7:C0:1C:2E:93:6C:BA:04:B
:68: 6. 49:ED: :6A:

IsCA: true

F3:B7:61:CA:1C:F0:AB:A4:A9:0D:C4:09:E1:9A:BA:83:8F:0C:90:E0

keyCertSign - cRLSign

SHA-256

A4:4E:8E:FD:1E:FC:78:F2:44:5F:1A:9F:62:63:9D:8F:BA:21:20:9C:9E:F3:1E:87:11:77:7F:D2:C8:
2B:07:12

SeMarket CA Root
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Subject O:

Subject C:

Service Status

Service status description [en]
[fi]
[de]
Status Starting Time
Scheme Service Definition URI
URI [en]

SeMarket CA S.A.

LU

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn

undefined.
undefined.

undefined.

2016-06-30T22:00:00Z

http://www.portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-

confiance/liste-contiance/se-market/index.html

2.1.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en]
[fr]
[de]

Criteria list assert=all

Policy Identifier:

Identifier

Description

undefined.

undefined.

undefined.

urn:oid:1.3.6.1.4.1.25969.8.2.1

Qualified certiticates including such Policy OID have the corresponding private

key residing in an SSCD.

2.1.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en]

2.1.3 - History instance n.1 - Status: supervisionrevoked

Service Type Identifier

Service Name
Name [en]

Service digital identities

X509SubjectName

http://uri.etsi.org/TrstSve/Svetype/CA/QC

SeMarket Qualified Certification Authority
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Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

SeMarket CA Root

SeMarket CA S.A.

87dhyhzwq6SpDcQJ4Z2q6g48MkOA=

http://uri.etsi.org/TrstSvc/TrustedList/Svestatus/supervisionrevoked

2009-09-11T00:00:00Z

2.1.3.1 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description [en]
[fi]
[de]
Criteria list assert=all
Policy Identifier:
Identifier
Description

it is ensured by the trust service provider and controlled (supervision model) or audited (accreditation model) by the
referenced Member State (respectively its Supervisory Body or Accreditation Body) that all Qualified Certificates issued
under the service identified in "Service digital identity" and further identified by the filters information used to further
identify under the "Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation Device (SSCD) support ARE
supported by an SSCD (i.e. that that the private key associated with the public key in the certificate is stored in a Secure
Signature Creation Device conformant with the applicable European legislation);

clle est assurée par le prestataire de service de confiance et contrélée (modéle de contréle) ou véritiés (modéle
d'accréditation) par I'Etat membre de référence (respectivement son Organe de surveillance ou organisme d'accréditation)
que tous les certificats qualifiés délivrés dans le cadre du service identifié dans «Service digital identity» et en outre
identifié par les informations des filtres utilisés pour identifier plus précisément dans le cadre du "Sdi" de service de
confiance identifiés, I'ensemble précis de certificats qualifiés pour lesquels cette information supplémentaire est nécessaire
en ce qui concerne la présence ou l'absence de dispositif sécurisé de création de signature (SSCD) de soutien sont pris en
charge par un SSCD (a savoir que la clé privée associée a la clé publique du certificat est stocké dans un dispositif sécurisé
conforme a la législation européenne applicable de création de signature);

es wird von der Treuhandservice-Anbieter gewahrleistet und durch den entsprechenden Mitgliedstaat (bzw. seiner
Aufsichts-oder Akkreditierungsstelle) kontrolliert (Aufsichtsmodell) bzw. gepriift (Akkreditierungsmodell), dass alle, die
qualifizierte Zertifikate unter der in "Service digital identity” Service und ausgestellt weiter durch den Filter verwendet
werden, um weitere Informationen unter der "Sdi" identifizierten Treuhandservice zu identifizieren, die eine genaue Satz
von qualifizierten Zertifikaten, fiir die diese zusitzliche Informationen in Bezug auf das Vorhandensein oder Fehlen von
sicheren Signaturerstellungseinheit (SSEE)-Unterstiitzung benétigt werden unterstiitzt identifiziert ein SSCD (dh, dass der
private Schliissel mit dem 6ffentlichen Schliissel im Zertifikat zugeordnet ist, in einer sicheren Signaturerstellungseinheit
konform mit der europdischen Gesetzgebung gespeichert);

urn:oid:1.3.6.1.4.1.25969.8.2.1

Qualified certificates including such Policy OID have the corresponding private

key residing in an SSCD.

2.1.4 - History instance n.2 - Status: undersupervision

Service Type Identifier
Service Name
Name [en]

Service digital identities

http://uri.etsi.org/TrstSve/Svetype/CA/QC

SeMarket Qualified Certitication Authority
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X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

SeMarket CA Root

SeMarket CA S.A.

87dhyhzwq6SpDcQJ4Z2q6g48MkOA=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2007-11-27T00:00:00Z

2.1.4.2 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description [en]

[f]

[de]

Criteria list assert=all

Policy Identifier:

Identifier

Description

it is ensured by the trust service provider and controlled (supervision model) or audited (accreditation model) by the
referenced Member State (respectively its Supervisory Body or Accreditation Body) that all Qualified Certificates issued
under the service identified in "Service digital identity" and further identified by the filters information used to further
identify under the "Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation Device (SSCD) support ARE
supported by an SSCD (i.e. that that the private key associated with the public key in the certificate is stored in a Secure
Signature Creation Device conformant with the applicable European legislation);

elle est assurée par le prestataire de service de confiance et contrélée (modéle de contréle) ou véritiés (modéle
d'accréditation) par I'Etat membre de référence (respectivement son Organe de surveillance ou organisme d'accréditation)
que tous les certificats qualifiés délivrés dans le cadre du service identifié dans «Service digital identity» et en outre
identifié par les informations des filtres utilisés pour identifier plus précisément dans le cadre du "Sdi" de service de
confiance identifiés, I'ensemble précis de certificats qualifiés pour lesquels cette information supplémentaire est nécessaire
en ce qui concerne la présence ou l'absence de dispositif sécurisé de création de signature (SSCD) de soutien sont pris en
charge par un SSCD (a savoir que la clé privée associée a la clé publique du certificat est stocké dans un dispositit sécurisé
conforme a la législation européenne applicable de création de signature);

es wird von der Treuhandservice-Anbieter gewéhrleistet und durch den entsprechenden Mitgliedstaat (bzw. seiner
Aufsichts-oder Akkreditierungsstelle) kontrolliert (Aufsichtsmodell) bzw. gepriift (Akkreditierungsmodell), dass alle, die
qualifizierte Zertifikate unter der in "Service digital identity" Service und ausgestellt weiter durch den Filter verwendet
werden, um weitere Informationen unter der "Sdi" identifizierten Treuhandservice zu identifizieren, die eine genaue Satz
von qualifizierten Zertifikaten, fiir die diese zusétzliche Informationen in Bezug auf das Vorhandensein oder Fehlen von
sicheren Signaturerstellungseinheit (SSEE)-Unterstiitzung benétigt werden unterstiitzt identifiziert ein SSCD (dh, dass der
private Schliissel mit dem 6ffentlichen Schliissel im Zertifikat zugeordnet ist, in einer sicheren Signaturerstellungseinheit
konform mit der européischen Gesetzgebung gespeichert);

urn:oid:1.3.6.1.4.1.25969.8.2.1

Qualified certificates including such Policy OID have the corresponding private

key residing in an SSCD.
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3 - TSP: BE INVEST International S.A.

TSP Name

Name

TSP Trade Name

Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

ElectronicAddress

URI

TSP Information URI

URI

URI

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[fr]

[en]

[fr]

[fr]

[en]

BE INVEST International S.A.

VATLU-LU29222134

17, rue Léon Laval

Leudelange

3372

LU

https://www.be-ys.com/home

https://www.be-ys.com/

mailto:contact@be-ys.com

mailto:contact@be-ys.com

https://pki.almerys.com

https://pki.almerys.com

3.1 - Service (granted): BE-YS SIGNATURE AND AUTHENTICATION CA NC

Service Type Identifier

Service type description

Service Name

Name

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitét und
andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

BE-YS SIGNATURE AND AUTHENTICATION CA NC
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Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Certificate Policies

10046

MIIGUZCCBDugAwIBAGICIz4wDQYJKoZIhveNAQELBQAWUELMAKGA 1UEBAMCRIIXEDAOBENVBAOT
BOFMTUVSWVMxFzA VBgNVBASTDjAwMDIgNDMyNzAXN;M5MRgwFg YDVQQDEW9BTEIFUITIFIPTIQg
QUEWHheNMTMxMDMwMTQWNTQ2WheNMMxMDMwMTQwNTQ2W/CBgELMAKGA IUEBAMCTFUXITA/BENYV
BAOTHEJFIEIOVKVTVCI QS4xMT, MTKEJFLVITIFNJROSBVFVS
RSBBTng{)VVLLSEVHVE/DQVR!TMgOOEngMx(;TAXBgNVB(;ETEFZBVExVLL'XVMJkyMJIVMzQngh
MAOGCSqGSIb3DQEBAQUAAAICDWAWggIKAolCAQC 7ncPNAMvSVoEcMegl7L G 1aEal9PSNyOR Wik

HPdezY Qqoql o9Mc/DycbAQIRNqsySrCxI MW Sx YDEQDRGoXZ3ppy WD +yJo8 XanlaA SAFNe+ Vix

£rSP: VE7LxDMxhqVDaxlus6LX5xp36GHgqL3ViWGKS 1w VwDICmSjCoRipYi2lBm]
quuNmzR VOTkWE2WKIGIHbYKpNBezY G Y g4 Vind -LXTOGTRIAXRRNKX Nty Mi3wETHAOXtgAtapS

nU36WgOSK o YDYjmiWYpSuBOSXQXL2DX2YMO7ZZC
W YX'/F(:q*PPMB Y 7FsyCdFCT+ 7(;ercuZdK4val]ba MMZIBIXJ OdZiSUSRYdAFvWTG VXGTLS/
gtgqsngM1 Y TepuANGDyNsjiHjiPQSQH. mIAA. PvMwg
CaWBIIGW ZXQUZEXNW: 5F34dVArum59R5(‘sUFp7('7l UHGpnAtoDCmSwQ4cSBSA LO3KDRSJI7 TgiX
SxVhCRvhUC GoGlamls3Lz Y ul2CSHAisZTRYGuY UGez

YyDxiJZMDOSK EnTimicsL. X/ XZ00gDBIvKAXZIwIDAQABoAIBADCE TAPNVHRMBAEBTADAQH/
MBOGA 1UdDgQWBBRxVGealwOXMZ/rMnfPSVhU/XDNFTAZBgNVHSAEEAQMA4GDCqBegEQDAUpAQeD
ATAMBgNVHSMEGDA WeBSbYE2q8PQIUvgjoWvobfyLmBy VxTBEBgerBeEFBQcBAQQ4MDYwWNAYIKwY B
BQUHMAKGKGhOJHAGLy9wa2kuY WxtZXJ5¢y5jb20vY WxtZXJ5¢3Vb3R Y S35jZXIwDg YDVROPAQH/
BAQDAgEGMDKGA 1UdHwQyMDAwLqAsoCqGKGhOdHAGLy9wa2kuY WxtZXI5¢cy3jb20vY WxtZXI5c3Iv
b3R}YS3jemwwDQYJIKoZIhveNAQELBQADgglBAIGH3IYsVpWIWpfb8V4bZR +myvuvDh7INHYcBY70GH
Uma7weLuAQeFSTxtDTIrwFWw9li7GND1G3GwaBj YnguB(ji63piZnLhSS30KomxbN WnoASPkiVxb
e4EOdrzhwR04a+WsWCkpuxhdvZRmVd7DbQGZMjQIEMGQ2zd4sculn247ZRIx VelX TsOyn +1gy0wB
PVsxOUGH+WTbALISP6iPSKEIQqINPYJVrcL HuTwHd Vi 7R 520mPIK619VopSBjQuemXujFidoe W
CO/URQ+Uajxi2+SFwmmQFcuUAJFNGLixIMDESy9z4hCkecHow9B93+OJKBKjI3xyjiKC9/07r

IMDhSY SQKSyWG4VTwUPShNIBIFIZ +aViWQIA90Z0wG +BkCweOHZUN2vZGr3i62BSVTpbDN1hZgo
93an/x519n 1y Z8ktxjCCe7t8w Y4BstQAaYdR VgkL5UcmDSRUBOK dtaNpltCgECPbA0zNImmAS
0XVphd129WicjdB+H6wwjoD+Hkf1p7Z8bRS | FovSuL Ck8vno9O7L BvuyaGkCkai/Yz3AhPI/Nfk
InibCgHSSs6N5GGJo+4dHAkiQMIAIls7J4EZ TKEnE25+b04IsNwLKaQ2boxRZiZeAp3EnmSihDad
1Q5Z1UQiq+RI41KCrSSFYb7KnaSGWHRBZKQ

,,,,, END CERTIFICATE----

SHA256withRSA

ALMERYS ROOT CA

0002 432701639

ALMERYS

FR

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC

BE INVEST International S.A.

LU

Wed Oct 30 15:05:46 CET 2013

Mon Oct 30 15:05:46 CET 2023

2:02:22:30:0D: 0609 ZA 8 42{36}"7 ()D Gl:ﬂlvO

52647 AEASDT
2:59:30:34:12:28

IsCA: true

71:54:67:1A:23:03:97:31:9F:EB:32:77:CF:49:58:54:FF:10:CD:15

Policy OID: 1.2.250.1.16.12.5.41.1.7.3.1

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 58



Authority Key Identifier 9B:60:4D:AA:F0-F4:25:52:FA:A3:A 1:6B:E8:6D:FC:8B:98:1B:D5:C5

Authority Info Access http://pki.almerys.com/almerysrootca.cer
CRL Distribution Points http://pki.almerys.com/almerysrootca.crl
Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint; 7B:9C:D1:EA:BB:A5:B5:9B:96:73:5C:3D:46:B2:21:3C:94:7D:46:4D:A8:D3:89:3E:22:D8:02:CE:7
1:17:68:C3
X509SubjectName
Subject 2.5.4.97: VATLU-LU29222134
Subject CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC
Subject O: BE INVEST International S.A.
Subject C: LU
X509SKI
X509 SK I cVRnGiMDIzGf62J3201Y VP§QzRU=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svcstatus/granted
Service status description [en] undefined.
[fi] undefined.
[de] undefined.
Status Starting Time 2019-02-20T01:00:00Z

3.1.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]

Qualifier type description [en] undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.1.1
Description

3.1.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]
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Qualifier type description [en] undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
Identifier
Description

3.1.3 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description [en] undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=none
Description

Criteria list assert=atLeastOne

Policy Identifier:

Identifier

Policy Identifier:

Identifier

Description

3.1.4 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en]

3.1.5 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en]

1.3.6.1.4.1.48620.41.1.7.3.1.4.1

1.3.6.1.4.1.48620.41.1.7.3.1.1.1

1.3.6.1.4.1.48620.41.1.7.3.1.4.1

http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSignatures

http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSeals
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3.2 - Service (granted): BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres

attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitét und

andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

10055

---BEGIN CERTIFICATE----

MIIGYICCBDGsAWIBARICIcHDQYIKoZIbYCNAOEL BQAWU/ELMAKGA IUEBIMCRIXEDAOBENVBAOT
BOFMIUVSWVMxFzAVBeNVBASTD] AwMDISNDMyNzAXNMSMRgwleY DVQODEw9BTE I FUITIFIPTI Qg
DIzMTIZOT] DIMTOTIWCBHDELMAKGA [UEBIMCTFUXITATBENY
VCBJboRIcmShdGIvbmFsIFMuQS4xMzAXBgNVBAMTKKIFLVITI SBVFVS
/OVEIDQVRIT042Q0EE TkMgMEZMBCGATUEYRMQVKF UyOTIyMJEZNDCC
NAQEBBQADggIPADCCAgoCeglBAMITX 7UZ6MJ4wedaPul 1 7n8/s TwpoSWT+GBV
dh9t1 WzXNhxP47jg9ihisQuQ: GPMUFIKRC] TikkXdhrZ9
QRDjgngAdPRLRaF2 OSK8R6sXAEGSB2NIM6BI7p/s
BSHQTISK7MZY mpOTEWPNW AsYEUeD!+glsB62UCE ex/RB3sK FBo++ TWQYAR33od YrFRdIAjZEwE
VztwUyjksaNt4S8rooMIXvq7XHLbDV | Ajqdm2NQd4Bo9X Z3i31ud Y dcIBK [y MU
PJI:A W/0PprocwOVFBZBT/hwyOuuFXhOnNONVIA3ZKzVVRPUxxTFdLxgmbpVp WxLAr/o()hyZ/Kh
8wed4L’Anx:qQFﬂNekI\L‘)lnll’ijvéaijuTZAél('mOﬂL”VID!m WCSAMegs9Zd0/QvrRpUulLIAaf
OnF(“an(’eI’evA/m(“ZmeX]?hF/kmuUDXIIWJ067TLA)(M’\'FVK}ﬁ(q(“FjQZ!wzWdeZIIDyAXS‘w/
v OsXxgQaofc/ub4/YZNUg6vDAm,

76+ Iqujm[mQ‘ +HZIUNWSIFGTIQA WYIonUAuz(»AgMBAAGJggEBwur MASGAIUJEWEB/wQFMAMB
Af8BwHQYDVROOBBYEFEDRMSQ2xIT/IR4Jg7UFSEiAcIK/MBOGA 1 UdIAQTMBEWDwYNKwYBBAGC+2wp
AQcDAJAfBgNVHSMEGDA WeBSbYE2q8PQIUvgjo WvobfyLmBvVx TBEBgerBeEFBQcBAQQIMDYWNAYI
KwYBBQUHMAKGKGhOAHAGLy9wa2kuY WxtZXI5cy5jb20vY WxtZXI5c3Ivb3R}YS5iZXIwDg YDVROP
AQH/BAQDAGEGMDAGA T UdHQyMDAWL4AsoCyGK GHOHAGLySvadks Y WntZXSeySib20vY WeZ s
c3Jvb3R}YSSjcmwwDQY IKoZIhveNAQELBQADggIBAChabkpDPOHOIRKY XPZOShvPiEyOx90GNGMD
SKLKDIDRU I xy5b+OfOX6XZ/SME IVtQR2KHWIr 121 VkvbS ZziwOCreyStak 3BTBZzbQnG/ExjoT
dIGNFwYP7+E09iSF9fLZ1s W31d53ht6ah$nt667U WooO2Nd YHAQw3XEoWghybWRUyQ9IT4K8xn7Q
YMIsZ90Q37AM]VRIhzVewwc7AsRybapT9ea+RxpoFnn14b2pudKU3 108tyoF0r2tL ShF2aQcQMgw
uHMPakOEMbyArEFPAGhOa WidOeS W1/Ve/ta5SFih TayNH7upAO7k9g8iICSUSQHfgowe W+4 Imgx]
cCFnC36W9XrzaC3AByKIxbUwedzQxNHy YgfS90gmqlbahsp35X3b90zhiDQRJbntGkSUnGUubkby

ci 1T YFelx6SY) ihAui53VYBbXutviKljecOR
JgM1ieRoikrFPS5J0DnD3 #vnzyfy9W36m V91 JFrbAjoCM2ETPIRRAEOXRCnb9dUsC3mMJTA4cKmng
VXCLKR4NpqwzCRIVTHSKxJybg WdljOlyji7t152SSWrnlY ZINIV+5L1ZasExvp3hWae9NmQIK3Uo
48DYIXeW3qUGCQSYsSNDoB/IVKk9F Y Ze+E6x19AR

--END CERTIFICATE----

SHA256withRSA

ALMERYS ROOT CA

0002 432701639

ALMERYS

FR

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

BE INVEST International S.A.

LU
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Valid from:

Valid to:

Public Key:

Basic Constraints

Thu Apr 23 14:39:23 CEST 2020

Tue Apr 23 14:39:23 CEST 2030

IsCA: true
Subject Key Identifier 40:D1:33:94:36:C6:54:FF:25:1E:09:83:B5:05:48:48:80:70:92:BF
Certificate Policies Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.2
Authority Key Identifier 9B:60:4D:AA:FO:F4:25:52:FA:A3:A1:6B:E8:6D:FC:8B:98:1B:D5:C5
Authority Info Access http://pki.almerys.com/almerysrootca.cer
CRL Distribution Points http://pki.almerys.com/almerysrootca.crl
Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: C9:09:A9:E7:A2:4F:AB:F3:C9:4E:CF:85:C4:16:A5:5C:27:BA:8B:6F:F9:38:F4:6B:2F:5C:B8:92:C5
:D6:2E:84
X509SubjectName
Subject 2.5.4.97: VATLU-LU29222134
Subject CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC 2
Subject O: BE INVEST International S.A.
Subject C: LU
X509SKI
X509 SK 1 QNEzIDbG VPSIHgmDtQVISIBwkr§=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted
Service status desctiption [en] undefined.
[fi] undefined.
[de] undefined.

Status Starting Time 2021-06-10T01:00:00Z

3.2.1 - Extension (critical): additionalServiceInformation
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AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

3.2.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSeals
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4 - Signature node - 1d: id-c227b73798ca4419a886151fae05d1d7

Signing Time 2021-06-10T06:38:377
TSL Scheme Operator certificate fields details

Version:

Serial Number: 4777626962051723746

X509 Certificate ~—--BEGIN CERTIFICATE-

MIFSICCASqeAWIBAIIOKZKAL ZiSelwDOYIKoZINeNAQENBQAWE Y4CzATBENVBAY TAKX VMR AW
DgYDVQQHEwdCZWx2Y X VAMQ4wDAYDVQOK EwVITESBUZERMBSGA IUECXMYRGlnaXRhbCBUcnVz2dCBE
ZXBbenRiZWSIMTovOAYD) VQQDEZFMdXhlb thXJanR deN OZWQETGIzdCETaW Waua WSENIonRp
ZmljYXRIID, 2Y4xCzAIBgNV

AkxVMRAw] DgYDVOOHFwdF7Wx2 YXV4MO4wI7A anooKvaJTmeFhMBzaGA e ARG InaXRBCBU
cnVzdCBEZXBhenRIZWS0MTowOA YDVQQDEzFMdXhibWivdXInlFRydXNOZWQgTGlzd CBTaWduaWsn
IENIenRpZmlj Y XRIDIwMjBhMIICIANBgkqhkiG9wOBAQEFAAOCAZSAMIICCEK CAEA[IDs2QQa

ubLuN6ICTi8 Vbx/V 7p31ky9xpasQF-+3ssj3S YbhSECn9dORsqy 7qC59Y hihgbgnUwSQIRToJoZXs

biiPSE3gvyA Wil YXBhm3NQ2xUmbJIH/A2k T24DOIRASOa6dGgvm36m0oZegil77 Wiise | zF9am Y2

T+ ViDekTOZMdvhiDV CICY CIVRXIHHHUTIGIZGQOMFITA08GY Soani/yCizRSxaccd/ysalv]
V. Itkqbbt/ZE:

s3gr’ kY

jV~VLBnYIkVWzHUH’>Nn ERgkXMxQU3yvY i S enowr
NNK+TJL0yXhtR AaY O41finn6 -RDNrYMiN33 YqnvagmTTYXPpyJQhca00Mg WJ/MG)(pSXl ngchJGA
ZIEIUatUSOofHShF£4PQLNSUUgRr 1hDHIEwL PAICCHKiBr7 7xDsanQMAZ{Y SeZwHiZDL O
20880VkxKyrfegMfUUiVGSbepel WkxX4gFsxvAHI+KIfFs 70y7[quful|oSuqq4EAlYl)gEonJJ
XEHbXbwcxS55+c61ArTodshOUSIMA Y 5peZUlix Y Xb4E4SINDMzdXNIBSmn TSCOUFIECAWEAAaNS
MFAWDAYDVROTAQH/BAIwADAdBgNVHQ4EFgQUCkzqEmfuGEXddoQatk+8IIXcH3QwDg YDVROPAQH/
BAQDAgZAMBEGA 1UdJQQOKMAgGBgQAkTeDADANBgkqhkiG9wOBAQUFAAOCAZEAUK Veo600sxSEys9m
qVFCwS55v3RyluppOGYm6svIISLbOb6yY 7epzd WevNIGyHUnwGx 1SZi+kld7P/CB46y2 W3 Tz64ulw
RApMOMYKLCIHWSTY LigrHOSKISRndDOGHOwSykSVnDldausss AP QeSuF GXkaCGCSEKCa

palOhFOlaf UQnLnK4BL/ OEs4h0gL 7wInUs

MacMS51YcTSBjOHz3uKjn3 xwdlj![wﬂ(jUhnSSNCij YOXRO43F: Pxfeld.SL/RPlerlow4RC4e67czn
ok1pMq+h9KDSqCREfqaTsrVCM/41g4AMSOFwgNKnRSbHtlsO1sc4AIZEazwvASejIGIE Vuoep3e
hd/U9K3XxQLedmEXZU! WaZGPehiXrd beGW ZibFZNiog vV y00psBeVIcV2GKIWISFRW 0!
WArTznlulcOE Y8-+uz16/+bLIgZjL347dSndxy5eNqg3 VNgIG+IMxSNLR feM/dlreJbQ6u3D9kul
OLm6WIpdDehN4xbigvUSmsVRseOYczkSOTHS YGTHgVeAkkXndUHxrSi9myCb3S0VLArWseFqTXT/D
OUmpSeBUAYyQ2BKO/Yv3z/AzWQjqg3vBleayplrdyebGeSNpZ3IBs32taY ~

,,,,, END CERTIFICATE----

Signature algorithm: SHAS512withRSA

Issuer CN: Luxembourg Trusted List Signing Certificate 2020a

Issuer OU: Digital Trust Department

Issuer O: ILNAS

Issuer L: Belvaux

Issuer C: LU

Subject CN: Luxembourg Trusted List Signing Certificate 2020a

Subject OU: Digital Trust Department

Subject O: ILNAS

Subject L:

Belvaux

Subject C: LU

Valid from: Wed Apr 22 14:35:00 CEST 2020

Valid to:

Sat Apr 22 14:35:00 CEST 2023

Pubhc Key: 00 i082020 02:82:0: 0/008F50FC0904 1A: B?BZFF37A8824F2FI56FIFD FFQD(‘ 932F7IA5AF5017FDF(‘R2 3D:D2:61.
AL95: B’

6:17:06:19:BY-. Mf}FﬂEﬁB/ﬂd()X’
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Basic Constraints IsCA: false

Subject Key Identifier 0A:AC-EA:12:67:EE:18:45:DD:E2:84:1A:B6:4F:BC:26:55:DC: 1F:74

Extended Key Usage id-tsl-kp-tsISigning

Key Usage:

nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: CF:14:79:41:C7:13:76:E4:AC:E3:9E:37:02:56:74:0B:1D:8A:17:91:31:D3:8F:AE:60:5C:C4:40:20:B
4:13:E9
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	TSL Scheme Information
	Pointer to other TSL - EUROPEAN UNION


	1.EU TSL - MimeType: application/vnd.etsi.tsl+xml




	1 - TSP: LuxTrust S.A.


	1.1 - Service  (withdrawn): LuxTrust Qualified Certification Authority


	1.1.1 - Extension (critical): additionalServiceInformation


	1.1.2 - History instance n.1 - Status: granted


	1.1.2.1 - Extension (critical): additionalServiceInformation



	1.1.3 - History instance n.2 - Status: undersupervision


	1.1.4 - History instance n.3 - Status: accreditationceased


	1.1.5 - History instance n.4 - Status: accredited


	1.1.6 - History instance n.5 - Status: undersupervision



	1.2 - Service  (deprecatedatnationallevel): LuxTrust Time Stamping Authority


	1.2.1 - History instance n.1 - Status: recognisedatnationallevel


	1.2.2 - History instance n.2 - Status: undersupervision


	1.2.3 - History instance n.3 - Status: accreditationceased


	1.2.4 - History instance n.4 - Status: accredited



	1.3 - Service  (withdrawn): LuxTrust Global Qualified Certification Authority


	1.3.1 - Extension (critical): additionalServiceInformation


	1.3.2 - History instance n.1 - Status: granted


	1.3.2.1 - Extension (critical): additionalServiceInformation



	1.3.3 - History instance n.2 - Status: undersupervision


	1.3.4 - History instance n.3 - Status: accreditationceased


	1.3.5 - History instance n.4 - Status: accredited


	1.3.6 - History instance n.5 - Status: undersupervision



	1.4 - Service  (deprecatedatnationallevel): LuxTrust Global Time Stamping Authority


	1.4.1 - History instance n.1 - Status: recognisedatnationallevel


	1.4.2 - History instance n.2 - Status: undersupervision


	1.4.3 - History instance n.3 - Status: accreditationceased


	1.4.4 - History instance n.4 - Status: accredited


	1.4.5 - History instance n.5 - Status: undersupervision



	1.5 - Service  (withdrawn): LuxTrust Global Qualified Certification Authority 2


	1.5.1 - Extension (critical): additionalServiceInformation


	1.5.2 - History instance n.1 - Status: granted


	1.5.2.1 - Extension (critical): additionalServiceInformation



	1.5.3 - History instance n.2 - Status: undersupervision



	1.6 - Service  (granted): LuxTrust Global Qualified Certification Authority 3


	1.6.1 - Extension (critical): additionalServiceInformation


	1.6.2 - Extension (critical): additionalServiceInformation


	1.6.3 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESig]


	1.6.4 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESeal]


	1.6.5 - Extension (critical): Qualifiers [NotQualified]


	1.6.6 - History instance n.1 - Status: granted


	1.6.6.1 - Extension (critical): additionalServiceInformation



	1.6.7 - History instance n.2 - Status: undersupervision



	1.7 - Service  (withdrawn): LuxTrust Global Time Stamping Authority


	1.7.1 - History instance n.1 - Status: granted



	1.8 - Service  (granted): LuxTrust Qualified Time Stamping


	1.9 - Service  (granted): LuxTrust SSL Certification Authority 5


	1.9.1 - Extension (critical): additionalServiceInformation



	1.10 - Service  (granted): LuxTrust Seal and Signature Validation Service


	1.10.1 - Extension (critical): additionalServiceInformation


	1.10.2 - Extension (critical): additionalServiceInformation




	2 - TSP: SeMarket Certification Authority S.A. 


	2.1 - Service  (withdrawn): SeMarket Qualified Certification Authority


	2.1.1 - Extension (critical): Qualifiers [QCWithQSCD]


	2.1.2 - Extension (critical): additionalServiceInformation


	2.1.3 - History instance n.1 - Status: supervisionrevoked


	2.1.3.1 - Extension (critical): Qualifiers [QCWithSSCD]



	2.1.4 - History instance n.2 - Status: undersupervision


	2.1.4.2 - Extension (critical): Qualifiers [QCWithSSCD]





	3 - TSP: BE INVEST International S.A.


	3.1 - Service  (granted): BE-YS SIGNATURE AND AUTHENTICATION CA NC


	3.1.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]


	3.1.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]


	3.1.3 - Extension (critical): Qualifiers [NotQualified]


	3.1.4 - Extension (critical): additionalServiceInformation


	3.1.5 - Extension (critical): additionalServiceInformation



	3.2 - Service  (granted): BE-YS SIGNATURE AND AUTHENTICATION CA NC 2


	3.2.1 - Extension (critical): additionalServiceInformation


	3.2.2 - Extension (critical): additionalServiceInformation




	4 - Signature node - Id: id-c227b73798ca4419a886151fae05d1d7
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