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TSL Scheme Information

TSL Id

TSLTag

TSL Version Identifier

TSL Sequence Number

TSL Type

Scheme Operator Name

Name

Name

Name

Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

PostalAddress

Street Address

Locality

Postal Code

[en]

[fr]

[fr]

[de]

[en]

[en]

[en]

[en]

[fr]

[fr]

[fr]

[fr]

[de]

[de]

[de]

TrustServiceStatusList-1

http://uri.etsi.org/19612/TSLTag

61

http://uri.etsi.org/TrstSvc/TrustedList/TSLType/EUgeneric

ILNAS

ILNAS

Institut Luxembourgeois de la Normalisation, de I'Accréditation, de la
Sécurité et qualité des produits et services

ILNAS

1, Avenue du Swing

Belvaux

L-4367

LU

1, Avenue du Swing

Belvaux

L-4367

LU

1, Avenue du Swing

Belvaux

L-4367
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Country Name

ElectronicAddress

URI

URI

URI

URI

URI

Scheme Name

Name

[de]

[en]

[fr]

[de]

[fr]

[en]

[en]

Scheme Information URI

URI

URI

URI

Status Determination
Approach

Scheme Type Community Rules

URI

URI

Scheme Territory

Policy Or Legal Notice

TSL Legal Notice

[en]

[fr]

[de]

[en]

[en]

[en]

LU

mailto:confiance-numerique@ilnas.etat.lu

mailto:confiance-numerique@ilnas.etat.lu

mailto:confiance-numerique@ilnas.etat.lu

https://portail-qualite.public.lu/fr/index.html

https://portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-
confiance/liste-confiance/scheme-information/index.htm/

LU:Trusted list including information related to the qualified trust service
providers which are supervised by the issuing Member State, together with
information related to the qualified trust services provided by them, in
accordance with the relevant provisions laid down in Regulation (EU) No
910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic transactions in the
internal market and repealing Directive 1999/93/EC.

https://portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-
confiance/liste-confiance/scheme-information/index.html|

https://portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-
confiance/liste-confiance/scheme-information-fr/index.htm|

https://portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-
confiance/liste-confiance/scheme-information-de/index.html

http://uri.etsi.org/TrstSvc/TrustedList/StatusDetn/EUappropriate

http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUcommon

http://uri.etsi.org/TrstSvc/TrustedList/schemerules/LU

The applicable legal framework for the present trusted list is Regulation
(EU) No 910/2014 of the European Parliament and of the Council of 23 July
2014 on electronic identification and trust services for electronic
transactions in the internal market and repealing Directive 1999/93/EC.

Historical Information Period 45535
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Pointer to other TSL - EUROPEAN UNION

1.EU TSL - MimeType: application/vnd.etsi.tsl+xml

TSL Location

EU TSL digital identities

https://ec.europa.eu/tools/lotl/eu-lotl. xml

TSL Scheme Operator certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject E:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject OU:

Subject C:

660862747298009142807362633871991440505734410485

rrrr BEGIN CERTIFICATE-----

MIIIDDC’;CBéJrg;(l)WIBAgIUCSI(‘SUtVEKAMMvaQD WUOSkXSPUWDOYjKDZIh VCNAOENBUA WXZELMAkG
AIUEBhM( RpZmljYWRvc. MCIG
A1L/EAWwbRE/HSVRBTFN]RD4gUVVETE/GSUVE/ENB/ECXMB4XDT/ZMT‘XNZEWMTEUNIDXDT/EMTEX
NzEwWMTEONIo ggEVMO wCQYDVQQGEwW/MVTFDMEEGA1UECWwW6Q2 Vde/maWthGUgUingm/sZSAt
IFF1YWxpZmiIZCBDZX|0aWZpY2F0ZSAtIE9yZ2FuaXphdGlvbjESMDCGAL UECWwwRG/yZW
dGUtR2VuZX) thme_?lgRGlnaXthCBTZXjZaWN/CyAuRE/HSVOpMSMW/OYD VQRh RL//YR
NTUSMDBET IBM! ‘M5MzEcMBoGAIUECgWTRVVST1BFQU4, OOQNTU/TUO/PT/E/MCMGCS G
3DQEJARY| Z naXOtzGl GVjLmV1cm9wYS5) /dTECME GAIUEAWWTRVVST1BFQU4gQOINTUIT
L/U/PT/CCAr/wDOYjKoZ/hchAOEEBOADgg/PADCCAgngg/EAKWYEBA9kYAREIGnHojRprby44G
+TSJCgHI9Qty X1Y]B234hSAYy]vW-+gKvoownskrogfUP6GO: o EFZX335Y058wfpp VemEoeIHIA]
/cpT141qdB05V4a88ASRfROValxmQJrDsBZWqZHxOEEHBCt! IAcQybha+4AO0lotp3dF/7Z
A3CudGYbN9IBUQyyqfqriMduDzzDjVwKC1 7aEsLev60Cl, FnU/FVEdaBUSG/!DS/yUceTaR atl I
w6gjKrOVh WP/UHfsV]3]CSDSuAZk 7ivzHzYuPPPR9Ussecwr7095Fr4wbPYlyX2AOTIieAC7Gl
XHN1/+4LH74ndvoJYEScXi TquUOCQXVNXZHP. oSanrCn1403CXUTZMEKth
UKW8dI6pR2JSGbLT +xBkcc1wYVIUnzE3d+YK55SevUT2COwWJM+AcjSoUaRTBINsD/ezDDvv7vtbF
1X Caj/DCNkurZayTsMSZGDVAFl 71LY69INY6YKOuzrS+3c/hEHCtXa5KIC3PpWrBGQ5mw73KerR
\hzDZem FHoHXmy 1, bS52rHWYOwHH+quODthGkHwHXBzSpF/tl ngbrpa vhztN
aGU6GsLFAbrsokCUjHOOLOSTnyVnnSR 0+7VTe AGjgg
WQYM /8UAcFAR8mh]/+I/NXGc/GOkUMIGGngrBogEFBOcBAOR6MHg w
K YBB UHM GO hOdHEZOr:‘?VCWNhLW LmRpZ2I0YWxzaWduLnBOLORJROIUQUXTSUdOUVVB
TE/GSUVEOOFHMSSWNZ/WLgY/KWYBEOUHMAGGrthdHBZOVBVCWNhLWCXLmeZZIOYWXza WdulLnBO
L29/C3AW/DYDVRDRBBDwGlEWZG/naXOtZGlVO( \/‘/LmVICmQWYS5/dTBfB NVHSAEWDBWMDCGCySG
"gwjgYIKwYBBQUHAGE 1B20i8vcGtpLmRpZ:
AOOBngSBA/BAQEGMAkGEWOAV+XAAQM HOQY! DVRD/BEYWFAY/KWYEBOUHAW/GCCSGAOUFBWMEM/GS
BgqrBgEFBQCBAWSBrzCBrDAVBggrBgEFBQCLAJAIBICEAIVSSQECMAGGBJQAJKYBATAIBGYEAIS
QOW WYGBACORgEGMAKGBWQAjKYBBglwagYGBACORGEFMGAwLhYoaHROCHM6Ly! 9XY2EtZZEuZGIH
aXRhbHN| 224UCHOVUERTX2VuLanZhMCZW4WLhYoaHROCHMELyQXYZEtZZEuZG/naXthHN Z24u
CHQVUERTX3BOLnBkZh) MCEHUWSWYDVROfBEOWU/BADDSgPIYSaHROCHMSLyQXYZEtZZEuZG/naXRh
bHNpZ24ucHQVREIHSVRBTFNJRO5RVUFMSUZJRURDQUC) dBgNVHQ4EFgQUIO5hwcl9/63i
ssm59r+TIHe/SZwwDgYDVROPA OH/EAODAgZAMAOGCSqGSIbBDOEBDOUAAdlCA OCn&‘q//hTeBSsD 7
EBBSBkDZt+ CBnJjm. 7bDFC9t9Il}/6rKntVt/PU4T+(‘YlPk8TnT+/w7dBthZ/ZCLlSDfS]GDSJPBW+
Saa. tasj7
XDrl "jQDoit ftZDD/m3567XJWBGHumm W52rUzl4sbXoT
BAtSFlZPCbEbjUDacBSbFNPIChh+95HUorEmHI/Cg30LBthkDCX4mKE 60) bk57D4U2RDZ9V5]
fDMnVNxfZXFLHE| 2tkh+AMqlJXPDIvXQ+rZ1NmLHrbXkcHOIGR3F8Bak Ti2Mi5AZZkfiZjki
StN6EnaqbgwF7EssIGEKmhSQ8XIhxWSRqliK/cnEUw+NhrvR4 WuK/vax!CLO/quQthZlaL/GL/h
L2L2WCVBjVXqux7s4mvECDzrucl5ila’ VT32HOKgEqNLGD5/um53U5 v/Nv68ityHH96unztwBebmg
ox8grdezthPrpSfbmeNNDK/l p9SCeOvd3P9jCUVCh! vH2P22U1c24rWe+tzclstl 7GbKrékjH
clj 7iSH20eygCAriwSQ//WIQZPFrRffg=

SHA512withRSA

DIGITALSIGN QUALIFIED CA G1

DigitalSign Certificadora Digital

PT

EUROPEAN COMMISSION

digit-dmo@ec.europa.eu

EUROPEAN COMMISSION

LEIXG-254900ZNYAIFLUQ9U393

Directorate-General for Digital Services (DIGIT)

Certificate Profile - Qualified Certificate - Organization

LU
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Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

Subject Alternative Name

Certificate Policies

Extended Key Usage

QCStatements - crit. = false

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

EU TSL digital identities

Fri Nov 17 11:11:46 CET 2023

Wed Nov 17 11:11:46 CET 2027

F] 2C:CC:60:E 5D: 4:56. D2 A1 AB-04
39 9B:0F:F7:29:EA:D1: BE 70 :21:CC:36:. 5E 99 5A AE 3E4D 43 E7:D6:89:35.1 F1 E8:1D:79:1 BZ D5:84:B9:DA:B1:D6:60:EC:07:1F:ED:AA:6C:E0:DD:87:C1:A4:1F: 01 D7 07:34:A9:16:2B:75:
2A:0D:9B:AE:96:AF:87:3B:4D:68:69:63:E8:6B:0B:. 14:06:EB:F2:89:02:50:99:65:38:E2:D0:F1:37:F2:F5:59:E7:E5:1A:B4:FB:B5:53:75:DF:1D:03:18:3D:02:03:01:00:01

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b
https://qca-gl.digitalsign.pt/ocsp

digit-dmo@ec.europa.eu

Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.6
Policy OID: 0.4.0.194112.1.3

id_kp_clientAuth

id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1I1.crl

94:EE:61:C1:C9:7D:FF:AD:E2:B2:C9:B9:F6:BF:93:20:77:89:49:9C

nonRepudiation

SHA-256

E0:A6:20:FB:B6:74:73:62:BB:93:3A:C4:41:69:D6:76:A5:53:44:47:16:CF:5F:31:60
:5F:12:A2:2B:83:96:B1

TSL Scheme Operator certificate fields details

Version:

Serial Number:

231199879490522356566716403815664415819903446597
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X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject GIVEN NAME:

Subject SURNAME:

Subject E:

Subject OU:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

----- BEGIN CERTIFICATE-----

MIIIBDCCBEygA wIBAgIUKHICcAKE 3vD5rBCmH3Krsppm6rkUwDQYJKoZIhveNAQENBQAWXZELMAKG
ALUEBRMCUFQXKjAoBaNVBAOMIURPZ2/0YWxTaWdulENICnRpZmljYWRvVCcmEGRGINaXRhDDEKMCIG
AlUEAWwbRE/HSVRBTFN R04gU\/VBTE/GSUVEIENBIECXMBdXDTI MDIyM]ElMZYyOVUXDTIZMD/y
MTE. Cng CQYDVQQG! W GAIUECwW Ey (GImaWNhdGUgUH|vZmIsZSAt
VWP 2B X a oY O DI G E AU oW eI UOOTA RS2
QTFGTFVROVUzOTMxHDAaBgNVBAoMEOVVUKIQRUFOIENPTUIJUIN/TO4xKTAnBgNVBASMIEVudGIO
bGVtZWSDICDgRUMgUlRBVFVUleZIFNUQL’ZGMTEWLwY]KDZIhchAOkBF!é?bZFumeuaZFS 2d|
Cmowb3VSbIVAZWIMUZXybIENL IV IMRCWFQYDVOOEDASL QUXPROVS IRV UXPVTERMAOGALUEKIWG
$U9 TkSBMROWGWYDVOOLDBRSZWl UONETW, k5BIEtB
IRVJPUEQVTE9VMIIBIJA Nng%hle9 DB EFAAGCAUBAMIIBCQKCAOEAHID SMSVgRK/P 4E7

hP7f2nP4 TKOP3KIa0HBd77UD0bOVO/UAISGEJxbilaYnXOpinjLug fManI BIVGAGPFq 7N
d urgz7tT7WX1, TL5VxbrY8ETxD2Q:

E?WqSYehD+UZFmW9UULWOFAOVquUE72g9Nb886MXN£25XPVEO7G£XYbIOWCISde]IjVArEQ
& yDDIT7Cr4Q0yzXWOOWE7 V2225 3hhgnPPIZ1qVInaHGAGHBUOWRAOKDC U 2p4Z QEEC24ONYIO
JAoC/tcj8zewo4zBIR/w)QIDAQABo4ICvTCCArkwDAYDVROTAQH/BAIWADAfBGNVHSMEGDAWgBRz
SfFAHBQETfJoSf/ovzVxnlxjpFDCBhgYIKwYBBQUHAQEEejB4MEYGCCSGAQUI FBZACh]pOdHRWCZDV
L3S M SSkalWdpdGFsc2inbiswdCIESUAVEFMUOITIEVOUYRKIFRENERZEUCDAMCAGCLSG

Zovi Inbi5we

&4 / IdEQOMMCSBImIv
YWSUYSSVYWXVZZV b3EVdWdeUBle5/dX]vCGEuZXUWXWYDVRDgBFgw\/]A3BgS BgEEAYHHFAQB
ATAOMCYGCCsGAQUF ZovL3Bras! 2Inbi5wdDAQBg4rBgEEAYHHFAQC

AOEBEDA]BQEEAIVSQAECMBUGAIUdjOOWMBOGCCsGAOUFBWMCB rBgEFBQcDBDBLBgNVHRSERDBC
bi5wdCIESUA)VEFMUOIHTIFVQUXJRKIF

REN RzEuY.{sMEOGA1UdDgOWBBkaGOMWIXEjmVDOLi‘stZnTpaRjAOEgNVH 8BAfBEBAMCBKAW
9dMGCCsGAQUFBWEDBIHGMIHDMAGGBgQAjkYBATAIBgYEAISGAQOWEWYGBACORGEGMAKGBWQAjKYB
gEWagYGBACORgEFMGAW hYoaHROCHM6Ly9xY2EtZzEuZGInaXRhbHNpZ24ucHQVUERTX3BOLnBk
ZhMCcHQwLhYoaHROCHM6Ly9xY2EtZzEuZGInaXRhbHNpZ24ucHQVUERTX2VuULnBKZhMCZWA4wFQY!
KwYBBQUHCwIwCQYHBACL 7EKBATAVBggrBgEFBQCLAJAIBgcEAIVSSQECMAOGCSGGSIb3DQEBDQUA
A4ICAQBfvXM2+mTPDHZGA7BLQ+045/1rOl RmuKy9WSXU;FQbBanBSQOHRI]lXCMIAWgZFFG T4H
6q3XFYDvbrm/SUNkVKnSovDuc. loFHgoct+OP/ttxe9e8hiL
5+/57)<w55/+u3 wbO 1UVIFIEPTsneBEK! 'pnnOYIPM

;/ ,{/ sg E/MAX+ANL8[b4PqC3XEG#’/XM
42U59 CeL5r+OWNnN+EyTDYOhi‘LOOrLﬁ/kV/ZU LDWXl WM[37KRV9AdOkVFFIsORVUMBOYBIM
Rmc193TD400TBIqzjoMnLGD8d3nhtKsfb29gW7Pj9IGZLI40blzeBZwQZKK5U8LAh38mzIUJ2UGY
ClFH{NKLn9L5bVnDF7UdelRleb59Tlel WZUACbeUV/SdeWUFNIkOZLTrRMM+SG/IIDEI
CAuN4H2W+0hAvkBy2KIAzcxabnCOilHzulBikfV7x4qojYoFAXI+tKe8tIuj/IFR+gWb7T3ymRF
SZMDoabXIR\/nvrks/KthlB/ﬁYmCDde/DTXQfBGOVCZAXULtNtVl128md5lsoH3GngPsKYdNXO
MjN7tg==

SHA512withRSA

DIGITALSIGN QUALIFIED CA G1

DigitalSign Certificadora Digital

PT

IOANNA KALOGEROPOULOU

RemoteQSCDManagement

IOANNA

KALOGEROPOULOU

ioanna.kalogeropoulou@ec.europa.eu

Entitlement - EC STATUTORY STAFF

EUROPEAN COMMISSION

LEIXG-254900ZNYAIFLUQ9U393

Certificate Profile - Qualified Certificate - Member

GR

Wed Feb 22 16:36:29 CET 2023

Sat Feb 21 16:36:29 CET 2026

30: 82 01.. 22'30'UD 06:09:2A:86:48: 85 F7 OD 01 01 Ul 05 00:03: 85'01 :0F:00:30:82:01:0A:02:82: U 0 :00:9C:80:E3:DC:C4:,

"2AF8:43:AC:
123:F3:37:B0:A3:

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14
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Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b
https://qca-gl.digitalsign.pt/ocsp

Subject Alternative Name ;.5 ka/ogeropoulou@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1
CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4
Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAGI.crl

Subject Key Identifier 64:7C:64:0C:55:59:71:04:99:95:A3:42:F7:66:3B:36:9D:3A:5A:46

QCsStatements - crit. = false id_etsi_gcs QcCompliance

id_etsi_ qcs QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 87:90:5C:2C:90:51:CE:2D:45:DD:BE:38:22:83:8F:A7:05:BF:3A:3A:60:73:64:93:3
B:8D:1F:7A:70:15:53:DE

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 566117616430214055757992355472683005220982589151

X509 Certificate @ = — BEGIN CERTIFICATE-----

MIIH9DCCBdygA WIEAg/Umeth!nqt2gl4PHVhd]uzlnhtSwDOYjKoZ!h chAoENBoA WXZELMAKG
AIUEBhMCUFQxKjAoBgNVBAOMIURPZZ2I0YWXT: RpZml hbDEKMCIG
AIUEAWWDREIH: SVRBTFN]R(MgUVVBTE/GSUVEIENBIECXMBI’XDTIDMDO}/N [EyND| ﬁVM/DXDTBMDO
NjEyNDkyMlowggFKMQswCQYDVQQGEwJHUJE9MDsGALUECwwOQ2VydGImaWNhdGUgUHJvZmIsZSAt
/FF1 YWXpZmHZCBDZX/Oa WZp YZFUZSA[/EI /b Wj/qE/MCEGA 1 UEY WaTEVjWEC[M/UDOTA wWk5Z
QTF( OTMxHDAaBgN) QRUFOIENPTU1JUIN/TO4xKTAnBgNVBASMIEVudGIO
bG! VtZWSOICG RUM UIRBVFVUTJ/ZIFNUOUZG SOwKwYJKoZIhveNAQkBFh5hcG9zdG9sb3MuYXBs
YWRhCDE/Yy5/dX/VCGEUZXUXEDAOEgNVEAOMEOFQTEFEOVMXE/AOEQNVBCDMCUFOTI NUTOXPUzEd
UECwwUUmMVtb3RIUVNDREIhbmFnZW1IbnQxGjAYBgNVE DTlNUTOXPUyBBUEXBREFT
MIIBI]ANEgkqhklGQWOEAOEFAAOCAOEAMHE gKCAOEASILa903bg20//dR1ROth/trd6BLk
jxlgnnlcl hhT8R3uYGvSVwismjQei/Ykbjl MoNZakLu/l voPhUI/Ba907T|LGwZSghfkp0+vcgdyeC
OatG7lE5h5F75ngWPpLXExI/0234OR k7wd7YvXAj1kv5zLTFo650r8ZF9l m27U1
7gbdZisIH3/uR-+/Hkkhbljm+MspETNN+Nva 7duhk21 41Ih/Ejry TEPQLAdsgz+CRKBKyLQ1YYS6i
R3plerMVXZHY/WjYQAZPNd_?COBSZDVDSkBSL‘RyOk +6MREWY9a UZZK/OUany/'NCHSSN UXs589T
0IDAOABO4ICUTCCA!UWDAY R TAOH/BAIWADAfBgNVHSMEGDA WgBRzSfFAHBQEf|oSf/ov
z\/xnlx/p CBhgYIKwYBBQUHAQEE YGCCsGAQUFBzAChjpodHRwczovL3FjYS1nMS5kaWdp
dGFSCZ/nb/5WdC9ESL/djVEFMUO/HT/FVOUX]RK/FRENERZEL/CDG/MC4GCCSGAOL/FBZABhUOdHRW
EZD\/L3£] YS1nMS5ka! Wdé]dGFsCZ/nbrS wdC9vY3NwMCkGA1UJEQQiMCCBHmMFwb3NOb2xvcys5
ZGFzQGVLmVIcm9wYS5/dTBBGNVHS, AEWDEWMDcGCysGAOOEgcdSEAEBMCgW]gY/KWYBEOUHAgEW
GmhOdHBzOi8vcGtpLmRpZ210YWxza WduLnBOMBAGD/SGAOOEngSBA/EAOEEMAI(GB WQAI+xAAQIw
HQYDVROIBBYWFAYIKwYBBQUHAWIGCCSGAQUFBWMEMESGA1UdH: OKA+oDy thdHBZOISV
CWNhLWcxLmRpZ2/0YWxza WduLnBOLORjROIUOUXTSUdDUWBTE/GSUVEO FHMS5jcmwwHQYDVROO
BBYEFHG/mw4edY/tTzrYu+8+Up7LgWyGMA4GA1UdDWEB/WQEAWIGQDCBOwYIKwYBBOQUHAQMEgCYw
gCMwCA YGBA CORgEBMAgGB (/kYBBDATBg YEAI5GAQYwCQYHBACORGEGATBqBgYEAISGAQUWYDAU
FihodHRwczovL3FjYS1nMS5kaWdpdGFsc2inbi5wdCIQRFNfcHQucGRmEwJwdDAuFihodHRwczov
L3FjYS1nMS5kaWdpdGFsc2inbi5 wdCB RFNfZW4ucGRmEw]IbjAVBggrBgEFBQCLAJA|BgcEAIvS
SQEBMBUGCCSGAQUFBWSCMAKGBw! OAI-O-X]AOIWDOY]KDZIhvCNAOENBOADggIBALUt37 V7WSZWRXB
B5PATGTC+XcWytkuyuR|IVu+hVD5yVC2E+4+EPB2mRUzkjeE2M/3iMpzdwaNHe2YUSICkoUFt
L/Ed/lfGODMnXdeZBAONl VAt0s8xL wr3DNATsrtYPbtkO 73WCNqQWuN/ 4LCFXHHpZVSKzYm Yz+h
RJdnZx/eX05iYFt. A1L/KmqSrt5iG8d9SLSSq9SbNrntxSLaYDJfOl
hW5KOWIXBJPA+sQDYPngHurInLWUjg6QB8fo/YwMOTmyIciurp8QzktxfiUl wSZEpd/xZKoDWVDN
UaBpDRFbOS/WDpP/sS /JEPKCNtDOVOkYCa}pRFLK//69ngVkBE nOKHFQCTmAeCDapWsI9+jPC
‘nriywN60ep +MMqedZ/IV8Lechj/1 E+kw5PhC5Rs4MImeHCeEB /907/(75 WW/Ct/ZhEygth+5jl
DS/83b0F0)dnZUV2qhiZJIVOROCQljcW: cAhYNpaaUh1rr 005HXhgSVAN
RrC+CyINNDU GAhngsADQBuIG/OC/d/SZDk/’aWZA/Grmdp/dDb7/R6HfREs/OZEA4R/ 7C/7MMOFXD
ZPpZtSkEbel UOshC79fmoNRkBxmGKqMCPakQiiUolg/BKLIUVYClloQ8zsk

Signature algorithm: SHA512withRSA

Issuer CN: DIGITALSIGN QUALIFIED CA G1

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 7



Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject GIVEN NAME:

Subject SURNAME:

Subject E:

Subject OU:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

Subject Alternative Name

Certificate Policies

Extended Key Usage

CRL Distribution Points

DigitalSign Certificadora Digital

PT

APOSTOLOS APLADAS
RemoteQSCDManagement
APOSTOLOS

APLADAS
apostolos.apladas@ec.europa.eu
Entitlement - EC STATUTORY STAFF
EUROPEAN COMMISSION
LEIXG-254900ZNYAIFLUQ9U393
Certificate Profile - Qualified Certificate - Member
GR

Fri Apr 26 14:49:22 CEST 2024

Mon Apr 26 14:49:22 CEST 2027

30.’82:01 :22:30.'0D.'06.'09:2A:86:48.’86:F7:DD:01 :011.;71.'05:070:03:82:!71.'OF:00:30:82:01.'0A:02:82:l71.‘01:OU:E0:82.‘DA;FE:BD:DH:B_?:ED:ZS:FD:D4:75.'4 7:4D.’4C:54:BB:SE: 77:A0.‘4B:93:1
‘2 3 D9:

DA:B5: )2:48:5B:96:3 ' 2D
58 6. C7:62,5C. 09. 63.D0.33.SC,D7v 77:73:40:52:D8:EB:F4:E6:40:7A:B5:. IC.BE. 91.AF.EA.31. 11:16:63:1 D6. 94. DB. 62.BFv43.46.A 7:CA: BB.AZ.QECE.
4D:FD:45:EC:E7:CF: .CZ.‘BS.AQ.DI. :03:01:00:01

IsCA: false
73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b
https://qca-gl.digitalsign.pt/ocsp

apostolos.apladas@ec.europa.eu

Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4
Policy OID: 0.4.0.194112.1.2

id_kp_clientAuth

https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAGI1.crl

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1
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Subject Key Identifier 71:BF:9B:0E:1E:75:8F:ED:4F:3A:D8:BB:EF:3E:52:9E:CB:81:6C:86

QCsStatements - crit. = false id_etsi gcs QcCompliance

id_etsi_ qcs QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: B6:3D:41:67:44:E7:09:8B:F9:EC:2C:AA:59:6A:93:BC:24:68:E3:7F:82:84:BA:65:E
C:C0:61:71:1B:CB:AA:18

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 165751212142046865099794733233293184155782588036

X509 Certificate @ = BEGIN CERTIFICATE-----

MIHAJCCBquA WIBAgIUHQIKmcmM7NMyG25PRIC8Qs9 Vpaowno Y/KoZIhchA QENBOA! szELMAkG
AIUEBhMCUI OXK/AOEgNVEAOM/URpZZ/OYW IXTe 'mljYWRv: hbDEKM
AlUEAWwbRE/ FNJRO4g! UVVBTE/GSUVEI‘NBIECXMBdXDTIZMTAWI\é/EZMjklMFOXDT/ZMTA
FaMo WCQYDVQQGEW/ST: IDSGA1UECWWO! aWthGUgUH/va/sZSAr
/FF1 YWXpZmHZCBDZX/OEWZpYZFUZSA[/El/bW /qE/MCEGAlUEYOWaTEVjWEC MjUOOTAWWKS.
QTFGTFVROVUzOTMxHDA VUK9QRUFOIENPTU1JUIN/TO4XKTAN! BgNVBASMIEVudG/D
bGVtZWSDICGgRUMgUlRBVFVUTJ/ZIFNUOUZGMSSWKOY]KDZI/‘IVCNAOkEFh hZHJpYW4uY3JvaXRv
WMuZXVyb3BhLmV1MREwI DwYDVOOEDAhDUkB/VEQSVTEaMEgGA1UEngRODQOL/l RET!R]T/BE
RF 0U4XHTAngNVBA5MFF]/bWQOZVFTO RNYW5hZ2VtZW50MSMwiQYDVQQDDI
IEFEUKIBTIBDUKYJVE9SVTCCASIwDQYJKoZIhv« CNAOEEBOADggEPADCCAOOngEEAMEPfdAKKFfK
pCzoMFhBVEV5010t9wQ1Ua5/zVPENOOKKjSICm/IwzyTLs| WuLquaUvm!SoTOZ4TYa 7WaFyyi.
q4TSVX09GBtBRykHMU13vwr CyaM]/GurZQypgkRnEEWUdv N26ROMCs! BvaCpC/PthFEOh 6d
Bi2CmX8HIE43zNYOkVuikxa5ymB13W1yYsSNKV920My/ZCfpFoEyW34H3+6ZNR7Iwh6h6T4QkIMKj
cRWaeMTYD/kaQVi»/FntlePZofGqua/BaneutthgLBcfWAE_?mbOvuj/RXAcrHRh/Z DT3kX
Jvpo85+gmkvMIRdabzeYbVzo+3kCAWEAAaOCArcwggKzMAWGA1UdEWEB/wQCMAAWHWYDVROjBBgw
FoAUcOnxQBwUBHyaEn/6L81 CZyMYEROwg YYGCCs/ AOUFBwEEBHoweDBGngrEgEFEOCon Y6aHRO
CHMG6LYIXY2EtZZEUZGIr Z24ucHQ! TFNJROSRVUFMSUZJRURDQUCXLNA3YjAU
BggrBgEFBQcwA YY/aHROCHMSLyQXY2EtZzEuZGlnaXRhbHNpZZ4ucHOvb2NZcDA BgNVHREEIDAe
gRxhZHJpYW4uY3JvaXRvcnVAZWMuZXVyb3BhLmV1MF8GA1UdIARYMFYwNwYLKwYBBAGBX3WEAQEwW
KDAmMBggrBgEFBQcCARYaaHROCHM6Ly9wa2kuZGInaXRhbHNpZ24ucHQWEAYOKwYBBAGBX3WEAgEB
AQQwCQYHBACL 7EAB/¥AngNVH5UEF]A UBggrBgEFBQCcDAgYIKwYBBQUHAWQwSWYDVROfBEQWQ]BA
0D6gPIY6aHROCHM6LY9xY2EtZzEuZGInaXRhbHNpZ24ucHQVREIHSVRBTFNJROSRVUFMSUZJRURD
QUcxLmNybDAdBgNVHQ4EFgQUI ln/FEC/5HKVL/EB5/fm8y 7cfQuvAwDgYDVROPAQH/BAQDAGZAMIHT
B%grB gEFBQCBAWSBXjCBWzAIBgYEAI5SGAQEWCAYGBACORGEEMBMGBgQA, kYBtgA]BgCEAISGAOYB
0GBgQAjkYBBTBgMC4WKGhOdHBzOi8vcWNhLWcxLmRpZ210YWxzaWduLnBOL1BEU19wdC5wZGYT
AnBOMC4WKGhOdHBzO0i8vcWNhLWcXLmRpZ210YWxzaWduLnBOL1BEU19Ibi5swZGYTAMVuMBUGCCsG
AOUFBWSCMAkGB OAI+X]AOEWFOYIKWYBBDUHCWIWCOYHBACL7EkBA/ANB kqhkrGQWDBAOOFAAOC
gEACH5DHJNDZzs| fM2pGjq620637y5yVfYT6Aa70iC
4ssh T7Tu/C/UHp/Tn4/thhkw/hSkUCQFREmOquORL WN/ﬁOE_?l UBI W94 WBSDE/pVFijkOD VOF2M
4iqTLMtV7HOM+ggNA+cMa2NnyRZCCNVKoP8CxgQySjgv7DhSXTSahhaK]UQGES var/BZvrIyESI
TCtoLFaOmWIjWIW4aVFaP+m1 !L]CpquLcSEle gXxWz/zUTODcOgLdia/OEFKTvDO 8-+6qU
M6+26ddFOQegX8Kc: 7v1+ K/TUDVXDY4X8kSh9X5Xu25t/
Znby0hvP7qQSXI hHsYUDrXU_?Dk/EV9k]vDKhnCqu]CEaCrCl;qurleb4 YlicCQOOE79XL5/KQ5gY
geCGkudcLkteOfvDBM/G8HbqSbv4x8+HEdnjgoCL4Iv4iaD4qtpfvkU6bRXIMtT2Q4Q7pg/Mo02)
h66+S59HoXtoBUeUZMWER20KjUG1CbOOWCIIw6GuiCZ7BRSUOtG3C54f0jBdDqj2Unvh9geRjBiRN
ﬁOpksCDQGO/{VOCOrYXEbuZRCumBqukeOZLZDVYde]YFfTSkCWAYuGaZH3YGDR+MT3b7ABaho
Y=

Signature algorithm: SHA512withRSA

Issuer CN: DIGITALSIGN QUALIFIED CA G1

Issuer O: DigitalSign Certificadora Digital

Issuer C: PT

Subject CN: CONSTANTIN ADRIAN CROITORU

Subject OU: RemoteQSCDManagement

Subject GIVEN NAME: CONSTANTIN ADRIAN

Subject SURNAME: CROITORU

Subject E: adrian.croitoru@ec.europa.eu

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 9



Subject OU:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

Subject Alternative Name

Certificate Policies

Extended Key Usage

CRL Distribution Points

Subject Key Identifier

QCStatements - crit. = false

Key Usage:

Thumbprint algorithm:

Thumbprint:

EU TSL digital identities

Entitlement - EC STATUTORY STAFF

EUROPEAN COMMISSION

LEIXG-254900ZNYAIFLUQ9U393

Certificate Profile - Qualified Certificate - Member

RO

Mon Oct 02 15:29:50 CEST 2023

Thu Oct 01 15:29:50 CEST 2026

30.’82:01 :22:30.'0D.'06.'09:2A:86:48.’86:F7:DD:01 :01:01.'05:00:03:82:01.'0F:00:30:82:l71.'0A:02:82:l71.‘01:00:61 :DF:7D'DO'UA:28:57:CA.'A4:2C:E8'30'55'41 'EC'4B'F9'38'8D'ZD'F7'U4 '35

5:7E:94:5 57:Cl 50:DA:9, :FD::
C'ZI'17'5A‘6F'37'98‘6D'5C‘E8‘FB'79‘02‘03‘01'00'01

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b
https://qca-gl.digitalsign.pt/ocsp

adrian.croitoru@ec.europa.eu

Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4
Policy OID: 0.4.0.194112.1.2

id_kp_clientAuth

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAGI1.crl

22:79:45:E8:29:79:1C:AB:D4:13:7E:48:7E:6F:32:ED:C7:D0:BE:FO

id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

nonRepudiation

SHA-256

9C:01:27:83:96:92:47:AD:30:2F:05:84:79:7E:17:43:ED:23:05:EF:76:BD:B7:A8:31
:1C:5F:EF:63:87:A0:ED

LUXEMBOURG (LUXEMBOURG) - Trusted List ID:

TrustServiceStatusList-1
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TSL Scheme Operator certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject GIVEN NAME:

Subject SURNAME:

Subject E:

Subject OU:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

620818890745556847869731431413617216995310914687

MIIH9DCCI UbL57W ’“TEfKSmLTHBWDOY/KoZ/hVCNAOENBOAWXzELMAkG
AIUEBhMCUFQxKjAoBgNVBAoMIURpZ2 CIG
AIUEAWWbREIHSVRBTFNJRO4: UVVBTE/GSUVEIENEIECXMBdXDTIZMDOyMTElNTkOMlDXDTIZMD ’y
MDEI1NTKkOM10owggFPMQswCQYDVQQGEW/CRTEIMDsGAIUECWWOQ2! delmaWthGUgUvaZm ZSAt
/FFlYWXpZmHZCBDZXjOaWZpYZFOZSAtIEl/bWIr/E/MCEGAlUEYOWaTE\/jWE CctMjUOOTAWWK5Z
QTFGTFVROVUzOTMxHDAaBgNVBAOMEQOVVUK: DRUFOIENPTUI]UINjT04XKTAnE NVBASMIEVUdG/O
bGVtZW50ICOgRUMgUIRBVFVUT1JZIFNUQUZGMSgw)gY|KoZIhvcNAQKBFhiqZXJvZW4ucmF0aGV/
ZWMUZXVbeBhLmVlMOSWDOYDVOOEDAZSOVRIWM(XGDAWBgNVBC MDUpFUkQFTrBBUkSPTEOgTDEd
MBsGAIUECwwUUmMVtb3RIUVNDRE1hbmFnZW1IbnQxl HZAdB;]NVBAMMkaFUk mBBUkSPTEOgTCBS
QVRIw4kwggEIMAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKAO BAODgCEu493b852qWC+WdfO+ /ILG
/e+XYCHQINXCLOKCVEo +sRt9z555X2wHmon/aXsis4twigk9AQXIWpLyXuZa3jRrBil55Bdqtm
2+rrVOAuOhHhupwAKO52bP+yISU8G4r+g+NzYUMwNCDMInvjOASXFiVGRV+: agU5thaR/7saZSXa
G9sjs5315ZilsyjvMH72jtbeQiYEmdfc0GKa2Cnj9vcxS/+1ht9yMCiH/OzTZXOPht9v8dVXx2TV
lpZaDB/IEIé?gPGeWZ RL7WPG GnN ldm7H5vL3I5pZ5An9mOR4lU1u 2WALi+9BzauxLyQnhCCM
dg Udiw DYMEaAFHNjSUACFARS
mhj/+//NXGc/G§kUM/G ggrEgEFEOCBAOREMHgWRgYIKWYEBOUHMAKGOthdHEZO/SVCWNhLWCX
RpZ2/0YWxzaWduLnBOL RjRO UQUXTSUJO WBTEIGSUVEOOFHMS5WN2IWLQYIKWYEBO HM GG
hodHBZGIS cWNh LWCXLmeg 10YWxzaWduLnBOL29jc3AwJAYDVRORBBOWG:
dGh/OGV]LmVlCmQWYSSIdTE gNVHSAEWDBWMDCGCysGAOOBngBEAEEMCnggYIKWYEBOUHAgEW
GmhOdHBzOi8vc thLmeZZIUYWXZaWdULnBUMBAGDISGAOOEgcdSBA/EAOEEMAkGBWOAI+XAAQI
HQYDVROIBBYWFAYIKwYBBQUHAWIGCCSGAQUFBWMEMESGA1 U IwQKA+0DyGOmh0dHBzO0i8v
cWNhLWCXLmeZZ/OVWXzaWduLnEOLDRjRﬂlUOLIXTSUdOUWBTE/GSUVEOOFHMSS/CmWWHOYDVROO
RNE1D 1A4: EB/WQEAWIGQDCBOWYIKwYBBQUHAQMEgcYw
chWCAYGBACOR%EBMAQGEgOA}kYBBDATBgYEAISGAOYWCOYHBACGRQEGATBquYEAISGAOUWYDAu
dHRwczovL3) 9QRFNfcl odHRwczov
L3FjYSInM. -2Inbi5wdCIQRFNFZWAUCGRmEW]IbjAVBggrBgEFBQCLAJAIBICEAIVS
SGEBMBUGCCSGAOUFBwsCMAkGB WQAI+xJAQIwl OY]KDZIhVCNAOENBOALF IBACHUd1cXS1SNDV6Z
YizoVoxk3LaOLrGoS12X33snN8eaHQ78UyjMImul6xBfCIqte0TOWS5apuq3UGpg2Xir983i PH
weu43sx1fkdpPnltDm/KcwwGxb0/LvrArl4FTIVGRmHD2dmwaBs. ZG 'Qgxyvh38nsCzuKEA4yS
6XDCuDXfoeM951k\/lkHzCUcwamLCQk4+2+KdustXvRMl CpgHJKFCZqb+ELIj LGkVO7hdRPP/n
SISOFbUG/Gbc/DlTHOvaNPRSQ4BIT/E/MSWOI‘H/SEXVSFDK/XEO XV/Cj'Vh GX/V tvX1edjyhO
y7Gak51]d5zty6]/G+Tr9YPUAbOHl.?CO YVgr8Wrpx260+9N555540Q3/VI yU67cBAU/jUk
Fe3FqU- + 6iM7LiHMbCkgBeQq 67YYIuD/73+PC/ OJOR/r3/
Gr05+q3x/YKSMnyLqwL/FO/lgjhLPmaDVSXrWquEzOIextyCMO73v1o/UVsKabFAGlXHquLXs/K
0idcAC6H: 2w r1GjCq+K8CUGFS6COQWiqdylbOFwmtA
581Cd88W7/1/XWyFBmIXu55Zf0qHX5TWFXyBS7ka4km92MalquOGYZDLZW

SHA512withRSA

DIGITALSIGN QUALIFIED CA G1
DigitalSign Certificadora Digital
PT

JEROEN ARNOLD L RATHE
RemoteQSCDManagement
JEROEN ARNOLD L

RATHE
Jjeroen.rathe@ec.europa.eu
Entitlement - EC STATUTORY STAFF
EUROPEAN COMMISSION

LEIXG-254900ZNYAIFLUQ9U393

Certificate Profile - Qualified Certificate - Member

BE

Fri Apr 21 17:59:43 CEST 2023

Mon Apr 20 17:59:43 CEST 2026

LUXEMBOURG (LUXEMBOURG) - Trusted List ID:

TrustServiceStatusList-1
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Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

Subject Alternative Name

Certificate Policies

Extended Key Usage

CRL Distribution Points

Subject Key Identifier

QCStatements - crit. = false

Key Usage:

Thumbprint algorithm:

Thumbprint:

EU TSL digital identities

30.'82:01:22:30.'0D.'05.'09:2A:86:48;8 ‘F7:DD:01:01:01.'05:00:03:82:01.'0F:00:30:82:l71.'0A:02:82:l71.'01:00:E0'UB'7E'E :F7: :FC:69:9A.‘96:OE:EC:ID:7F.'4F:55:FC'82'C6'FD'EF'97'61'
E:E6:5A:DE:. 4:65:06.‘22:39:E4:17.'6A:56.'68.'7E:DB:EA:E
: 11:E1 )C:00:28; C 2:21: Z5‘3C‘ 5 B

X :28: 286: :
5:D6:96:5A:0C:1F:F5:04:8F:2A:3C:67:80:D9:84: D:6 +1E:22:BB:5B:A3:D9: :OB:SB EF: 41 CD AB ‘BI. 2F 24 27 84
:ZD.‘8C:59.‘AC:08.‘,41.'F6.'8D.'AE.‘BB.’9D.‘02:03:01100.'01

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b
https://qca-gl.digitalsign.pt/ocsp

Jjeroen.rathe@ec.europa.eu

Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4
Policy OID: 0.4.0.194112.1.2

id_kp_clientAuth

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAGI1.crl

1B:EF:6E:01:67:39:13:6D:D4:3C:1B:A2:1A:C6:F2:28:2B:A9:60:B9

id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

nonRepudiation

SHA-256

D3:23:8E:D2:84:DC:47:8F:86:2C:28:5B:00:5F:72:E9:BE:61:E0:76:D0:77:AE:C5:1
3:DA:C9:A2:BF:B6:93:41

TSL Scheme Operator certificate fields details

Version:

Serial Number:

21267647932559404339035760224263512027

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 12



X509 Certificate @ = — BEGIN CERTIFICATE-----

MIIG7ZCCBNE§]AWIBA \gIQEAAAAAAANUXHXEEKIT) QZANB% thlG.gWUBAOSFADBkMOSWCU YDVQQG
EwJCRTERMASGA1 L/EBXM/ON/ICENIbHMXHDAa gNVBAo El N/CanCGQZdCBOLIYuL1MuOS4XEzAR
BgNVBAMTCkN d / W g() UTBjIwi WOyODAl
% NTlaM| SgNVBAYTAkjFMSMW/DYDVQODEW QYXI Ma WNrIﬁt/ZWl ClADUZ/nb
de! TEPMAOGAI UEBEMG 3JIbWVyMRUWEWYDVQQQEWXQYXRya WNrlEpIY! 4xFDASEgNVEAUTCzcy
MDIWMZISOTCWMIIB/jANEgkqhkIGQWOBAOEFAAOCAOSAMIIECgKCAOEAr7g 7VriDY4as3R4LPOg7
IOWFb/8' eTKvhL h18FIRonp70Gv2+ijtkPk7ZQ
kfezchuAbLX/NXZS 7fCSGGQLG/aijgEgTOuOm1 aDVLDOESquRSL‘AO+gE 6vs4zRESL3MKYXAU
Woc VUJF/XXI 9hg Thc WZPAIEr+eDTN
GBDFXWZmnGFPMREZ}ONk//IKhha8Ty/DSfI/MX}ODtUde‘]V/EKPIijlXBPthMj
Nu/CK?r/SqTZ/IS/l volDAoAsoA CjzCCA0SWHWYDVROjBBgwFoAU2TQh| /PC/Wi‘hu7++R 5
L1QwcwYIKwYBBI EEZZB/MEU(GCC G OUFE'ZACh/lDdHR wOi8vY2VydHMuZWIkLmjIbGdpdWOou
YmUvYZ/OaXp/ ]I g ly5jcnQwi BBOUHMAGGHGhUdHAEL%QVY_?N wLmVpZC5iZWxnaXVt
Lmj!LzIwggE/BgNVHS EggEaM//BF/CCAOcGBZA4DAEBAnggfswLA Y wYBEOUHAgEW GhOdHAG
LyQyZXE'VCZIU 13/5LmVpZC5iZWxnaXVtLmJIMIHKBggrBgEFBQcCAjCBvQyBukdlYn/1aWsgb25k
3b3)wZW4gYWFulGFhbnNwcmFrZWxpamtoZWikc2flcGVya2luZ2VulCB6aWU. OlBTICOgVXNh
ZZUgc291bWIz!MOgIGRIcyBsa W1 pdGFﬂa W9ucyEkZSEyZXNwbzszVW}prlUwEks/HZvaX/gO
1C0gVmVyd2VuZHVu. yBlbnRICmXpZ dOlEthanbdeY V Y2hy wbRua3VuZ2Vul LCE'nZWi‘D HNZ
/ENDUZA]B% EAIVSOAECMDk A1UdHWQYMDAwLGAsoCqGKGhOdHABL) chmwuZWU(L mjIbG
YmUvZWIK leMTg MyS5jc mWWDgVDVRUPAOH/EAQDAQZAMEMGAI /djQQMMAO GCCSGAOUFEWMEMGWG
CCSGAOU WEDHGAW)QAIBQY I5GAQEWCAYGBACORg EMDMGBgOA/kYBBTApMCC WhOdHBZzOi8)
mVwb3Np d693/ €55/aWQuYmVsZ2I1bS5iZRMCZW4w! E YGBACOI F EGMAKGB A]kYBBgEWDOY]KDZI
h VCNAQELBQADGgIBACBY +0LhM7BryzXWkIDUh9UK1 +cDVboPg+IN1Et1/AEoxV4y9zuXUWLco9t8
M5WDCWFfDxy! azLedkuzcurSﬂ [80/kanLL yojEl r2Db9VrdG+/tST+//ijHAX3yNW/n/9ds/
r QLIT/(L JjF Tt y4l) iDKiZT8CFcOTevs!+I/vxiLiDnghOwTztVZ
G9ypgMF) leucHOOSFZreva3c 7Df+ VhgV/s YQXLERK_?kaA/EBSqRPygIquGzNS WiDISd
YedeXDZLX IBEP7/36r4minP2NWQ+c10RjesuDAZ8tD/yhi 4DVGIS5ESc/pTYvIwOm! VBZ/O rWnE
9Z1i60HXfozo8uOekBnqWyDc1kuizZsYRfVNIwhCu7RsOq 4ZN8gkae/0féu5Nth2/9
5 eub6AcdPauWmbxt/V93H46pFptsR8zXo+//n5m2PIQPZ3mvDkzIdNTGLG+u khN7/F2L‘Ccagt/WoV
2Lg3qKC3SWVCqeoSMEE/XeSIT3/mij1OyFOm +LsMTCeOFDXUUGISEGLR U /bapWXpIVDEXC]
XLGanszGSTtyNEYrdENIh71/3Ge:r REOXtj2xjy W2t] 1QkI G
MFfzsT7W5U6ILety

Signature algorithm: SHA256withRSA

Issuer SERIAL NUMBER: 201803

Issuer CN: Citizen CA

Issuer O: Certipost N.V./S.A.

Issuer L: Brussels

Issuer C: BE
Subject SERIAL NUMBER: 72020329970

Subject GIVEN NAME: Patrick Jean

Subject SURNAME: Kremer

Subject CN: Patrick Kremer (Signature)

Subject C: BE
Valid from: Sat Jun 02 00:04:19 CEST 2018

Valid to: Wed May 31 01:59:59 CEST 2028

Public Key:

2A1 85AF135A50D2 7CBFCC5F7383574754 DE:3B:C9:10:A3: CS 7D4262C4 13DEB71309330551 4E31 SBSSEFC

: C3:39:A7:18:53: EC:F7:38:D9:3F:
2:2B:BB:49:F2:A4:F6:8B:54:88:55:02:03:01:00:01

Authority Key Identifier  19.34.57:3F:34:42:25:6D:E1:BB:BF:BE:47:4C:F8:02:AD:E3:2F:54

Authority Info Access http://certs.eid.belgium.be/citizen201803.crt
http://ocsp.eid.belgium.be/2
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Certificate Policies Policy OID: 2.16.56.12.1.1.2.1
CPS pointer: http://repository.eid.belgium.be

CPS text: [Gebruik onderworpen aan aansprakelijkheidsbeperkingen, zie CPS -
Usage soumis a des limitations de responsabilité, voir CPS - Verwendung
unterliegt Haftungsbeschrankungen, gemass CPS]

Policy OID: 0.4.0.194112.1.2

CRL Distribution Points http://crl.eid.belgium.be/eidc201803.crl

Extended Key Usage id_kp_emailProtection

QCStatements - crit. = false id_etsi_gcs QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: D2:06:4F:DD:70:F6:98:2D:CC:51:6B:86:D9:D5:C5:6A:EA:93:94:17:C6:24:B2:E4:7
8:C0:B2:9D:E5:4F:84:74

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 416260670660158992857603279521251626757860879766

X509 Certificate @ = — BEGIN CERTIFICATE-----

MIIICDCCBfCgAwIBAgIUSONGJxOHWc5N+Nk12eZPPCwr7ZYwDQYJKoZIhvcNAQENBQAWXZELMAKG
AIUEBhMCUFQXxKjAoB NVBADMIURgZZ/OYWXTaWdulEN/EnR ZmljYWRvcmEgRGInaXRhbDEKMCIG
AIUEAWWDREIHSVRB FN/RD4gLIVV TEIGSUVEIENBIECXMB4XDTI! MDUWAIIJEyNDUXN/oXDTli‘MDU

NJEyNDUxNIowggFZMQswCQYDVQQGEw/FUzE9MDsGA1UE( CWW OZVde IGU gUvaZmlsZSA[

/FFIYWXpZm/IZCBDZX/OaWZpYZFDZSAfIElIijIC IMCEGA1 é I0OTAWWKS.
QTFGTFVROVUzOTMxHDAaBgNVBAOMEO! O] LIFOIENPTLII/UINJTLMXKTAN gNVBAsMIEVudGIO
bGVtZWS50ICOgRUMgUIRBVFVUT1ZI IFNUOUZG TIwMAY]Ko. Zlh NAOk iIN2aWNIbnRILmFuZHjI

dS1uYXZhcnjvQGVJLmV1cm9wYS5IdTEXMBUGA1UEBAWOQUS! WIE5BVkFSUk8XEDADB INVBC¢
Bl /OOVOVEUXHTAIJ gNVEAsMFFj/bWQUZV."TOORNYWShZZVtZWSDMRawHOYDVOO DBZI SL/N."T/RF
0QVZI LAOCAQBAMIIBCgKCAQEA ejV7gaW3qu

j ZkMTDCnrkFAnT//yZ aHVvd5jEMHY6R! aIIAf4/T/DW5 C+6f5NZA)J7FR1TV3WE/Wu.7\F

ﬂpqs?O/]hQ WwvfXuzcuUqeFFptdR/tm/08TsTAD+CeA+rQo6K23B1xMYRwX/BI t/ELOSO/T
00/5V4UV3Kyf0945y 5g0hmrMs/RZCZSM+IahWTaVk[f+thaC$sPt+aZOuPISIpTU+XIWAXWuO+
27Q7: 6CIFtZ; PtQnI3+0QITuyDXsz9UNKb
0QCl FZSNmfRerXCXOZtS/ngPwIDAOAEO4/CV/CCA/‘OWDAYDVR&TAOH/EA/WADAng VHSMEGDAW
gBRZSfFAHEOEijSf/ovZVXnIx/pFDCBthIKWYB QUHAQEEejB4MEYGCCsGAQUFBZA Ch/podHR
czovL3FjYS1nM55kaWd dGFSCZ/nb75WdC9ESUdjVEFMUO/HT/FVDUX/Rk/FRENBRZEUCDdl
CCSGAdUFBzABhI/OdHRwczovL3FjY51ﬂMSSkadedGFch/anSWdCQVVSNWMC4GA1LIdEOONMCWE
13ZpY2VudGUUYW5kecmVI1LW5hdmFyci 9AZWMUZXVyb3EhLmV1MFBGAlUd/ARYMFYWNWYLKWYBEAGB
x3WEAQEWKDAmMBQggrBgEFBQCCARYaaHROCHM6Ly9wa2kuZGInaXRhbHNpZ24ucHQWEAYOKwYBBA
X3WEAGEBAQQW( CgYHBACL7EAEA]AngNVHSL/EF]AUEggngEFEQCDAgVlKWYEEOUHAWOWSwYDVROf
BEOWO/E'AoD6gPIYSaHROEHM6L 9xY2EtZzEuZGInaXRh OVREIHSVRBTFN]R05 VUFM
SUZJRURDQUcXLmNybDAdBgNVHQA4E OU{/UEWEYAIPIUKG etMh84vTsEnxQcwD: g 'BAQD
AgZAMIHTBGgrBgEFBQCBAWS Bx/CszAIBg EAI5GAQEWCAYGBACORGEEMBMG] gOA/kYBB/AngcE
AI5GAQYBMGoGBgQAjkYBBTBgMC4WKGhOdH| EZOIBVCWNhLWCXLmR Z2/0YWxzaWdulLnBOL1BEU19
C5WZGYTAnB(7MC4WKGh dHBzOi8vc WNhLW/ é7 WXzaWdu nBOL1BEU19Ibi5wZGYTAm' V
MEL/GCCSGAQUFBWSCMAI(GL WOA/+X]AOEWFOYIKWY BQUHCWIWCQYHBACL7EKBAJANBgkqhkiGIwO0B
AQOF ijot: '6pB/15L, KIGD71/2V7MHe8UZGCpIR1l/ESrSEthUAW
1hWDIKQX/rj/%dDUMIOCKSrSI]CqTCbOYk3%ngYSN/jfgWSP jh9k++30x7KnvY3R/foFvGJI
yiugaai/jgBmc4qDBHSIDyo5gRW6V700sRPDR5s/s4Xh3FO)n! YO/ZPLF/skVtLrNVysL/4A4bbA
XB2DcJ5Mpolegh/fn|5s2B0Vq2Xq8ADpejoL FYbrIbP7N Ggew wKD 3 jL/Xa2chPVE/U
nXFkIBCWZH+CaVXSECH2VVCFBCEDHBIYHGERaSm 9VQwi fg
uweyLj7TsCmh6T4pIHgaNDgWvrgi E/oDZqumeVEd+/MSzSglc12bPRZKNnj14M04FFYdAAnV!
hipErsk6R23hlto b3XKrMRUt9erPU/qudGIShPm CqGK1GxIRoKLewyX7A+0OIcPMPulKfuuUT
Un+3hLJJZO5H9k4u' VIW//FUhWZCZVth NjfmFZksFvseFGvMISEWI q;j‘/CD(NtkOBGSQu/BWg/Q
97\2?597‘6;}1’?90//TzK/WDerOr!gYLaH YdeGhl/denvaWlVRZ/vY IGpzQCRcwIV2i82T7nks
j v88kto=

Signature algorithm: SHA512withRSA

Issuer CN: DIGITALSIGN QUALIFIED CA G1

Issuer O: DigitalSign Certificadora Digital

Issuer C: PT

Subject CN: VICENTE ANDREU NAVARRO
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Subject OU:

Subject GIVEN NAME:

Subject SURNAME:

Subject E:

Subject OU:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

Subject Alternative Name

Certificate Policies

Extended Key Usage

CRL Distribution Points

Subject Key Identifier

QCStatements - crit. = false

Key Usage:

RemoteQSCDManagement

VICENTE

ANDREU NAVARRO

vicente.andreu-navarro@ec.europa.eu

Entitlement - EC STATUTORY STAFF

EUROPEAN COMMISSION

LEIXG-254900ZNYAIFLUQ9U393

Certificate Profile - Qualified Certificate - Member

ES

Mon May 06 14:45:16 CEST 2024

Thu May 06 14:45:16 CEST 2027

308201 izz:3o.-on.-gs;og:zfga:43.g§:/—'7:oo:o1 [01:01:05:00:03:62:01:0F:00:30:62:01:04,02:82,01:01:00:8DE2:55,EE:0A:1 E.'DE:EE:EAS:ZS:AD:AII:31.'3D:1C.'9E:59:§IS:02:74:FF:97:2C
¢ > i ACORD3:

05:D, :
A: 1E. 07. :31,‘D3,65.52. .35,‘20.‘3F:02:03.'01,'00.'

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b
https://qca-gl.digitalsign.pt/ocsp

vicente.andreu-navarro@ec.europa.eu

Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4
Policy OID: 0.4.0.194112.1.2

id_kp_clientAuth

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAGI1.crl

8E:E7:B0:79:8E:0F:23:42:86:8D:EB:4C:87:CE:2F:4E:C1:27:C5:07

id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

nonRepudiation
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Thumbprint algorithm: SHA-256

Thumbprint: DF:7E:29:36:0C:34:B2:B8:D6:D5:F4:03:25:C1:D4:D1:2C:99:22:CE:CD:33:B7:40:7
6:74:A7:4B:2B:3C:A1:E5

TSL Type http://uri.etsi.org/TrstSvc/TrustedList/TSLType/EUlistofthelists

Scheme Territory EU

Mime Type

application/vnd.etsi.tsl+xml
Scheme Operator Name

Name [en] European Commission

Scheme Type Community Rules

URI len] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUlistofthelists

List Issue Date Time 2025-07-08T07:49:487

Next Update

date Time 2026-01-08T08:49:487
Distribution Points

URI https://trusted-list.lu/tsl.xml
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1 - TSP: LuxTrust S.A.

TSP Name

Name

TSP Trade Name

Name

Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

ElectronicAddress

URI

URI

URI

[en]

[en]

[fr]

[en]

[en]

[en]

[en]

[fr]

[fr]

[fr]

[fr]

[de]

[de]

[de]

[de]

[en]

[fr]

[de]

LuxTrust S.A.

VATLU-20976985

TVALU-20976985

IVY Building - 13-15 Parc d'Activités

Capellen

L-8308

LU

IVY Building - 13-15 Parc d'Activités

Capellen

L-8308

LU

IVY Building - 13-15 Parc d'Activités

Capellen

L-8308

LU

mailto:info@luxtrust.lu

mailto:info@luxtrust.lu

mailto:info@luxtrust.lu
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URI

URI

URI

TSP Information URI

URI

URI

URI

[en]

[fr]

[de]

[en]

[fr]

[de]

https://www.luxtrust.lu/en

https://www.luxtrust.lu/fr

https://www.luxtrust.lu/de

https://www.luxtrust.lu/en/repository

https://www.luxtrust.lu/fr/repository

https://www.luxtrust.lu/de/repository

1.1 - Service (withdrawn): LuxTrust Qualified Certification Authority

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

[en]

[fr]

[de]

[en]

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity
and other attributes verified by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitdt und andere Attribute, die von den jeweiligen Registrierungsdienste (iberprtift.

LuxTrust Qualified Certification Authority

1003

————— BEGIN CERTIFICATE-----

MIID8DCCAtigAWIBAGICA-+swDOYIKoZInvCNAQEFBOAW QDELMAKGALUESHMCTEUSFIAUBGNVB AT
DUXLEFRYGXNOIHIMUY SXGTAXBGNVBAMTEEX leFR dXNOIHij3DgOOEthcNMDng/A1MDk NTIO
WheNMTYXMDESMTAOMDMOWJBFMOSWCQYD WMBOGATUECAMNTIVAVH)1c300Uy 5BLjEe
MBWGAIUEAXMVTHWVH/ICBOgL/XVhbGImaWVk/ENEMH JANngqhk/GQwOEAO FAAOCAQBAMIIB
CgKCAQEAybFXzA +8RNnvICd+sZ8BnH6WO3LmaLi419Ygd9VBYclwLmMx9KgAKF 3u4B87HeeSNLAX
vhm/B9DUDUH50GZ3P2Dwf7putVEVATVWS[zYq6CzarUthzb9ux+ y6tkgVggy9DBe+bz6
3502m2PP0T9kzaR48RBN 7SOKAIM)Ia05a 72 DpALS 7WHSA4/TWh9F1/LBRVGCOF4Mg1hU/u+kavF5
mTUUK+ncU7+FSOCQRhAD+CAWFLI/WuzuUE +T6ZuZ61qg6+vqar6ikwL6iVZmwKkIPVV3+3Wgy32q5
tpDvsIGj4kXd1riQGKSEeDIN8y 71DG30dBqF1Yd7ue7ziwIDAQABoAHUMIHIMABGAIUJEWQIMAYB
AfBCAQAWQgYDVROgBDSWOTASBIgraSsBAQEBADATMCKCCCSGAQUFBWIBE LodHRWOISVCm VWb 3Np
dGyesssdXhOcnVzdCsdTARBaIghkgBhyhCAQEEBAMCAACWDGYDVROPAQH/BAQDAGHGMBE GALUd
IWQYMBAFN2K1 2D ZF6UdWDCXITKGN3 dwMDEGATUdHWOGMCaujgAKoCKGIGhOGHAGLyglcmivu

hkiGOwOBAQUFAAOCAQEAapxOpil ngTe/G HBWMAWDBMdZOHp yDCmW3201;1qqezO5nDn}G5gfjm

/rp5IFMpV//xmCkjqy092PyYbcHNSUpP1SjCkyn10e6ipmzpXKOMbgFvIPgIAgA5SdXXTNfOQ7 7

u36f 5w<o mquoXchq4nuLL9rLZBBYL//czMaW ET/ZCE4kecKquHf4+T0/chqX7zzfp/VyT
mKwBGkzseJt+MgYWrsk]JADKDZMr: 4bDXanhZCSODraX7DngM0fH47MltC(‘74quW

I/6quCLEtKZXUGy7E3pYO]L/Thr7564cd12yuR+N/HAFZZDTXWxKg/FO

rrrrr END CERTIFICATE-----

SHAIwithRSA
LuxTrust root CA
LuxTrust s.a.

LU
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Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

Service Status

Service status description [eng

[fr]
[de]

Status Starting Time

LuxTrust Qualified CA

LuxTrust S.A.

LU

Thu Jun 05 11:25:24 CEST 2008

Tue Oct 18 12:40:34 CEST 2016

1:00:C9:B1:57: 9F:01:9C:7E:96:3B:72:£6:68:B8:
07:D0:EE:0D:41 B5:51:2F:01:3B:D6:F2:3C:D8:AB
B F3:0! B6:4
................... 7C:B2:3F: :EE:13:E
BE:A2:55:99:B0:2A:42:4F:BD:5D:FE:DD:68:32:DF:3A:89:86:90:EF:B0:81:A3:E2:45:DD:D6:88:90:18:AB:04:78:37:CD:F3:2E:F5:0C:6D:CE
:01

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.1.0
CPS pointer: http://repository.luxtrust.lu

DD:8A:D7:30:F1:F9:91:71:E9:47:70:0C:25:E5:AC:A1:8D:DF:8C:25

http://crl.luxtrust.lu/LTRCA.crl

8D:90:A3:07:DD:1A:13:77:99:4C:92:AB:4D:43:DE:3F:CD:29:64:05

digitalSignature - nonRepudiation - keyCertSign - cRLSign

SHA-256

FE:5D:1F:DE:82:82:0A:C6:9F:02:65:80:8C:4E:69:4A:CF:0A:FA:05:6B:56:A4:EA:84
:98:4D:52:A8:5B:F7:D7

LuxTrust Qualified CA

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.
undefined.

undefined.

2017-02-23T00:00:00Z

1.1.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation
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URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.1.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] LuxTrust Qualified Certification Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
X5095K
X509 SK1 jZCjB90aE3eZTIKrTUPeP80pZAU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.1.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.1.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] LuxTrust Qualified Certification Authority

Service digital identities

X509SubjectName

Subject CN: LuxTrust Qualified CA
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Subject O:

Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

1.1.4 - History instance n.

LuxTrust S.A.

LU

jZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2013-10-13T00:00:00Z

3 - Status: accreditationceased

Service Type Identifier

Service Name

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Name [en] LuxTrust Qualified Certification Authority

Service digital identities

X509SubjectName

Subject CN:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

LuxTrust Qualified CA

LuxTrust S.A.

LU

jZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accreditationceased

2013-10-12T723:59:59Z

1.1.5 - History instance n.4 - Status: accredited

Service Type Identifier

Service Name

Name

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

[en] LuxTrust Qualified Certification Authority

Service digital identities
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X509SubjectName

Subject CN: LuxTrust Qualified CA

Subject O: LuxTrust S.A.

Subject C: LU
X5095KI

X509 SK jZCjB90aE3eZT|KrTUPeP80pZAU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited
Status Starting Time 2009-10-13T00:00:00Z

1.1.6 - History instance n.5 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name

Name [en] LuxTrust Qualified Certification Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
X509sKI
X509 SK jZCjB90aE3eZT|KrTUPeP80pZAU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2008-07-29T00:00:00Z

1.2 - Service (deprecatedatnationallevel): LuxTrust Time Stamping Authority

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

Service type description [en] A time stamping service as part of a service from a trust service provider issuing qualified

certificates that issues time-stamp tokens (TST) that can be used in the validation process of
qualified signature or advanced signatures supported by qualified certificates to ascertain and
extend the signature validity when the qualified certificate is (will be) revoked or expired (will
expire).
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[fr] Un service d'horodatage dans le cadre d'un service d'un prestataire de service de confiance
délivrant des certificats qualifiés qui émet des jetons d'horodatage (TST) qui peut étre utilisé dans
le processus de validation de signature qualifiée ou signatures avancées soutenues par des
certificats qualifiés pour vérifier et étendre la signature validité lorsque le certificat qualifié est
(sera) la révocation ou d'expiration (expire).

[de] Ein Zeitstempeldienst als Teil eines Service aus einer Treuhandservice-Anbieter, die qualifizierte
Zertifikate, die Zeitstempel-Tokens (TST) gibt, die in der Validierung der qualifizierten Signatur
oder fortgeschrittene Signaturen durch qualifizierte Zertifikate unterstlitzt verwendet werden
kénnen, um festzustellen und verldangern die Unterschrift Glltigkeit, wenn das qualifizierte
Zertifikat wird (werden) widerrufen oder abgelaufen (verfallen).

Service Name

Name [en] LuxTrust Time Stamping Authority

Service digital identities

Certificate fields details

Version: 3
Serial Number: 1003
Xsog Certificate rrrrr BEGIN CERTIFICATE--—---

M/IDBDCCAUQAW/EAglCA+5wDOY/KoZ/thNAOEFBOAWQDELMAKGA1UEBhMCTFL/XF/AUEgNVEADT
DUx1eFRydXNOIHMuY: BgNVBAMTEEx1eFRydXNOIHJvb3QgQOEwHhcNMDgwNJAIMDKyNTIO
WhCNMTYXMDE4MTA0MDM0WBFMDSWCDYDVOOGEW/MVTEWMBOGAIUEChMNTHVAlVH/lrSDA%UySBL]EE
MBWGAIUEAXMVTHV4VH/IC3ngXVhbG/maWVkIENEM/IB/jANngqhk/'GQWOEAOEFAAOC
CgKCAQEAybFXzA+8RNnvICd+sZ8BnHE6WO3Lm. 4195(; d9VBYcl IWLmMXQKgAKFSUABB7Hes5NL4X
vi m/B9DUDUHSOGZ3PZDWf7oDutVEVATvWé LZ’GCZarUt zb9ux+KTdTT- kgVggy9DBe+bz6
3502m2PPOT9kzDR48RBN73 KA/MJla0Sa7ZD L37WHSA4/TWh9F1/LBRV COF Mg1hU/u+kovF5
ncU7+FSOCQRhAD+ 4WfU/WuzuE+T 62uZ61g6+vqgr6ikwL6] VmeKk]PvV3+3Wgy3zq5
fDVSIG/AlkXdlrIOGKSEeDfNS 71DG30dBqF1Yd7ue7ziwIDAQABo4HUMIHIMA8GA1UdEWQIMAYB
f8CAQAWQgYDVROgBDswO ASngrgSsEAOEBADArMCkGCCSGAOUFEW/EFhIDdHRWO(BVCmVWb_?Np
dGQ $5SdXhOCnVZdCSSdTARE‘gIghkgEth CAACngYD\/R PAOH/BAODAgH MB8GA1Ud
'wQYMBaAFN2K1zDx +. ZFXEUdWDCX/rKGN34W/MDEGA1U (Hwt }3 g IGhOdHA6LY9jcmwu
bHV4delciOubHUvTFRSOOEuVi‘/sMBD A1UdDgOWEBSNkKM ERGTd /qurNOQA/zS/kETANngq
hkiGIWOBAQUFAAOCAQ EAangpngTs/ 5gHBWMAWDBMAZQH| P PyoCmw3201j19qez05nDnjG5gfini
/rp5/FMpV//Xkajq/%/092f}/ cHNSUpP1 /C yn10e6j 7pmzp)(K(JMVg VIPgIAGASdXXTNfOQ7 7eW
u36fz5VKQEmMJzqoXTccq4nulL9rLZ88YUlczMaWscETIZCB4kecKVyqHfA+T0JucZqX7zzfpiVyT
'M+0GI9qiOmKwBGkzseJt+MgYWrsk]JADKDZMr4bQxkxi nhZCSODIaX7DugxM0fH47MltCC74quW
I/6qO}CLBtKZxUGy753pYO/UThr7564rd12yuR+N/HAFZZDTXWXKg/ Qg=

rrrrr END CERTIFICATE-----

Signature algorithm: SHAIwithRSA

Issuer CN: LuxTrust root CA

Issuer O: LuxTrust s.a.

Issuer C: LU

Subject CN: LuxTrust Qualified CA

Subject O: LuxTrust S.A.

Subject C: LU

Valid from: Thu Jun 05 11:25:24 CEST 2008

Valid to: Tue Oct 18 12:40:34 CEST 2016

Public Key: BB: :30:0D:06: YCZ -0D: 51j :03:82:01:0F: 0:82:01:0A:02:82:01:1 :5% N - 7E: 2 6.35:72-56;68.5:2;3
Basic Constraints IsCA: true - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.1.0

CPS pointer: http://repository.luxtrust.lu
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Authority Key Identifier
CRL Distribution Points
Subject Key Identifier
Key Usage:
Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:
Subject O:
Subject C:

Service Status

Service status description [opg

[fr]
[de]

Status Starting Time

DD:8A:D7:30:F1:F9:91:71:E9:47:70:0C:25:E5:AC:A1:8D:DF:8C:25

http://crl.luxtrust.lu/LTRCA.crl

8D:90:A3:07:DD:1A:13:77:99:4C:92:AB:4D:43:DE:3F:CD:29:64:05

digitalSignature - nonRepudiation - keyCertSign - cRLSign

SHA-256

FE:5D:1F:DE:82:82:0A:C6:9F:02:65:80:8C:4E:69:4A:CF:0A:FA:05:6B:56:A4:EA:84
:98:4D:52:A8:5B:F7:D7

LuxTrust Qualified CA

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/deprecatedatnationallevel

undefined.
undefined.

undefined.

2017-02-23T00:00:00Z

1.2.1 - History instance n.1 - Status: recognhisedatnationallevel

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X5095KI

X509 SK |

http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

LuxTrust Time Stamping Authority

LuxTrust Qualified CA

LuxTrust S.A.

LU

jZCjB90aE3eZTIKrTUPeP8OpZAU=
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Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/recognisedatnationallevel

Status Starting Time 2016-06-30T22:00:00Z

1.2.2 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC
Service Name

Name [en] LuxTrust Time Stamping Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
X5095K
X509 SK1 jZCjB90aE3eZTIKrTUPeP80pZAU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2013-10-13T00:00:00Z

1.2.3 - History instance n.3 - Status: accreditationceased

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC
Service Name

Name [en] LuxTrust Time Stamping Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
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X509SKI

X509 SK |

Service Status

Status Starting Time

jZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accreditationceased

2013-10-12T723:59:59Z

1.2.4 - History instance n.4 - Status: accredited

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject CN:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

LuxTrust Time Stamping Authority

LuxTrust Qualified CA

LuxTrust S.A.

LU

jZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

2009-10-13T00:00:00Z

1.3 - Service (withdrawn): LuxTrust Global Qualified Certification Authority

Service Type Identifier

Service type description [en]

[fr]
[de]
Service Name
Name [en]

Service digital identities

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity
and other attributes verified by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitdt und andere Attribute, die von den jeweiligen Registrierungsdienste (iberprtift.

LuxTrust Global Qualified Certification Authority
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Certificate fields details

Version: 3
Serial Number: 3223

X5 09 Cert|f| cate @ BEGIN CERTIFICATE---

MIIDSZCCAS+gAw/EAg/CD/cwDOYjKoZIhchAOELBOAWRDELMAkGAlL/EEhMCTFUxF/AL/BgNVBAoT
DUx1 YSaxHT/ TFEX1eFR 2JhbCBSb290MBAXDTEXMTEYMAS
MzOyNFoXDTE}MT;V gA.SMZOyNFDWTDELMAkGAlUEBhMCTFUxFAUB NVBAoTDleeFRdeNOIFMu

OS4X]TA/EgNVEAM HEX1eFRydXNOIEdsb2/hbCBRAWFsaWZpZ| GEIMAOGCSqGSIb3DOES
wAWggEKAOIBAQC0OCI9yek22xZb2PNZNOI 36 90 VBLZy5|
OvKROFranZp5gY5Rzrgch ZECWCILQ My LPIUYZamaIUrHO hWR/Ya]Y4Dz+M691tdZA5KuV
rfsur)/UEmalkGvgjBzeCd0gd8BXYnnt6GATObAS]7Vh8IDy ThodDImbude6jmupBTRNGW1Tgnuz
S/Co0lBIA KW Z0X40GXZGOIZICAIrIB/3301/00 + SOVISLIT L 2AIS]2CpPS68dLAZET W 7/m
SYFBAHCBILCH7ONOzF rda 1V Gdqr2ieb NI ASeTBANUUKUGY uUZy oA ] 3AGMEAAG ado
D YDVROTBAGWEQEB/WIBADEDBYNVHSAEPDAGNDGCCUBKVEBAQDMC WK wYBBOUHAgEWHth
HBZ0i8vcmVwb3NpdG9yeS5sdXh0cnVzdC5sdTALBGNVHQBEBAMCAQYwHWYDVR /’EngFoAUFxWF
levavaxobSPKWeYNIES4wMgYDVROfBCszTAnaCW 14 haHROcDovLZN bC55dXh0cnVzdC5
dSIMVEGSQUEY3/sNB0GALUIDGQWEBQ0huX0ZRNYkyINLW NslOkaHszANngqhk/GQWDBAO
AAOCAQEAGPCWTOLSQyEKmpwin GaWVWIN2I03QuI0qVnZAQHXPhZGOTD + GhixN949SGyoMmKGTy]
c2P+0q dNGSKyRY3xtu KteEPcoH-eFBph LaHePXm 6
Vp/EERb7DZd350lZ/CQSZUNCXDDVkanuNQr/GIBKhnq/EX ‘phekd. /P/fpVXpsBrCUUp/OAQoSS
FOQewwKSMD/vjKF32MIA2TIRA62XdHeNjrahdU/tO55f9tz3ekl/aKob 2khjxMfBvdviw2Yc2g02
g5YsBxrSphph6ljqikALM95jbm9T2X02CSROTAtprdhKw==

rrrrr END CERTIFICATE-----

Signature algorithm: SHA256withRSA
Issuer CN: LuxTrust Global Root

Issuer O: LuxTrust s.a.

Issuer C: LU

Subject CN: LuxTrust Global Qualified CA
Subject O: LuxTrust S.A.

Subject C: LU

Valid from: Tue Nov 22 10:34:24 CET 2011

Valid to: Wed Nov 22 10:34:24 CET 2017

Public Key:

C4:
| :64:14:F0:EF-F7-E1:B3-21: 7C-E0:77:01: 7F:8B:42:1F:B4:21:97:DC:C5:AD:D6:96:19: DA:AB:66:27:9B:48:CE:12:79:30:40:9E:EB:6A:51: D
6:2E:B9:9C:A3: AD'Ol'C5:95:38:F7.'02:03:01:00:01

Basic Constraints IsCA: true - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.10.3
CPS pointer: https://repository.luxtrust.lu

Authority Key Identifier 17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE
CRL Distribution Points http://crl.luxtrust.lu/LTGRCA.crl
Subject Key Identifier 34:16:1B:F1:D3:64:67:62:4C:A3:34:BC:0D:B3:53:A4: 7C:AL:F1:17

Key Usage: keyCertSign - cRLSign

Thumbprint algorithm: SHA-256
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Thumbprint: DB:87:94:17:EC:14:24:E4:E5:7A:3C:91:EC:80:4C:5D:E4:C6:FD:E7:3C:C8:28:1C:D
2:F5:BA:ED:76:DD:65:48

X509SubjectName
Subject CN: LuxTrust Global Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [opg undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2018-08-31T01:00:00Z

1.3.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.3.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] LuxTrust Global Qualified Certification Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
X5095KI
X509 SK' NBYb8dNkZ2/MozS8DbNTpHyh8Rc=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 28



Status Starting Time 2016-06-30T22:00:00Z

1.3.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.3.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] LuxTrust Global Qualified Certification Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI
X509 SK' NBYb8dNkZ2/MozS8DbNTpHyh8Rc=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2013-10-13T00:00:00Z

1.3.4 - History instance n.3 - Status: accreditationceased

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] LuxTrust Global Qualified Certification Authority

Service digital identities

X509SubjectName

Subject CN: LuxTrust Global Qualified CA
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Subject O:

Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

1.3.5 - History instance n.

LuxTrust S.A.

LU

NBYb8dNkZ2JMozS8DbNTpHyh8Rc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accreditationceased

2013-10-12T723:59:59Z

4 - Status: accredited

Service Type Identifier

Service Name

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Name len] LuxTrust Global Qualified Certification Authority

Service digital identities

X509SubjectName

Subject CN:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

LuxTrust Global Qualified CA

LuxTrust S.A.

LU

NBYb8dNkZ2JMozS8DbNTpHyh8Rc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

2012-11-30T00:00:00Z

1.3.6 - History instance n.5 - Status: undersupervision

Service Type Identifier

Service Name

Name

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

len] LuxTrust Global Qualified Certification Authority

Service digital identities
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X509SubjectName

Subject CN:
Subject O:
Subject C:

X5095KI

X509 SK |

Service Status

Status Starting Time

LuxTrust Global Qualified CA

LuxTrust S.A.

LU

NBYb8dNkzZ2|MozS8DbNTpHyh8Rc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2012-08-01T00:00:00Z

1.4 - Service (deprecatedatnationallevel): LuxTrust Global Time Stamping Authority

Service Type Identifier

Service type description [en]

[fr]
[de]
Service Name
Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

A time stamping service as part of a service from a trust service provider issuing qualified
certificates that issues time-stamp tokens (TST) that can be used in the validation process of
qualified signature or advanced signatures supported by qualified certificates to ascertain and
extc—:.-m; the signature validity when the qualified certificate is (will be) revoked or expired (will
expire).

Un service d'horodatage dans le cadre d'un service d'un prestataire de service de confiance
délivrant des certificats qualifiés qui émet des jetons d'horodatage (TST) qui peut étre utilisé dans
le processus de validation de signature qualifiée ou signatures avancées soutenues par des
certificats qualifiés pour vérifier et étendre la signature validité lorsque le certificat qualifié est
(sera) la révocation ou d'expiration (expire).

Ein Zeitstempeldienst als Teil eines Service aus einer Treuhandservice-Anbieter, die qualifizierte
Zertifikate, die Zeitstempel-Tokens (TST) gibt, die in der Validierung der qualifizierten Signatur
oder fortgeschrittene Signaturen durch qualifizierte Zertifikate unterstlitzt verwendet werden
kénnen, um festzustellen und verldngern die Unterschrift Glltigkeit, wenn das qualifizierte
Zertifikat wird (werden) widerrufen oder abgelaufen (verfallen).

LuxTrust Global Time Stamping Authority

3803

MIID6jCCAtKgAWIBAGICDtswDQYJKoZIhvcNAQELBQAWRDELMAKGA1UEBhMCTFUXFJAUBgNVBAOT
DUXleFRdeNOIHMuYdeHTAbEgN\/BAMTFEXleFRdeNOIEdsb2jthBSb290M54XDTE ‘MDgyODEz
MDCONIDXDT/XMDMXNZASNTEZNIDWTZELMAk UEBh, MCTFUX)/AUBQNVBAOTDUXIE g/ XNOIFMU
Eds| b2/thEUaW1rc3th prmchDEwggElMAG CSqGS/b3
DOEBAOUAA/IIBDWAngEKADIBAOC6257tAeIGDLM3 XRC: 2jLq91V.
LKcn9pa0650PehXWEbgm2a UKRNSImM74pNBhYBOSaUICulSan 1X51/DW lTkjl
/FtVSbYrHSh/U pX6U: AC/UEmOQh Ao/4eXW2w58h5hngchNu+45RoXM+ngPrq etKYD6bEVFWO
PSLijpGXBZjUE/7+MIUVE'6Y/jMCU6XH5UGXdeay/IvBmKYGSBRCeL7Yr]KnE‘58hCUIHf8pmA/T
DdeBldYkIWgKYYGX 4V51uDSICRCAH2! igdow
gdCWDwYDVR TEAgW gEB/wIEADEDEgNVHSAﬁDASMDgGCCuBKwEEAOo/MwaKgY/KwYBBOUHAgEW
0cnVzdC5sdTALBgNVHQEEBAMCAQYwHwYDVR0jBBgwFoAU
FxWFIOkv//dvaDbSPKWeYNIEBdw quDVROfBCSWKfAnDCWg/4YhaHROEDL7VL2Ny C5s5dXh0cnVz
dC55dS9MVEASQOEUY3/sMBOGA1U. DgOWEETlvyLGHf7yEoM/X\/7CJZGUGROBhZANEgkqhlengE
AOSFAA A EAWRIDTrUey[)uMSs3+gOyTS/eﬁTtUlquO lyOmK8q3MUjmWhwX06CJIbWuTAQ6X40
wSefMz/( CASDUtm/ZQEgSEb SFVOF + AESBGOTQVB/EndCStKT/UnDROukaT
jXSngFPSBﬂ/PWPpEv4XPI/MMH4cpy1dL//SO FZEXXyn/GbeUf3ux//b‘p658+P2mmKFa UpO0INM
XWFaRyE3g8KJOV/hAur0/8QrDUQHA: QPENZQ5LC
hbGZnyDEltg+/H4CaOkBBmWWVyz/NzEgbAr/reL‘AsBajUd/Vw::

rrrrr END CERTIFICATE-----

SHA256withRSA
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Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

Service Status

Service status description [eng

[fr]
[de]

LuxTrust Global Root

LuxTrust s.a.

LU

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

Tue Aug 28 15:07:47 CEST 2012

Wed Mar 17 10:51:37 CET 2021

=X
:01:00: Gl

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.8
CPS pointer: https://repository.luxtrust.lu

17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

http://crl.luxtrust.lu/LTGRCA.crl

F5:BF:22:C6:1D:FE:F2:06:83:23:5D:5E:C2:25:91:94:19:1D:3C:87

keyCertSign - cRLSign

SHA-256

53:0B:1D:74:9B:E7:AD:3A:7B:B7:83:26:B2:81:DB:CC:5D:F6:EA:5F:41:4A:7B:29:B
9:70:B6:54:8B:04:49:07

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/deprecatedatnationallevel
undefined.
undefined.

undefined.
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Status Starting Time 2021-06-10T06:23:57Z

1.4.1 - History instance n.1 - Status: recognisedatnationallevel

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC
Service Name

Name [en] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Timestamping CA
Subject O: LuxTrust S.A.
Subject C: LU
X5095KI
X509 sK 9b8ixh3+8gaDI11ewiWRIBkdPlc=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/recognisedatnationallevel
Status Starting Time 2016-06-30T22:00:00Z

1.4.2 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC
Service Name

Name [en] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Timestamping CA
Subject O: LuxTrust S.A.
Subject C: LU

X509SKI
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X509 sK1 9b8ixh3+8gaDI11ewiWRIBkdPlc=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2013-10-13T00:00:00Z

1.4.3 - History instance n.3 - Status: accreditationceased

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC
Service Name

Name [en] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Timestamping CA
Subject O: LuxTrust S.A.
Subject C: LU
X509S5KI
X509 sK 9b8ixh3+8gaDI11ewiWRIBkdPlc=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accreditationceased
Status Starting Time 2013-10-12723:59:59Z

1.4.4 - History instance n.4 - Status: accredited

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC
Service Name

Name [en] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Timestamping CA
Subject O: LuxTrust S.A.
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Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

LU

9b8ixh3+8gaDIl11ewiWRIBkdPIc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

2012-11-30T00:00:00Z

1.4.5 - History instance n.5 - Status: undersupervision

Service Type Identifier

Service Name

Name

[en]

Service digital identities

X509SubjectName

Subject CN:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/Svctype/TSA/TSS-QC

LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

9b8ixh3+8gaDIl11ewiWRIBkdPIc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2012-10-03T00:00:00Z

1.5 - Service (withdrawn): LuxTrust Global Qualified Certification Authority 2

Service Type Identifier

Service type description

Service Name

Name

[en]

[fr]

[de]

[en]

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity
and other attributes verified by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitdt und andere Attribute, die von den jeweiligen Registrierungsdienste (iberprtift.

LuxTrust Global Qualified Certification Authority 2
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Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

4803

rrrr BEGIN CERTIFICATE-----

MIIDETCCAtGgAWIBAgICEsMWDOY]KDZIhVCNAOELBOAWRDELMAI(GAIUEEhMCTFUXF/AUBgNVBAaT
DUx1eFRydXNOIHMuYS4xHTAbBgNVBAMTFEx1eFRydXNOIEdsb2/hbCBSb290MB4XDTEOMDUy
MDkxOFoXDT/wMDUyODEzMDkxDFowT;ELMAkGA1UEBhMCTFL/xF/AUBgNVEAnTDleeFRdeNO/FMu
Q: WQgQo gM/CCASIwDQY]KoZIh veN
AUEBBOADggEPADCCAOD gEBAMRaetIHqOX/OertVuB StP/DTeneHMgEn 4W/5ud4GImFETER3M
SJQCEJeAgQ 63A2/JpPdG) Vi pREZAgnRZQVZYsISﬂkyWQO FKwyDHm2tUbny Tnx9hVNDDKA4DMNZ
uf3Ulo3J7xaTaelu5A Lllh+gdaPelY[BdXle vy3mmQ6020 OW;ECRVCIQIPIHLUSOPZGXP#-
y2qWzhzn )](DBlYSSig*-CD/!}Ean /ae8PRLEEjuMLRECU/RtO3PDfxxi2usnSb1djQl
7VgK+L/kN Yy+vas Oqu eAE/MMWk/EKWstSU eFIVIW8/6 vA///dY7IU5CAWEAAaOBZ CB
IAQ8MDowOA YIKAEIAOEBCgMwLDAqugngEFBOCCARYe
aHR0(‘HM6LZy9yZXBvc2/0b3j5LmX1EHRdeNﬂLmXIMA SGA1UdDWQEAW| IBBjAfBgNVHSMEGDAWgBGX
FYW]CS8kh 8/HRvkapZSgOgszAyEgNVHRBEKzApMCeg}aA/thodHRwO/&vY_?/smeleHR dXNO
melLOXUleDOS 5jcmwwHQYDVROOBBYEFO+Wv31/0IW00nD4DOxK4vMnBppSM; OGCSqGSIb.?DQEB
UAA4IBADCBkUXfYtTDMb853+U¢749NENBFIT jgohYLyvc/w8, erbeBOPdeLam+PAkYKfy
R7BEBVpgSR9AquFt5/EgFADEDZZ 1s5GNpOVioit+WCtC4k1 SkyovyquZApEEfclandqhww
SdJRTt+aVhultuUo4GGNGTub+. /bsE/GUpNnuW:quevc 2jaGIYYQPGFu9WUL5znQ+0VdHEWI
umhHag4Ipl8aBh5kXYEDFpgINdIfbBNg. 3ULKHNdZdCZ5ijVXXbW1qCDBDIUDIDZKO!LQV9615L/
ErAQHx1BbVGA+eSbZe7Fpy1Va3K0z76usMSSOBf7Yl|7e0Hq

r\;

SHA256withRSA

LuxTrust Global Root

LuxTrust s.a.

LU

LuxTrust Global Qualified CA 2

LuxTrust S.A.

LU

Wed May 28 15:09:18 CEST 2014

Thu May 28 15:09:18 CEST 2020

71
DC UC FF:. 2»51 Qg E/?'IA'ES'SS'AS'II'19'E2‘0A'11'DB DE'ES'E?'CD‘SZ'DZ 4C 96 F4:£3:45:2B:1 ﬂC 83 lE

B :EE:3A:3C:D5:8F:12:DA:0] :DI:B7:
..... P 1 8. £53:00 F5/40.00 3 BC. L BOAB L7 AA NS 0L 05 0L 8 ST L0 S AGE CB I8 A ABCA 30 GB ORI A 1E-18155.
21:D6:3B:21:4B:02:03:01:00:01

4D:CF:0D:FC:71:
56:F0:9E:BA:BC.OF:

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.3
CPS pointer: https://repository.luxtrust.lu

17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

http://crl.luxtrust.lu/LTGRCA.crl

EF:96:BF:7D:65:3A:55:B4:D2:70:F8:0C:EC:4A:E2:F3:27:06:9A:52

keyCertSign - cRLSign

SHA-256
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Thumbprint: 7E:76:DA:9E:A8:D0:E6:C5:C6:30:23:D0:D8:C0:6E:55:5A:EC:E4:FE:34:6C:0E:50:6
9:3D:F6:BD:54:68:E4:84

X509SubjectName
Subject CN: LuxTrust Global Qualified CA 2
Subject O: LuxTrust S.A.
Subject C: LU
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [opg undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2020-11-02T09:45:00Z

1.5.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.5.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] LuxTrust Global Qualified Certification Authority 2

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Qualified CA 2
Subject O: LuxTrust S.A.
Subject C: LU
X5095KI
X509 SK' 75a/fWU6VbTScPgM7Eri8ycGmli=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
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Status Starting Time 2016-06-30T22:00:00Z

1.5.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.5.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name

Name [en] LuxTrust Global Qualified Certification Authority 2

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Qualified CA 2
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI
X509 SK |

75a/fWU6VbTScPgM7Eri8ycGmll=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2014-11-19700:00:00Z

1.6 - Service (granted): LuxTrust Global Qualified Certification Authority 3

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitdt und andere Attribute, die von den jeweiligen Registrierungsdienste (iberpriift.

Service Name

Name len] LuxTrust Global Qualified Certification Authority 3
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Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Info Access

Authority Key Identifier

372465138737086689258246113329755871041849896622

rrrr BEGIN CERTIFICATE-----

MIIGcjCCBFggA WIHAg/UOTBqu/CjThFVY4EfZAqu ubrq4wDQYJKoZIhvcNAQELBQAWRJELMAKG
AIUEBhMCTFUXFjAUI gNVBADMDUXIeFRdeNDIFMuDS4XHZAngNVBAMMFkXIeFRg/dXNOIEdSb 2Jh
bCESbZQD/DIWHhCNM UwMzA2MTQXME1WhcNMzUwMZzA1 MTMyMTL/3 WjBOMQswCQYDVQQGEwW/MVTEW
MBQGA1UECgwNTHV4VH|1c3QgUy5BLIENMCUGA1UEAWweTHVAVH)1c. ()gRZXVYmFsIFFl YWxpZmil
ZCBDOSAZMIICI]ANngqhkrGEWﬂBAOEFAAOCAgBAMIICC gKCAgEAUZ5iXSmFbP80gWbOkieYsIimc
y103QYg+XA3NIwH6QtI0PgZEGIAS08pM7VMIzI 51q8(’gj50HnPdYﬂvfthKvA W2NuNX6hi/6HK4
Nye+kB+INjpfAHMLft3GT95e+frk/t7h/No KdszquZKLNG sEHIr/ddCePWO j/VM c9CsSem
emeeZWl/XXegD/MSUIDZ_%HJ 0gVCY5KIK+b35A g )y0Qojb
+5j20kPAAQDtgEEVdggzzudLSMO4C5CjeLILYuXgljler bKRkQwWBnkareLanQuCD/hGXG C5m
9jseGY1KANIV8usLjBFAIW50CnzcOg+CPsVucoRh: \Gu\/Xcu7VtHRGaSyLy5/VV75/66X5IM\/OKAM
Lvl Vi3ki hZKY‘f;?VLA VW Tpun YZGayVGf/LIO zN0iISRpcxxYjmAIPKNeTgXVI5Mc0zojgT/MZ.
;:(JNMZ; v7n01, yo LI)/GCO(; ADacvaKﬂzCZdeijMqv/ uCKrvquertRmBEZXrghGhu mGOTIr7VVC
jVjyHs2rpUct
MVXYAIV5AL£ 7d4/IthPPU1 4a¢xmC6dEH84guV5DLa/dWVTUZSCAWEAAEDCAU4ngFKMB/GAl ud
EWEB/WQIMAYBAf8CAQAWQW:' DVRDgBDWWO/A4BggrgSsEAOEKAZASMCOGCCSGAOUFBW/EFhSDdHRw
CZOVL3]/CGQZaXR\/anubHVddel OubHUW K YBBQUHAQEEXjB GAQUFB:
dHRwQi8vbHRncm9vdC5vY3NwLmMx1 a IMCOGCC GA DUFBZAChI odHR OISVYZEub V4
dH/lCEOubHUvTFRHUkNEM/S}CnOngYD RﬂPAOH/EAODAgEGMBNGAl L/d/wOYMBaAFPBYKHbSSAUs
oa 7XKX5I5/P4$3yZ GAI IdHWQsMCow| y9jci 1c3QubHUVTFRH
K/l wwHQYDVR EFGOPWOSDSauOZFNH/hZZqH}ZrK IMAOGCSqGSIb3DQEBCWUAA4IC
A OADES edbOOQUCOn VXay/l NBk08/BVKIHwe7HBYAzT6Kmo3TbMUwOpcGI2e/NBCR3F4wTzXOV
VFmvdBI7sdS6uMSLBTrav+5LChcFDBQj26X5VQDcXkA8b/u6)4Ve7CwoSesY 9HUf5]3V120rmGU
Uao9gbamKP1TFriO+XilaDLYectruusRktlke9qy8MCpNSarZqr3oD3c/+N5D3IDIGpaz1IL8Tpb
UbFEQHPCr6JiwR+qSqGRfxv8vIvOOAVxe7np5QhtwmCkX( dMOPO/XOOuEAﬂEbez+szASX 64at7dX
rU+4jUEbpWMA+lijZrZOOeBIOZL7aEst+FF8/FuVmuCCQTSQOnIFZBVI/]EXVpIkH/S7LhFM
820ul $PZpatheyUpf8gsz7fE501 okhnsDZ+12vBzBruzjcwtNuXy g
NPZI(G/BZL‘E WD2Y( CaKXWXSSnDderA(45TpNoeD4ero WgZOVdNDhEmde tYESj/XZekL/QSCA ww5
vxHnXJi6CZHhjt8f1m FetViO. QNpn: 30PCIf
y.?dJLRgnbgLyktWDOkm T/gxtWDLfVZwEtSZ/L8d550KIgt'tquX81 1) WGSdenzeRVDEnzAt5+Reb

----- END CERTIFICATE-----

SHA256withRSA

LuxTrust Global Root 2

LuxTrust S.A.

LU

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Fri Mar 06 15:12:15 CET 2015

Mon Mar 05 14:21:57 CET 2035

:22:30:0D:06:09:2A:
A

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.3
CPS pointer: https://repository.luxtrust.lu

http://ltgroot.ocsp.luxtrust.lu
http://ca.luxtrust.lu/LTGRCAZ.crt

FF:18:28:76:F9:48:05:2C:A1:AE:F1:2B:1B:2B:B2:53:F8:4B:7C:B3
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CRL Distribution Points http://crl.luxtrust.lu/LTGRCAZ2.crl

Subject Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8: 7D:F6:AC:A8: 75

Key Usage: keyCertSign - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: BE:DO:F1:9E:D4:6D:94:90:0D:2A:9F:CD: 7C:6F:66:0B:61:FF:75:88:D8:87:1C:F8:F

2:79:D5:FA:A3:02:1C:CF

X509SubjectName
Subject CN: LuxTrust Global Qualified CA 3
Subject O: LuxTrust S.A.
Subject C: LU
X5095K
X509 5K Y4/CiwOxq47YUOeWHZmoffasqHU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2018-04-06T13:00:00Z

1.6.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.6.2 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.6.3 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESig]

Qualifier type description  [op;

undefined.
[fr] undefined.
[de] undefined.
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Criteria list assert=all

Policy Identifier:

Identifier

Description

1.6.4 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESeal]

1.3.171.1.1.10.3.32

Qualifier type description  [en;

undefined.
[fr] undefined.
[de] undefined.

Criteria list assert=all

Policy Identifier:

Identifier

Description

1.6.5 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description  [en; undefined
[fr] undefined.
[de] undefined.

Criteria list assert=all

Policy Identifier:

Identifier

Description

1.6.6 - History instance n.1 - Status: granted

1.3.171.1.1.10.3.33

1.3.171.1.1.10.3.21

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name len] LuxTrust Global Qualified Certification Authority 3

Service digital identities

X509SubjectName
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Subject CN: LuxTrust Global Qualified CA 3

Subject O: LuxTrust S.A.

Subject C: LU
X5095Kl

X509 5K Y4/CiwOxq47YUOeWHZmoffasqHU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.6.6.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.6.7 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name len] LuxTrust Global Qualified Certification Authority 3

Service digital identities

X509SubjectName
Subject CN: LuxTrust Global Qualified CA 3
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI
X509 5K Y4/CiwOxq47YUOeWHZmoffasqHU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2015-08-12T00:00:00Z
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1.7 - Service (withdrawn): LuxTrust Global Time Stamping Authority

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] I;_inkZeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
okens.
Service Name
Name [en]

LuxTrust Global Time Stamping Authority

Service digital identities

Certificate fields details

Version: 3
Serial Number: 3803
X509 Certificate @ — BEGIN CERTIFICATE-----

MIID6jCCAtKgAWIBAGICDtswDQYJKoZIhvcNAQELBQAWRDELMAKGA1UEBhMCTFUXFJAUBgNVBAOT
DUx1eFRydXNOIHMuYS4xHTAbBgNVBAMTFEX1, eFRdeND/EdsszhbCBSb290M54XDTEyMDgyODEz
MDcON1, OXDT/XMDMXNZASNT ZN1 owTzELMAKGA1UEBhMCTFUXFJAUBGNVBAOTDUX1 eFIEdeNOIFMu
QS4xKDAMBgNVBAMTHOx1eFRydXNOIEdsb2/hbCBUaW1, /chhbXprmchOE wggElMAO CSqGS!b3
DQEBAQUAA4IBDWAWQgEKAOIBAQC62E 7tAelGoLM3XRc: jLq91
leb WGl3H]qGLKcn9paDSSOP 'ehXWEbgm2aUKRNSimM74pNBh YBDSaOrOuanprpl x51/qulTk]1
iFtV5bYrH8h/0QpX6u4clUEMO9h/s O/4eXW2W58hShWD cOeNu+4SR +ngPrqZetKYD6bEVFwO
PSLfC/ GX&‘ZJL/E/7+MIOVEGY/]MCUGXHSUEXdeay}/VBmKYGSERCeL 7Yr/KnEthCuer&‘pmA T
g KYY6xq4V5IuDSICRCAH2WURQCjy
gdCWDwYDVR TBAnggEE/WIBADBDBgNVHSAEPDAEMDQGCCUBKWEBAOGIMCWWKQY/KwYBEOUHAgEW
igvcl dXhOci nVZdCSsdTALEgNVHOBEBAMCAOYWHWYDVRO/EBg WFOAU
F WFIOkv]/vaxDbSPKWeYNIEéMwM YDVROfBCswKTAnoCWgl4Yha HRO(‘DDVLZNy 55dXh0cnVz
dC55d59IMVEASQOEUY3/sMBOGA1UdDgQWBBTIvyLGHf7yBoMjXV7CjZGUGR08hZANBgkqhkiGIwOB
AOSFAADCAOEAWR/oTrueyDuM553+gDyTi/ef(TL‘UlquOuyOmK&qBML// WhWXUGC//bWuTAOEX4D

HgYuGZwSefMz/CAsDUEMIZOEgSEbSFVOF +TA68BGOTIVBIENdC3tKT/UnOROUK
jXSgSXFP59fj/PWPvaAXP/lMMHAcpyldU]5ORF26xxyanbx1Uf3uxl/bp658+P2mml<FaUpOlNM
XWFaRyE3g8KJOVIhAur0/8QrDUQHA48 +F gsjcQ GPNZQ5LC

hbGZyRxObItg +JHACAOKBEmW\Vy zINZEGAreCASBajUd) Vo

Signature algorithm: SHA256withRSA
Issuer CN: LuxTrust Global Root
Issuer O: LuxTrust s.a.

Issuer C: LU

Subject CN: LuxTrust Global Timestamping CA

Subject O: LuxTrust S.A.

Subject C: LU

Valid from: Tue Aug 28 15:07:47 CEST 2012

Valid to: Wed Mar 17 10:51:37 CET 2021

Pub"C Key: ‘30:82101,‘22:7"'/”""’ .na..‘l 33 7:0D:01:01:01:05:00: 201 0F:00:30:82:01: OA 02 82:01:01: 00 BA:D8:4F:ED:01:E2:06: AD Bi 37:C5:17:38:48:DA:5D:1 6F DF 8C:79: EE CE AB

B:80:6C:7F:28:C6:EC:1 BC 1C:5C:8D: 02 03:01:00:01

Basic Constraints IsCA: true - Path length: 0
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Certificate Policies Policy OID: 1.3.171.1.1.1.10.8
CPS pointer: https://repository.luxtrust.lu

Authority Key Identifier 17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

CRL Distribution Points http://crl.luxtrust.lu/LTGRCA.crl

Subject Key Identifier F5:BF:22:C6:1D:FE:F2:06:83:23:5D:5E:C2:25:91:94:19:1D:3C:87

Key Usage: keyCertSign - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 53:0B:1D:74:9B:E7:AD:3A:7B:B7:83:26:82:81:DB:CC:5D:F6:EA:5F:41:4A:7B:29:B

9:70:B6:54:8B:04:49:07

X509SubjectName
Subject CN: LuxTrust Global Timestamping CA
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI
X509 5K 9b8ixh3+8gaDI11ewiWRIBkdPIc=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2017-02-17T00:00:00Z

1.7.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service Name

Name [en] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName

Subject CN: LuxTrust Global Timestamping CA
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Subject O: LuxTrust S.A.

Subject C: LU
X509SKI
X509 SK' 9b8ixh3+8gaDI11ewiWRIBkdPlc=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-11-30T00:00:00Z

1.8 - Service (granted): LuxTrust Qualified Time Stamping

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description len] A time-stamping generation service creating and signing qualified time-stamps tokens.

[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] EinkZeit-StempeIn Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
Tokens.
Service Name
Name [en] LuxTrust Qualified Time Stamping

Service digital identities

Certificate fields details

Version: 3

Serial Number: 372465138737086689258246113329755871041849896622

X509 Certificate @ — BEGIN CERTIFICATE-----

MIIGC/CCBFquWIBAg/UOT3qu/C]ThFVY4Efz4qu ubrg4i WDUY]KaZIhchA QELBQAWRJELMAKG
AIUEBhMCTFUxFJAUBgNVBAoMDUx1eFRydXNOIFMuQS4xHzAdBgNVBAMMFkx1eFRydXNOIEdsb2jh
bCESbZQU/DIWHhCNMTUWMZAZMTOXM El WhcNMzUwMzA1IMTMyMTU3W/BOMQswCQ! YDVOOGEW]MVTEW
MBQGA1UECgwNTHV4VH|1c3QqUy5BLIENMCUGA1UEAwweTHV4VH|1c3QgR2XvYmFsIFF1YWxpZm
ZCBDOSAZMIICI]ANngqhkrG9WOBAOEFAAOCAg8AMIICCgI<CAgEAu25rXSmFbP&Og WhOkie veime
ylo3QYg+XA3NIwH6QLIOPg. 7V HNPdY1
Nye+kB+ /N/pfAHmLft3GT95e+ frk/t7h]Nan44xzquZKLNGysEHIrrddcsPWDk3]/VMC9CsSsm
eZbmeZW1/xXeqolMS7/IDZ3+0DgVCYsKIK+b3s; AO igXbQIQyvymG6QyoQo/buEP23iawRMWKNWk
+S/ZOkPAAODthEVdggZzudLSMlNCSC/EL/L YuXgljler9bKRk9wW8nkareLZsn9uCDihGXGyC5m
jseGY1KANIV8usLjBFAIW50CnzcOg+CPsVucoR] CSqucu7VtHR505yLy5]Vv7s/6cx5/MvOKAM
Lw Vi3kphZKYfqVLAVFJpXTpun YZGayVGf/quzNorSRpcxxY;mAIPKN TgXVI5Mc0z0jgT/MZTG
FN70v7n01yodN60hfTADacvaKfj2C2CwdCJvMqvIUuCKrvuXbdZrtRm3BZXrghGhuQmGOTir7VVC
10WZ]VjyHs2rpUcCQ6+D1WymKhzpOmrXdaFzYRce 7FrEk69]WZWVp/9/GKnnb0//camaanM v54
MVXYAIr5AL/j7d4JI0ghPPU14ajxmC6dEH84guVs0Lo/dwVTUzsCAWEAAaOCAU4wggFKMBIG,
EWEB/WQIMAYBAf8CAQAWQW:! YDVRDgBDWWO/A4EggrgSsEAQEKAZASMCOGCCSGAOUFEW!EFhSOdHRW
CZDVL3 /CGQZEXR\/anubHWIdH]lC30ubHUWa YIKwYBBQUHAQEEXjBcMCsGCCsGAQUF!
dHRwQi8vbHRncm9vdC5vY3NwLmx1leHRydXNOLmxIMCOGCCs G QUFBzAChiFodHRw! OISV ZEub V4
del4‘3OubHUVTFRHUkNBM/S}CnOWDgYDVROPAOH/EAODAQEGMBNGAI UdIwQYMBaAFP8YKHb5SAUs
0a7xKxsrsIP453yzMDMGA1UdHwQsMCowKKAmMoCSGImhod! JjcmwubHV4dH]1c3QubHUVTFRH
UkNI BMIE[meWHQYDVRODBBYEFGOPWGSDSauDZFNH/hZZqHSZrK 1MAOGCSqGSIb3DOEBCwUAA4/C
AQADI 009i/COnVxay]1, we7HBYAZT6Kmo3TbMUwOpcGI2e/NBCR3F4wTzXOV
VFmvdBI7sdS6uMSLBTrav+5LChcFDBQ) 26X5VODEXkA8b/u6]4VE7CWDSe§Y 9HOfs)3 VIZDrmGU
Uao9gbamKPITFriO+XilaDL' Yectruustt/keQ y8MCpNSaqur3oD3c/+N5D3 IDIGpaz1ll
UbFEQHPCr6JiwR +qSqGRfxv8vIvOOAVxe7np5QhtwmCkXdMOP Q/XOOUEA06bEZ+szA5X64at7dX
i +4JUEbpIjjMA+1jbF Zr200eBIQZL 70E st +FF8IFuvmucC9TS9IQnIF28WJExvplknjS7LhFMG.

0382/ ’JuK/PZpotheyUpf8gxzv7fE501 okhnsDZ+1 2vBZBruz/cWtNquLythfVNOL Vd
NPZkG/BZtB D2Y( 'BSJ/XZekU9sCAwwS5S
vXHNX]Ji6CZHhjt8f: 1 v 0. u e 30PCIRIjI5g
y%pLRgnbgLyktWoOkm T/gxtWDLfv wns JL8d! m(rnHquxm LJWGSD EnzAt6+Reb

Signature algorithm: SHA256withRSA
Issuer CN: LuxTrust Global Root 2

Issuer O: LuxTrust S.A.
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Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Info Access

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

X5095KI

X509 SK |

Service Status

LU

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Fri Mar 06 15:12:15 CET 2015

Mon Mar 05 14:21:57 CET 2035

30:82:02:22:30:0.06:09:24,86:48:86:F7,0D:01:01,01:05:00:03:82:02.0F:00.30:82:02:08,02:62,02:01.00:89,9E:62:5D,29,85:6C.FF: 34:61:66,F4:92:27,98:80:69:0C CE:64:37:41:88
fiks6: : :DA: A7 :2B: : AVt 79:9

:49:5B:35:95:A7:FF:7F:18:A9:E7:6F:4F:FF:71:A9:
9A.BC.46,88,El.5E.BSv31.5C.55.DZvZA F9:00:BF:E3:ED:DE:09:20:EA:A1:3C:F5:35:£1:A8:F1:98:2E:9D:10. 77:05:53:53:3B:02:03:01:00:01

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.3
CPS pointer: https://repository.luxtrust.lu

http://ltgroot.ocsp.luxtrust.lu
http://ca.luxtrust.lu/LTGRCAZ2.crt

FF:18:28:76:F9:48:05:2C:A1:AE:F1:2B:1B:2B:B2:53:F8:4B:7C:B3

http://crl.luxtrust.lu/LTGRCAZ2.crl

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

keyCertSign - cRLSign

SHA-256

BE:DO:F1:9E:D4:6D:94:90:0D:2A:9F:CD:7C:6F:66:0B:61:FF:75:88:D8:B7:1C:F8:F
2:79:D5:FA:A3:02:1C:CF

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Y4/CiwOxq47YUOeWHZmoffasqHU=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
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Service status description [eng

undefined.
[fr] undefined.
[de] undefined.

Status Starting Time 2017-02-17T00:00:00Z

1.9 - Service (withdrawn): LuxTrust SSL Certification Authority 5

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description len] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitdt und andere Attribute, die von den jeweiligen Registrierungsdienste (iberprtift.

Service Name

Name [en] LuxTrust SSL Certification Authority 5

Service digital identities

Certificate fields details

Version: 3
Serial Number: 533964332515310132895107069031428386213137370244
X509 Cel’tiﬁcate ————— BEGIN CERTIFICATE——

MIIGBTCCBFWaAWIBAGIUXY] 70M4CEIVChM3WnamX2TIOWDQYKoZINVCNAELBOAWRIELMAKG
ALUEBhMCTFUXFJAUBGNVBAOMDUX1eFRydXNOIFMUQS4. 2)
bCBSb290IDIWHRCNMTYWNDEZMDK NTEythNMzUwMzAlMTMyMTU3WJEBMOSWLXOYDVOOGEWJMVTEW
MBOGALUECOWNTHVAVH1c30gUySBLIEaMBGATUEAWWRTHVAVHI1c30qUINMIENBIDUWgGIMAOG
CSqGSlb3DOEBAOUAA4ICD WAWGGIKASI ICAODErx5TftMc/Nts%VthjOOMGLSI WhA/fG1VBeT:

5yUg15gDs6hg8I5BYYWHZWkJb8IGKY6t0jgEELdHGIA6bR OojR ZECVZYIXan3w
pDrVPAQLZq/ KFSEY/q/4aGp mDISXo1050rBbUKf4dy) WIIBOAOLYI03eTIBAIT VK 11BBDAGANIAGN

2LVOWGOV Qb HEkXEQV+Hf92/xjd/B/C4s7ag1PTMOGDDAtSOWfofNRHETZHjZf

8HMHY+dI<E/szCDhm YB8U4KDfZ4 IpOMYG
dKWWhGNCnﬂRKthZFMFCchk!BzYQfSQ/OASkyU//Slljjo(WSIlHunX!kOpaDYOL‘AlnathT+F
§50dd8qW2R a8 Cs3BgnuU GRS 18 We2KEVIIMWCULOBYKhar 7y BZWZV+/zSbRiiz1
90BwYOKfw]nZB5]yIM; 5bUmYrBSVTdGD/X6t4CNb5deMt+012rp6cOCa/IIVFRDEr05MO
93QMIAIYyF OREIDZCZBQETIOK Wy pSWEPIGXRSQIH1h/DNw GGGOM/4nW53Y9cf/EyKUOp1vuOZC
YROGEETCOKDIAL)VOSHIMLYR2jpV120k5DOIDAQABOAIBYICCAVINEGYDVROTAQH/EAGWEGES/WIS
ADBLBGNVHSAERDECMDgGCCUBKWEBAQOPMCl K YIKiyYBEQUHAGEWHMTOJHBZOiEvemVinb3NpdGYy
SSsthOchdeSsdTAGBgRVHSAAMGOGCCSGAOUFE EBBF4WXDArBggrBgEFBQCWAYYfaHROCDO!
L[2x0Z3)vb3Qub2NzcC55dXh0cnVzdC5sdTAtBggrBgEFBQcwAoYhaHROCDOVL2NhLmx1eHRydXNO
U LOXUR]IDQTIUY3]0MAGALUdDWEE/WOEAWIEE ABGNVHSMEGDAVQBT/GCh2 £ UGFLKGUSSsb
KIIT+Et8szAZBINVHRSELDAGMCiglaAkhilodHRWOIBVYJsL mxleHRydXNOLmxILOxURTIDQT

Y3JsMBOGA1UdDgQWBBQJIOWOE6xgXGEFfQUZ( QSFAAOCAQEAZPWU
Cl TC9WpSEJdF]rCO4OSDZIRLlqu]K/F/?TPka4ldTleFDPZ//nE7NETO
CGwyMgky6ISBKhmvHPnDeDZWI15muWfLiHYg8MHV3gdCvzIB3. S rOtS/ijsDerVg
9/TwCthX6yS/vRHGADMQszUSaDLHSA51 2XR+SwzC3AjzNBt:
ViI3Lek5ucwYXReilnnqOucKu72; XGYXA+//Ch76VF/X7/MF8Ipdd2TZKCen3EIuTRIXCCVV4ICOM
2VHDPB/QSRPXBtEEIiZZD/gS/ZGFD/WDStb y6bGkHfZ82G43VqRe3LWvn, 4hAOSWK30N/vi
PpWphOCcTPla0dwIMCOBPskkBmc96bFZwQbad2i! QAD\;‘QXLZEWbZEngngﬂ]M LDVEUImZaS/lEZXdM
b1

/tsEVOvt/UMk/stcEijaVlh/CpVNchl W5R NbY
(/71KOGA44++HREY+7i0Xn; gBGfmSmeFwEMZS/9m/dEW[TrLCeru/kwTPcEXv62RWaKHTDcd66n
;y7b6/Up]cOvZZERKr29kyRXzILc40IPa5selTWng4/7FHeaDDEDWLEOLZIIWsuFOQEAhw—

Signature algorithm: SHA256WithRSA
Issuer CN: LuxTrust Global Root 2
Issuer O: LuxTrust S.A.

Issuer C: LU

Subject CN: LuxTrust SSL CA 5
Subject O: LuxTrust S.A.
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Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Info Access

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

X5095KI

X509 SK |

Service Status

Service status description [opg

[fr]
[de]

Status Starting Time

LU

Wed Apr 13 11:05:12 CEST 2016

Mon Mar 05 14:21:57 CET 2035

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.5
CPS pointer: https://repository.luxtrust.lu
Policy OID: 2.5.29.32.0

http://ltgroot.ocsp.luxtrust.lu
http://ca.luxtrust.lu/LTGRCAZ2.crt

FF:18:28:76:F9:48:05:2C:A1:AE:F1:2B:1B:2B:B2:53:F8:4B:7C:B3

http://crl.luxtrust.lu/LTGRCAZ2.crl

09:97:45:8E:13:AC:6A:5C:6F:1F:41:4C:F4:5E:C5:C1:0C:C6:6F:19

keyCertSign - cRLSign

SHA-256

C0:68:A8:A7:CC:2F:08:BE:0E:9A:1D:DB:0D:F0:1E:2F:7A:E7:9B:FE:50:31:22:C5:5
2:BB:7B:33:6A:1F:D6:F4

LuxTrust SSL CA 5

LuxTrust S.A.

LU

CZdFjhOsalxvHOFM9F7FwQzGbxk=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.
undefined.

undefined.

2021-11-03T09:08:00Z

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1

Page 48



1.9.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForWebSiteAuth
entication

1.9.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] LuxTrust SSL Certification Authority 5

Service digital identities

X509SubjectName
Subject CN: LuxTrust SSL CA 5
Subject O: LuxTrust S.A.
Subject C: LU
X5095KI
X509 sK CZdFjhOsalxvHOFMIF7FwQzGbxk=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2017-11-29T01:00:00Z

1.9.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForWebSiteAuth
entication

1.10 - Service (withdrawn): LuxTrust Seal and Signature Validation Service

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q
Service type description [en] undefined.
[fr] undefined.
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[de] undefined.

Service Name

Name [en] LuxTrust Seal and Signature Validation Service

Service digital identities

Certificate fields details

Version: 3
Serial Number: 4615819

X5 09 Cert|f| Cate rrrrr BEGIN CERTIFICATE-—-

MIIGX}CCBKGQAwlBAg/DRmSLMAUGCSqGS/bi‘DOEE'CWUAME4XCZA]BQNVBAYTAkXVMRYWFAYD\/OO
)AIMdXhUcnVzdCBTL) EUMSCWJOYDVDODDBSMdXhUCnVZdCBHbGQrYWW%rUXVhb ImaWVKIENBIDMw

HthM/AxM/ExMTMlM/EythNM/IxM/ExMTMlM/EyW/CBr/EdMEsGAlUEBR IUMDAXNjUwNDg1MzU1
MDIzNTQyMjYxNzA1BgNVBASTLkx1eFRy« dXNOI NIYWwgYWS5KIFN, 225hdHVyZ$E'WYWXpZGFOaW9U
IFN/CanYZUXF]AUBQNVBADTDUXIeFRyd MUQS4XFZAVBgNVBGETDI BVEXVLTIwOTc2H g
MQswCQYDVQQGEwW, jMVTEWMBOGA1UEAxMNTHV4VHjlcj’OgUySEL/CCAa/wDOY/Koz/hchAO EBOAD
ggGPADCCAYDngGEAOVXBMPD/4thDB[ SLYdkQaws+jRWuU1BXz52RKDJI52dpbS2j5bSar’

g IxCK] 6 OD861CEWXC]ZII48/EG55U534945A8uftdFIOF/A?W SCPGHB;i f3
RA: DAfARMHG /d/kh/sSBAZMEZFSH35VRgoZSCV[mgSHszAoaseUVDQZa7/73 ICEbESZOeE/F
SMn515M24dSWHﬁeCalaRk/GfLElu7AlllgLU/FMSKddC QGrMmIXExvHzITtB53hWN
VVWgEPPaMGth v3LzQe/PbBTn/FXZ/FXxzE/WOL8G] ng/a4VIO0KU+R GPM C6AbRW1§]gb2T4B
0z60U4Ud8eli/GHP/RBIePARqHgvUBGfAMagFPxDqiZ59v/S3ZIUIALUIco+2zbX2wPSOJVSORTz3
288, /VXyHYRmv5gFgXNd INe7tvHenTrTNMTrXkDu-+IX+aFLPypV7ALeEI3EOKZIL 3fixwz952QID

AQ, 0AUY4/CiwOX 47YUOEWHZmuffaquUWgYEGCCSGAOUFB wWED
EHUWCZA/E/gVEAISGAOEWCA\/ BACO! JAjkYBBTA+MDi 0i8vd3d3Lmx1eHRy
dXNOLmx1L3Vwi bGQhZCQkYXRhL3jICGQZaXRVanVUERTLanZhMCRU4WEWYGEACORgEGMAkG WQA
jkYBBgIWZgYIKWYBBOUHAGEEMBYMCCGCCSGAOL/FBZAththHRWGISVCWNhLmQ/E3AubHV4de1
€c3QubHUWLQYIKwYBBQUH| dXh0OcnVzdC. QOEZLmNydDBOBgN!
HSAERzBFMDgGCCuBKWE! CthMCWngYKWYBBQ
rnVZdCSSdTA/ ECEAIVSOAEDMDYGA1UdHWOVMCOwKéApaCEG]WhﬂdHAﬁLyE]CmWubHV4delC30u
bHUVTFRHUUNBM, DZMyS/CmWWE YDVRDOEADECEOSha5/+ky1MA4GAlUdDWEB/wOEAW/HgDAMBgNV
HRMBAF8EAJAAMAOGCSqGSIDb. DOEE'CWUAAdlCAOCn36/Er/mC+SCFusbmeqHTbX/v57VPE kholl
12¢230ZQ50+, bwlwgssrﬂn)’j WUCCTy5+RfW3lSCYfF/ZqSXZLOzCEOBf/ATng)J)/Lij
aVMuDx4fdSZW4Qd' 5meCTj'oatbWAersmsrszyzq/Kd/yndKrKSIwprL
mZMACt98/+7fleLkM/DCBIf+ISFNCMOOEGd YY55vyN/akimhYbD7qpx0aWr

eyNk84mco8LtSZVw: gWCOWCn+WUWODSN3BU5XBKK/ZPVU1+gWXf /qASIOZCEsHHB+gFU1ffyMCZU
ueijnf7GRZY95HseerYZ¢merdruwGQGPO/;Iy/rtkSanZthfyMEc/Wg/nggz+u1584
CGBhZUOGGUUNgPthM3FyVFXGEFLthHBnWjG+quZRVETM3+quA6KX7 bquCVXpZZEnfthQ

SYYNe

Nivafb3Ye \/lPuWLHl]a Wtt390zuhdZ8tvn70Di60CbA7uD1 VaeC/dVDGybthCmE5E;‘yL
NGPIQRWP 1Faa/f4QMDXpf1V]UnB 70laJ8ijvLpr39a06HM Tktxmg 7osvl
XcNv6c5 i 1EXjt6yCIZE;

rrrrr END CERTIFICATE-----

Signature algorithm: SHA256withRSA
Issuer CN: LuxTrust Global Qualified CA 3
Issuer O: LuxTrust S.A.

Issuer C: LU

Subject CN: LuxTrust S.A.
Subject C: LU

Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU: LuxTrust Seal and Signature Validation Service
Subject SERIAL NUMBER:  765048535502354226

Valid from: Fri Dec 11 14:52:12 CET 2020

Valid to: Sun Dec 11 14:52:12 CET 2022

Public Key:
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Authority Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

QCStatements - crit. = false id _etsi_gcs QcCompliance

id_etsi_ qcs QcSSCD

Authority Info Access http://qca.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGQCA3.crt

Certificate Policies Policy OID: 1.3.171.1.1.10.3.33
CPS pointer: https://repository.luxtrust.lu
Policy OID: 0.4.0.194112.1.3

CRL Distribution Points http://crl.luxtrust.lu/LTGQCA3-33.crl

Basic Constraints IsCA: false

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: 35:70:00:C0:80:1A:88:1B:19:A7:01:EF:29:46:9C:96:41:C3:9C:9E:CE:31:64:36:C3

:FD:BE:6B:42:2F:FF:3F

X509SubjectName
Subject CN: LuxTrust S.A.
Subject C: LU
Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU:

LuxTrust Seal and Signature Validation Service

Subject SERIAL NUMBER:  0165048535502354226

X5095KI
X509 5K Q7mFrmX6TLU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status starting Time 2023-03-01T13:19:137
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1.10.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvciInfoExt/ForeSignatures

1.10.2 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.10.3 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q
Service Name

Name [en] LuxTrust Seal and Signature Validation Service

Service digital identities

X509SubjectName
Subject CN: LuxTrust S.A.
Subject C: LU
Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU:

LuxTrust Seal and Signature Validation Service

Subject SERIAL NUMBER:  0165048535502354226

X5095KI

X509 sK' Q7mFrmX6TLU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2021-01-22T17:00:00Z

1.10.3.1 - Extension (critical): additionalServicelnformation
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AdditionalServicelnformation

URI

[en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.10.3.2 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI

len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.11 - Service (withdrawn): LuxTrust Seal and Signature Validation Service

Service Type Identifier

Service type description [en]

[fr]
[de]
Service Name
Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q

undefined.
undefined.

undefined.

LuxTrust Seal and Signature Validation Service

5228091

MIIGXjCCBK6gAWIBA /DTBY7MADGCS‘765/b3DOEBCWUAME4XCZA]B INVBAYTAKxVMRYwWFAYDVQOK
DAIMdXhUcnVzdCBTLKEUMScw/QYDVQQDDB5MdXhUcnVzdCBHbGIiYWwgUXVhbGImaWVKIENBIDMw
HhcNMjIxMjEyMDkxMDE2WhcNMjQxMjEyMDkxMDE2WjCBrjEdMBsGA1UEBRMUMDAXNjUWNDg1MzU1
MDIzNTQ: MYXNZAlBgNVEASTLleeFRdeNOIFN/YWWgYWSkIFNpZZ5hdH\gVZSBWY xpZGF0aW9u
/FN/Can 2UXFJAU TDUx1 Q! TDIZBVEXVLTIwOTc20Tg.

MQsw( OYDVOOGE jMVTEWMBOGAlUEAXMNTHV4VHjlC3OgLDJA/SBL/CCAaIWDOY]KOZIhVCNAOEEBOAD
ggGPADCCAYG CggGBAJ1PR+I5ZDDIISR8NFGSkSuvsqWZoU8: P3nu+2mGrYfS RhRO
aK+tDu874pce34NQNfKXRAB4rEgsPydEObWajAhv P1AUOL‘CaaCASCNBOWqufPAﬂ/XPFhC

(ONSBim5rfBwcebE7ZZzWwPV0qCky3JE9EspMylLXlaboC6k8eWKmi th/TrVOusAGjZA///C5Hmhr
KhaHI/BafVvaV 'ylpkWWAnfxyP64oi]+pV70vheDcEK4IK2STPeOart/y+m7uoEtScUKKTGzf+2z(
hY/OK/LungEbG/O/k/NCyQyA vpszvaTsDzLZF/FXNrXGCsE44tMubnp5Y065551A4DUFZ7pGp

dg hvg2ia Ae7FSOXXCKVrPZarPttHCIX/+2unNNKU$70

r7XM9LlaYfulx7keqe X4EVZOrlsVa9/51fOAFBtZVYUhTnOSPmWOdbDXdC_?-HECSEULg gHX(

CYWHW Y4/Ci /woxq47YL/OeWHZmnffaquUWgYEGCCsGAOLIFEwED
BHUwczAIBgYEAISGAQEWCAYGBACOI QAJKYE 0i8vd3d3Lmx1eHRy
AdXNOLmx1L3VwbG9hZCIkYXRhL3)I rGQZaXRank\/UERTL BkZh CRL/4WEWYGBACUR}gEGMAkGBWOA
JkYBBgIwZgYIKwYBBQUHAQE! EWBVMCCGCCSGAOL/FEZAEth‘OdHRwOIBVCWNhLmQ}C AubHV4de1

€3QubHUWLQYIKwYBBQUHMAKGIW QOEzLmNydDBOBgN!
HSAERzBFMD: GCCuBKWEBCthMCWngY/KwYBBQUHAgEWHmh0dHBZOlSvaVWb3di59 ES55dXhG
CnVZdCSsdTA BgCEA/szAEDMDVGA1UdHWOVMCUWKEApoCeGjWhDdHAELyQ]CqubHV4dH 1c3Qu
bHI RHUUNBMy 0z My5/CmWWEOYD\/R OE‘AOECEMU9+ kn/xdhMA4GA1UdDwEB/wQEAwIHgDAMBgNV
HRMBAfSEA]AAMADGCS GSIb3DQEBCWU, ICAQA/V5CtqZ3j4ki 4EdLUVOam/ZZMLHAO+IOD[yyU
b202Dw5W/5chLalVuVssflDZlApkdqu.?E/bS/ng’nHthGSa eexiDJ7R+4Pza0Qq81ZFEDYn
gL6siVqNOFHDB. 30CFOpRaMm2965 Od qYUW+0BwzoKq9kvtkM/kljA/+8X9Z30lunOtINPUrd
7+HSA7t7RQ+mWaqy! XwxvgVnPkL 7U/M/5/e jmVSicT18E1X1B54YC3PUleeYr2/Ycl9WrPe
7zYD5109qU+DjAkaygx42onOtR//RfoF ’hOd2Mb! qaLMs/cApZ/kd/thFHcp/ZGnEnPPharm/
EBrYk+/rC/2UcZaEKSanacdeVpCjc Witk9 H[DZ/p70/nggXBjuelYAtbvahmuYBfZl 5QT
3eSK3M5Uds4v q(UYCSHToXZtXﬂBnFﬁ/DbfmadBZA]GG 71iUhMFnxXwOm1q5bxIk8Stdd3M
ug+FfG/UDgEi‘beHcacC/QeBUM4COt DchCvxZvF96qrc+rfBBauThofUhUaaqw//T/4 05NSrin
fZ6/55X9E7CaqRuUpH- 7va70NXrtchM21/queA[Ecu2SfdslgAmaowCOOBQW/QCqBaLDeWskp
nESqukC4erDCpb74HbZOtKIqu1qulnPH/Af7

rrrrr END CERTIFICATE-----

SHA256withRSA

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU
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Subject CN: LuxTrust S.A.

Subject C: LU

Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU:

LuxTrust Seal and Signature Validation Service

Subject SERIALNUMBER:  0165048535502354226

Valid from: Mon Dec 12 10:10:16 CET 2022
Valid to: Thu Dec 12 10:10:16 CET 2024
Public Key: g7 I e e 02 B T

.......... 24:CF:EB:C8:82:77:21:BE:AD:A2:69:E0:
5A:61:FB:A5:C7:89:1E:A9:DC:78:11:5C:E8:8A:2B:15:6B:D8:AC:D6:D4:00:

Authority Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

QCStatements - crit. = false id_etsi_gcs QcCompliance

id_etsi_ qcs QcSSCD

Authority Info Access http://qca.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGQCA3.crt

Certificate Policies Policy OID: 1.3.171.1.1.10.3.33
CPS pointer: https://repository.luxtrust.lu
Policy OID: 0.4.0.194112.1.3

CRL Distribution Points http://crl.luxtrust.lu/LTGQCA3-33.crl

Basic Constraints IsCA: false

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: D8:EE:27:2E:23:B4:0F:6A:2C:AA:62:E1:D2:14:3B:66:BF:30:8E:44:C7:2F:68:0F:2A

:10:70:88:91:2B:94:E8

X509SubjectName
Subject CN: LuxTrust S.A.
Subject C: LU
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Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU: LuxTrust Seal and Signature Validation Service

Subject SERIALNUMBER:  0165048535502354226

X509SKI
X509 5Kl QXT365cnF2E=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2023-09-15T06:00:577

1.11.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.11.2 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.11.3 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q
Service Name
Name len] LuxTrust Seal and Signature Validation Service

Service digital identities

X509SubjectName
Subject CN: LuxTrust S.A.
Subject C: LU
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Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU: LuxTrust Seal and Signature Validation Service

Subject SERIAL NUMBER:  9165048535502354226

X509SKI

X509 SK1 QXT365cnF2E=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2023-03-01T13:20:20Z

1.11.3.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.11.3.2 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.12 - Service (granted): LuxTrust Qualified Electronic Registered Delivery Service

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/EDS/Q
Service type description len] An electronic delivery service providing qualified electronic deliveries.
[fr] Un service de livraison électronique fournissant des livraisons électroniques qualifiées.
[de] Eine elektronische Lieferservice bietet qualifizierte elektronische Lieferungen.

Service Name
Name len] LuxTrust Qualified Electronic Registered Delivery Service

Service digital identities

Certificate fields details
Version: 3

Serial Number: 5568343
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X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject OU:

Subject SERIAL NUMBER:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

----- BEGIN CERTIFICATE-----

MIIGSDCClegAWIBAg_/DVPdXMAOGCSqGSlb3DOEBCWUAME4XCZAJBQNVBAYTA)(XVMRYWFAYDVDD
DAIMdXhUcnVzdCB’ LkEuMSCW]OYDVOODDBSMdXhL/CnVZdCEHbGQ/YWWgUXVhbG/maWVI(/ENB/DMW
HhCNM/MWNDE_?MDk M/AlWhCNM/ngDESMDkOM/AIVV/CBIZEdMBSG  1UEBRMUI MDAXOTkXOTIyNTUl
MzczNDA5NzQxODA2Bg| NVBASTLOXIEFR% IXNOIEVSZWNOcm9uaWMgUmVnaXNOZX)I: CBEZWXS !
eSBTZXjZaWN/MRYWFAYDVOO IMdXhUcnVzdCBTLKEUMRcwFQYDVQRhEw5WQVRMVS0yMDk3Njk4
NTELMAKGA1UEBhMCTFUxFJAUBgGN) BAMTDUXleFRdeNOIFMU054wggGlMAUGCSqGSIbBDOEEAOUA
A4IB WAwggGKAoIBgQCUMAIVxpTi7g/SwIEWwlaD2kR1VRVbM5gt8DQYQWRH2gczSMwVFjaT(

9HWQzb: HpMwaQdeRrSozblk7drAf1DTWVEId2mX7000NB [sD2Cal WEMAGYJVK/SSXZmZIOENOK
jreAunOpOKijp mY1CIWDZh, Ap ZRIKINBG] 5quNUWp4AV309NddS jXSZdNCVZGlHZNOtOE‘
8noNCDq8uWkIs54mTOWzUn: ID gEJ é ’xaE91LCMhNX24g. ZOjg IRfkR+whEO8HeAdM
CO3OSY§5N5KCuthqOWnZy4 2tp/bfjl /VORMMYND detSOSrdp/8p07KFB RECD/HFX4PkLYn
MpQayuudLICqYuDILNLF26IL205LPoskbKC7VwG063: II_?U 4baeTim4+s0420D, 9[’924AhV
KGFVuUIEATPp]IE/OOXmL3Cf6Ef e/SCdeyE/l795056Ag 5X50+65uuTN55/IId]/Q
AWEAAaOCAbMwggGvMB8GA1UdIwQYMBaAFGOPwos| sauOZFNH/hZZ H32rKh1MGaGCCsGAOUFBWED
BF4wXDAIBgYEAISGAQEwWCA GEACORgEEMDE GBg BTANMCI UWHZhUdHBZOr8vrmeb3di59y
eSSSdXhDCnVZdC5¢b20TAmVuMEMGB QA kYBB]A/BgCEAISGADYCMGYGCCSGAO wWEBBFowWDAI
BggrBgEFBQcwAYYbaHROCDOVL3FjYS5vY: NwmeIeHRdeNUmelMCOGCCSGAOUFEzAch/FodHRw
0i8vY2EUbHV4 dHl c3QubHUVTFRHUUNBMy 5, /CnOWTWYDVRO IBEQWRjA5BggrgSsBAQoDITAtMCsG
CCsGAQUFBwIBI DdHRWCZDVL3//(GQZaXRankub V4dH)1c3QuY29tMAKGBWQAI+XxAAQMwI NgYD
VRDfBCEWLTAroCmgMY/aHROCDovL2NybC§sthDCnVdeSstQMVEdROOEZLTMszNyb )ARBgN!
HQ4ECgQIRLIHJIGwOpUwDgYDVROPAQH/BAQDAgeAMAWGA1UdEWEB/WQCMAAW! QY]KaZIthNAOEL
BQADggIBAJkrPh20)V2: YtklRSXIShDPm75PWamTLp65m6HVHa/3PU3aVC3RHA7/MY4VM8I3¥55L& "

t!

+H3ya gOOUOECFtL XNTAV5VPK+VZNVpk
y/+ 5LGBhu6VIQS7200+tzCexUBWwdlZWRYquUS

aARDleéETrG/quV4]K33udyX/ngZDqGAVXDGE jw/S)G3Jt+0AgRLEGCc3VmZ2fldXdAmu2MOj
N5FMs5tw8RgqwPsyHsi fZNNEgaDkqu/25+xeYa08q LYxYa/ppF2LsErZmiYqZb3qArXwi+RECIk
FA2WKKE5bQi fa508FstIHnynruP1mO qfdSI78T1V3vorDKIMfdibNv4ZsH1KRzv0OBCagW680v

WQAqGXWe7Lxk/I 6YYRC1 YzﬁunYSMWOZuuWZVDElr780805OEnR2PubFnDZ7DUNCpZn/YDZH\/3R
mWCVXBUEkpk3nSZe5KWA112 N84 X/roStbq2njdXNHE
DOleElysquKp//_?]CAEWNebOsH6fO45NWZIYGCNfEGSEhHLX+FfYEOZWgyM_?anERRCP/SOBU
+mSLVIdA

————— END CERTIFICATE-----

SHA256withRSA

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust S.A.

LuxTrust Electronic Registered Delivery Service

00199192255537340974

Mon Apr 17 11:42:05 CEST 2023

Mon Apr 17 11:42:05 CEST 2028

gg:sZ:UI.AZ: 0:0D:06:09:2A 4 7:0D:01:01:01:05:00:03: 2'01:8F.'00:30:82'01:8A:02:82'01:81.‘00:94:32'12:15.‘(,‘5:91[17:52:55.OZASCZ:CZ'51:163(,(‘:2:56:83:DA:44:75:55:15:53:33;“

E3 EB OE E3

69:
:A5:22:3D:D4:C3:86. 6D:0.
:F5:2A:39:E8:08:27:33:2A:39:C5:2A:3E:E9:EB:AE:4C:D: BQ FC 8l .5D BC

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

http://qca.ocsp.luxtrust.lu
http://ca.luxtrust.lu/LTGQCA3.crt

Policy OID: 1.3.171.1.1.10.3.33
CPS pointer: https://repository.luxtrust.com
Policy OID: 0.4.0.194112.1.3
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CRL Distribution Points http://crl.luxtrust.lu/LTGQCA3-33.crl

Subject Key Identifier 44:B8:87:26:51:B0:3A:95

Basic Constraints IsCA: false

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: 03:5E:14:A2:94:55:63:EB:79:85:E3:EE:DE:55:89:71:D1:B3:16:F1:0F:3A:1E:D4:37

:6C:01:9F:9B:76:39:08

X509SubjectName
Subject CN: LuxTrust S.A.
Subject C: LU
Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU:

LuxTrust Electronic Registered Delivery Service

Subject SERIAL NUMBER:  0799192255537340974

X5095KI
X509 5K RLiHJIGWOpU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2023-05-05T08:19:46Z

1.13 - Service (withdrawn): LuxTrust Seal and Signature Validation Service

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q
Service type description [en] undefined.
[fr] undefined.
[de] undefined.

Service Name

Name len] LuxTrust Seal and Signature Validation Service
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Service digital identities

Certificate fields details

Version: 3
Serial Number: 6066793

X5 09 Cert|f| Cate rrrrr BEGIN CERTIFICATE-—-

MIIGrzCCBJegAwIBAgIDX]|JpMAOGCSqGSIb3DQEBCWUAME4xCzAJBgNVBAYTAKxVMRYWFAYDVQOK
DA1MdXhUrnVZdCBTLkEuMSCWjOYDVDODDL 5MdXhUcnVzdCBHbG9iYWwgUXVhbGimaWVKIENBIDMw
IDkwNDAzWhc DkwNDAzWjCBrjEdMBsGA1UEBRMUMDAXNjUWNDg1MzU1
MD/ IZNTQyM)YxNzA1BgNVBAsTLkx1eFRydXNOIFNIYWwgYW5kIFNpZ25hdHVyZSBWYWxpZGF0aW9u
IFN/CanYZUXF]AUBgNVBAaTDUXleFRdeNU FMUQS4XFZAVBgNVBGETDIZBVEXVLTIWDT ZDTgI
MQswCQYDVQQGEWIMVTEWMBQGAIUEAXMNTHV4VH|1c3QgU) SEL/CCAa/WDOY/KoZ/thNAO BBQAD
GPADCCAYDngGEAPbGﬁZCmSesSIurtVleZquEanQlA 7/Kr1LyKiZOHIqTUJJsPc1Gkji
GVUV7NPLICKQCcXt8Q3eu/WL4sUOC4DAaKC/RGmpo; /6TZ§0L]07/0N[CP5582+UU/ 5VCB AX VI?
m5ShWME9X| MSIHOA7EmOEVmILGFLOIlVINE/MQLSFHbthE -AQXEhWVAIrwA+VdW3SoXiN| 50PP+G
QEE'DY+Rd/362/OFH]IOa/DquH$5SZUXqud3 5NDQ90vn+QPMPNNg +8NCBOHPEO/DIEJYOZM5
t+dGv/LIj WAbeve3a+SJVAkNy/EDYGFASLX7K(LnPKaU12dfhK2HprSXqukZH IMImULIQ5II+s5
lecuPw8IgUEzGOJBpuGcOm46Skr95KKtHDrgol DORSLQQFXhRY4au3dvbueanWSHPNX/89WL/7VW
fdeyLSNRKGkruWa/fP/QqEnr9d09+b/chquvEBYhPFqudVDl UBCXAQXNMjZljaYpzMul8QID
AQAB04IBszCCAa8wHwYDVROjBBgwFoAUY4/CiwOXx 347YUDEWHZmaffaquUwagYIKWYBBDUHAOME
X/ECMAgGe‘JqOA/kYBATAIEgYEAIS AQOWMQYGBAC! RgEFMCCW/RYfaHRUCHMELyQyZXBVCZ/Db3/
Lmx1eHR WYGBACORGEGMAKGBWQAjkYBBgIwZgYIKwYBBQUHAQEEW|BYMCcG
CCSGAQUFBZAth 0dHRwOI8vcWNhLm9jc3AubHV4dH|1c3QubHUWLQYIKwYBBQUHMAKGIWhOdHA6
Ly9]YSSsthUCnVZdC55d59MVEdRQDEszNydDEPBgNVHSAESDEGMDKGCCUEKWEBC MhMCOwKwYI
12h0dHBZ0i8vci 0cnVzdC5jb20wCQYHBA L7EAEAZA259NV

HRSELZAtMCugK aAnhiVodHRwOi 8VY3J5LmXIEHRngNOLmX1LOXURIFDDTM[MZM Y3/sMBEGA1
DgQKBAhCYX6fZQctWDAOBgNVHQ8BAFSEBAMCI 4AwDAYDVROTAOH/EA/wADANngqhk/GQWOEAOSF
AAOCAgEAPZk/py/PUIZ7Wtsszw2/X6y4P$y YTH7BFYPvZQ2fG8383KyrOb6s/q+sA2vVQ7Qbemx
m958J3c8fj76Tm7bwfQn6V4i8z/6 7btXkyrsk WDWB]yBiSzQl4clhwsHdo9DodNmUIHKbgxIzibP.
CEXKkCIPEpGqd9rfh5cIbOAeXHC/WSEhHhMAX3Q4zy91V7HX1i/hU4uurXuMRKonv3S+yiiK/vZth
v87IsHIE6X9ZEVVE6C5ZSuf2yMZsr)51UIPKObAXuIY3w! CaZVV/ZZX[FAQE/GP7ZF10Vel//\/ M5
G+UYMFuw5sYI3vISLCKcXUO+HO+dBBnUpUTn+3mZTr2E\
/rZ/tlqu7YEea7Ao/anCquXEoD/qC4qE xFopYhTmi FUFEGapW_?NSoL/in»UO/IHyhanaUdzfl
LuMauNZbrIvddnivwbuzsapyul ool bYLoTKSd5arFqbKUc 1063/34N85HfTa/wIC/WynXsOkrN
C/HX_?ThOOSIE]kaZ// mHXwBY7uuNgfOWARhLRkpIHYtsSI1LbusU91IAWRVKOOWiChEMriew
rFr&DBBBjZVv AEmsort WHPWUPNbBVfRV/ZR(’TWSYt 6MJuUpOGxP9yGrHBIg2Z9WQe/VBnzGtmwX
zgCwto=

rrrrr END CERTIFICATE—-

Signature algorithm: SHA256withRSA
Issuer CN: LuxTrust Global Qualified CA 3
Issuer O: LuxTrust S.A.

Issuer C: LU

Subject CN: LuxTrust S.A.
Subject C: LU

Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU: LuxTrust Seal and Signature Validation Service
Subject SERIAL NUMBER:  (765048535502354226

Valid from: Thu Jul 20 11:04:03 CEST 2023

Valid to: Thu Jul 20 11:04:03 CEST 2028

Pu bllc Key: 30:82:01: A2 30 0D:06: 09 2A:86:: 48 86:F7:0D:01: 01 01 05 00 03: 82 01 8F:00:30: 82 01 8A 02:82:01:81:00:F6:1 56 EQ 90A6 49 EB:. 3C 22 ESA%57 50:AC: DA'CDAA 12: 73 75:F6:50:. 35

C2; BB: 6E: 9F: 1C; FF: :7F:24:DD:
:AB:F9:05:88:4F:16:6B:EA:75:50:F5:88:10:81:01:05:CD:32:36:48:8D:A6:29:CC:CB:88:F1:02:03:01:00:01

Authority Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

QCStatements - crit. = false id_etsi_gcs QcCompliance

id _etsi_ qcs QcSSCD
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Authority Info Access http://qca.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGQCA3.crt

Certificate Policies Policy OID: 1.3.171.1.1.10.3.33
CPS pointer: https://repository.luxtrust.com
Policy OID: 0.4.0.194112.1.3

CRL Distribution Points http://crl.luxtrust.lu/LTGQCA3-33.crl

Basic Constraints IsCA: false

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: F7:FE:3F:A8:D2:0C:E1:FC:9E:AQ:FF:F2:6D:82:41:1A:8E:A5:58:5A:95:06:8A:B8:95:

6B:63:16:70:65:E9:6B

X509SubjectName
Subject CN: LuxTrust S.A.
Subject C: LU
Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU:

LuxTrust Seal and Signature Validation Service

Subject SERIAL NUMBER:  (11655048535502354226

X5095KI
X509 5K OMF+n2UHLVg=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2023-09-15T06:00:34Z

1.13.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation
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URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.13.2 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.13.3 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q
Service Name

Name [en] LuxTrust Seal and Signature Validation Service

Service digital identities

X509SubjectName
Subject CN: LuxTrust S.A.
Subject C: LU
Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU:

LuxTrust Seal and Signature Validation Service

Subject SERIAL NUMBER:  0165048535502354226

X509SKI

X509 SK' QOMF+n2UHLVg=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2023-07-20T09:27:53Z

1.13.3.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures
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1.13.3.2 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.14 - Service (granted): LuxTrust Seal and Signature Validation Service

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/QESValidation/Q

Service type description [en] undefined
[fr] undefined.
[de] undefined.

Service Name

Name [en] LuxTrust Seal and Signature Validation Service

Service digital identities

Certificate fields details

Version: 3
Serial Number: 6130514

X5 09 Cert|f| Cate rrrrr BEGIN CERTIFICATE----

M/IGrzCCE/egA WIEAg/DXYtSMAOGCSqGSIbEDOEECWUAMEAXCZAngNVEA YTAKxVMRYWFAYDVQQOK
MdXhi dCETU(E jO OO MdXhUrn VzdCBHbG9iYWwgUXVhbGImaWVkKIENBIDMw
h(NMM D yMTUw| )2/ W/CBrjEdMBs! GAIUEBRMUMDAXN (UwNDg1MzU1
MD/zNTOyM/YxNzAlBgNVBAsTkaleFRyd NO/FN/YWWgYWSkIFNpZZShdHVyZSEWYWXD GF0aW9
IFNIcnZpY2UxFjAU Q54. TDIZBVEXVLTIwOTc20Tg1
MOSWCOYDVOOGEW]MVTEWMEOGA1UEAXMNTHV4VHjlC3UgU!SBL]CCA&IWDOY]KDZIhVCNAOEBEOAD
ggGPADCCAYnggGEANraTuO462m8KYDeDC jTcY NNbK9y!
mpuhBzqO2EDrQ+do715b0eg0k9W2DqfDTFi) deeh/quW7OLeZueczF3+Pn3AYkWuRmEe7aRLK1
JFne3IDOAC5cdUWQG! 999HP753PpCYr bvT/|VkkLwfLQOA2/j8610umXx5ijB15BxmkTxUOOFo 53
7KVd7380jdk9+r1K4eN+L5/DAgpY2d RSXrKMmPhrch5jg/<xf26uhX4Kh/8L/EoSCdIDU5qa/BV P
xhwrHmFGx26ahYujcvi TOTAYLgF/leSLq.? bDafyj/L10aMwG3D9v4G7F6c6rSs HU5VB38 /
91u05terR3f/bDlCXRll/1TDOhuLG/K cqhQs+9IW2vWBEFdztRIYNZV8THvali6aVY|48 z
PHuMSZeYFWtbzufB?th/+Zp9ba/ ks7UELe/+437TyFA/4LnHeang3cghbl/rTXzoCr /OO
CAa8wHwYD! UY4/Ciw0xq47YUOeWHZmoffasqHUwagYIKwYBBQUHAQME
X]BCMAgGB OA, kYBATAIBgYEAI5GAOOWMQYGEACO ﬁEFMCCW /JRYfaHROCHM6L | ¥9yZXE vc2/0b3/5
LleeHRy IXN LmNVbRMCZW4wEwYGBACORgEGMA GEWOA kYBBglwZgYIKwYBBQUHAQEEW]BYMCcG
1c3QubHUWLQYIKwWYBBQUHMA
Ky9¢Y555dXh0CnVZdCSSdSQMVEdROOEZLmNydDBP NVHSAESDBGMDkGCCuBKWEBC MhMCOWKwYI
wYBBQUHAgEWH2h0dHBz0i8vcmVwb3NpdG9yes. SdXhOCnVZdCS/bZOwCOYHEACL7 -ABAZA2BgNV
HR8ELzAtMCugKaAnhiVodHRwOI8vY3JsLmx1eHRydXNOLmx1LOx FDQTMtMzMuY3/sMBEGA1Ud
DgQKBAhA86xxMKqZqTAOBg! NVHOSBAfBEBAMCE4AWDAYDVRDTAO //BAIWADANBgkqhkiGIwOBAQsF
AAOCAgEAHvTSMNn/+/quVsSvakVZkP/K/VuE/SAEu/mhlLthN/E/HGsOYdU;zqueRBQrG/DQ
4xf7Q4B3al iD9UhTaOy20Q88/BRx
FS/7aL55/P66arGKDmWfBXZSPVZ+DRTZVéIXE/BX_?L/VLGD/WZbt/kBDdXPNHCBODDXCB?/SgZ}H
YVJtHqzjj4hCLTppqqUT3jv7ntkjkFDKNKqIZtVhleQ8KI4R455H4G T 32zBUjQ/5DUDBIKWEG)
MGPCdkvufdVT4JAtd8IX4xCtyrVW088Hb6mphuFohM/K91ZVbV)jYXFIZZSL5r1cRLREUIMYRLVhI
8YRpcPG2Q++Fy: Xf%CmC5VZ§158 ghq CEnvagOEaCGBsIE/d/q+%)G/D/XHIJBOGhXVdZWpXWISO
00 )jpwebFHpOttAh. W1f+ngE/tpquYrRofow3Gj'L?va/NonwW MgO7tPalwsc6iPinXsRKePD
1tyKG2XY2uhfa9L6t/pCUHeiM|+s4X4sjhfHI WKTEd1pYuomiDacRBwW)rGFj/9UNEEs
ggbUQEIPA/aplEDB4OPSRWofk1d+v60vitxpG39MuPSUE+emejuPStD54Lgthv(PYVXYSquTMm

----- END CERTIFICATE-----

Signature algorithm: SHA256withRSA
Issuer CN: LuxTrust Global Qualified CA 3
Issuer O: LuxTrust S.A.

Issuer C: LU

Subject CN: LuxTrust S.A.

Subject C: LU
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Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU:

LuxTrust Seal and Signature Validation Service

Subject SERIALNUMBER:  0165048535502354226

Valid from: Tue Sep 12 17:04:04 CEST 2023
Valid to: Tue Sep 12 17:04:04 CEST 2028
Public Key:

F:32:60:C1:86:3C:7B:B8:E1:2D:9E:60:55.
:0A: 2: 0:

7:3B:51:F5:83:59:57:C4:C7:BD:A2:62:E9:A5:58:27.8
4:09:78:2E:71:DE:A3:1C:20:DD:C8:21:6E:5F:EB:4D:7C:ES8: B3:C8:41:02:03:01:1

Authority Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

QCStatements - crit. = false id_etsi_gcs QcCompliance

id_etsi_ qcs QcSSCD

Authority Info Access http://qca.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGQCA3.crt

Certificate Policies Policy OID: 1.3.171.1.1.10.3.33
CPS pointer: https://repository.luxtrust.com
Policy OID: 0.4.0.194112.1.3

CRL Distribution Points http://crl.luxtrust.lu/LTGQCA3-33.crl

Basic Constraints IsCA: false

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: AD:12:18:65:4D:1D:7D:B6:46:06:3D:A4:45:£9:D8:C1:4C:F4:50:AD:20:8C:9D:A8:

24:FC:1E:9B:7D:8E:CB:98

X509SubjectName
Subject CN: LuxTrust S.A.
Subject C: LU
Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
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Subject OU: LuxTrust Seal and Signature Validation Service

Subject SERIAL NUMBER:  0165048535502354226

X509SKI
X509 SK| QPOscTCgmak=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2023-09-15T06:20:517

1.14.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.14.2 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.15 - Service (granted): LuxTrust Qualified Time Stamping - LTQTSCA-RSA

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description len] A time-stamping generation service creating and signing qualified time-stamps tokens.
[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] EinkZeit-StempeIn Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
Tokens.
Service Name
Name [en] LuxTrust Qualified Time Stamping - LTQTSCA-RSA

Service digital identities

Certificate fields details

Version: 3

Serial Number: 136821406228270634337701545121855071240
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X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Certificate Policies

Key Usage:

Thumbprint algorithm:

Thumbprint:

----- BEGIN CERTIFICATE-----

MIIGVDCCBAygAWIBA'gIOZu7Y/E77inglmOMSvhkCDAEngqhleQwDBACDWMKANMASGCWCGSAF

wQoC, DQEBCDAL AgOIAWIBQDBVMQswCQYD! OOGEW/MVTEWMBOG

A1UEChMNTH\/4\/HjlCSOgUySBL/E\/MCUGAIUEAXMmTHVAVHle_?O UXVhbGImaWVkIFRpbWVzd

rGluZﬁBDOSBSUOEX -ZAVBgNVBGETDI. ZBVEXVLTIWOTCZOTEQ B4XDTIzMDcyNzA5MzEON1o. XDTO

MDcyi ZA5MZEDN1aWbZELMAkGA1UEBhMCTFUXFAAUEgNV JA0TDUx1eFRydXNOIFMuQS4xLzAtBgNV

EAMT]leeFRdeNO/FFlYW ZmlIZCBUaW1Ic3RhbXBpbmcgQOEgUINBMRcwFQYDVQRI hEW5WOVRM

VS0yMDK3N; k4NTCCAIIWDOY/KaZIhVCNAUEBBO \DggIPADCCAgoCggIBAMUzB2UdE2mu/3wT+QnU

GPgr3inLg9) E358ELGSgP/87eDFn8+erplSMtK6€Ga /9rG/L4567A 4215 +vtChwwF4LLAMA2
wVOLt6FIwtaTzBviW/BLVK6XOKxtBD+PXgvZ6l 5/KL6 EX\///ILXVSUFPnR70CAIAZCqu0X9

KXFVS QhHkzGJv6xi thkUV/alZNtf5V7P+h516L/RZn1u8chf6G 'RS+2vsknAgQx36Bg7C3wICT

wmyYEL T09Dhy/K9KMC/ZxchjkE/HpasWZ4z/61xd/Rly8QUUMIVQBoWpr/D IxpYjetigd-

+Wij
YI6tqle4$Zh7rqPV3fVcn ejy9BGeYQSMVc: 4 GEykaM bCOZ YRU2ctQ) l76+/P77Yl7/
4Wp70ICZrBtjJhcThx4L {N6V68502 zZX1Am 4FFqwWUzptPliLGI +hAimJt/TI2
pli uschhn/OVKRQK/o WE MIpUIbbGZ+h WMUEuoL‘LfAA VRSHL/OUAE/kaOStGYqLSZ4 qu[UPN3In

Xcc/wbYxval/+MnGl
rObOTM1h' DLZhBIKCSVHCZNjZOyanDRE/7HLby/07ngIfK9XVjCkRuXAgMBAAﬁ/gYSWgY WEC YD
VROTAQH/BAg ngEE/W/BADAdEgNVHO4 FgQ! //ZZrmH/tXi‘EZI nta9QPnbi MWOWY VR 9BDww.
0jA4BgcrgSsBAQERMCOWI BzOi8vemVwb. 0cnVzdC5j
b20wDgYDVROPAQH/BA DA EGMDGGCSqGSIb OEB A WOAOWCWY]YIZIA WUDBAIDORUWGA Y/KoZI
hvcNA EIMASGCWCGSAF/AWOCAEIDA FAA4ICAQAEZO mCKKXAIwaSFEHtBGxKL‘M+L7w4quDwgb
0]W/Agu8NWNKUXb3CGI9W POC735Qc! MXZI(XX4H565hXDalej08ﬂst12f2$4C vdmgVp93kqR
M/py|ZIb7pvLpr3HiGzGuZ9/QqZ! GVFPKOV//DEDB‘aDngh/TA(lj‘/sW /2QzWHIVI A
NS leN3f9/ 75cmej899k0qu+oNUY26 VtI7unux+xbhLOOYINOWBCNfrPriVTSMDFE4nDCY2ms4
rK/IzFwMQdyZcawE6K6RuTeUuvY1fKOwoY1u4HSUNS/BMEU2vosBI5 7Ht5V+w+tMriQ/D95Lvtbc
1iQalxLHGcHrAbbm5aFWdUYWQn/e2pAf6ItXYrOTiIW8SK5JP7L2YU/sPi49jbhDy+35NX4bos6cv
zm+fFC5SuCPTGbGCQI/A5wPugHSym/IK EdftdaLHLSb yy5r// Y+ GwDdewW// yLU4hiopP2vfb
R3tVTD8Dplo045c0gWmFqm6VgqueZTCaDBq7BFO78VHFz0TRo/03K51e0lje/qe+y8NjbwtvGNNX
CrUBEg cL1 GBph;JdeHdBAD OSZLBVD5aCHUbEGBl3v373gyPL+quTGAGRAq+E/NUX+kCtBOKGUR
nytigvYkrnKAza7inSDpz1YQIWPtj9QpjoulVQ=:

----- END CERTIFICATE-----

RSASSA-PSS

VATLU-20976985

LuxTrust Qualified Timestamping CA RSA

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust Qualified Timestamping CA RSA

LuxTrust S.A.

LU

Thu Jul 27 11:31:47 CEST 2023

Mon Jul 27 11:31:47 CEST 2043

0:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:C5:33:07:65:1D:13:69:AE:FF:7C:13:F9:09:D4:18:FA:AB:DC:89:CB:83:D2:41:
E: A 66! AE: A5, 82. 36 A

AA
7:5 3F: AC. E:C6:78: 08.68: D0:7A:48:5 75:56. C5. 0:F. B: 0 :6C:33:A3:EF:7F:D3:1 OE'
E8 74:AE:AF:46:CE:4C: CD 61:56:82:F3:84:1D:4A:09:25:47:73:63:49:D9:0C:9B:9F:14:11:BE:3E:C7:2E:3C:BF:D2:0D:B5:AD:F2:BD:5D:52:42:91: lB 97:02:03:01:00:01

IsCA: true - Path length: 0
8F:CE:FF:FD:9C:EB:98:79:6D:C7:71:19:D6:7B:5A:F5:03:E7:6C:C3

Policy OID: 1.3.171.1.1.1.17
CPS pointer: https://repository.luxtrust.com

keyCertSign - cRLSign
SHA-256

3C:AD:E9:B3:2E:DD:E7:EB:80:62:F3:1C:52:80:AF:A5:14:38:25:49:85:24:52:02:1F
:5F:DE:91:58:CE:DA:11
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X509SubjectName
Subject 2.5.4.97:
Subject CN:
Subject O:
Subject C:

X5095KI

X509 SK |

Service Status
Service status description en;

[fr]
[de]

Status Starting Time

VATLU-20976985

LuxTrust Qualified Timestamping CA RSA

LuxTrust S.A.

LU

Jj87//ZzrmHItx3EZ1nta9QPnbMM=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

undefined.
undefined.

undefined.

2024-03-01T06:19:33Z

1.16 - Service (granted): LuxTrust Qualified Time Stamping - LTQTSCA-EC

Service Type Identifier

Service type description [en]

[fr]
[de]
Service Name
Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.
Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

EinkZeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
Tokens.

LuxTrust Qualified Time Stamping - LTQTSCA-EC

162724232553392066355863827146629042442

M/IC7/CCAk+gA wIBAgIQemuMFkugLRT/T6/8wxXRCjAKBgaqhkjOPQQDBDBUMQswCQYDVQQGEWIM

'MBQGAIUEChMNTHV4VH|1c3QgUy5BLIEUMCWGAT UEAXMITH\MVH]IcBOgL/XVhbG/maWVk/FRp
bWVZdGFL‘CG/uZyBDDSBFOZEXMBUGA1UEYRMOVkFUTFUtM]ASNZYSODUWHhC IMjMwNzI3ML
WhcNNDgwNzI3MDkxNTUOWjBuMQswCQYDVQQGE IMBQGA1UEChMNTHVAVH]1 c30guy5EL/Eu
MCwGA1 UEAXM/THV/IVHjlCBOgUXVhbG/maWVk/FprWVZdGFtCG/uZyBDOSBFOZEXMBUGAlUEYRMO
VKFUTFUtMjA5NzY50DUwgZswEAYHK0ZIzj0CAQYFK4EEACMDgY Y VpMPV8Ke6CFwPTtcCBU97
E9NBVaOIZHQTtsIANZWAKcy DK7q0CvqdbtngBIsmj2WeDGYItx rXMA NO SCYSgIwGBs18GDSRF
VDnG06gcma6X8wwK4w5SkT+al anDer78Zkk[730m4ynKF1LCSSlzhO/RSkZ//OMOpTWO yaC9y7
yaOBIZCBlDASBgNVHRMBAfBECDAGAOH/AgEAMBDGA IDgQWBBQfnOjiFqUajNWnixtuGObGTrzd
uDBDBgNVHSAEPDA6MDgGByuBKwEBARAWLTArBggrt BgEFBOcCAR YfaHROCHM6Ly9yZXBvc210b3]5
Lmx1 eHRdeNOLmvaTAOBgNVHOSBAfBEEAMCA QYwCg' Y/KOZ/Z/OEA wQDgYWAMIGIAKIB+ByEUZGm
ESKoNleqZH70dlr?Zanlk9/d1 rL+1vLKEajwxcxit 5kDé] GB/ME+ILBAOAFmMCAC6ladu96
TiYCQgCVJMomjBesCQ6/9rb4xUt6Q3NNZ4IVBjCItIVi6a YYoJrQOJtvequAkIRR 78BFnSmK/e
7foZBcwlLVhzGGgti8w==

SHA512withECDSA
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Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Certificate Policies

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

X5095KI

X509 SK |

VATLU-20976985

LuxTrust Qualified Timestamping CA EC

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust Qualified Timestamping CA EC

LuxTrust S.A.

LU

Thu Jul 27 11:15:54 CEST 2023

Mon Jul 27 11:15:54 CEST 2048

30:81:9B:30:10:06:07:2A:86:48:CE:3D:02:01:06:05:2B:81:04:00:23:03:81:86:00:04:00:55:A4:C3:D5:F0:A7:BA:08:5C:0F :4E:D7:02:05:4F:7B:13:03:41:55:A3:88:D8:74:13:86:C2:00:35

:95:80:29:CC:83:2B:BA:B4:0A:FA:9D.6E:D9:E0:07:DB:26:8F:65:9E:0C:66:08:87:1A:D7:30:01:A4:35:0E:12:09:84:A0:97:01:81:B3:5F:06:0D:24:5F:54:39:C6:D3:AA:9C:99:AE:97:F3:0C:0
A:E3:0E:64:4F:E6:AB:43:19:C3:91:9A:FB:F3:39:24:B7:BD:E8:9B:8C:A7:28:5D:4B:0A:CF:35:CE:1D:08:45:29:36:22:2D:0C:D2:94:D6:40:6C:9A:08:DC:BB:C9

IsCA: true - Path length: 0

1F:9C:E8:E2:16:A5:1A:8C:D5:A7:8B:1B:6E:18:E6:C6:4D:FC:DD:B8

Policy OID: 1.3.171.1.1.1.16
CPS pointer: https://repository.luxtrust.com

keyCertSign - cRLSign

SHA-256

F9:6F:E7:59:D3:E1:90:50:3D:F2:27:BB:EC:81:DC:17:22:92:86:C5:32:BC:60:59:51
:B6:53:40:4D:14:6A:0B

VATLU-20976985

LuxTrust Qualified Timestamping CA EC

LuxTrust S.A.

LU

H5z04halGozVp4sbbhjmxk383bg=
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Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Service status description [eng

undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2024-03-01T706:23:31Z
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2 - TSP: SeMarket Certification Authority S.A.

TSP Name

Name [en] SeMarket Certification Authority S.A.

TSP Trade Name
Name [en] NTRLU-B0132166

Name [en] SeMarket CA S.A.

PostalAddress

Street Address [en] Parc d'Activités "Syrdall", 6
Locality [en] Munsbach

Postal Code [en] L-5365

Country Name [en] LU

ElectronicAddress

URI len] mailto:confiance-numerique@ilnas.etat.lu
URI [frl mailto:confiance-numerique@ilnas.etat.lu
URI [de] mailto:confiance-numerique@ilnas.etat.lu
URI [en]

http://www.portail-qualite.public.lu/fr/confiance-numerique/prestataires-
services-confiance/liste-confiance/se-market/index.html/

TSP Information URI

URI [en] http://www.portail-qualite.public.lu/fr/confiance-numerique/prestataires-

services-confiance/liste-confiance/se-market/index.html

2.1 - Service (withdrawn): SeMarket Qualified Certification Authority

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitat und andere Attribute, die von den jeweiligen Registrierungsdienste (berprtift.

Service Name
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Name

Service digital identities

[en]

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

SeMarket Qualified Certification Authority

1308924811451483386725277668209257424

rrrr BEGIN CERTIFICATE-----

MllDwCCA/quwlBAg/OAPWW+ck651YDODOUWMrrODANngqhleQwOBAOUFADBDMOsWCOYDVOOG

EwJMVTEZMBCcGAIUEChMQU2VNYXJrZXQgQOEgUy5BLIEZMBCGA1UEAXMQU2VNYXJrZXQgQOEgUm9v.
dDAerO ODA3MjMxMDAwMzNaFw0yNDA3MjMwOTUzMDhaMEMxCzA|BgNVBAYTAkxVMRKwI WYDVOOK
EXBTZUIhcmt/dCBDOSBTLkEuMRkWFWYD\/OO ExBTZU1hcmtldCBDQSBSb290MIIBIJANBgkqhkiG
9wOBAQ! EFAADCAOSAMIIBCQKCADEAtEVPRPQUGXVAF/WZD5C/KdSEQXZZkV/dNayanWukZ 6BLYC
9mxID/EO+MGMVfu1bYqueDD yvgEekwwYF gA2Lg7

OnuBHw. 2ff( D064 bOfDHL5WRCOgZD(X0!CoStZ

HRgKYhDybe/ZfESmEXkG75fat #ISIGbexq/07VgZeXdB[/h8gFAIZLDUtDE3d+LCPgC
kBWrGHo+HxNq5BRwSWOfwZIcCTHGYQH' YKBdfxEqbquP+/a YgbxOx1 OunzMLywaVDO/DAOABoO/ w

QDAPBgNVHRMBA(8I EBTADAOH/MAdGAIUd IQ4EFgQUS8 D
42q6948MkOAwWDQYJKoZIhvcNAQEFBQAD g/gEBAH56727PR3/CVpW8r7GpreNgOvC/36LthA]IVU
athjl/]qlECSV4uXamezYKukKE+angcou RvPWzyrd/wch/S/zROkéZ/Dﬂm/kAIBn Sp9.

Bb e5f3n5MQzulvfM+iD2KAVme+zigRmiRgX0ijKoOsO5VmCV2WOfcd6uO. SpSBFfbe 4A/CD

eOmpkOmV7GZXSXA3EquKf+gPGZSLqYDXL/MmEAUUDF AWKb4quthst1YOLSMBI1/M]D1U+

/URsoWzrzlgV q P vrSKg1QgM3Da) ‘BbZMc

----- END CERTIFICATE-----

SHAIwithRSA

SeMarket CA Root

SeMarket CA S.A.

LU

SeMarket CA Root

SeMarket CA S.A.

LU

Wed Jul 23 12:00:33 CEST 2008
Tue Jul 23 11:53:08 CEST 2024

30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:87:CA:CF:44:FF:54:1B:15:40:16:35:83:0F:90:A5:29:04:9C:F7:16:59:91:59:
S%gSAACA7 C0:1C:2E:93:6C:BA:04. 56 1C:F6:6C:48:0C. g EID3FB C1:8C:55:FB:B5. GDIBDE'B}-?UE'CS'ED'CE'AF 107:98:D3:6A:1A:6C: ;i '57:2B:E0:11:E9:30:C1:81:77:84:£0:24 3FDEC 18:

>mKn
N

IsCA: true

F3:B7:61:CA:1C:FO:AB:A4:A9:0D:C4:09:E1:9A:BA:83:8F:0C:90:E0

keyCertSign - cRLSign

SHA-256

A4:4E:8E:FD:1E:FC:78:F2:44:5F:1A:9F:62:63:9D:8F:BA:21:20:9C:9E:F3:1E:87:11:
77:7F:D2:C8:2B:07:12
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Subject CN: SeMarket CA Root

Subject O: SeMarket CA S.A.

Subject C: LU

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [eng

undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2016-06-30T22:00:00Z

Scheme Service Definition URI

URI len] http://www.portail-qualite.public.lu/fr/confiance-numerique/prestataires-

services-confiance/liste-confiance/se-market/index.html/

2.1.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  jen;

undefined.
[fr] undefined.
[de] undefined.

Criteria list assert=all

Policy Identifier:

Identifier urn:0id:1.3.6.1.4.1.25969.8.2.1

Description Qualified certificates including such Policy OID have the

corresponding private key residing in an SSCD.

2.1.2 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

2.1.3 - History instance n.1 - Status: supervisionrevoked

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name

Name [en] SeMarket Qualified Certification Authority

Service digital identities
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X509SubjectName

Subject CN:
Subject O:
Subject C:

X5095KI

X509 SK |

Service Status

Status Starting Time

SeMarket CA Root

SeMarket CA S.A.

87dhyhzwq6SpDcQJ4Z2q6948MkOA=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/supervisionrevoked

2009-09-11T00:00:00Z

2.1.3.1 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description  [enj

[fr]

[de]

Criteria list assert=all

Policy Identifier:

Identifier

Description

it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (S5CD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

elle est assurée par le prestataire de service de confiance et contrélée (modéle de contréle) ou
vérifiés (modéle d'accréditation) par I'Etat membre de référence (respectivement son Organe de
surveillance ou organisme d'accréditation) que tous les certificats qualifiés délivrés dans le cadre
du service identifieé dans «Service digital identity» et en outre identifié par les informations des
filtres utilisés pour identifier plus précisément dans le cadre du "Sdi" de service de confiance
identifiés, I'ensemble précis de certificats qualifiés pour lesquels cette information
supplémentaire est nécessaire en ce qui concerne la présence ou I'absence de dispositif sécurisé
de création de signature (SSCD) de soutien sont pris en charge par un SSCD (a savoir que la clé
privée associée a la clé publique du certificat est stocké dans un dispositif sécurisé conforme a la
Iégislation européenne applicable de création de signature);

es wird von der Treuhandservice-Anbieter gewahrleistet und durch den entsprechenden
Mitgliedstaat (bzw. seiner Aufsichts-oder Akkreditierungsstelle) kontrolliert (Aufsichtsmodell) bzw.
geprlift (Akkreditierungsmodell), dass alle, die qualifizierte Zertifikate unter der in "Service digital
identity" Service und ausgestellt weiter durch den Filter verwendet werden, um weitere
Informationen unter der "Sdi" identifizierten Treuhandservice zu identifizieren, die eine genaue
Satz von qualifizierten Zertifikaten, fur die diese zuséatzliche Informationen in Bezug auf das
Vorhandensein oder Fehlen von sicheren Signaturerstellungseinheit (SSEE)-Unterstlitzung
bendétigt werden unterstlitzt identifiziert ein SSCD (dh, dass der private Schlissel mit dem
offentlichen Schliissel im Zertifikat zugeordnet ist, in einer sicheren Signaturerstellungseinheit
konform mit der europédischen Gesetzgebung gespeichert);

urn:o0id:1.3.6.1.4.1.25969.8.2.1

Qualified certificates including such Policy OID have the
corresponding private key residing in an SSCD.

2.1.4 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

http://uri.etsi.org/TrstSvc/Svctype/CA/QC
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Name [en]

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509S5KI

X509 SK |

Service Status

Status Starting Time

SeMarket Qualified Certification Authority

SeMarket CA Root

SeMarket CA S.A.

87dhyhzwq6SpDcQJ4Z2q6948MkOA=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2007-11-27T00:00:00Z

2.1.4.2 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description  [en;

[fr]

[de]

Criteria list assert=all

Policy Identifier:

Identifier

Description

it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (S5CD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

elle est assurée par le prestataire de service de confiance et contrélée (modéle de contréle) ou
vérifiés (modéle d'accréditation) par I'Etat membre de référence (respectivement son Organe de
surveillance ou organisme d'accréditation) que tous les certificats qualifiés délivrés dans le cadre
du service identifié dans «Service digital identity» et en outre identifié par les informations des
filtres utilisés pour identifier plus précisément dans le cadre du "Sdi" de service de confiance
identifiés, I'ensemble précis de certificats qualifiés pour lesquels cette information
supplémentaire est necessaire en ce qui concerne la présence ou I'absence de dispositif sécurisé
de création de signature (SSCD) de soutien sont pris en charge par un SSCD (a savoir que la clé
privée associée a la clé publique du certificat est stocké dans un dispositif sécurisé conforme a la
Iégislation européenne applicable de création de signature);

es wird von der Treuhandservice-Anbieter gewahrleistet und durch den entsprechenden
Mitgliedstaat (bzw. seiner Aufsichts-oder Akkreditierungsstelle) kontrolliert (Aufsichtsmodell) bzw.
geprtft (Akkreditierungsmodell), dass alle, die qualifizierte Zertifikate unter der in "Service digital
identity" Service und ausgestellt weiter durch den Filter verwendet werden, um weitere
Informationen unter der "Sdi" identifizierten Treuhandservice zu identifizieren, die eine genaue
Satz von qualifizierten Zertifikaten, fiur die diese zusatzliche Informationen in Bezug auf das
Vorhandensein oder Fehlen von sicheren Signaturerstellungseinheit (SSEE)-Unterstlitzung
benétigt werden unterstlitzt identifiziert ein SSCD (dh, dass der private Schliissel mit dem
offentlichen Schliissel im Zertifikat zugeordnet ist, in einer sicheren Signaturerstellungseinheit
konform mit der europdischen Gesetzgebung gespeichert);

urn:0id:1.3.6.1.4.1.25969.8.2.1

Qualified certificates including such Policy OID have the
corresponding private key residing in an SSCD.
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3 - TSP: BE INVEST International S.A.

TSP Name

Name len] BE INVEST International S.A.

TSP Trade Name

Name [en] VATLU-LU29222134

PostalAddress

Street Address [en] 17, rue Léon Laval
Locality [en] Leudelange

Postal Code [en] 3372

Country Name [en] LU

ElectronicAddress

URI [en] https://www.be-ys.com/en/
URI [frl https://www.be-ys.com/
URI len] mailto:contact@be-ys.com
URI [fr]

mailto:contact@be-ys.com
TSP Information URI

URI [fri https://pki.be-ys.com/

URI [en] https://pki.be-ys.com/

3.1 - Service (withdrawn): BE-YS SIGNATURE AND AUTHENTICATION CA NC

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitat und andere Attribute, die von den jeweiligen Registrierungsdienste (berprtift.

Service Name

Name [en] BE-YS SIGNATURE AND AUTHENTICATION CA NC
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Service digital identities

Certificate fields details
Version: 3
Serial Number: 10046

X5 09 Cert|f| Cate rrrrr BEGIN CERTIFICATE-—-

MIIGUZCCBDugAW/BAgIC]ZdwDQY]KaZIthNAQELEOAWU/ELMAkGAlUEBhMCR/IxEDAOE'gNVEADT

BUFMTUVSWVMXFZAVBQNVEASTD]AWMD,% IDMyNzAX| N{_MSMRg FgYDVQQDEwW9IBTE1FUIITIFJP’
OOEWHhCNMTMXMDMwMTOWNTO WhcNI /MXMDMWM OwNTOZW/CBg/ELMAkGAIUEBhMCTFL/X/TA/BgN\/
EAOTHE]F/EIO VTVCB, -m5hdGlvbmFsIFMut

3/bn, Q54. KEJFL
UVVUSEVOVE/DDVR]T(MQ QOE TkMXGTAXBgNVBGFfEFZBVEXVLUXVM é M]lXMZOWFgIl
MAUGCSqGS/bi‘DOEEAOUAAA/CDWAng KA0ICAQC7ncPN4Mv5VoEcMegl7LG1laEaJ9PSNyORWIKVR
HPdezYQchLosMkc/Dych 01 RNGsySnrCxIMWSX DEODRq 0XZ5ppyWD+yJo8/Xn1aA73AFNe+Yix
fxrSPA7D6rBeMocg/VE. MxhqVDgxIus6LX5xp36GHgqL3VrWGKS1wVwD/Cm8jCn: RtleZIBml
ZVqBNJrdZR! VOTkE WktGIHbprNEngGYq4 Vna+ fooe 7R/AXRRNI<XL‘/W1 yM/_?wETHA OxtgAtaps
nU56WgOSKqHj4gBPcb /4H[ng00fcyq9UkaWuonMONFUYnglWYp UBO5XQXL2DX2YMO7ZZC
WYXjFG ,3+PPMB Y7F55C FCT+7GrPzeoZdK4yPyQbaMcaZtBI8jOdZi8USRYdfIFvWTGVXrtGTI3p/
grqsng 1 YTSpuANE yNs//H//POS QH1 uaaaMddb/chBpDOm/AAAijh/ZhH4pemcKc8yCNPvag

XQU2 mSwQ4: cBE'SAeOBKOBSaan]X
Val44ZP4g5U5xVthwhUCSthSwv/EX/KMYsrlzth8GgG/am]sSLzYlulZCSHdrsZTR YGuYUGe
YS}/ODXI/ZMDOSOKME/WHS‘I/\(;g.X/XZOOgDEijkXZI vj;DAOABX‘UBADCE/TAPBQNVHRIVEBCAfaEBTADAOH

I

ca )
ATAfBgNVHSMEGDAWgBSb YEZqEPO/Uv)?/DWvobfyLvaV XTBEBGQrBEFB
BQUHI /5cy5/b20vYWthXch.%/
BAQDAGEGMDKGA1UdHWQyMDAWLGAs0CqGKGhO y UYWXEZX]5¢y5jb20vYWXEZX|5¢3)v
b3RjYS5jcmwwDQYJKoZIhvcNAQELBQADY: /BA/GH3]Y5V "8V4bZR+mvuth7NHYcEV7OGH
Uma7weLuAOeFSTx[DT/erWwQWGNDl BGWaB/Vngu f/IESpf 'nLhSS30KomxbNWnoA8PkiVxb
e4EO0drzhwR04a+WsWCkpuxhd) mVd7DbQGZMJQIEMGQ2zd4scuHn247ZRIxVcIXTsOyn+rgyOwB
PVSXOUGH-WTb/thQSPGIPSkEIGZ{NPY]VICLHuTWHdVr7R5ZamP/KG/QVDpBB]OuemXu]FI 6eW
CfO/LIhQ+Ua/X/2+5FWmmOF UUAJFI thx/MDEh5y914hCkecHoW9593+0/kBK1/3xy/lKC9/O7
IMDhSYSQ! 'UP5hNIB9FIZ+aViWQIA90Z0wG+BkCweOHZUN2vZGr3i62: q B8VTY bDNthqa
93TnWASIQuT/]nyZBkthCCE7f8WY4BSfQAaY IRVGkL5UcmD8RUBOK: dfaNp/tC? CPbA0zZNImI

XVph41Z9WjcjdB+H6wwjoD+HKf1 728bR81FovSuLCkSvanO?LBvuyaGk Cka//YZ3AhP1/ka

In/ngH8556N566j0+ dH4k/()MfA/Is7JAEZTkE nE25 KaQ2boxRZiZe
tQ5Z1UQiq+R14frKCrSSFYb7KnaSGWHRBZKQ

Signature algorithm: SHA256withRSA

Issuer CN: ALMERYS ROOT CA

Issuer OU: 0002 432701639

Issuer O: ALMERYS

Issuer C: FR

Subject 2.5.4.97: VATLU-LU29222134

Subject CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC
Subject O: BE INVEST International S.A.

Subject C: LU

Valid from: Wed Oct 30 15:05:46 CET 2013

Valid to: Mon Oct 30 15:05:46 CET 2023

Public Key: 30:82:02:22:30:0D:06:09:. 7:0D:01:01:01 2,02:04:02.62.02:01.00:88:0D,C3.CD/EO.CB.F0.56,81.1C.31.E8.25 EC.B1.B5/68,46.80.F4:F4:8D,CB
:44: DI1:1 9:EB:08B:. E:C 68:0E:

87; 72; 8:8. 9:C5. E8: C:D.
36 25:BA:5D:82: 48 77:62:81:94:D1:1 60 68:! 98 50 67:1 53 63:AC:: 83 C6:22:. 59 30:34:12:28: 4C 07 9A:27 33 2D:7F:D7: 66 83 AU:OC 18 EF'2A 45 D9:D7: 02 03 Ol 00:01

Basic Constraints IsCA: true

Subject Key Identifier 71:54:67:1A:23:03:97:31:9F:EB:32:77:CF:49:58:54:FF:10:CD:15

Certificate Policies Policy OID: 1.2.250.1.16.12.5.41.1.7.3.1
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Authority Key Identifier 9B:60:4D:AA:FO:F4:25:52:FA:A3:Al:6B:E8:6D:FC:8B:98:1B:D5:C5

Authority Info Access http://pki.almerys.com/almerysrootca.cer

CRL Distribution Points http://pki.almerys.com/almerysrootca.cr!

Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: 7B:9C:D1:EA:BB:A5:B5:9B:96:73:5C:3D:46:82:21:3C:94:7D:46:4D:A8:D3:89:3E:
22:D8-02:CE:71:17:68:C3
X509SubjectName
Subject 2.5.4.97: VATLU-LU29222134
Subject CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC
Subject O: BE INVEST International S.A.
Subject C: LU
X5095KI
X509 5K cVRNGIMDIzGf62/3z01YVP8QzRU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2024-04-05T07:00:47Z

3.1.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]

Qualifier type description  [op;

undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.1.1

Description

3.1.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]
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Qualifier type description  [en; undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
dentifier 1.3.6.1.4.1.48620.41.1.7.3.1.4.1

Description

3.1.3 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description  [en

undefined.
[fr] undefined.
[de] undefined.

Criteria list assert=none

Description

Criteria list assert=atLeastOne

Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.1.1

Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.4.1

Description

3.1.4 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

3.1.5 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals
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3.1.6 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] BE-YS SIGNATURE AND AUTHENTICATION CA NC

Service digital identities

X509SubjectName
Subject 2.5.4.97: VATLU-LU29222134
Subject CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC
Subject O: BE INVEST International S.A.
Subject C: LU
X5095KI
X509 SK'| cVRNGIMDIzGf62)3z01YVP8QzRU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2019-02-20T01:00:00Z

3.1.6.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]

Qualifier type description  [enj undefined.
[fr] undefined.
[de] undefined.

Criteria list assert=all

Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.1.1

Description

3.1.6.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]

Qualifier type description  [enj undefined.
[fr] undefined.
[de] undefined.

Criteria list assert=all
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Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.4.1

Description

3.1.6.3 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description  [en;

undefined.
[fr] undefined.
[de] undefined.

Criteria list assert=none

Description

Criteria list assert=atLeastOne

Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.1.1

Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.4.1

Description

3.1.6.4 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

3.1.6.5 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

3.2 - Service (granted): BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description len] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.
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Service Name

Name

Service digital identities

[fr]

[de]

[en]

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitdt und andere Attribute, die von den jeweiligen Registrierungsdienste (iberprtift.

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

10055

MIIGV/CCBDGQAWIBAgIC/OCWDOYjKoZIh\/CNAOELBOAWU/ELMAkGAlUEBhMCR/IXEDAOBgNVBADT
BUFMTUVSWVMXFZAVB#NVEASTD]AWMD/ IgNDM) % ﬂ’ DEWQBTEIFU//TIF]PTlOg
QOEwWHhcNMJAWNDIzM ZDT/ZWhCNMZAwND/ZMT/ZOTIZW]CEh ELJ AkGAlUEBhMCTFL/ IX|TA/B:
BAOTHE] jF/EI IOVKVTVCBJbnRIc IFLVITIFNJROS, BVFV
RSBBTKO:« VVUSEVOVE/DDVR]T(MQUOE TkMgMEZMBCGAlUEYRMDVkFUTFUtTFUyOTI EZNDCC
AI/WDOYjKoZlthNAOEEBO Dy IPADCC 90CggIBAMETX7UZ6MJ4wedaPuLl7n8/sTwpo5!|
dh9t1WzXNhxP47jg9ihisQuQ2um 994XGPMtFlfKRCEV/ghECZIanmOUtCErLTfkadhrZQ
WB2Xg3HM( IﬂORD]gnquPRLRaFZIZEZB L?fjse/fk (AE(
BSHqT25k7MZYmpOTBWPNWAaYEUeD/+g ZESZL/CFgXK/RBEaKSFBD++TWOVA£3304YXFRdJA/2EwE
Dz08PXvWgdeWzfwUvjksaNt458rooM/Xvq7XHLbDVIA dmZNOddBDQXZ_?I_?IUAYdCQBKj
PjhAW/DF:{JrGCWOVFB ZBT/hw) ﬁOUuFXhGnNONV/A3tZKZVVRI-gL/XXTFdLX,ngbpVp rjoQhy:
8wed/4U4nxiqQFoNekkc9ln) N/Evga/DpuTZAGICmQ/QUNI WCSA engZdD/OerpUulLlAaf
QnFGeFnGePevAfmCZpvrn8J2bEjkmi /2067 TLAXMNCNK36tq CC? waWuildZ1IDytXSw/
l;PrXDZmnHerDCy ZCEh\/yF/OC7V BDJVL/XRamCREyVaakaLUSXXHOaD /u 4/YZNUg5vDArnd
6+1ZqvimimQv+IZIUNWSIFGTtQAWYIoFzUIHz( QFMAMB
AFBWHQ' YDVRGOBBYEFEDRMSOZX/T/]R4]Q7UF$E!AC]K/MBDGA1UdIAOTMBEWDWYNKWYBBAGC wp
AUCDAjAquNVHSMEGDAW BSbYE2q8PQ! /UVq/DWvobg/LmBVVXTBEng grBgEFBQCBAQQ4MDYwWNAY!
KwYBBQUHMAKGKGhOdHA! LyQWaZkuYWX[ZXJSCySJb 0VYWXtZX/5C Vbi‘R/YSS/ZX/WD YDVROP
AOH //BAQI DAgEGMD GA. Ud WOyMDAWLq sGCGK hOdH; wa2kuYWxtZX]5cy5jb20vYWxtZX)5
r3] b3 bYSS/CmWW QY)! IBACbabngPOHaijYXPZOShvPlEyOXQDG IGMD
RUle5b+OfOX6XZ/StMEIV[ORZkH Ir1z1VkvbSZzi\
GNFwYP7+E09j8Fj9fLZfsW31d53ht6ah8nt667UW0002NdYHAQw3XEoWghybW! Uy09T4K8Xn7O
YM15290037AIVL]VRIthrWWC7A5RybaPTQEa+R rqunn14b2p 14KU3108tyoF0t2tLShF2aQcQMgw
EFP; ta5SFfhTayNH7upAO7k9g8ilC5U8QHfqgowe W+41mgx!
CFnC36W9szaC_?AByK/xbUwrdszNHngf$9ogmqlbah5p35X3bQOZhIDOR]bn tGk5UnGUuhkby
w FC1x6SYMy1 ZMSZGhAu753VYBqutvaI/Er0R
quI/eRo/krFPSjDER/[;_3+vnzyfygW36mV91jFrbA/oCM2§TP!RRdEOXRCnb9dUsC3mM/TA4cKmng

'INJV+5LIZasExvp3hWae9INmQrk3Uo
4r8DYlXeW3qUGCDSY5NDaB//ka9FYZe+E6X1 9AR

SHA256withRSA

ALMERYS ROOT CA

0002 432701639

ALMERYS

FR

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

BE INVEST International S.A.

LU

Thu Apr 23 14:39:23 CEST 2020

Tue Apr 23 14:39:23 CEST 2030

30:82:02:22:30:0D:06:09.. 7: OD 01:01:01:0. 00. 2:02:0A:02:82:02: /‘1 UO CB:. 53 5F 55 19 E8:1 CZ 78 Cl EE lA 3E E2:C8:EE:. 7F 3F B1: _?C 29 A3 95 93
F8. 557 6D:D. 7:36:1C:4F.E. 28:62:1 ila 0B: Qj‘%DA %9154 855D4A BD:F7:8C:46:

2C;
:59822 1735351F359502 3:01:1 0001

8! ~3 7045'D 46:
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Basic Constraints
Subject Key Identifier
Certificate Policies
Authority Key Identifier
Authority Info Access
CRL Distribution Points
Key Usage:
Thumbprint algorithm:

Thumbprint:

X509SubjectName
Subject 2.5.4.97:
Subject CN:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Service status description [eng

[fr]
[de]

Status Starting Time

IsCA: true

40:D1:33:94:36:C6:54:FF:25:1E:09:83:B5:05:48:48:80:70:92:BF

Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.2

9B:60:4D:AA:FO:F4:25:52:FA:A3:A1:6B:E8:6D:FC:8B:98:1B:D5:C5

http://pki.almerys.com/almerysrootca.cer

http://pki.almerys.com/almerysrootca.crl

keyCertSign - cRLSign

SHA-256

C9:09:A9:E7:A2:4F:AB:F3:C9:4E:CF:85:C4:16:A5:5C:27:BA:8B:6F:F9:38:F4:6B:2F
:5C:B8:92:C5:D6:2E:84

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

BE INVEST International S.A.

LU

QONEzIDbGVP8IHgmDtQVISIBwkr8=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

undefined.
undefined.

undefined.

2021-06-10T01:00:00Z

3.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI

[en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

3.2.2 - Extension (critical): additionalServicelnformation
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AdditionalServicelnformation

URI

len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

3.3 - Service (withdrawn): BE INVEST TIMESTAMP UNIT 9

Service Type Identifier

Service type description [en]

[fr]
[de]
Service Name
Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-

Tokens.

BE INVEST TIMESTAMP UNIT 9

187419

MIIGEDCCBNCQAWIBAgIDAthMADGCSqGSIb3DDEBCWUAM/GCMDSWCDYDVOQGEW]MVTE/MCMGAI UE
McQkUgSU5WRVNUIEu mF0aW! gUy5BLEXMC8GAL MoQkUEWVMgUOIHTKFUVVJF
/EFORCBBVVR/RUSL/SL/NE VE/PTIEDOSBOOZEZMBCGAI UEYRMOVkFUTFUtTFUyOT/yM/EzNDAeFWD
gXMZAlNDNaFW%yMZASMTgXMZAlNDN aMIGUMQswCQYDVQQGEwWJMVTEIMCMGAL UEChMCOkUg
SUEWRVNUIEIudGVybmF )aW9uYWwgUy5BLiEeMBwGA1UECXMVVEINRVNUQU1QSUSHIFNFUIZJQOVT
MSMwIQYD' OODEXPCRSE}TIZFUIOgVE/NRVNUOLIIOIFVOSVOQOTEZMBCGAlUEYRMQVkFL/TFUrTFUy
OTlyMjEzZNDCCASIwDQY]KoZIhvcNAQEBBQADgGEPADCCAQOCGgEBAOK)mAtp+QM4ZbTkZ Z
bvn2W29hhGav9h66d1P4i8PwjyPs) WOETma/A 7wAeZMTrrEOgdelyNISssp48cjH3/euDhIKk. RKZ
kddvnuomed70tPSN//bm/ludnE_?stcsPR/cmr Yak: y'cOMYEQCuN dHN E
n/NHeEqvW4CjalFWM/WjD 3gYMELIOCTM 12PA/L.
szXq/PtZVv/peXqu‘ijGECGYm tk6JeH62heN; v OZEBNWXDgKG6IE53kv1 ngkaA/VWsl aUl
nT5U wh4pUCAWEAAaOCAIEwgg/NMBYGA1UdJQEB/WQMMAOGCCs! GAOUFBWM/MBBGAJ udiwQy
MBaAFHFUZchASCXn +5yd89JWFT/EMOVMIG 3ngngEFBDcBAwSBq/CszAIB YEAISGAQEWEWYG
BACORGEGMAKGBwWQAjKYBBgIwgYUGBgQAjKYBBTB7MHKWCc2hOdHAGLy9waZkuYWxtZX)5cy5jb20v
a W5OZthZWRpYXR/LZJ/LX/ZCZImeFOde/YV 5kYXVOaGVudGUYXpr25/YW51LIEEUy9CRSIZ
UINJRO5BVFVSRUFOREFVVERFTIRJQOFUSU9OLVBEUYS5W. GAQUFBWEBBHMwcTBK
BggrBgEFBQcwAoY+aHROcDovL3BraS5hbG1 Icn/szvaS 9rZSI 5 c3Np225hdHVyZ WFuZGF1dGhl
banYZFOa WBLIYZFUYy5/ZX/W/WY/KWYEBO HMAGGFZhOdHAELyQVY_?NWLmFSbWVyeXMuY29[MEWG
AIUdIAQVMBMWEQYPKwYBBAGC+2wpAQCcDAQU 'owQqBAoD! HA6LY 9w
aZkquUteXMu Y29tL2/lLX!ch/nbmFOdX//YW5kYXVOaGVudGIJ YXRpb25)) s, 5jLmNybDBEOEKG
O/Y+aHRDcDovL35raSShbGI/cn/szvaSBlZSlScBN Z25hdH! yZWFuZGFldGh/banYZFOaWQu
FuYy5jcm 'DVROOBAOECEVt1 YYXTBkZMA4GA1 UdDw! EB/WDEAWIH%DAN%kqthGQWOBADSF
AADCAgEA f/n:aoc:/elzormzlqa Vj541FviKtixLztybrOjBdRARPrw74P-+/rtaWOhE|
GPOOUMWSED9ZS0bh69PNPTBL+XI. 7ijzpy/N/anlzRLs 7yysud5d3ul/4ONU3PTL/ofLu65L/h Y
CC/FZkngIOZdQSHBEOAXWA 7u2) I0EDbKDGG4Mtn6YH/Vds5vX8Hvgh+vO+XRCe4dfsFXE10
k/Rf8pBjma5fmBGTBtOKCE: akKhP g5msaa+aH1qN1 LusL 5qUTHyO7tB50AgQ8. chtLOOlpr
ECy/REEYuELd7NY3NCEMBkA/TdeELDlOXZWSOPK/SCXVm/tiP/ZnMUMNXSD /ZuvsWcT4TCGL
+VIWZX2091 312t7l60VPD/3SKWLC XAENOoPualBBwTAqP8TUnhpFOTwMYjg Sy
qua/XOl qaYQIsUrPMZDF 7 +DawvgVq6BJ9DFHFHFfeNHRBBJwUSKek62V7h6HtQLJiS 3/GKVIR2C
o/szqquDAUngRrBoaGZJXSXgnh9q4RDOLD4Z/ON75HLIIOvar2UkN16 6D9kXSVWGDhBzPmQ
VBqLVéGdW9sZWT 00kut+Urp5Q1 3CkpMeov3A00z1xMSok6Wo5QQnI8KQooWb

rrrrr END CERTIFICATE-----

SHA256withRSA

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC

BE INVEST International S.A.

LU

VATLU-LU29222134

BE INVEST TIMESTAMP UNIT 9
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Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject 2.5.4.97:

Subject CN:

Subject OU:

Subject O:

Subject C:

X5095KI

TIMESTAMPING SERVICES

BE INVEST International S.A.

LU

Thu Mar 18 14:05:43 CET 2021

Mon Sep 18 15:05:43 CEST 2023

30:82:01:22:30:0D:06: A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0/
4:66:AF:F6:1E:BA:77:5. :8B:C3:F0:8F:23:EC:59:01:13:9A:88:CO:EF:00:1E:64:C4:EB:AC.

id_kp_timeStamping

71:54:67:1A:23:03:97:31:9F:EB:32:77:CF:49:58:54:FF:10:CD:15

id_etsi_qcs_QcCompliance

http://pki.almerys.com/be-yssignatureandauthenticationcanc.cer

http://ocsp.almerys.com

Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.1.5.1

http://pki.be-ys.com/be-yssignatureandauthenticationcanc.crl

http://pki.almerys.com/be-yssignatureandauthenticationcanc.crl

45:6D:D5:86:17:4C:19:36

digitalSignature

SHA-256

EB:CB:FB:0A:51:40:AB:C8:6E:AE:C4:0D:09:01:94:25:45:8E:89:E8:26:8B:6B:B4:3
9:D5:93:33:38:A7:9E:27

VATLU-LU29222134

BE INVEST TIMESTAMP UNIT 9

TIMESTAMPING SERVICES

BE INVEST International S.A.

LU
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X509 SK |

Service Status
Service status description [eng

[fr]
[de]

Status Starting Time

RW3VhhdMGTY=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.
undefined.

undefined.

2024-04-05T07:00:39Z2

3.3.1 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject 2.5.4.97:

Subject CN:

Subject OU:

Subject O:

Subject C:

X509S5KI

X509 SK |

Service Status

Status Starting Time

[en]

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

BE INVEST TIMESTAMP UNIT 9

VATLU-LU29222134

BE INVEST TIMESTAMP UNIT 9

TIMESTAMPING SERVICES

BE INVEST International S.A.

LU

RW3VhhdMGTY=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

2023-03-01T13:20:54Z2

3.4 - Service (withdrawn): BE INVEST TIMESTAMP UNIT 10

Service Type Identifier
Service type description [en]

[fr]
[de]

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.
Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
Tokens.
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Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

BE INVEST TIMESTAMP UNIT 10

187436

MIIGETCCBNGgAWIEAgIDAstMAOGCSqGSIb3DOEBCWL/AMlGCMQSWCGYDVOOGEWJMVTEIMCMGAIUE
ChMcQkUgSU. WRVNL/IEIudGVybmFDaW9uYngUy55L/ExMC&GA1L/EAxMaOkL/[WVMgUDIHTkFUVVjF
IEFORCBBVVR/RUSUSUNBVEIPTIEDOSEOOZEZMBCGAIUEYRMOVkFUTFUtTFUyOleM/EZNDAeF
MTAzMT XMZ/5MT/aFw0¥MzA5MTgXMz/SMUaMIGVMO swCQYDVOQOGEW/M! CMGAIUEChM(‘O V'][Z
SUSWRVNUIEIudGVybmF0aW9uYWwgUy5BLjEeMBwWGA1UECXI MWE/NRVNUOUlOSUSH/FNFL/IZ/OO
MSO /gYDVOODEX[CRSB/T/ZFUngVE/NR\/NUOUIOIFVOSVOQMTAXGTAXBQN
g/M]XMZOngEVMAOGCSQGSIbSDOEEAOUAAMBD Wgag 0/BAQCwehY) HHHEZKODOFH7CmG
OT gsseyVF7V: EUDkochngWRHe45yngDS/‘epqOMKo /Cu7KOAng4gt 5bla+Kth+pL/Z
X9FOIaEITtXnFyp7Hte+WiXVY QI3kgADszu
901mflﬁ/dT/Pé+NYpFFgSaX/AprsGCIKE7MI<RnAIhP+/12}PKuquUHIXhW E3XP[BY2EU7U/M
HTBMcwgRVWpwWsKPU! Wanu4wanG/u56W87DTF/chenTmwlek7junaKVs3DNhE&'W/gSeocAn66/
bZEG+BnIsz21/UBAgM ’9 ICTTAWBgNVHSUBAFSEDDAKBggrBgEFBQCDCDATBGNVHSMI
JAWgBRxVGcalwOXMZ/rMni PSVhU/XDNFI'CBthIKWYBE QUHAQ! Mé]auwganCAYGBACDR EBMBMG
EgO(A/ YEB]A/EgCEA/5GAOYCM/GFBgYEAISGAOUWQZESFNN 0dHRWOI8vCcGtpLmFsbWVyeXMuY29t
c3NpZ25hdHVyZWFuZGF1dGhlbnRpY2F0aW9uY2FuYy9QRFMvQkUE
OVRVUkVBTkRBVVRIRUSUSUNBVE/PTIIORFMUCGRmEW/ /B/Bg rBgEFBQcBAQRzZMHEW
SgYIKWYEBOUHMAKGthDdHA6Ly9wa2kuYerZX/5<:y5/b20vaL/te NzaWduYXR1cmVhbmRhdXRo
ZW50aWNhdGlvbmNhbmMuY2VyMCMG B AthdadHRWO/8Vb2NZCC5hbGlICn/ZLmNVbTA
BgNVHSAEFTATMBEGD; % 'SGAQQBg! ISKGEHAWEFA BIQYD! KgQKA 8v
cGtpLmJILXIzZLmNvbS9i: 515c3Np225hdHVyZWFuZGF1dGh/banYZFOaWQuYZFuYyS/cmwwRKBC
0ECGPmMhOdHAG6LY:! 9wa2kuYWXtZXj5Cya/ 0vYmUteXNzaWduY) Ro.
bmNhbmMuY3/sMBEGA1UdDgQKBAhGdu/jQTn: aDZAOBgNVHOBBAfSEBAMCB4AwDDY/KOZ/hVCNADEL
EOADgfg/EAthFXXymL878P cvSZsFWyEOMPQzOqHFSOZGSCEnlEF9/m1l/sM+DnySvFNUUgn61C
N8tkWfK+IpPxvRb//VnEL8 UNuAAynlZ/+KBBVpTRZRVlDlmZ 85R+9qutC4YKqE3nG
55thPg/HDL7//rI51HEW/ABSVMV 1fQfV: BLWDpKC/mGufhW/WBGaelAQUDM? ,J? 022
P7HDhTZX( bAEr/AGSQWQM//KYYdschcbcuLeylamnEOdeb/Y/d ZEO7Mcto59pH6
03 E'/YkZEUeatrdC5RM6$fEij UCQPnNAg52+RC61n HaGYflIWK 5 Wn5vVDiwbCOvjHV5512
fMl 5uVuUVAJVFjcKrnl/VTyLCStLrEhRD8Rdy6Ldbl6D6SCFCNBh 7/t 172d+H5hbM161WUDA
DSZdTDhGUS/L‘XTFHf 4/8V!g\//LTUb7ochv+k/Sp1Zele70/q7TLtXAUR8MLITYN1 7T+096uDOs
129/8qFR5DGYrs/1wKUnYZx6bhbEonT 7MvORjv/o+4MoaqCxguggdT5bm8KiltSZCa3uNQfol
[T;JKLSA;IE;/?%OAS+ng0C50ntKB1yegCGm044F+lmXTh1UEkvldXJAerhuEAquYSlWythW/GW/SlW
i

----- END CERTIFICATE-----

SHA256withRSA

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC

BE INVEST International S.A.

LU

VATLU-LU29222134

BE INVEST TIMESTAMP UNIT 10

TIMESTAMPING SERVICES

BE INVEST International S.A.

LU

Thu Mar 18 14:29:12 CET 2021

Mon Sep 18 15:29:12 CEST 2023

C:73:08:11 :
60:46:F8:19:E5:CE:02:F6:AF:F5:01:02:03:01:00:01

id_kp_timeStamping
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Authority Key Identifier 71:54:67:1A:23:03:97:31:9F:EB:32:77:CF:49:58:54:FF:10:CD:15

QCStatements - crit. = false id _etsi_gcs QcCompliance

Authority Info Access http://pki.almerys.com/be-yssignatureandauthenticationcanc.cer

http://ocsp.almerys.com

Certificate Policies Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.1.5.1

CRL Distribution Points http://pki.be-ys.com/be-yssignatureandauthenticationcanc.crl

http://pki.almerys.com/be-yssignatureandauthenticationcanc.crl

Key Usage: digitalSignature
Thumbprint algorithm: SHA-256
Thumbprint: C5:E2:E5:34:AB:13:F9:F2:62:24:58:E0:8C:E3:1C:C0:35:B3:5F:E6:4A:8D:C1:20:2D

:07:2A:5C:EE:E6:32:F1

X509SubjectName
Subject 2.5.4.97: VATLU-LU29222134
Subject CN: BE INVEST TIMESTAMP UNIT 10
Subject OU: TIMESTAMPING SERVICES
Subject O: BE INVEST International S.A.
Subject C: LU
X509SKI
X509 SK I Rnbv40E52g8=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.
[fr] undefined.
[de] undefined,
Status Starting Time 2024-04-05T07:00:01Z

3.4.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
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Service Name

Name [en] BE INVEST TIMESTAMP UNIT 10

Service digital identities

X509SubjectName
Subject 2.5.4.97: VATLU-LU29222134
Subject CN: BE INVEST TIMESTAMP UNIT 10
Subject OU: TIMESTAMPING SERVICES
Subject O: BE INVEST International S.A.
Subject C: LU
X509SKI
X509 SK I Rnbv40E52g8=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2023-03-01T13:20:20Z

3.5 - Service (granted): BE INVEST TIMESTAMP UNIT Q 1

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description len] A time-stamping generation service creating and signing qualified time-stamps tokens.
[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] {I:'_inkZeit-StempeIn Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
oKens.
Service Name
Name [en] BE INVEST TIMESTAMP UNIT Q 1
Service digital identities
Certificate fields details
Version: 3
Serial Number: 161860948788839912894806260467258861655
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X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject 2.5.4.97:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

MlthDCCBMﬁngw/BAgIOecVIGUjO15KGE8]M+5+quANngqhkrGEwﬂBAOsFADCBhDELMAkGAIUE
gNVBAOTHEJFIEIOVKVTVCB]bnRIcm5hdGlvbmFsIFMuQS4xMzAxBgNVBAMTKKIF
LV/TIFN/ROSE'VFVSRSBETngOWUSE OVEIDOVR]TOngoEngMgM/EZMBcG 1UEYRMOVkFUTFU[
TFUyOTlyMjEZI MT]aMIGWMQswCQYD!
MCMGAIUEChMCOkUgSL/SWRVI\/UIEIudGVybm. DaW9uYWWgLIySBL/EZMBcGA1UEYRMOVKFUTFL/(
TF UyOTlyMjEzNDEeMBWGA1UECXMVVEINRVNUQU1QSUSHIFNFUIZIQOVTMSUwIwYDVQQDEXXCRSB)
TIZFU1QgVEINRVNUQU1 OIFVOSVOgUSAxMMByANngqhk iGIWOBAQEFAAOCAYBAMIIBigKCAYEA
quHfCre/EOS7W56]nElODKfeSZRokasRDP+r rRAdeOEHtNU/HGEENVTloZCEq/GSfl4kXMS
m; 5WErw7t//1clrLrQOC+an882IK 323 \Zd} ng/r iQx9+UhC4mAbdPEKLKh95GBgFvM
AtSBlUVaXQrXAlSC IEsDOCp/ g fp IBNQ8Z76xabs/RFA0a7X4RIGiz7y
64kxnrlOEQl/5dA/chnglHZL‘MU/V yO/NféclbyNYDAU fEZ767/kquCD65/dGPYtP /k
séhssv HF 2E1ECTIEV8VK8S70pi1Sge/46YSCPPSG Al3d]

E7bT8Qy/bGORA/S6otvBe! quy 4R5nStFVEKHka7TMHDGDNKbLDHT+SESWUQLtZBSCQQYF Vs2
Be/DL//A/XSBstHVao/Vak/a/L/m 8gNbvS+FHM7sKTxQmRnrit)cX3RAgGMBAAGjgg)cMIICWDA
EgN\/HSUEAfSEDDAKEggngEFBOCDCDAfBgNVHSMEGDA gBRAOTOUNsZU)/UeCYOlBUhIgHCSVZCB
vgYIKwYBBQUHAQMEgGDEw( a4WCAYGBACORgEBM/GMBgYEAISGADUWgYEW (Z5aHROcDovL3BraS5h
bGI/cnlszvaS9pbnR/cm1/ZG/thU vYm!
bmM; LlBEUyQIZ$l5C3NpZZ5hdHVyZWFuZGFldGthanYZFOaWQUVZFUYZ/tUERTLr)BI(ZhMCZWdW
EwYGBACDRgEGMAkGBWOA/kYBBgIWgYAGCCSGAOUFBWEBBHDWC]A]Bgyg gEFBQcwAYYXaHROcDov
L29/c3AuYWthX15 IA6LY 9w WxtzX)5cy5jb20vYmUt

W My mNIc/AngNVHSAEFTATMBEGDysGAOOE
f;tsKDEHAW/FATCE wYDVROfBI

0i8vcGtpLmFsbWVyeXMuY29tL2J!
1zc2InbmFOdX|IYW5kYXV0aGVudGlj’ YXpr?gS/ YWS5jl l/5/CmWWOEEBDD+GPWhDdHA6L y9wazku
YmUteXMuY29tL2JILXIzc2InbmFOdX)IYW5kYXV0aGVudGliYXRpb25jYW5jMi5jcmwwEQYDVR
BADECEuf5NPCHXR9MA4GAlUdDWEB/WQEAW/HgDANBg qhkrGQWDBA FAAOCAgEA!p+2pV9AC55F
aqqdYR76AQKcZjhw+/qT( NOpw+9//51+yF
Dd7bslrlelAng9LZaLNunXijdSeXp//SELHSnVZ/(hlDOOZ]7ND k+Vx+MvD/qo+0zKIsp9z8/
XnBDNE8H3/gWyOXNkT+IaHKk4IXbV1DquyZNUBbIOijRVqG_?fOXDvZ_?DB‘ foDY9cvScn9gCrauGp
t0 /qJDR8e1gRPpbdIhuYi6y8IQA2dDuTrxZAu
WIsOE/OoZrkNumaQ g/l523A+WyWUCE09331PpeKOkthO+C SEjOSMXu3Gj85cMOQixkWMXqhxE
2/A+iWgalqph9GOE0boPmQAQ8MuBDOK1AxyB1X0hz6Fx3htHCBBMwI1KbLtiPJOUNrVHBnwLHcUw
uuTax6/E5dBongmv4hB0yhZ3CHe059Gv2EXrpyfa3Y+ybRR7vedp8YRIv4wk]eppVii/gECOKcIY
aUC!CX25L‘B4kqubYUJDOBZM$VyOhlMXehXO_?hGSAOONQqGCUBfWOXCZUqUM\/USCHXDgOrERf/AS
hw8K+dQ6YMigLH+S5+L{ d

SHA256withRSA

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

BE INVEST International S.A.

LU

BE INVEST TIMESTAMP UNIT Q 1

TIMESTAMPING SERVICES

VATLU-LU29222134

BE INVEST International S.A.

LU

Thu Mar 30 14:53:12 CEST 2023

Mon Mar 30 14:53:12 CEST 2026

30 82 Ul A2'3” 0D:06:09:2A 7:0D. 01 :01 '01 0. 1\;;4;;10 2. 01 8F'00'30 82 01 SA 02'82 01 81 '00 CA AF'65'95 FU AB 78 91 '34'F3 55 92 EA 39 C4 D5'00'CA'7D'E¢1'99 46 87

79:5A:9] 79 CC: 34: 0:74.
:22:55:A9: 09 EB F5:26:43:1 CE 0D:6E: F4 BE:14:73:3B:B0-A4:F1:42'64:67-AE:5B:49:71:7D:D1:02:03:01: 00:01

id_kp_timeStamping

40:D1:33:94:36:C6:54:FF:25:1E:09:83:B5:05:48:48:80:70:92:BF

id_etsi_qcs_QcCompliance

http://ocsp.almerys.com

http://pki.almerys.com/be-yssignatureandauthenticationcanc2.cer

Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.2.5.1
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CRL Distribution Points http://pki.almerys.com/be-yssignatureandauthenticationcanc2.crl

http://pki.be-ys.com/be-yssignatureandauthenticationcanc2.crl

Key Usage: digitalSignature
Thumbprint algorithm: SHA-256
Thumbprint: 78:C2:63:EB:1E:9F:46:D3:AF:C4:BA:17:04:7C:3C:87:AB:AA:DB:07:27:71:B0:48:F

B:E5:CE:1A:24:F0:DA:B2

X509SubjectName
Subject CN: BE INVEST TIMESTAMP UNIT Q 1
Subject OU: TIMESTAMPING SERVICES
Subject 2.5.4.97: VATLU-LU29222134
Subject O: BE INVEST International S.A.
Subject C: LU
X509SKI
X509 SK I S5/k09wddHO=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2024-04-05T06:00:517

3.6 - Service (granted): BE INVEST TIMESTAMP UNIT Q 2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description len] A time-stamping generation service creating and signing qualified time-stamps tokens.
[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] EinkZeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
Tokens.
Service Name
Name [en] BE INVEST TIMESTAMP UNIT Q 2

Service digital identities
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Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject 2.5.4.97:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Authority Key Identifier

QCStatements - crit. = false

146687102261645623694750408706016833490

MIIHhDCCBW QbirohGPQo. Q/Zv0j i AQSFADCBNDEL MAKGALUE

BhMCTFUXJTA/BgNVBAOTHEJFIEIOVKVTVCBJbnRIcr TKKJF

%_zgl.g\#RDSBVFVSRSBBTngOWUSE\/DVE;POVR]T(MgOOEngMgM}E%MBcGAI UEYRMQVkFUTFUt -
lyOTlyMjEZ!

QswCQYD!

VTEIMCMGATUEChMCOkUGSUSWRVNUIEILIG VybmFOaW9uYngUySBL/EZMBcGA1UEYRMOVkFUTFUt

FUYOTIYMEZN CxMVVEINRVNUQUIQSUSHIFNFUIZIQOVTMSUwIwYDVQQDEXXCRSB/
T U19g EINRVNUOUlO/FVOSVOgUSAyM/rBojANngqhk/Gé?wDBAOEFAAOCAY&AMIIE igKCAYEA
qM/yiqrk+ZhWGaaTWOc/bDAaCe22a3UN|G/CK5tYg5SBiioXzNMYrIhSXvXXvIEOWWNmMTKLXGEIO
CqPNASUGQCGIE] /7gvg+DNoqEAD/ry5E4g mr7KXhRoFvzH5HOSX6S6RIZ0+gjL +1s+ne/PHx/uY
+b2I08DGPIQjo6HEPrfuYzEnKvtgOrHfWBMLOLHeORhK4W9+e1TKv/BaHUMzGgx613DdYstEm9dz
ShX0ZahxY/SYzPmuDUXDbU/mIE 7pWus12ri7S9vPR7ICIOhCqYiZ4kIC]7aDTefs C3h2lg/Zbmi
S +ONT/EKBYroyXqYafvF SLoVEGPmCCMYL KIdgoTsuLuslygkaiFUQKSSXAEOWEN A by

D9twSsu+Xbsct hbbn8zhQG83RdqzOBLXrbBaff896VAKWI aOthHL/GKMkNUDz/IV?mDHrYPE/R
eIGIZyymlRuHYOCsaaM357ZjON v1rilg9 WDAW
BgNVHSUBATSEI luO(‘DCDAfo D, 'TOUNsZUJ) UeCYDlBUhIgHCSVZCB
VgY/KWYEBOUHAC AYGBACO YEAI5SGAQUwgYEwfxZ5aHROcDovL3BraS5h
bG1lcnlzL -m1/ZGIhdGUvYmU YXRIci

bm/\’IGVLlBEUyQIZSI5C3NpZZ5 HVyZWFuZGFIdGh/banYZFOaW9uYZFuYZItUERTLanZhMCZWII

EwYGBACORgEGMAKGBWQAjKYBBgIwgYAGCCsGAQUFBWEBBHQwCjA/BggrBgEFBQcwAYYXaHROcDov

L29/63AuYWX!ZX/5Cy5'b20WSWVIKWYBEOUHMAKGPZhOdHA6Ly9W,aZkuYWXtZXjECy5/b20VYmU
mNIcjAct

gVtsKQEHAWIFATCBIwYDVROfBIG LmFsbWVyeXMuY29tL.
LX/ZCZ/nbmFOde/YW5kYXVOBGVudGI/YXpr25/YW51Ml5/cmWWOGEBoD+GPWh0dHA6Ly9w52ku
YmUteXMuYZQtLZ//LX/ZCZ/nbmFOdX//YW5kYXVOaGVudG/jYXprZS/YWSle5/EmWWEOYDVRDD
BAoECEedu5/Nse6QMA4GA1UdDWEB/WQEAWIHgD, Qs
dtKMgMyaq(797lCOU23V+21vUIg3pnuVLUsNZIOqZZBBC+NSCSFFkICngbeKY/SI(]/P+WaXDletB7
g JCNNHGIOVSBU8/4BhEhB3r775CR5gBQLUd7 'wSrEHNEoOCDbLDCuYecOSFu
Zp5FjV/IZZ/k/tmR1 Pk nWeOk09610nSXQSWHNXXE/GLQCXDWZQlerE/NNYZ/WSe/ZFSWD/OSZ
1TMTa78cFDsP6I LWEWi 1pssmO0SKCITF5CM5
Ly/w CmrTDEsSr/YjQBEWXLCZ.?OXP);]vy/l/+sZ§]F5XDOC+8/81yG///Y80§/CDGM795YH2fCDmR2
RNMu5h+ZerW9ka/nij8k2h 06rYsQ/; KKSHQCUGDDVS]SEOA an/ngMEU/EszSaYVhtt
34Qk9T85VjjQS663/nk kVgBWS5bIcPl
C/YﬁknAdpyHrhb)/tYA9Dudt7gV\\§47ZdM2u85prrlA/YdBlhafCZBV+FOCL06HEdrafZWlFm/]NP
StQNV3gvji 5sMEJo: =

----- END CERTIFICATE-----

SHA256withRSA

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

BE INVEST International S.A.

LU

BE INVEST TIMESTAMP UNIT Q 2

TIMESTAMPING SERVICES

VATLU-LU29222134

BE INVEST International S.A.

LU

Thu Mar 30 15:38:50 CEST 2023

Mon Mar 30 15:38:50 CEST 2026

30:82:01:A2:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:8F:00:30:82:01:8A:02:82:01:81:00:A8:CF:F2:8A:AA:E4:F9:98:56:19:A6:93:58:E7:3F:6C:30:1A:09:ED:B6:6B:75:
DD 25 5 D7 C3 72 A2 CA C

id_kp_timeStamping

40:D1:33:94:36:C6:54:FF:25:1E:09:83:B5:05:48:48:80:70:92:BF

id_etsi_qcs_QcCompliance
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Authority Info Access

Certificate Policies

CRL Distribution Points

Subject Key Identifier
Key Usage:
Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:
Subject OU:
Subject 2.5.4.97:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Service status description [eng

[fr]
[de]

Status Starting Time

http://ocsp.almerys.com

http://pki.almerys.com/be-yssignatureandauthenticationcanc2.cer

Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.2.5.1

http://pki.almerys.com/be-yssignatureandauthenticationcanc2.crl

http://pki.be-ys.com/be-yssignatureandauthenticationcanc2.crl

47:9D:BB:9F:CD:B1:EE:90

digitalSignature

SHA-256

7D:62:50:F1:2F:1D:09:54:20:B4:50:F3:AA:6F:88:02:03:56:71:8E:42:C6:8E:F0:32:

E7:86:78:5B:4F:CE:88

BE INVEST TIMESTAMP UNIT Q 2

TIMESTAMPING SERVICES

VATLU-LU29222134

BE INVEST International S.A.

LU

R527n82x7pA=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

undefined.
undefined.

undefined.

2024-04-05T06:00:27Z2
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4 - TSP: IgniSign S.A.

TSP Name

Name

TSP Trade Name

Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

ElectronicAddress

URI

URI

URI

TSP Information URI

URI

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[fr]

[en]

IgniSign S.A.

VATLU-33812514

9, rue du Laboratoire

Luxembourg

1911

LU

https://ignisign.io/

mailto:info@ignisign.io

mailto:info@ignisign.io

https://ignisign.io/ca/repository

4.1 - Service (withdrawn): IgniSign Global Qualified CA 2

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

len]

[fr]

[de]

[en]

Certificate fields details

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity
and other attributes verified by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la
base de l'identité et d'autres attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend
auf der Identitat und andere Attribute, die von den jeweiligen Registrierungsdienste (berprtift.

IgniSign Global Qualified CA 2
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Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer C:

Issuer O:

Issuer CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject CN:

Valid from:

Valid to:

Public Key:

CRL Distribution Points

Basic Constraints

Authority Key Identifier

Subject Key Identifier

Certificate Policies

Authority Info Access

Key Usage:

Thumbprint algorithm:

MIIEfTCC/ i QsFADI wYDVQQDDBBJZ25pU2InbiBSb290

/ENEMRYWFAY’DVOOKEAI/ZZSpCZ/nb/BTLkEuMOsWCOYD OOGEW/MVTASFWD NDAOMTkxMDEOMDBa
Fw0zNTAOMTkxMDEO) MDBa r/ INVBAMMHKIn bm/TaWdUlEdstjthBRdWFsaWZ ZWQgQOEg
M]EWMBOGAI ly5BLJEXMBUGA1UEYQwOVKI FUTFUtMZM4MTIlMTOXCZA/BQNV

WNSW(
BA VTAkXVMFkWEWYHKoZ/Z/OCACFY/KD;/Z/CIDAOcDOgAESVXXyZBZm//EHZTl MT7yLE/muHy12hwi
IFVEGfeGUypYYleylZT+bv4V2jB72jhocHeTEoJKEA85yAuyNBMzeqOCASQwggEGMCBGAIUAH) o
MCYW/KAIOCCGHthdHA6L)/9‘]Y51yb290LWNerC5p225pC2/nbrSprASBgNVHRMBAfSECDAGAO 1/
1Udl WBBQSU8OxxI+FeETg

fIEXhB7iQaE+2j /BMB NVHSAERTEDMEEGDCSGAQOBQB;JWAOEKAZAXMCBGCC GAOUFEWIEFIMIaHRU
CHM6Ly9pZ25pc2Inbi5pb y9]Y59yZXBchIDb3]5I/AOBgNVH(JBBAfSEBAMCAOYWOWYIK WYBBQUH
AOEELZAtMCSGCCsGA UFBZA 'NydC9,

13DQEBCWUAA4ICA OBWVXZ_?LI anGwrﬂSQVCuan +W8w/LCGel WyWerWANzSNGecOy/FEkACo
AaOUGTW4HXXWIq7/quqVRK rOkX1 pLkQerNbkBgNXMPZ/ZBXZGPXCM/g/RBCVRanWDjF7 [2ew
kjG4YTpnz59312r2E9X0adfxZco80p50SZQ6EDXIp5ulxCZI+: 6U+/e2 buxs9jdylAWRCFKY
yDOFySmwu9q' VK2X8fnZZUBjUUgyfc}kojTNhSZZIMX ‘mxY8USd8+HDRwcgwQfrZwoXUb9jPOOBupfw
1tblAndGQeeaXIU62N+ekIDgOnMVfczalU11vHehHoKjK4o WPYITAPP+ddekX]I/AFCCZj wjo)y
akFMj1 FVdRKv3p5/cbW/go9R[p52Wqu5Nf456AZ7X0n VtSqOVn Yrc/dM6g9C+/ZdOhG +Di b31 IN

x+9uosimHaKzybRnRNIIfjurDiiiB: Ig/
kalBoSae{AlLl DDhpGQ4Riz4 YbLSVSFBS VF32VSEéDRZOYYKPme54KD WW OXZZHSLb 7W/EZMM8
QZxVB8/L4 aeW/qo+m WX1ESWvvZVf+tea8CELgGBv2G+Dv/8te2DrFAKmW1a7fyGlj9TvbuNF2a
5y8Z4XDOh+UF6zkslQ==

=
Sy

rrrrr END CERTIFICATE—-

SHA256withRSA

LU

Ignisign S.A.

IgniSign Root CA

LU

VATLU-33812514

IgniSign S.A.

IgniSign Global Qualified CA 2

Fri Apr 19 12:14:00 CEST 2024

Thu Apr 19 12:14:00 CEST 2035

30:59:30:13:06:07:2A:86:48:CE:3D:02:01:06:08:2A:86:48:CE:3D:03:01:07:03:42:00:04:F1:5C:71:CB:60:73:98:88:84:1F:64:F5:31:3E:F2:2C:4F:E6:88:7C:B5:DA:1C:2B:20:55:44:19:F7:

86:53:2A:58:62:57:82:21:94:FE.6E:FE:15:DA:30:7B:D8:98:68:70:77:93:12:82:4A:10:0F:39:C8:0B:82:34:13:33:7A

http://ca-root-crl.ignisign.io

IsCA: true - Path length: 0

F3:39:32:67:A7:E9:50:08:BA:55:BA:B6:6E:28:B7:92:74:9F:A9:89

12:53:C3:B1:C4:8F:85:78:44:E0:7E:5B:57:84:1E:E2:41:A1:3E:CE

Policy OID: 1.3.6.1.4.1.58710.1.1.10.3

CPS pointer: "https://ignisign.io/ca/repository"

https://ca.ignisign.io/crt/root

keyCertSign - cRLSign

SHA-256
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Thumbprint: D2:3D:D3:A2:19:31:95:EE:0E:DB:07:58:95:17:90:84:37:02:64:55:21:07:4B:DB:B
6:92:AC:E1:A6:0D:F9:68

X509SubjectName
Subject C: LU
Subject 2.5.4.97: VATLU-33812514
Subject O: IgniSign S.A.
Subject CN: IgniSign Global Qualified CA 2
X5095KI
X509 SK EIPDscSPhXhE4H5bV4Qe4kGhPsd=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2025-06-10T06:00:00Z

4.1.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

4.1.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [en] IgniSign Global Qualified CA 2

Service digital identities

X509SubjectName
Subject C: LU
Subject O:

IgniSign S.A.
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Subject CN: IgniSign Global Qualified CA 2

X509SKi
X509 5K EIPDscSPhXhE4H5bVA4QedkGhPsd=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2024-05-08T05:21:547

4.1.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

4.2 - Service (withdrawn): IgniSign TSA Qualified CA 2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description len] A time-stamping generation service creating and signing qualified time-stamps tokens.
[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] EinkZeit-StempeIn Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
Tokens.
Service Name
Name [en] IgniSign TSA Qualified CA 2

Service digital identities

Certificate fields details

Version: 3
Serial Number: 9
X509 Certificate rrrrr BEGIN CERTIFICATE-—-
MIIE€jCC wYDVQQDDBBJZ25pU2InbiBSb290

IENBMRYWFAYDVQOKDA1/225pC2/nbrBTLkEuMOSWCOYDVOOGEWJMVTAEFWOyNDAOMTkXMDEONDVa
Fw0zNDAOMTkxMDEONDVaMG OX]D IFRTQSB PZWQg Qi
MBQGA1UECgwNSWduaV/ g ySBL/EXMBUGAl UEYDWOVkFUTFUIMZMdMTIlMTOXCZA]BQNVBAYT
AkXVMFkWEWYHKOZ/Z]OCAngIKDZIZjGDAOC DQAE6QVPnUIhxII04RXu59PINdcOs +S/7X/a0.
8melHp06x+6eu0qaSkWrAwHb+TiIWWIBiyPE8r]IoxEW6xqoxqOCASQWggEGMCEGAL UdeOoMCYW
jKAmCCGHthdHASLyQ/YSl yb290L WNybCSpZZ5pEZInb15prASB NVHRMBA f8ECDAGAQH/A:
IDgQWBBQxY6KRyI5Z/! FNgOX X
Y//MMC9FY/BMEgNVHSAERTBDMEEGDCSGAOOEgBDWAOEKB/AXMCSGCCSGAOUFBW/BFIMIEHROCHME
Ly9pZ25pC2Inbispby9)YS9y ZXBuc2I0b3/5/AOBINVHQEBAFEEBAMCAQYwOW VIKwYBBQUHA O
LzAtMCsGCCsGAQUFBzAChh9odHRwczovL2NhL mIvL2Nyc
DQEBCWUAA4/CAOCLbODWVZUreXEMpZquD/a7VaNVBN+T0b4tTdALbTukZhKNatXGOZl 7&‘4eDMt
N(F[rNY+3]qer(GH3xlmnFmvg CalU0/Whwi FGEVkSpZCXX/rdS VrBdY7YhDSe5mpYUSZA/ruQ5E+
OvG3hSMEHmrWcxSk64azvyrwlbScrtOU5wYEZBOVIY 9RK 54GiKBjGhW7vXx/twPc+DvdnDIvAep
TXXr3Z4LthoOV50bCyTUhIQJfKVuEb/jeaGrtfﬁ FFNLUH+, k5qK3p3 tMtDbqW+k3LNn8srvd7
JfZ2NRjj82360bM7ECqeFnYaCjtgglZ4F3poakNgItF1TS) oo 5{/5}( VWIm/sthZW+ABth0
Tn72kZksQNpn6+sEYufsvpal9veL1tz)3Lc90jwjPJOP8hoRcOeWbFK32ELwd2gPICyGOPTYcYjn
8xi4gBXs+nU+DuvYiUIrxFXXWtGUADJJiDInWi. ZFe/LEbtA4CTukkj4Dk0/c Yzhudp/qy/lZAB r7
jAdB20571g3wzDuWQe4Dsqg 7FWNOGEyFQLosmusiiLjBkcnKeKzQ8AbLHY9pOiFmjn1+6m2XyYUbv
+703039BHd40NN1376GeVqNDz/eBMk+U+6Ex/oFbiBFihBybRSF7ARUUSIDDoNopjoDLCgd89Zwt

Signature algorithm: SHA256withRSA
Issuer C: LU
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Issuer O:

Issuer CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject CN:

Valid from:

Valid to:

Public Key:

CRL Distribution Points

Basic Constraints

Authority Key Identifier

Subject Key Identifier

Certificate Policies

Authority Info Access

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject C:

Subject 2.5.4.97:

Subject O:

Subject CN:

X509SKI

X509 SK |

Ignisign S.A.

IgniSign Root CA

LU

VATLU-33812514

IgniSign S.A.

IgniSign TSA Qualified CA 2

Fri Apr 19 12:14:45 CEST 2024

Wed Apr 19 12:14:45 CEST 2034

30:59:30:13:06:07:2A:86:48:CE:3D:02:01:06:08:2A:86:48:CE:3D:03:01:07:03:42:00:04:£9:05:4F:9D:42:21:C6:52:0E:E1:15:EE:E6:03:FD:35:D7:0E:B3:E4:BF:ED:7F:DA:39:7F:2A:F2:67:

A5:1E:9D:3A:C7:EE:9E:BB:4A:9A:4A:45:AB:03:01:DB:F9:38:96:59:F9:41:8B:23:C4:F2:B2:48:A3:11:16:EB:1A:A8:C6

http://ca-root-crl.ignisign.io

IsCA: true - Path length: 0

F3:39:32:67:A7:E9:50:08:BA:55:BA:B6:6E:28:B7:92:74:9F:A9:89

31:63:A2:91:C8:8E:59:FC:53:60:43:19:17:62:58:8C:31:CF:45:62

Policy OID: 1.3.6.1.4.1.58710.1.1.10.6
CPS pointer: "https://ignisign.io/ca/repository"

https://ca.ignisign.io/crt/root

keyCertSign - cRLSign

SHA-256

E4:68:BD:96:C1:46:FB:23:4E:9E:FA:93:CD:C4:74:50:89:A2:7F:E8:FC:C9:66:E8:B5
:34:0A:AD:A8:14:E4:B3

LU

VATLU-33812514

IgniSign S.A.

IgniSign TSA Qualified CA 2

MWOIikciOWIXTYEMZF2]YjDHPRWI=
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Service Status
Service status description [eng

[fr]
[de]

Status Starting Time

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.
undefined.

undefined.

2025-06-10T06:00:00Z

4.2.1 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject C:

Subject 2.5.4.97:

Subject O:

Subject CN:

X509S5KI

X509 SK |

Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

IgniSign TSA Qualified CA 2

LU

VATLU-33812514

IgniSign S.A.

IgniSign TSA Qualified CA 2

MWOIikciOWIXTYEMZF2]YjDHPRWI=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

2024-05-08T05:30:08Z
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5 - TSP: InCert

TSP Name

Name [en] InCert
TSP Trade Name

Name [en] VATLU-25655759

Name [en] INCERT public agency

PostalAddress

Street Address [en] 15, rue Léon Laval
Locality [en] Leudelange

Postal Code [en] 3372

Country Name [en] LU

ElectronicAddress

URI [en] mailto:security@incert.lu

URI [en] https.//www.incert.lu/

TSP Information URI

URI [en] https://repository.incert.lu/

5.1 - Service (granted): INCERT Qualified Timestamping

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.
[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] I;_inkZeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-
okens.
Service Name
Name [en] INCERT Qualified Timestamping

Service digital identities

Certificate fields details
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Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer C:

Issuer O:

Issuer 2.5.4.97:

Issuer CN:

Subject C:

Subject O:

Subject 2.5.4.97:

Subject CN:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

Certificate Policies

CRL Distribution Points

Subject Key Identifier

Key Usage:

238925627986572222810024208148121781064150711014

----- BEGIN CERTIFICATE-----

MIIDXjCCAuOgAwIBAgIUKdnLsumGcb. 7&:/1(WSOhPEQddzleuYWCgYIKDZIZ/OEA wMwejEzMDEGA1UE

A WWqRE/hmegRH\/jaHkgbZ YgTHV4Z 1 IbEVyZyBUa WI1IIFNOYW1waW5nIENBM, CWFOYDVORhDAS w
QVRMVSOyNTYINTc1O0TEdMBs GA jUIHBl YmxpYyBhZ2VuY3kxCzA|BgNVBAYTAK;
MB4XDTI1 MDUg(MzEyNTMWM/cX wMVowejEzZMDEGA1UEAwWWQGR 3/hbmQ: Rflig]{?Hkg

VjUIHBl mepYth22VuY3kXCZA]BgNVBAYTAkX\/MHYWEAYHKoZ/ JOCAQYF
K4EEACIDYgGAEGOBEOCYYbYM6/m: anir\/dbzvhuz PSP8G) g bRTajpSWww4WVw3M3MI05viq55+L
/X/+ZF]€VFW[BPNVdeL‘SCs}ZkWJCCbnR HETK/K]LBYgXCH NLrYCgeE+/Z30rﬂD4IBKDCCASO
EgYDVROTAQ EB/wi ZC/L5CEDBBBggr
B EFBDCBADOIMDMWMOYIKWYBBOUHMAKG]WhOdHAGLEQyZXBVCZIOb_?/SLquY2VydC55d590C3Fj
Y55jZXIh WOWYDVRDQEDWWO]A4ngrgSSFA wICAOA wKzApBggrBgEFBQcCARYdIGhOdHBzOi8vemVw

b3NpdG9yeS5pbmNIcnQubHUWN C8wL TAroCmgj4YlaHROCD avL3]/chzaXvankua W5j
ZX/OmelL3chWNhLml\ﬁ£’vbDAngNVHD4EF QUEUrrp4lowP/zPG6/3Dd ry+ OhAWDGYDVROP, Aok
BAQDAGEGMAOGCCAGSMA9BAMDAZKAMGYCHQDHM WoWhpnburyIKRKGOCS gL 0201dWFLIXUWCORX
ONUSWOGCAUBI 4 ug5 LMCMOCKN 05 QwLg )+ GgIYs5IKHTXURGOBIXOX 0S4l + dbemal
68Ay6agr2ccPLyU=

rrrrr END CERTIFICATE-—--

SHA384withECDSA

INCERT public agency

VATLU-25655759

Grand Duchy of Luxembourg Time Stamping CA
LU

INCERT public agency

VATLU-25655759

Grand Duchy of Luxembourg Time Stamping CA
Tue May 13 14:53:02 CEST 2025

Wed May 08 14:53:01 CEST 2047

4:96.’C3,‘0E.’16:57.‘(7D:CC.'DC.‘C2 34 E6 FSAA 5. ZF SB 95: 7F FE CC 58 DE: BC 5C ZD 04 F3 55 51 F7 GD E5 CB 23 CE 45! 89 08 26 E7 45 414 C4 4C A8 CA 8C EF 58 83 10 87 04 DZ EB
:60:28:1E:07:£9:59:DD:0A:E8

IsCA: true - Path length: 0

05:47:2B:A7:89:68:C0O:FF:F3:3C:6E:A3:DC:E7:76:42:FC:BE:42:10

http://repository.incert.lu/tsqca.cer

Policy OID: 1.3.171.5.3.2.2.1.0
CPS pointer: https://repository.incert.lu

http://repository.incert.lu/tsqca.crl

05:47:2B:A7:89:68:C0O:FF:F3:3C:6E:A3:DC:E7:76:42:FC:BE:42:10

keyCertSign - cRLSign
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Thumbprint algorithm: SHA-256

Thumbprint: OC:5E:69:12:1F:4F:57:E1:DB:37:7E:BD:F3:5C:AB:3E:F4:AB:D5:9C:38:1F:17:06:7B
:41:6F:A4:43:2A:FC:0E
X509SubjectName
Subject C: LU
Subject O: INCERT public agency
Subject 2.5.4.97: VATLU-25655759
Subject CN: Grand Duchy of Luxembourg Time Stamping CA
X5095K
X509 5K BUcrp4lowP/zPG6j30d2Quy+QhA=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [eng undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2025-07-04T08:00:00Z

Scheme Service Definition URI

URI [en] https://portail-qualite.public.lu/fr/confiance-numerique/prestataires-services-

confiance/liste-confiance/incert/additional-information-incert-qualified-
timestamping.html
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6 - Sighature node - Id: id-bc04a50bf02c40115cbcbe7df8b6bbbc

Signing Time

2025-07-08T07:53:10Z2

TSL Scheme Operator certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer OU:

Issuer O:

Issuer L:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject OU:

Subject O:

Subject L:

Subject C:

Valid from:

436585934309824696085415802453634045322681947766

M/IGODCCA++gAleAg/UTHKW\//LQAhchCWGL/+IGdk/o/nYWPgY/KoZ/hVCNAOEKMDGgDTALEg/g
hkgBZQMEAGOhGjAYBgkqhkiGIwOBAQgwCwY] / W IDBAID0gQCAgG+MHsxCzAJBGNVBAYTAKXV
MRAwDgYDVQQHDAJCZWx2YXV4MQ4wDAYDVQQKDAVITE5BUZEhRMB8GA1UECwwYRGInaXRhbCBUcnVz
dCBEZ, EhcnRtZW50M04WDAYDVOODDAV/TESEUZEXMBUGA]LIEVOWOVkFUTFUtM//SNTkDN/MWHhCN
MjQWMTE1MDg1MzlyWhcNMjcwMTEOMDgIMz IyW/B7MOswCOYD\/OO wMVTEQMA4GAIUEBWWHQMVs
deIeDEDMAWGAIUEC%WFSUXDOVMXITAB gV VH]1c3Qg| GV YX]DbWVudDEU
MAWGAIUEAWWFSUXOO MXFzAVEgNVBGEMD/ZEVEXVLT/yOTUSNDVZMI/C//ANEgkqhleQWOBAOEF
AAOCAg8AMIICCgK EA1VVZPcOvIOp/mai GlOZZT7MfSE]+VCdfdPyZh+melI6T17R20p229n7
bxGXYBEOfCDSUYﬁ)ﬂ:]SrTPSXdUtEgMUFIUtaR/UGS/Cy]gTSDveBIYXZBPSpr/FWRDUEde m/xM
JVPBTfBERIMGOeEFH2pl+Zo/hOi Y5aN4a5P/Z3Hhaa/Bko4b7NLZ+y+/d7pz/c/0XYOKaoarGng
35{7UYYYO0U5 /gAXq/l/rAWESYXY!SSQAGZHUS}/]BZFRJ7IaBOmFAIPCV+0XZ rS4192H+2+A
MWvioGz04fT g+PUOZm3nLKO5FCZerUK/1PGZSBg/7 FSET5XBEOEOjMVonUHVg2f5ep8ib
1/+wquryRG/RZS 7jSIN8MSWaMdtm1appszRV5oLiezyll D+/mWmanb/lcqvchoSEsz’ongW

Y 45D8YE 3 mer /acloytd] J7RIWYVp N8g
'G4dL| KABth/PLF

/Ng//POVEAYijSV/YZFSSPCZKE3khVSL/ZHchzTVEFVb/2Fb/ededZEAjWK83h5/60v20x6+us
8PA OBBYEFM5+p55aL TkRMEdNDTbgx0B/JKIhMAWG
AIUdEwEE/wQCMAAW gYDVRDPAOH/BAQDAgZAMBEGAIUd/DOKMAFGBgQAkTCDADA+B k(LthGQWOB
AOOWM&ANMASGCWCG AF/AWOCAGE&MEQG SqGS/b.?DOEBCDALngghkgE QMEAGOIBAICA 4Dgg/B
AAj7¢ ZU! VKrhXg570USJDFAJMICbJzIAnueOL7YpWcZ:
NHDNIZElVKka7528H UGDWFmef/DS/uuBCZa/ETP g/V?JQBlS gHWjCE8+6 GthCghelS 7KB
wYBOXmTIQP8Y5yzorNFqOmivP|1CkRnyKBfIH/rEIWEPS V. wRSRf/’ (
u1Epfy]RCtSnZEYdPIeOWOShSG 8SYil P/OPVZWqUuoc5slCz.?5n/X1HUh2/5A76d IsB+IfUgCm1a9
Y75VzuWuVIICO! rYOrTM56A 1l 2AKQP9706djicOUQa4T7u
Opvrq/qusde/yVKfSBC/O/HPgvBs/EOR789P//X<7L/CEBq/sEXSSve69+OSnDW5v+R ’bLFI7Dz
OXXXN/MrQHZ2EOQrNadXUlordtfvhgViTvSHZRmM9cQvFXu700zYsXaFA5XIhOQd/8blilg8cwoa63
mgphTGk31rATRFSXg50sDyCGaPgnVY3IR+4PcufEYMinbS5x5x2R81FX1xLGKpsG1aOdXZN6S+wH
AVVDsr!anqCZbFY/qvg/DDGVLs/aUkvagn15q5XnBQrHijCCIK/V/O/‘351r'zkaVSpkKssyE

----- END CERTIFICATE-----

RSASSA-PSS

VATLU-22959463

ILNAS

Digital Trust Department

ILNAS

Belvaux

LU

VATLU-22959463

ILNAS

Digital Trust Department

ILNAS

Belvaux

LU

Mon Jan 15 09:53:22 CET 2024
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Valid to: Thu Jan 14 09:53:22 CET 2027

Public Key:
Subject Key Identifier CE:7E:A7:94:9A:2D:39:11:30:47:4D:0D:36:EA:C7:40:7F:24:A2:21
Basic Constraints IsCA: false

Extended Key Usage id-tsl-kp-tsISigning

Key Usage: nonRepudiation
Thumbprint algorithm: SHA-256
Thumbprint: 5B:45:AA:A7:EA:B3:11:B5:8A:9B:5D:09:A3:28:6E:A3:B5:4B:4C:B8:A5:67:7B:D2:2

1:C7:E9:D4:DD:DD:AA:4F
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	1.1.4 - History instance n.3 - Status: accreditationceased


	1.1.5 - History instance n.4 - Status: accredited


	1.1.6 - History instance n.5 - Status: undersupervision



	1.2 - Service  (deprecatedatnationallevel): LuxTrust Time Stamping Authority


	1.2.1 - History instance n.1 - Status: recognisedatnationallevel


	1.2.2 - History instance n.2 - Status: undersupervision


	1.2.3 - History instance n.3 - Status: accreditationceased


	1.2.4 - History instance n.4 - Status: accredited



	1.3 - Service  (withdrawn): LuxTrust Global Qualified Certification Authority


	1.3.1 - Extension (critical): additionalServiceInformation


	1.3.2 - History instance n.1 - Status: granted


	1.3.2.1 - Extension (critical): additionalServiceInformation



	1.3.3 - History instance n.2 - Status: undersupervision


	1.3.4 - History instance n.3 - Status: accreditationceased


	1.3.5 - History instance n.4 - Status: accredited


	1.3.6 - History instance n.5 - Status: undersupervision



	1.4 - Service  (deprecatedatnationallevel): LuxTrust Global Time Stamping Authority


	1.4.1 - History instance n.1 - Status: recognisedatnationallevel


	1.4.2 - History instance n.2 - Status: undersupervision


	1.4.3 - History instance n.3 - Status: accreditationceased


	1.4.4 - History instance n.4 - Status: accredited


	1.4.5 - History instance n.5 - Status: undersupervision



	1.5 - Service  (withdrawn): LuxTrust Global Qualified Certification Authority 2


	1.5.1 - Extension (critical): additionalServiceInformation


	1.5.2 - History instance n.1 - Status: granted


	1.5.2.1 - Extension (critical): additionalServiceInformation



	1.5.3 - History instance n.2 - Status: undersupervision



	1.6 - Service  (granted): LuxTrust Global Qualified Certification Authority 3


	1.6.1 - Extension (critical): additionalServiceInformation


	1.6.2 - Extension (critical): additionalServiceInformation


	1.6.3 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESig]


	1.6.4 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESeal]


	1.6.5 - Extension (critical): Qualifiers [NotQualified]


	1.6.6 - History instance n.1 - Status: granted


	1.6.6.1 - Extension (critical): additionalServiceInformation



	1.6.7 - History instance n.2 - Status: undersupervision



	1.7 - Service  (withdrawn): LuxTrust Global Time Stamping Authority


	1.7.1 - History instance n.1 - Status: granted



	1.8 - Service  (granted): LuxTrust Qualified Time Stamping


	1.9 - Service  (withdrawn): LuxTrust SSL Certification Authority 5


	1.9.1 - Extension (critical): additionalServiceInformation


	1.9.2 - History instance n.1 - Status: granted


	1.9.2.1 - Extension (critical): additionalServiceInformation




	1.10 - Service  (withdrawn): LuxTrust Seal and Signature Validation Service


	1.10.1 - Extension (critical): additionalServiceInformation


	1.10.2 - Extension (critical): additionalServiceInformation


	1.10.3 - History instance n.1 - Status: granted


	1.10.3.1 - Extension (critical): additionalServiceInformation


	1.10.3.2 - Extension (critical): additionalServiceInformation




	1.11 - Service  (withdrawn): LuxTrust Seal and Signature Validation Service


	1.11.1 - Extension (not critical): additionalServiceInformation


	1.11.2 - Extension (not critical): additionalServiceInformation


	1.11.3 - History instance n.1 - Status: granted


	1.11.3.1 - Extension (not critical): additionalServiceInformation


	1.11.3.2 - Extension (not critical): additionalServiceInformation




	1.12 - Service  (granted): LuxTrust Qualified Electronic Registered Delivery Service


	1.13 - Service  (withdrawn): LuxTrust Seal and Signature Validation Service


	1.13.1 - Extension (not critical): additionalServiceInformation


	1.13.2 - Extension (not critical): additionalServiceInformation


	1.13.3 - History instance n.1 - Status: granted


	1.13.3.1 - Extension (not critical): additionalServiceInformation


	1.13.3.2 - Extension (not critical): additionalServiceInformation




	1.14 - Service  (granted): LuxTrust Seal and Signature Validation Service


	1.14.1 - Extension (not critical): additionalServiceInformation


	1.14.2 - Extension (not critical): additionalServiceInformation



	1.15 - Service  (granted): LuxTrust Qualified Time Stamping – LTQTSCA-RSA


	1.16 - Service  (granted): LuxTrust Qualified Time Stamping – LTQTSCA-EC



	2 - TSP: SeMarket Certification Authority S.A. 


	2.1 - Service  (withdrawn): SeMarket Qualified Certification Authority


	2.1.1 - Extension (critical): Qualifiers [QCWithQSCD]


	2.1.2 - Extension (critical): additionalServiceInformation


	2.1.3 - History instance n.1 - Status: supervisionrevoked


	2.1.3.1 - Extension (critical): Qualifiers [QCWithSSCD]



	2.1.4 - History instance n.2 - Status: undersupervision


	2.1.4.2 - Extension (critical): Qualifiers [QCWithSSCD]





	3 - TSP: BE INVEST International S.A.


	3.1 - Service  (withdrawn): BE-YS SIGNATURE AND AUTHENTICATION CA NC


	3.1.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]


	3.1.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]


	3.1.3 - Extension (critical): Qualifiers [NotQualified]


	3.1.4 - Extension (critical): additionalServiceInformation


	3.1.5 - Extension (critical): additionalServiceInformation


	3.1.6 - History instance n.1 - Status: granted


	3.1.6.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]


	3.1.6.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]


	3.1.6.3 - Extension (critical): Qualifiers [NotQualified]


	3.1.6.4 - Extension (critical): additionalServiceInformation


	3.1.6.5 - Extension (critical): additionalServiceInformation




	3.2 - Service  (granted): BE-YS SIGNATURE AND AUTHENTICATION CA NC 2


	3.2.1 - Extension (critical): additionalServiceInformation


	3.2.2 - Extension (critical): additionalServiceInformation



	3.3 - Service  (withdrawn): BE INVEST TIMESTAMP UNIT 9


	3.3.1 - History instance n.1 - Status: granted



	3.4 - Service  (withdrawn): BE INVEST TIMESTAMP UNIT 10


	3.4.1 - History instance n.1 - Status: granted



	3.5 - Service  (granted): BE INVEST TIMESTAMP UNIT Q 1


	3.6 - Service  (granted): BE INVEST TIMESTAMP UNIT Q 2



	4 - TSP: IgniSign S.A.


	4.1 - Service  (withdrawn): IgniSign Global Qualified CA 2


	4.1.1 - Extension (critical): additionalServiceInformation


	4.1.2 - History instance n.1 - Status: granted


	4.1.2.1 - Extension (critical): additionalServiceInformation




	4.2 - Service  (withdrawn): IgniSign TSA Qualified CA 2


	4.2.1 - History instance n.1 - Status: granted




	5 - TSP: InCert


	5.1 - Service  (granted): INCERT Qualified Timestamping



	6 - Signature node - Id: id-bc04a50bf02c40115cbcbe7df8b6bbbc
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