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I OBJECTIVE OF THIS PRESENTATION

Presenting the digital trust 

department of ILNAS

Understanding what trust services are

Understanding how standards can be 

used to enable digital trust

Understanding the benefits and gaps 

of standards
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STANDARDS

BOOST

DIGITAL TRUST
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II DIGITAL TRUST DEPARTMENT

• National supervisory body for:

 Trust service providers

 Digitisation or e-archiving service providers (PSDCs –

« Prestataires de Services de Dématérialisation ou de 

Conservation »)

• Management and publication of Luxembourg’s trusted 

list

• Promotion of good practices for trust service providers 

and digitization or e-archiving service providers

• National participant in the European Multistakeholder

platform on ICT Standardisation

• https://portail-qualite.public.lu/fr/confiance-
numerique/index.html
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A - MISSIONS

https://portail-qualite.public.lu/fr/confiance-numerique/index.html


II DIGITAL TRUST DEPARTMENT

Strengthen the national and EU Single Market by boosting TRUST and CONVENIENCE in secure 

and seamless cross-border electronic transactions
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B - OBJECTIVE
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III TRUST SERVICES

E-transactions workflow – Submitting a tax declaration
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Website authentication: check 
if the website you enter is really 

linked to the tax authority. 

Creation of the tax 
declaration 

E-signature/ e-seal: Signing or 
Sealing the tax declaration 

Time stamp: Proof of 
submission of the tax 

declaration in due time 

E-registered delivery: Tax 
authority sends 

acknowledgement of 
receipt

Preservation: storage of the tax declaration 
and acknowledgment of receipt 

eID: identify (or authenticate) 
yourself using, for instance, an 

eID means
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A - SCOPE
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III TRUST SERVICES

B – USE CASE: ETSI TS 119 621 – Electronic Signatures and Infrastructures (ESI); Trusted Lists
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IV STANDARDS

Benefits

• Key benefit: Common recommended interpretation, avoiding national variations

• Legal regulations (technologically neutral) translated into technical language

• Clarify & implement legislation

Gaps

• Remote signing

• Preservation services

• Validation services

• e‐delivery

Issues

• Lack of legal references to standards, e.g. lack of implementing acts for eIDAS

• Too many standards

• New technologies must be taken into consideration, e.g. Blockchain
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A – BENEFITS, GAPS & ISSUES



Qualified Trust Service Providers:

• ETSI EN 319 401 Electronic Signatures and Infrastructures (ESI) - General policy 

requirements for trust service providers  supporting electronic signatures;

• ETSI EN 319 411-1 Electronic Signatures and Infrastructures (ESI); Policy and security 

requirements for Trust Service Providers issuing certificates; Part 1: General requirements;

• ETSI EN 319 411-2 Electronic Signatures and Infrastructures (ESI) - Policy and security 

requirements for Trust Service Providers issuing certificates - Part 2: Policy requirements 

for certification authorities issuing qualified certificates;

• ETSI EN 319 411-3 Electronic Signatures and Infrastructures (ESI) - Policy and security 

requirements for Trust Service Providers issuing certificates - Part 3: Policy requirements 

for Certification Authorities issuing public key certificates;

• ETSI EN 319 421 Electronic Signatures and Infrastructures (ESI); Policy and Security 

Requirements for Trust Service Providers issuing Time-Stamps;

• CEN/TS 419 241 Security Requirements for Trustworthy Systems Supporting Server Signing;

• CEN/TS 419 261 Security requirements for Trustworthy Systems managing certificates and 

time-stamps

• … 

IV STANDARDS

B – MAIN STANDARDS USED
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IV STANDARDS

B – MAIN STANDARDS USED

Supervisory bodies:

• ETSI TS 119 612 Electronic Signatures and Infrastructures (ESI); Trusted Lists

Conformity assessment bodies:

• ETSI EN 319 403 Trust Service Provider 

Conformity Assessment – Requirements for 

conformity assessment bodies assessing Trust 

Service Providers

• ISO/IEC 17 065 Conformity assessment 

Requirements for bodies certifying products, 

processes and services 
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Digitisation or e-archiving service providers:

• ISO/IEC 27 001 Information technology – Security techniques – Information security 

management systems – Requirements;

• ISO/IEC 27 002 Information technology – Security techniques – Code of practice for 

information security management;

• Technical regulation for a management system and security controls for digitization or e-

archiving service providers

Conformity assessment bodies:

• ISO/IEC 17 021-1 Conformity assessment – Requirements for bodies providing audit and 

certification of management systems Requirements 

• ISO/IEC 27 006 Information technology – Security techniques – Requirements for bodies 

providing audit and certification of information security management systems
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IV STANDARDS

B – MAIN STANDARDS USED
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V DIGITISATION AND E-ARCHIVING

National law of 25 July 2015 on electronic 

archiving

• Technical regulation for a management 

system and security controls for 

digitization or e-archiving service 

providers

 Specific requirements for 

digitisation or e-archiving service 

providers (Additional requirements 

to ISO/IEC 27001)

 Code of practice for digitisation or 

e-archiving service providers 

(Additional controls to ISO/IEC 

27002)
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