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2000, the “ILOVEYOU” virus
Where it all started

Ø 10 days of self-propagation
Ø 50 million infections
Ø US $5.5 – 8.7 billion in damages 

worldwide
Ø 10% of internet-connected 

computers in the world had been 
affected

2 companies



2002, OECD Guidelines - towards a culture of security

5

International guidance
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Public sector
initiatives
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2003, launch of CASES

7

Ministry of the Economy – first mover

9 companies
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CASES

www.cases.lu
CASES - Cyberworld Awareness and Security Enhancement Services

SOCIAL ENGINEERING

SCÉNARIO

>Ğ� ƚĠůĠƉŚŽŶĞ� ƐŽŶŶĞ� Ğƚ� ƵŶ� ŶƵŵĠƌŽ� ŝŶĐŽŶŶƵ� Ɛ Ă͛ĸ��ĐŚĞ� ă�
ů͛ĠĐƌĂŶ͘� �� ů Ă͛ƵƚƌĞ� ďŽƵƚ� ĚƵ� Į�ů͕� ƵŶĞ� ƉĞƌƐŽŶŶĞ� ƉƌĠƚĞŶĚĂŶƚ�
ƚƌĂǀĂŝůůĞƌ� ƉŽƵƌ� DŝĐƌŽƐŽŌ�� ƋƵŝ� ǀŽƵƐ� ŝŶĨŽƌŵĞ� ƋƵĞ� ǀŽƚƌĞ�
ŽƌĚŝŶĂƚĞƵƌ�ĞƐƚ�ŝŶĨĞĐƚĠ�ƉĂƌ�ƵŶ�ůŽŐŝĐŝĞů�ŵĂůǀĞŝůůĂŶƚ�ĂǇĂŶƚ�ĚĠũă�
ƉĂƌĂůǇƐĠ�ƵŶ�ŐƌĂŶĚ�ŶŽŵďƌĞ�ĚĞ�ƐǇƐƚğŵĞƐ͘��ǀĞĐ�ĠůŽƋƵĞŶĐĞ͕�ŝů�
ǀŽƵƐ�ĞǆƉůŝƋƵĞ�ĐŽŵŵĞŶƚ�ŝů�Ă�ƐƵ�ŝĚĞŶƟ�Į�Ğƌ�ůĂ�ƐŽƵƌĐĞ�ĚƵ�ŵĂů͘��Ğ�
soi-disant expert vous demande ensuite de vous connecter 
ă� ƵŶ� ƐŝƚĞ� ĚĞ� ŵĂŝŶƚĞŶĂŶĐĞ� ă� ĚŝƐƚĂŶĐĞ͘� sŽƵƐ� ƐƵŝǀĞǌ� ƐĞƐ�
ŝŶƐƚƌƵĐƟ�ŽŶƐ�͍�^ŝ�ŽƵŝ͕�ǀŽƵƐ�ůĂŝƐƐĞǌ�ĐŚĂŵƉ�ůŝďƌĞ�ă�ů Ă͛ƌŶĂƋƵĞƵƌ�
ƋƵŝ�ƉƌĞŶĚ�ĂƵƐƐŝƚƀƚ�ůĞ�ĐŽŶƚƌƀůĞ�ĚĞ�ǀŽƚƌĞ�ŽƌĚŝŶĂƚĞƵƌ͘

>͛ ŝŶŐĠŶŝĞƌŝĞ�ƐŽĐŝĂůĞ�ĞƐƚ�ƵŶ�ĞŶƐĞŵďůĞ�ĚĞ�ƚĞĐŚŶŝƋƵĞƐ�ĚĞ�
ŵĂŶŝƉƵůĂƟ�ŽŶ� ƋƵŝ� ĞǆƉůŽŝƚĞŶƚ� ĐĞƌƚĂŝŶĞƐ� ǀƵůŶĠƌĂďŝůŝƚĠƐ�
ŚƵŵĂŝŶĞƐ͕�ĐŽŵŵĞ�ůĂ�ĐƌĠĚƵůŝƚĠ�ŽƵ�ůĂ�ƐĞƌǀŝĂďŝůŝƚĠ�ŶĂƚƵͲ
ƌĞůůĞ�ĚĞƐ�ŐĞŶƐ�ĚĂŶƐ�ůĞ�ďƵƚ�Ě͛ŽďƚĞŶŝƌ�ƵŶĞ�ŝŶĨŽƌŵĂƟ�ŽŶ͕�
un bien ou un service. 

Ͳ� ^ĞĐƌĞƚƐ�ŝŶĚƵƐƚƌŝĞůƐ͕�ĚŝƉůŽŵĂƟ�ƋƵĞƐ͕�ŵŝůŝƚĂŝƌĞƐ
Ͳ� �ǀĂŶƚĂŐĞƐ�ĠĐŽŶŽŵŝƋƵĞƐ
Ͳ� ^ĂďŽƚĂŐĞ�ĐŽŶĐƵƌƌĞŶƟ�Ğů
Ͳ� �ƌŐĞŶƚ

>͛ ŝŶŐĠŶŝĞƌŝĞ� ƐŽĐŝĂůĞ� ĐĂĐŚĞ� ůĞ� ƉůƵƐ� ƐŽƵǀĞŶƚ� ƵŶĞ�
ŵŽƟ�ǀĂƟ�ŽŶ� ĠĐŽŶŽŵŝƋƵĞ͘� >Ă� ŵĂŶŝƉƵůĂƟ�ŽŶ͕� ƵŶĞ� ĨŽŝƐ�
ĂĐĐŽŵƉůŝĞ͕� ƉĞƵƚ� ġƚƌĞ� ƵƟ�ůŝƐĠĞ� ƉŽƵƌ� ĂĐĐĠĚĞƌ� ă� ƚŽƵƚĞ�
ŝŶĨŽƌŵĂƟ�ŽŶ�ƵƟ�ůĞ�ĞŶ�ĚĠƉŝƚ�ĚĞ�ůĂ�ƋƵĂůŝƚĠ�ĚƵ�ŵĂƚĠƌŝĞů�Ğƚ�
ĚĞƐ�ůŽŐŝĐŝĞůƐ�ĚĞ�ƐĠĐƵƌŝƚĠ�ŝŶƐƚĂůůĠƐ͘

�͛ƵŶĞ� ƉĂƌƚ͕� ŶŽƚƌĞ� ŶĠŐůŝŐĞŶĐĞ� ŶĂƚƵƌĞůůĞ� ŶŽƵƐ� ƌĞŶĚ� ǀƵůŶĠͲ
ƌĂďůĞ� ĂƵǆ� ĂƩ�ĂƋƵĞƐ͘� >͛ ŚŽŵŵĞ�ƉĞƌĚ� ůĂ� ǀƵĞ�Ě͛ĞŶƐĞŵďůĞ� ƐƵƌ�
ůĞƐ� Ěŝī�ĠƌĞŶƚĞƐ� ŝŶĨŽƌŵĂƟ�ŽŶƐ� ĐŽŶĐĞƌŶĂŶƚ� ƐĂ� ƉĞƌƐŽŶŶĞ� ƋƵŝ͕�
ĞŶ�ƌĂŝƐŽŶ�ĚĞƐ�ŶŽƵǀĞĂƵǆ�ŵĠĚŝĂƐ͕�ĐŝƌĐƵůĞŶƚ�ƐĂŶƐ�ƋƵ͛ŝů�ŶĞ� ůĞ�
ƐĂĐŚĞ͘��Ğ� ĨĂŝƚ͕� ŝů� ƚƌĂŝƚĞ� ƐĞƐ�ĚŽŶŶĠĞƐ� ƐĞŶƐŝďůĞƐ�ĚĞ�ŵĂŶŝğƌĞ�
ƚƌŽƉ� ŝŶƐŽƵĐŝĂŶƚĞ͕� ƉƵďůŝĞ� ĚĞƐ� ŝŶĨŽƌŵĂƟ�ŽŶƐ� ƉƌŝǀĠĞƐ� ƐƵƌ� ůĞ�
tĞď�Ğƚ�ƐĞ�ƌĠǀğůĞ�ƐŽƵǀĞŶƚ�ƚƌŽƉ�ƉĂƌĞƐƐĞƵǆ�ƉŽƵƌ�ͨ�ŶĞƩ�ŽǇĞƌ�ͩ�
ƌĠŐƵůŝğƌĞŵĞŶƚ�ƐŽŶ�ƉƌŽĮ�ů�ĞŶ�ůŝŐŶĞ͘
� Ă͛ƵƚƌĞ�ƉĂƌƚ͕�ŶŽƵƐ�ƐŽŵŵĞƐ�ĚĞƐ�ġƚƌĞƐ�ŚƵŵĂŝŶƐ͕�ƚŽƵũŽƵƌƐ�ă�
ůĂ� ƌĞĐŚĞƌĐŚĞ� ĚĞ� ƌĞĐŽŶŶĂŝƐƐĂŶĐĞ͕� ĚĞ� Ň�ĂƩ�ĞƌŝĞƐ͕� ĚĞ� ĐŽŵƉůŝͲ
ŵĞŶƚƐ͕� Ě Ă͛ŵŝƟ�ĠƐ� ĞƚĐ͘� >͛ ŚŽŵŵĞ� ĞŶ� ŐĠŶĠƌĂů� � ĂƉƉƌĠĐŝĞ� ƋƵĞ�
ů͛ŽŶ�Ɛ͛ŝŶƚĠƌĞƐƐĞ�ă�ƐĂ�ƉĞƟ�ƚĞ�ƉĞƌƐŽŶŶĞ͘��ĞƐ�ǀĞƌƚƵƐ�ŚƵŵĂŝŶĞƐ�
ĐŽŵŵĞ��ůĂ�ƐĞƌǀŝĂďŝůŝƚĠ͕�ů͛ĞŵƉĂƚŚŝĞ�ŽƵ�ĚĞƐ�ĨĂŝďůĞƐƐĞƐ�ĐŽŵŵĞ�
ůĂ�ǀĂŶŝƚĠ͕� ů͛ŝŐŶŽƌĂŶĐĞ�Ğƚ� ůĂ�ŶĂŢǀĞƚĠ�ƐŽŶƚ�ĞǆƉůŽŝƚĠĞƐ�ƉĂƌ� ůĞƐ�
ĂŐƌĞƐƐĞƵƌƐ�ƉŽƵƌ�ŵĂŶŝƉƵůĞƌ�ůĞƵƌƐ�ǀŝĐƟ�ŵĞƐ͘��ŝŶƐŝ͕�ůĂ�ƉůƵƉĂƌƚ�
ĚĞƐ�ƐĂůĂƌŝĠƐ�Ě͛ƵŶĞ�ƐŽĐŝĠƚĠ�ƉĞŶƐĞŶƚ�ƋƵĞ�ůĞ�ƉůƵƐ�ŝŵƉŽƌƚĂŶƚ�ĞƐƚ�
Ě͛ġƚƌĞ�ƐŽĐŝĂďůĞ�Ğƚ�ĚĞ�ƌĞŶĚƌĞ�ƐĞƌǀŝĐĞ�ă�ƐĞƐ�ĐŽůůğŐƵĞƐ͕�Ğƚ�ĐĞ͕�
ĂƵǆ�ĚĠƉĞŶƐ�ŵġŵĞ�ĚĞ�ůĂ�ƐĠĐƵƌŝƚĠ͘

Une réalité à garder en mémoire :
Aucune technologie n’est en mesure de contrer 
l’ingénierie sociale !

dŽƵƚĞ�ŝŶĨŽƌŵĂƟ�ŽŶ͕�ŵġŵĞ�ƉĂƌĂŝƐƐĂŶƚ�ŝŶƐŝŐŶŝĮ�ĂŶƚĞ͕�ĚŽŝƚ�
ġƚƌĞ�ĐŽŶƐŝĚĠƌĠĞ�ĐŽŵŵĞ�ŝŵƉŽƌƚĂŶƚĞ͘

^ŽǇĞǌ�ƉƌƵĚĞŶƚ�ĚğƐ�ƋƵ͛ƵŶĞ�ƉĞƌƐŽŶŶĞ�ƋƵĞ�ǀŽƵƐ�ŶĞ�
ĐŽŶŶĂŝƐƐĞǌ�ƉĂƐ�ĚĞǀŝĞŶƚ�ƚƌŽƉ�ĐƵƌŝĞƵƐĞ͘

EĞ�ĐůŝƋƵĞǌ�ƉĂƐ�ƐƵƌ�ůĞƐ�ůŝĞŶƐ�ĚĂŶƐ�ůĞƐ�ĞͲŵĂŝůƐ�ŽƵ�ůĞƐ�
ƌĠƐĞĂƵǆ�ƐŽĐŝĂƵǆ�ƋƵĞ�ǀŽƵƐ�Ŷ Ă͛Ʃ�ĞŶĚŝĞǌ�ƉĂƐ�ŽƵ�ƋƵĞ�
ǀŽƵƐ�ƚƌŽƵǀĞǌ�ĚŽƵƚĞƵǆ͘�DĠĮ�ĞǌͲǀŽƵƐ�ŶŽƚĂŵŵĞŶƚ�ĚĞƐ�
ͨ�ĚĞŵĂŶĚĞƐ�Ě Ă͛ŵŝƟ�Ġ�ͩ�Ě͛ŝŶĐŽŶŶƵ;ĞͿƐ͘

GAINS POUR L’ATTAQUANT

CONSÉQUENCES POUR LA VICTIME

- Temps de travail supplémentaire
Ͳ� WĞƌƚƵƌďĂƟ�ŽŶ�ĚĞ�ůĂ�ƉƌŽĚƵĐƟ�ŽŶ
Ͳ� �ĞƐƐĂƟ�ŽŶ�Ě Ă͛ĐƟ�ǀŝƚĠ
Ͳ� �ŝǀƵůŐĂƟ�ŽŶ�ĚĞ�ƐĞĐƌĞƚƐ
- Perte de crédibilité
Ͳ� sŽů�Ě͛ŝĚĞŶƟ�ƚĠ
Ͳ� WĞƌƚĞ�ĚĞ�ĐŽŶƚƌƀůĞ
Ͳ� WĞƌƚĞƐ�Į�ŶĂŶĐŝğƌĞƐ�ĚŝƌĞĐƚĞƐ
Ͳ� ZĠƉƵƚĂƟ�ŽŶ͕�ŝŵĂŐĞ�ĚĞ�ŵĂƌƋƵĞ�ĚĠŐƌĂĚĠĞƐ

Dans une large majorité, les gens considèrent que 
toutes les personnes qui s’adressent à eux sont de 
bonne foi. Néanmoins, dans le même temps, la plu-
ƉĂƌƚ�ĚĞƐ�ŐĞŶƐ�ĂĚŵĞƩ�ĞŶƚ�ƉĂƌĨŽŝƐ�ŵĞŶƟ�ƌ͙

LA VULNÉRABILITÉ EXPLOITÉE EĞ�ĚŝǀƵůŐƵĞǌ�ă�ƉĞƌƐŽŶŶĞ�ǀŽƐ�ŝĚĞŶƟ�Į�ĂŶƚƐ�Ğƚ�ŵŽƚƐ�ĚĞ�
ƉĂƐƐĞ�ƉĞƌŵĞƩ�ĂŶƚ�Ě Ă͛ĐĐĠĚĞƌ�ă�/ŶƚĞƌŶĞƚ�Ğƚ�ĂƵǆ�ƐǇƐƚğŵĞƐ�
ŝŶĨŽƌŵĂƟ�ƋƵĞƐ͕�ŵġŵĞ�Ɛŝ�ůĂ�ĚĞŵĂŶĚĞ�ƐĞŵďůĞ�ĐƌĠĚŝďůĞ͘

�ĠĐŽŶŶĞĐƚĞǌͲǀŽƵƐ�ƚŽƵũŽƵƌƐ�ĚĞƐ�ƐŝƚĞƐ�tĞď�Ğƚ�ĂƵƚƌĞƐ�
ƉĂŐĞƐ�ĞŶ�ůŝŐŶĞ�ă�ů Ă͛ŝĚĞ�ĚƵ�ďŽƵƚŽŶ�ƉƌĠǀƵ�ă�ĐĞƚ�Ğī�Ğƚ͘�

EĞ�ůĂŝƐƐĞǌ�ũĂŵĂŝƐ�ƚƌĂŠŶĞƌ�ă�ůĂ�ǀƵĞ�ĚĞ�ƚŽƵƐ�ĚĞƐ�ĚŽĐƵŵĞŶƚƐ�
ƉĂƉŝĞƌ�ĐŽŶƚĞŶĂŶƚ�ĚĞƐ�ŝŶĨŽƌŵĂƟ�ŽŶƐ�ƐĞŶƐŝďůĞƐ͘

EĞ�ƉƌĞŶĞǌ�ƉĂƐ�ĚĞ�ĚĠĐŝƐŝŽŶƐ�ŝŵƉƵůƐŝǀĞƐ�Ͳ�ĚĠŐĂŐĞǌͲǀŽƵƐ�
de la pression de votre correspondant.  

E Ă͛ǇĞǌ�ƉĂƐ�ƉĞƵƌ�ĚĞ�ĚŝƌĞ�ͨ�EŽŶ�ͩ�ă�ƵŶĞ�ĚĞŵĂŶĚĞ�ƋƵŝ�
ǀŽƵƐ�ƐĞŵďůĞ�ĠƚƌĂŶŐĞ͘

�Ŷ�ĐĂƐ�ĚĞ�ĚŽƵƚĞ͕�ǀĠƌŝĮ�Ğǌ�ů͛ŝĚĞŶƟ�ƚĠ�ĚĞ�ǀŽƚƌĞ�ĐŽƌƌĞƐƉŽŶĚĂŶƚ͘�
WƌŽƉŽƐĞǌͲůƵŝ�ĚĞ�ůĞ�ƌĂƉƉĞůĞƌ�ǀŽƵƐͲŵġŵĞ͕�ĚĞ�ĐĞƩ�Ğ�ŵĂŶŝğƌĞ�
ŝů�ĚĞǀƌĂ�ĚŽŶŶĞƌ�ƐŽŶ�ŶƵŵĠƌŽ�ĚĞ�ƚĠůĠƉŚŽŶĞ�Ğƚ�ǀŽƵƐ�ƉŽƵƌƌĞǌ�
ǀĠƌŝĮ�Ğƌ�ƐĞƐ�ĂůůĠŐĂƟ�ŽŶƐ͘

Ͳ� ^ĞŶƐŝďŝůŝƐĞǌ�ǀŽƐ�ĐŽůůğŐƵĞƐ�ă�ůĂ�ƉƌŽďůĠŵĂƟ�ƋƵĞ�ĚĞ�
ů͛ŝŶŐĠŶŝĞƌŝĞ�ƐŽĐŝĂůĞ

Ͳ� DĞƩ�Ğǌ�ĞŶ�ƉůĂĐĞ�ĚĞƐ�ŵĞƐƵƌĞƐ�ĚĞ�ƐĠĐƵƌŝƚĠ�ĂĚĠƋƵĂƚĞƐ
Ͳ� �ůĂƐƐŝĮ�Ğǌ�ůĞƐ�ĚŽŶŶĠĞƐ�ĂĮ�Ŷ�ĚĞ�ƐĂǀŽŝƌ�ůĞƐƋƵĞůůĞƐ�ƐŽŶƚ�

ŝŵƉŽƌƚĂŶƚĞƐ͕�ǀŽŝƌĞ�ǀŝƚĂůĞƐ�Ğƚ�ĚŽŝǀĞŶƚ�ĚŽŶĐ�ġƚƌĞ�
ƉƌŽƚĠŐĠĞƐ�ĞŶ�ĐŽŶƐĠƋƵĞŶĐĞ

Ͳ� �ƐƟ�ŵĞǌ�ů͛ĞŶǀĞƌŐƵƌĞ�ĚĞ�ů Ă͛Ʃ�ĂƋƵĞ
Ͳ� >ŝŵŝƚĞǌ�ůĞƐ�ĚĠŐąƚƐ͕�ƌĠĚƵŝƐĞǌ�ů͛ŝŵƉĂĐƚ
Ͳ� dƌŽƵǀĞǌ�ůĞƐ�ĨĂŝůůĞƐ�ĚĞ�ƐĠĐƵƌŝƚĠ�ĚĂŶƐ�ů͛ŽƌŐĂŶŝƐĂƟ�ŽŶ

WůƵƐ�ĚĞ�ĐŽŶƐĞŝůƐ�ĞŶ�ŵĂƟ�ğƌĞ�ĚĞ�ƐĠĐƵƌŝƚĠ�ĚĞ�ů͛ŝŶĨŽƌŵĂƟ�ŽŶ�͗

MESURES DE PROTECTION

SOS – QUE FAIRE SI ÇA ARRIVE ?

www.cases.lu
help @ cases.lu

D

SmartphOne
Votre smartphone est un ordinateur.

En cas de vol, vous risquez bien plus que la perte du matériel.

Cyberworld awareness & security enhancement services
w w w . c a s e s . l u

1

www.cases.lu
CASES - Cyberworld Awareness and Security Enhancement Services

CLEVER CLICKS
FOR SAFER BUSINESS

F

The first years



2008 – 2012

9

Ø CIRCL (2008)

Ø BEE SECURE (2009)
Ø Consortium between Education, Family and Economy ministries

Ø SECURITYMADEIN.LU (2010)
Ø Incorporated CASES & CIRCL

Ø GOVCERT (2011)
Ø Link to the Prime Ministers Office

Ø 2012 - 1st National Strategy

A key period for the ecosystem

15 companies
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CASES and CIRCL – today
Focusing on tools & services to secure the economy
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C3 (created in 2018)
Cybersecurity Competence Center – the 3rd dept. of SECURITYMADEIN.LU
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National strategy 
& governance
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CIP Critical Infrastructure Protection
(loi du 23 juillet 2016 portant création d'un Haut-
Commissariat à la Protection nationale)

GDPR General Data Protection Regulation
(loi du 1er août 2018 portant mise en place du 
régime général sur la protection des données)

NIS Network and Information Security 
(loi du 28 mai 2019 portant transposition de la 
directive NIS)

PSDC Prestataires de Services de 
Dématérialisation ou de Conservation 
(loi du 25 juillet 2015 relative à l’archivage 
électronique)

PSF Professionnels du Secteur Financier de 
Support 
(loi modifiée du 5 avril 1993 relative au secteur 
financier)

Authorities & Regulators



14

Education & Research
National  Actors

Sectoral PPPs



Public-private cooperation in action

15

CERT.LU
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Cybersecurity 
Market
Overview & 
Mapping

16



In 2019, 304 companies are active in 
cybersecurity in Luxembourg

17

Listing criteria:
have a legal entity in 
Luxembourg
provide at least one 
cybersecurity service or 
solution 

Almost ¼ of the companies have 
cybersecurity as a core business 
(i.e. main revenues come from 
cybersecurity activities)

A strong ecosystem

Remaining 230 companies, 
include insurance, lawyers, 
IT consultants, among 
others, providing at least 
one cybersecurity 
solution/service

304
COMPANIES

24%

22%

Companies with 
cybersecurity 
as a core business

74

68 Start-ups
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Solutions for each stage of the cyber-risk 
management value chain, are available.

Luxembourg is mostly positioned on the risk 
identification and systems protection markets.

Luxembourg offers a diversified solutions portfolio, 
yet focused on protection

Cybersecurity solutions

* Based on the categories from the ECSO Cybersecurity Radar Market

29% 50% 8% 9% 4%

Identify Protect Detect Respond Recover
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Top 7 solutions out of 
57 types of solutions 
available on the 
national market

On average, 
companies provide 
5 cybersecurity 
solutions

The importance of the 
governance and risk & 
compliance solutions can be 
explained by the high number 
of companies targeting the 
finance and banking sectors

GDPR boosted the 
data security 
services within the 
ecosystem 

The Top 7 solutions cover 60% of the market
Top solutions on the national market

Governance, 
risk & 

compliance

Identity & 
access 

management

Data security Asset 
management

Penetration 
testing

Backup & 
storage

Awareness & 
training
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Focus on the 
Core Businesses

20



Small enterprises are at the heart 
of the core cybersecurity ecosystem
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Among the 74 
companies having 
cybersecurity as core 
business, ¾ have less 
than 10 employees

In average, a company 
having cybersecurity as 
core business employs 
13 people

The role of small businesses

74%

14%

4%
7% 1%

Size of the companies having cybersecurity as core business

1-10

11-20

21-50

51-100

101-250



Human capital of core business entities
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In total, the core business 
ecosystem represents almost 
1000 employees* 

Employment

*932 employees is the exact number estimated by LXI, based on most recent 
available figures from Editusdata and the Luxembourg Business Register



A young sector, strongly growing over the last 5 years
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The emergence of the Luxembourg 
cybersecurity ecosystem started 
around 20 years ago

With an exponential growth the 
last 5 years: 
Almost half of current companies 
having cybersecurity as core business 
were created over the past 5 years

Growth of the core ecosytem
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Start-ups in the 
Cybersecurity
Ecosystem

24
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Start-up definition*
< 5 years old
< 100 employees 
(worldwide)
Have an innovative 
product, service or 
business model

Around 1/5 of the cybersecurity ecosystem are start-ups
A growth supported by start-ups

*based on the EU Start-up Monitor Definition; The criteria related to employees 
was added to exclude LU subsidiaries from large corporate groups. 

304
COMPANIES

24%

22%

68 Start-ups



24 start-ups have cybersecurity as a core business
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Cybersecurity start-ups

35%
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In total, 42 different types of solutions are 
delivered by start-ups

The top 3 solutions cover 55% of the solutions 
provided by the start-ups

Start-ups offer in average 3 to 4 types of 
services or solutions

In total, 17% of the cybersecurity solutions of 
the entire cybersecurity ecosystem (i.e. 304 
companies) are delivered by start-ups

Specialisation of start-ups
Top 3 solutions provided by start-ups

Governance, 
risk & compliance

Identity & access 
management

Encryption
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A welcoming environment 
for start-ups

57% of start-ups are or 
have been hosted in a 
Luxembourg incubator 



Lessons learned of the past 20 years
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ü Building a culture of security, takes time (more than 20 years)
ü Pragmatism and persistence are key
ü Have a strategy, start small, scale fast

ü Early involvement of the Government was important to ignite
ü A focus on the economic parts of cyber was key
ü Clear limits of Gov involvement to foster not hinder market competition

ü Live the concept of “co-competition”
ü Be a partner for private actors

ü Cooperation and collaboration at all levels (governance, operational, sector specific)

Conclusion



Thank 
you!

www.luxinnovation.lu
www.securitymadein.lu

Luxinnovation
Security made in Lëtzebuerg

@Luxinnovation
@secin_lu
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info@securitymadein.lu


