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Where it all started

2000, the “ILOVEYOU” virus

¥ ILOYEYOU - Message [Rich Text) =] B
J File Edit Yiew Insert Format Tools Actions Table Help

| @9 Reply \ €% Reply to Al \ O Forward l =4 \ L

From: John Doe
To: John Doe
Cc:

Subject: ILOVEYOU

Sent: Thu 5/4/00 11:29 AM

kindly check the attached LOVELETTER 3

=
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coming from me.  OU.TXT.vbs 2
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10 days of self-propagation

50 million infections

US $5.5 — 8.7 billion in damages
worldwide

10% of internet-connected
computers in the world had been
affected

2 companies

before 1998 1998-2004 2005-2009 2010-2014 2015-2019 ‘
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International guidance
2002, OECD Guidelines - towards a culture of security
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Public sector
Initiatives
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Ministry of the Economy — first mover
2003, launch of CASES

Q
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cases.lu

Cyberworld Awareness and
Security Enhancement Services

LUXEMBOURG 46%

9 companies
22%

18%
12%
3%

before 1998 1998-2004 2005-2009 2010-2014 2015-2019
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A key period for the ecosystem
2008 — 2012

> CIRCL (2008)
> BEE SECURE (2009)

» Consortium between Education, Family and Economy ministries

» SECURITYMADEIN.LU (2010) 46%
» Incorporated CASES & CIRCL 15 companies

» GOVCERT (2011) . 2%
» Link to the Prime Ministers Office . = I

» 2012 - 1st National Strategy

before 1998 1998-2004 2005-2009 2010-2014 2015-2019

SECURITY
LUXINNOVATION  SEADEIN.LU e
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CASES and CIRCL — today

Focusing on tools & services to secure the economy
cases
l CIRCL
DlagI'IOStIC ‘ M ISP
: ches dk|pfd rln tio Threat Sharing
CIRCL

ases
MONARC
l ......... l URL ABUSE

> LUXINNOVATION SMEEHE}HYLU | ‘

.« CIRCL
() AIL
Analysis of Information Leaks
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C3 (created in 2018)

Cybersecurity Competence Center - the 3rd dept. of SECURITYMADEIN.LU

ROOM #42
@‘4 DV][N%IC
ﬂ 1% cyber attack simulator

Made in Luxe‘mhourg
THE 3 MAIN COMPETENCES AREAS 3 /55
SPAMBEE | Pl

OBSERVE TEST TRAIN

the threats your defense to avoid the traps
Be aware of the latest threats Test your cyber resilience Train your teams to prevent
and vulnerabilities and react on incidents

Room #42 is a cyber-attack simulator which can be
tailored to any particular business context. Book the Room #42 |
The Room #42 is a realistic experience that improves r

the behavior and reflexes of your teams dramatically. e
LUSSEMBOURG

www.c-3.lu

info@securitymadein.lu SECURITY THE GOVERNMENT
OF THE GRAND DUCHY OF IXEMBOURG
.

16 Boulevard d'Avranches, L-1160 Luxembourg
+352 274 00 98 601




National strategy X
& governance
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and Digital Affairs
Policy

‘ INTERMINISTERIAL
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THE PUBLIC FOR CYBER Ministry
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GOVCERT SERVING
‘ (¥ Loenooug | THE PRIVATE

State
Intelligence
Service

Directorate
of Defence

INSTITUT LUXEMBOURGEOIS
DE REGULATION
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Authorities & Regulators

CIP  Critical Infrastructure Protection X
(loi du 23 juillet 2016 portant création d'un Haut- .W ‘ AN D eIt DE LUXEMBOURG
Commissariat a la Protection nationale) Minitere dEtat

GDPR General Data Protection Regulation ot
(loi du 1ler ao(t 2018 portant mise en place du
régime général sur la protection des données) GPVCERT

NIS  Network and Information Security -

(loi du 28 mai 2019 portant transposition de la |_

CERT gouvernemental
Luxembourg

GOVCERT
u

NP2

INSTITUT LUXEMBOURGEOIS
DE REGULATION

directive NIS)
PSDC Prestataires de Services de
Dématérialisation ou de Conservation

(loi du 25 juillet 2015 relative a I'archivage
électronique)

PSF  Professionnels du Secteur Financier de
Support

(loi modifiée du 5 avril 1993 relative au secteur — —
financier)

“ CNPD

3¢ wmnovarion  SECURITY

1 \135

\ stitut luxem e la normalisatio
dtl d l rité et qualité
d p d its et s es

CERT gouvernemental
Luxembourg
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P~
cssf

Commission de Surveillance
du Secteur Financier

circl.lu

L
> Computer Incident
Response Center
‘ LUXEMBOURG |

P~
cssfF

Commission de Surveillance
du Secteur Financier



National Actors

Education & Research

E | O
centre de gestion
informatique
de I'éducation

UNIVERSITE DU
LUXEMBOURG
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Sectoral PPPs

INCIRT ¢

Infrachain
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CERT.LU

Public-private cooperation in action

Home About Projects Contact
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A strong ecosystem

In 2019, 304 companies are active in
cybersecurity in Luxembourg

.......... Companies with
T T @ cybersecurity
Listin iteria: - as a core business
ISTINg criteria. 24
# have a legal entity in
Luxembourg 7

Start-ups
68 P

# provide at least one
cybersecurity service or
solution

304

COMPANIES

]

g
-
______
- -
-----------

Remaining 230 companies,

" include insurance, lawyers,
IT consultants, among
others, providing at least
one cybersecurity
solution/service

Almost % of the companies have

cybersecurity as a core business
(i.e. main revenues come from
cybersecurity activities)

3¢ wmnovarion  SECURITY
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Cybersecurity solutions

Luxembourg offers a diversified solutions portfolio,
yet focused on protection

Identify Protect Detect : Respond : Recover
# Luxembourg is mostly positioned on the risk # Solutions for each stage of the cyber-risk
identification and systems protection markets. management value chain, are available.

* Based on the categories from the ECSO Cybersecurity Radar Market
Y

SECURITY TS
on e MADEIN.LU
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Top solutions on the national market

The Top 7 solutions cover 60% of the market

)
S S o) L7,

]
o

Se

Governance, Identity &
risk & access
compliance management

# Top 7 solutions out of
57 types of solutions
available on the
national market

SECURITY
MADEIN.LU

: LUXINNOVATION

TRUSTED PARTNER FOR BUSINESS
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Asset
management

Data security Penetration

testing

On average,
companies provide
5 cybersecurity
solutions

# The importance of the
governance and risk &
compliance solutions can be
explained by the high number
of companies targeting the
finance and banking sectors

- e Se

Backup &
storage

Awareness &
training

# GDPR boosted the
data security
services within the
ecosystem



Focus on the
Core Businesses
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The role of small businesses

Small enterprises are at the heart
of the core cybersecurity ecosystem

# Among the 74 Size of the companies having cybersecurity as core business

companies having
cybersecurity as core

business, % have less = 1-10
than 10 employees = 11-20
21-50
# |In average, a company
) : 51-100
having cybersecurity as
core business employs m 101-250

13 people

3¢ wmnovarion  SECURITY
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Employment

Human capital of core business entities

# In total, the core business O O O O O

ecosystem represents almost
1000 employees* ( ]

SECURITY *932 employees is the exact number estimated by LXI, based on most recent
s & LUXINNOVATION

RRRRRRRRRRRRRRRRRRRRRRRRR MADEIN.LU available figures from Editusdata and the Luxembourg Business Register
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Growth of the core ecosytem
A young sector, strongly growing over the last 5 years %

# The emergence of the Luxembourg Creation date of current companies having 5

cybersecurity ecosystem started cybersecurity as a core business

0,
around 20 years ago 46%

# With an exponential growth the
last 5 years:
Almost half of current companies

: : : 18%
having cybersecurity as core business 199
were created over the past 5 years °
3%

22%

before 1998 1998-2004 2005-2009 2010-2014 2015-2019
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A growth supported by start-ups

Around 1/5 of the cybersecurity ecosystem are start-ups

-------------
- e
- -~
- -
o’ )
\ 7 Seo
, e .~
. »*
/ .
.
4
.
4
.
’
4

Start-up definition*®
# <5years old 68 Start-ups
# < 100 employees 304

COMPANIES

(188

s
-
cao oo®
- -
Ctrcaccwc="

(worldwide)

# Have an innovative
product, service or
business model

W SECURITY *based on the EU Start-up Monitor Definition; The criteria related to employees
L Petvahiabdéobiand MADEIN.LU was added to exclude LU subsidiaries from large corporate groups.
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Cybersecurity start-ups

24 start-ups have cybersecurity as a core business

ADR@N!- #Mans .o -
SUSE ( ooo RN

cyBerHEDGE P IERLERANM b passboit-s

Disc@verIT NET[ME % ALZETTE (& L7DEFeENsE

REMPART (&= keex
INTERNATIONAL K‘LU;MEHEGV;T eex e
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International Certification Trust Services (ICTS)

v 2, uxinnovation  SECURITY

O N o manics o susnes MADEIN.LU




'4 CYBERSECURITY
#’Q LUXEMBOURG

Specialisation of start-ups

¢ In total, 42 different types of solutions are Top 3 solutions provided by start-ups
delivered by start-ups
r =x\1
©
# The top 3 solutions cover 55% of the solutions T B
provided by the start-ups Idéntity £ access
management
# Start-ups offer in average 3 to 4 types of
services or solutions ;}
y) fe—
# Intotal, 17% of the cybersecurity solutions of risfgvce;r:&icae,’,ce
the entire cybersecurity ecosystem (i.e. 304
companies) are delivered by start-ups ronaue
ER ==
Encryption

3¢ wmnovarion  SECURITY
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A welcoming environment
for start-ups

"' the
® e THoFT

) Luxembourg Hou ial Technology
Powered by BGL BNP Paribas

T
57% of start-ups are or ) ‘7
have been hosted in a tEChHOPOTt T_DI\S/ITC?:::EIERToﬂ

business incubator | coworking | fab lab

Luxembourg incubator

3¢ wmnovarion  SECURITY
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Conclusion

Lessons learned of the past 20 years

v Building a culture of security, takes time (more than 20 years)
v Pragmatism and persistence are key

v Have a strategy, start small, scale fast
v’ Early involvement of the Government was important to ignite
v" A focus on the economic parts of cyber was key
v Clear limits of Gov involvement to foster not hinder market competition

v Live the concept of “co-competition”

v Be a partner for private actors
v' Cooperation and collaboration at all levels (governance, operational, sector specific)

3¢ wmnovarion  SECURITY
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info@securitymadein.lu

www.luxinnovation.lu
www.securitymadein.lu

Luxinnovation
Security made in Létzebuerg

@Luxinnovation
@secin_lu
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